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Message from the NASA CIO

Fifteen years ago, IT Talk was commissioned by then-Chief Information Officer
Linda Cureton to keep the NASA workforce and the public up to date on the
newest updates for NASA's IT services, initiatives, and policies. For our 15th an-
niversary, we will enjoy a special feature that showcases some of the outstanding
covers and features from our IT Talk archive.

Also in this issue, we are marking Cybersecurity Awareness Month by spotlight-
ing the Mission Cybersecurity Specialist (MCS) Service that will provide holistic,
enterprise-level cybersecurity guidance for projects, programs, and mission sup-
port. The MCS will allow consistent and cost-effective cybersecurity integration
that aligns with mission goals and federal requirements.

Next, we are experiencing an influx of exciting new IT technologies, and | know
that we are eager to apply them to our work. Our cybersecurity team is commit-
ted to streamlining the ATO (Authority to Operate) process to allow more efficient,
yet safe, implementation of tools at NASA.

| am pleased that we close out this special 15th anniversary issue by honoring many of the people that work hard every day
to support NASA’s mission by sharing the OCIO recipients of the 2024 Agency Honor Awards. Each and every one of your
contributions shines on its own, and together they make NASA history.

With gratitude,

jeﬁfeatm

NASA Chief Information Officer

Workplace and Collaboration Services (WCS) News and Updates

Check out the latest news from WCS (all links are internal to NASA):
e Mac User Preparation for New Outlook e Hourly Enhanced Support Services (ESS) Now Available

e Introducing Celeste - an Automated Assistant e Windows 10 Extended Support Now Available

ot LR P Do) e Teams Enhancements: Live Meetings Bar, New Sign

e Access Follow Me Print Instructions via MFD QR Code Language Mode, Filter Meeting Attendance Records,
Meeting Search, External Device Controls for iPad,
Meeting Lobby Chat, and More

e See What's New with ICAM

e  Email-to-Text Service Now Available

e  SIM/eSIM Cellular Service for Computers
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Happy 15 Birthday, IT Talk!

By Michelle Kim, Communications Specialist, NASA Headquarters

NASA's OCIO invites you to celebrate
15 years of IT Talk. Over the last decade
and a half, IT Talk has served as the
platform where NASA's IT leaders and
staff could collaborate, stay connected,
and keep each other updated about the
ever-changing trends of the IT world.

The OCIO has done some amazing
and downright cool things over the
years, and IT Talk was always there
to report it. Some headlines from the
archive include the following:

e “JPL OCIO’s Journey with Mars
Science Laboratory”

e “NASA Marshall, Partner Com-
pany Develop 3-D Technology to
Turn Space into ‘Machine Shop’”

e ‘“Installing 20,000 Feet of Fiber-
Optic Cable Across Wallops
Marshland”

IT Talk
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e “Protecting NASA’s Mission Dur-
ing the COVID-19 Pandemic”

e “Armstrong In-Flight Chase Pho-
tography”

...and more! Below, we have compiled
a collage of all the different IT Talk cov-
ers we have published over the last 15
years.

And of course, IT Talk would not have
been possible without the people
behind the stories, photos, and ideas.
IT staff, writers, editors, and graphic
designers are just a few roles that
make each edition happen.

Michael Porterfield, the graphic design-
er who won the Graphic Design USA
award for the publication, states, “Being
the original designer of IT Talk has been
one of the most rewarding parts of my
career. From the first issue requested

ST Talk IT Talk
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by Linda Cureton in 2010 to winning a
Graphic Design USA award and carry-
ing the design forward for 15 years, I've
felt proud and grateful to contribute to
something that continues to connect
and inspire NASA's IT community.”

Pictured: DCIO Deborah Diaz, Michael Porterfield,
Assoc. Deputy Jackie Gill, and CIO Larry Sweet

Here’s to 15 years of great conversa-
tions, and we can’t wait to see where
IT Talk goes next!
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NaTS, CyS, WCS Collaborate to Enable
Holoportation for NASA Missions

By Sylvester Placid, Communications Manager, AEGIS, Marshall Space Flight Center

Network and Telecommunications Ser-
vices (NaTS), Cybersecurity Services
(CyS), and Workplace and Collabora-
tion Services (WCS) supported by
teams from the Advanced Enterprise
Global IT Solutions (AEGIS), Cyberse-
curity and Privacy Enterprise Solutions
and Services (CyPrESS), and NASA
End-User Services and Technologies
(NEST) programs combined forces
with the Johnson Space Center (JSC)
Flight Operations Directorate (FOD) to
enable an innovative, new holoporta-
tion capability for NASA.

The unprecedented solution lever-
ages Office of the Chief Information
Officer (OCIO) services, capabilities,
and expertise to provide artificial intel-
ligence/machine learning supported
holographic mission and spaceflight
planning, training, and operations for
lower earth orbit, lunar, and Mars mis-
sions at the Johnson Space Center
(JSC) Mission Control Center, Mission
Training Center, and Space Vehicle
Mockup Facility.

OCIO teams provided the network
connectivity, security, hardware, and
software to establish a unified, se-
cure, and highly immersive digital
ecosystem to rapidly prototype, plan,
train, and validate next-generation
space operations and mission train-
ing concepts for FOD. The holoporta-
tion capability from Aexa Aerospace
called HoloConnect enables HoloDeck
devices to connect over HoloNet —
powered by expertise from NaTS for
the HoloNet network, CyS for secur-
ing device and network connectivity,
and WCS for HoloDeck hardware and
software, with NASA FOD acting as
the solution intggrator. \
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enhanced deep space communication
protocols. Flight controllers, astro-
nauts, engineers, and trainers at JSC
can participate in joint holographic
training with international and com-
mercial partners, managing different
mission segments. Realtime telemetry,
trajectory, command, and vehicle
sensor data are streamed into the
holographic environments, providing
spatial awareness without the need
for manual instrument checks or voice
confirmations.

As NASA plans future lunar and Mars
missions, HoloNet provides a cloud-
based, scalable simulation platform
that accounts for the complexity, time
delays, and environmental factors of
space. Flight controllers will be able to
holographically share a Mars habitat
with an astronaut to solve a problem
in real time, even with the 20-minute
communication delay between JSC
and Mars.

data from trajectory

to vehicle automatiop; improvin
sion making and agility. The solutio
is built\on Zero Trist Architecture fo
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cybersecurity and to enable smart
command displays. “Digital twins” for
Artemis spacecraft, crew, and environ-
ments reduces planning and opera-
tions costs, providing holographic rep-
resentations of vehicles, systems, and
crew stations while reducing stowage
demands for training and procedure
rehearsals during Artemis missions.

The platform enables NASA HoloCon-
nect Al live and pre-recorded holo-
graphic trainers (“holonauts”) to act as
mission specialists and digital assis-
tants embedded with engineers and
astronauts to provide context-aware
support during future JSC Flight Op-
erations and Mission Support Director-
ate expeditions to the moon and Mars.

With the proof of concept now com-
plete, FOD can move forward with
implementing these solutions as a
production/capability:

Anthony,/Bruins, NASA\ oloNet
Systemds Architect, than eg
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Cybersecurity by Design: Embedding
Protection from Concept to Test and Launch

Roopalee Nesson, Chief Cybersecurity Mission Integration (CMI) Agency Level Office (ALO); Stephen Gilmer, CMI Techni-
cal Point of Contact; Bill Seufzer, CMI Technical Point of Contact; and Kay Caudill, Information System Security Officer

(ISSO) Service Element Lead

There’s a common adage in
cybersecurity: It’s far more effec-
tive to integrate security during
early life-cycle phases than to bolt
it on later during operations.

Proactively implementing cyberse-
curity measures not only is more
cost-effective, but also enables better
planning, stronger protection, and
more resilient systems. Technical debt
associated with cybersecurity risk can
increase operational costs due to con-
stant implementation and reevaluation
of compensatory measures. Managing
the risks associated with this technical
debt—particularly through regulatory
reporting activities like Federal Cy-
bersecurity Dashboards and Federal
Information Security Modernization
Act (FISMA) reporting—can become
resource-intensive over time.

NASA Early Life-Cycle
Cybersecurity History

As the federal government continues
to adapt to a dynamic threat land-
scape, the Office of the Chief Informa-
tion Officer’s (OCIO’s) Cybersecurity
and Privacy Division (CSPD) has part-
nered with NASA missions to move
the cybersecurity needle further to the
left of the system development life
cycle, proactively identifying, manag-
ing, and mitigating cybersecurity risk
at points where efforts are most cost-
effective and impactful.

Since 2019, cybersecurity personnel at
Goddard Space Flight Center (GSFC)
have developed the initial construct of
what was originally called a security
engineéring team that worked closel
with center scien%@ missi ject

as they entered pre-Phase A, prov
ing ekgertise on congistent implemen-
tation considerations, lessons learne
and adoption of OCIO and CSPD
functions/services. Oftentimes, these

WwWw.Nnasa.gov

missions spanned centers, boundar-
ies, and, in some cases, agencies and
external partners. Over the years, the
collaboration with missions evolved to
include other mission support organi-
zations, such as Safety and Mission
Assurance and Mission Resilience and
Project Protection (MRPP), allowing
integrated teams to work together to
support missions with cybersecurity.

As other projects, programs, and
directorates across the agency learned
about this team, support continued to
expand. As of 2025, the OCIO CSPD
has supported over 40 mission proj-
ects with early life-cycle cybersecurity.
In addition, the work has evolved to
include direct support to MRPP on

the cybersecurity aspects of mission
project protection planning.
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The Mission Cybersecurity
Service Is Developed

Years of partnership and evolution with
the Science Mission Directorate and
others led to the formal development
of the enterprise Mission Cybersecu-
rity Specialist (MCS) Service, which is
now offered through the CSPD Cy-
bersecurity Service Line and fulfilled
through the agency CyPrESS contract.
Managed by the OCIO, this optional
service provides a cybersecurity
expert to embed directly with mission
project teams, providing day-to-day
guidance on cybersecurity activities
that align with the system develop-
ment life cycle in a manner that com-
plements project protection, systems
engineering, and mission operations.

The MCS Service is a unique oppor-
tunity for OCIO and missions to foster
greater lines of communication with
one another and develop a “greater
mission voice” within the OCIO. MCS
personnel work side by side with mis-
sion personnel and are considered
internal members of the program or
project team. They bring with them the
wealth of knowledge and experience
about the latest federal and NASA cy-
bersecurity developments and require-
ments, including working knowledge
about current and forecasted updates
to emergency and binding operational
directives and policies. Most impor-
tantly, the MCS serves as a conduit
back to CSPD and communicates
information about the latest solutions
and implementation strategies, as well
as insight into lessons learned in the
vulnerability, threat, and incident re-

sponse areas. This helps missions stay

in alignment with the greater NASA
mission community, reduces duplica-
tion of efforts, and supports consistent
cybersecurity discipline across the
agency. oA

MCS Components and Flexibilities

The MCS Service was specially built
to allow for budgetary flexibility and
is mindful of constrained budgets.
Missions can request a full-time MCS
or a fractional MCS, and they may
also request key components of the
service for critical, point-in-time sup-
port. Additionally, MCS support can
be “shared” amongst multiple mis-
sions, each accounting for a portion
of the time. MCS service components
include the following:

e Boundary Diagram: Developing
diagrams containing all mission
dataflows and associated new
and/or existing system security
plans (SSPs) specific to the mis-
sion for the purpose of identifying
and incorporating identified cyber-
security risks into the required mis-
sion end-to-end risk assessment.

e |nitial Systems Security Plan:
Conducting initial preparations for
any potential security boundary
plans during the early life cycle for
new system security plans.

e  Cybersecurity Roadmap: Docu-
menting the specific cybersecurity
artifacts needed for the purpose of
identifying which artifacts will be
required at each milestone within
the project schedule/timeline.

e  Mission End-To-End Risk (PPP/
CPS): Assisting the project with
the development of the cyber-
security Candidate Protection
Strategies (CPSes) required for
space asset Project Protection
Plans (PPPs). The PPP/CPS is
part of the overall mission end-to-
end risk assessment. Completed
in early phase A, MRPP uses this
to formulate overall risk for/to the
space agset/mission.

Cybersecurity Splinter: Establish-
ing a review board prior to specific
Key Decision Point (KDP) events
to identify cybersecurity deficien-
cies required during the upcoming
KDP review.

Security Posture and Progress
Summary: Developing posture
and progress summaries specific
to the current life-cycle phases in
preparation for briefings that may
be used at agency councils such
as Agency Program Management
Council/ Directorate Program
Management Council (APMC/
DPMC). Includes end-to-end cy-
bersecurity risk assessment span-
ning systems, centers, agencies,
and partners.

NASA OCIO IT Talk Oct 2025 - Mar 2026
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Woes About ATOs

Karim Said, NASA Headquarters/Goddard Space Flight Center Chief Information Security Officer

As a part of the cybersecurity com-
munity at NASA, the question | most
frequently hear is “Am | allowed to use
[insert flavor-of-the-week hardware,
software, cloud service, generative Al
widget, etc.]?!”

I’'m actually delighted whenever some-
one comes to ask me this question in
earnest. The resulting conversations
always demonstrate that organizations
are genuinely considering cybersecu-
rity and being diligent about the re-
sponsible adoption of IT that facilitates
their work. A real mood booster for a
cybersecurity nerd like me!

Often, though, | see folks’ enthusiasm
deflate when | steadily reply, “Depends
on the authorization to operate (ATO).”
An ATO is the culmination of a series
of tasks, built on the National Institute
of Standards and Technology (NIST)
risk management framework (RMF).
Seeking an ATO forces a structured
and rigorous analysis of the data and
systems we rely on, the risks that they
face, and the hedges we implement
against those risks.

The problem is that years of clunky
platforms and inconsistent guidance
have swayed perception of the ATO,
from an invaluable decision-support
tool to an empty exercise in paper-
work “compliance.” A real shame for a
cybersecurity nerd like me!

Cybersecurity is not blindly chas-

ing arbitrary requirements and word
counts. Cybersecurity is fundamentally
an extension of systems engineering
practices, and our ATO processes ex-
ist only to make those practices more
effective and efficient.

Post-transformation, the NASA Of-
fice of the Chief Information Officer's
cybersecurity community is committed
to reforming the ATO process. Over
the coming months, we’re

revising our “Step” handbooks for
each phase of the risk management
framework to help us improve our
ATO processes and cybersecurity
outcomes for system stakeholders;

e getting our Chief Information
Security Officer (CISO), Cyberse-

curity Supply Risk Management
(CSRM), and Service Lead cohort
consistent about communicating
our policy requirements;

e developing and enhancing ser-
vices to directly support those
requirements;

e participating in federal-level con-
versations about better documen-
tation workflows via Open Security
Controls Assessment Language
(OSCAL) and updates to our central
cyberecurity platform called RISCS;

e and, opening up the conversation
about cybersecurity process im-
provements more broadly across
the agency.

We've got plenty of exciting work
ahead, and the cybersecurity com-
munity is more committed than ever to
engaging with our mission and mission
support partners. So get in touch and
submit a request about ATOs! (Link
internal to NASA.) I’'m looking forward
to all your questions, frequently asked
or otherwise!

Every system needs a shield — our Authorization to Operate (AT0) process helps keep NASA’s digital universe secure.

WwWw.nasa.gov
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NASA’s X-59 quiet supersonic research aircraft lifts off for its first flight Tuesday, Oct. 28, 2025, from U.S. Air Force Plant
42 in Palmdale, California. The aircraft’s first flight marks the start of flight testing for NASA’s Quesst mission, the result of
years of design, integration, and ground testing and begins a new chapter in NASA’s aeronautics research legacy.
(NASA/Lori Losey)

OCIO Supports Successful X-59 First Flight

By Sylvester Placid, Communications Manager, Advanced Enterprise Global IT Solutions (AEGIS), Marshall Space Flight Center

Teams across the OCIO service lines
were instrumental in the successful
first flight of NASA's X-59 Low Boom
Flight Demonstrator which took place
on October 28 at Armstrong Flight
Research Center. From network to
data center to video broadcasting

and cable plant, OCIO team members
were on-site and online to support this
historic event.

Key Contributing Service
Line Teams

e (Cloud & Computing Services (CCS)

e Network and Telecommunications
Services (NaTS)

e Workplace and Collaboration
Services (WCS)

e Supported by Advanced
Enterprise Global IT Solutions
(AEGIS) and NASA End-User
Services & Technologies
(NEST) personnel

Starting as early as 4 a.m., team
members ensured clear connections
to all VIP conference room locations
and confirmed data communications
between the range and data manage-
ment platforms. They also provided
staging for rapid conference room and
end user support.

Network services for the first flight
focused on ensuring smooth flight
operations coverage for VIPs in Arm-
strong conference rooms, validating
communications data and video feeds,
and running any last-minute cable
connections or making rapid cabling
repairs. An OCIO systems administra-
tor dedicated to X-59 was onsite to re-
solve any access issues at the Dryden
Aeronautical Test Range at Armstrong,

OCIO also provided X-59 cloud, data
center, and storage support for the
Armstrong data center, successfully
completing data backups and migra-
tion of X-59’s telemetry and video

NASA OCIO IT Talk

data. The integration of multiple feeds
from distributed assets, including the
NASA F/A-18D chase aircraft tailing
X-59 during flight, was made possible
by the comprehensive remote video
support from the OCIO. Utilizing en-
terprise core transport services, OCIO
successfully backhauled video signals
to the NASA video production facility
at the Goddard Space Flight Center TV
studio.

For more information on NASA’s
Quesst mission, featuring the X-59
aircraft, visit our website.

Video highlights from the flight can
be found on the Armstrong YouTube
channel.

Oct 2025 - Mar 2026


https://www.nasa.gov/mission/quesst/
https://www.youtube.com/watch?v=EdeKVMANcSs
https://www.youtube.com/watch?v=EdeKVMANcSs
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AGENCY. HONOR AWARDS

Individual Achievement
Awards

Mary Jo Alfano has received the
Early Career Achievement Medal
“for significant early career contribu-
tions that are enabling NASA orga-
nizations and employees to leverage
commercial cloud computing services
in pursuit of mission objectives.”

Bryan Boatright has received the
Exceptional Achievement Medal
“for sustained exceptional leadership,
assuring a protective cybersecurity
border infrastructure securing NASA
information technology from the
world.”

Debra Caldwell has received the
Exceptional Achievement Medal “for
outstanding leadership of Kennedy y
Spacg Center’s Voice up and im/
provement of the agen%?wide mis\sjorr

voice system AN\

Jess Deibert has recelved the Early
Career Achlevement Medal “for j
incredible initiative and,success in, aC—
celerating digital upskilting of NA@A’ )

WWWw.Nnasa.gov

0CI0 Awardees

workforce by transforming the NASA
Digital Academy and co-leading the
Summer of Al campaign.”

Kristin Ekanger has received the
Excellence in Customer Service
Award, a NASA Honors Award Ap-
preciation Program (HAAP) Award, “for
exceptional leadership in establishing
and maturing the Customer Engage-
ment Office, transforming Business
Relationship Management into a stra-
tegic asset for NASA’s mission.”

William Keeter has received the
Excellence in Customer Service
Award, a NASA Honors/Award Ap-
preciation Program (HAAP) Award, “for
outstanding web master support to

> NASA.>( of 4\'

Terri Littrell has received/t’rﬂe Excel-
lence in Customer Servlce Award,
a NASA Hopiors Award' AppreC|at|on

Jon McAfee has recelve,d the Out-
standing Leadership Medal “for
outstandingyleadership transforming

/
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the Agency’s network and telecom-
munications capabilities and organiza-
tion in support of multiple centers and
NASA missions.”

Jamie Paisley has received the Silver
Achievement Medal “for outstand-
ing leadership to the Cybersecurity
and Privacy Division in delivery of the
Enterprise Assessment Service by
showcasing customer-focused ap-
proaches across NASA.”

Jennifer Perez has received the
Exceptional Service Medal “for
exceptional leadership, innovative
approaches;jand strategic planning
that played a'critical role in enhancing
/NASA’s operatronal oapabllltles and
mission succes

Chrlstl Yapching has recelvéd the
Early Career' Achievement Medal
“for outstanding early career contribu-

Program AAP) Award, “for outstand- // t|ons in the transformation of'Records
hic design support ‘to NASA.” /

/ Management ac (0SS the agency, the

5 \OCIO, and Armstrong Fligh Research

Qenter / \
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https://nasa.sharepoint.com/sites/cio/SitePages/24-25-Honor-Awards-OCIO.aspx
https://www.nasa.gov

Group Achievement The NASA Enterprise Infrastructure
Awards Solutions Team has received the

Silver Group Achievement Award “for
The Headquarters (HQ) Desk Phone  ;15tanding achievement in complet-

Replacement Project Team has ing the Federal Information Technol-

r_eoeived the Excellence in Collabora- ogy ACC]UiSitiOﬂ Reform Act (F|TARA)
tion Award, a NASA Honors Award mandate to eliminate duplication and

Appreciation Program (HAAP) Award, waste in IT.”

“for the successful remediation of over
1,200 phones at HQ, enhancing NASA’s The NASA Web ModernlzatloRTeam O\

cybersecurity posture and meeting the ~ has received the Group Achlevement \

October 1 deadline.” Award “for outstandlng tnevement \
o in completing the Federa Wormaﬂon N/
The Ivanti Incident Response Team Technology ébqwsmon Requm Act /

has received the Group Achievement TARA) mandate to eliminate duplica- 7
Award “for exceptional, thorough, and 4;5 %Q /

) i on and waste in IT.”
fast lvanti security response ensuring
the availgbility, conﬂdentlalgé andin- ,/ The Network and Telecommunlca- \\

NN

tegrity Of all NASA sysfems nd data.® \ tions Services(NaTS)N SCOM Mis- /
\_\sion Operations Team ha ﬁecelved

The MDNLTransmon Project Team \ the Excellenice in CoIIabora\'bn /

has rec?lved the Grou;{Achlevement Award, a NASA Honors Award Ap— 4 <

Award “for.the outstandlng efforts and / /preC|at|on Program (HAAP) Award “for \\

dedication in executing a §§§0933' /' outstanding mission- CI’I’[IC,%“ stpport of X
ful transition to a moderniz agencyd :

w A \_ Boeing Starliner’s first crewgd test fllght
Mokile E)ev:ce Management (MDM) mission and malntalnlng the agency’s
Sl ission- crktfcal network infrastructurg.”
The NASA Enterprise Cloud Con- The Summer of Al Team has received
tract Acquisition Team has received the Group Achievement Award “for
the Group Achievement Award “for the outstanding contributions to ad-

successfully awarding NASA's next vancing Al awareness and education at

enterprise laaS-PaaS cloud computing NASA through the 2024 Summer of Al
contract, featuring significant improve-

ments and advantageous pricing.”

Learning Campaign.”




