NASA'’S Independent Verification & Validation (IV&V) Program

In FY24, NASA’s IV&V program supported 16 of the agency’s most

essential programs and projects and was proud to see the successful , The Artemis IV&V
launch of Psyche — a project that IV&V has contributed to since 2015. v Program has contin-
Across the full breadth of work for NASA this year, IV&V identified, / ued to support the
and collaborated to resolve 1,242 significant software-related issues, agency's Moon2Mars
including 43 issues with the potential to cause loss of mission or / . vision for deep
degradation of an essential mission capability. ARJTEMIS space exploration.

Artemis IV&V is comprised of multiple
In addition to mission support, we are proud that IV&V’s collaborative IV&V teams directly supporting Orion,
partnerships across the agency, the state of West Virginia, and SLS, EGS, HLS, Gateway, and EHP-xEVAS
the U.S. Government have grown in the past year. across Artemis Il and beyond.

Providing system and software exper-

' “‘ tise, the IV&V teams have collaborated
sl . ~ with the Artemis Programs to identify
‘ over 2000 high severity defects that,

v . y once resolved, will improve the overall
development effort and reduce the risk
to NASA crew members, assets, and the
mission to extend humankind's reach to
the Moon and beyond.

NASA's V&V Program provided
Software Safety and Mission Assurance

Following a one-year launch slip, Psyche : (SMA) services to NASA's Commercial Crew
launched successfully on October 13, 2023. - Program (CCP), contributing to the safe and
There were over 700 IV&V technical issue - 8 successful flights for SpaceX Crew-7 return
memorandums (TIMS) resolved, with none = and the launch and docking of Crew-8 and

open at launch. IV&V support ended following = Crew-9 to the International Space Station
completion of post-launch analyses, which ' q (ISS). The team also supported the safe and
fixed defects that had the potential to impact ‘COMMERCIAL successful launch of Boeing Crewed Flight
an ongoing cruise operations. No new TIMs ., R E\/\/ Test (CFT) to the ISS and supported the on-
were identified by IV&V, and all prior assurance : orbit testing, troubleshooting, and decision
conclusions were upheld. process leading to CFT's uncrewed return.

2

3 OGRAM

been successfully includes new visualization capability with Additionally, high-profile findings have

- l ‘' ,ri The JSTARteam has  run without any intervention. It now all components.

SOFTWARE

TesTnG & pesearcn asorToR providing digital real-time and data-processed playback been identified for the Nancy Grace Roman
twins, a unique technology which condens-  ability, which allows for data plotting, Space Telescope. Testing using our in-house
es the entire flight system to run on a laptop  performing aborts, and reversing time. software, WISP, discovered a significant
or cloud-based system and permits testing JSTAR also released the initial digital issue with time synchronization between
of mission software that would not twin of Autonomous Flight Termination two elements critical to the spacecraft.
otherwise be possible. Unit (AFTU) for the NASA IV&V Team, which Europa Clipper testing discovered a

The digital twin user interface for Artemis  includes two flight units, multiple trajectory  significant issue with startup software
(ARRISTOTLE) has matured to the point of files, a GPS simulator for trajectory file and the fix was confirmed using ECHOES,

being able to execute and script an entire playback, and a user interface to control a JSTAR- built digital twin.
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The SSO Outreach Team provided Software Assurance (SA) expertise to the SA Technical Fellow, Ames Research
Center, and Wallops Flight Facility (WFF) to advance agency initiatives and safety-critical development projects.
Throughout the year the team developed more efficient processes to improve project risk identification, train the
agency's software workforce, and highlight the value of SA activities. Outreach provided much needed SA staff
augmentation for WFF's Advanced Command Destruct System (ACDS), Ames's Vertical Motion Simulator, and Ames's
HelioSwarm project.

Working closely with Agency leadership and Mission Directorate stakeholders, the IV&V
Mission Protection Services (MPS) initiative continued to advance its complementary ap-
proach to NASA mission security. MPS provides a mission-focused view of cybersecurity
that leverages and builds on IV&V'’s existing capabilities to improve NASA's understanding
of software security risks and potential mitigations. This past year, the MPS team worked
collaboratively with the Orion project to bolster the mission’s overall security posture.

The IV&V Program continued its history of collaboration with other
government organizations and leadership in the software assur-
ance industry, advancing our partnerships with the Missile Defense
Agency and the National Oceanic and
Atmospheric Administration (NOAA).
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