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1. Purpose and Scope
This IT Security Management Plan describes the processes and procedures used to ensure the proper security of information technology resources developed, processed, or used under the NASA SBIR/STTR contract [contract name]. The plan is written in accordance with NASA FAR Supplement clause 1852.204‑76, Security Requirements for Unclassified Information Technology Resources.
This plan applies to all activities under the contract that process, manage, access, or store unclassified electronic information, including Controlled Unclassified Information (CUI), formerly known as Sensitive But Unclassified (SBU).
If any IT resources developed, processed, or used under this contract are, or are suspected to be, export controlled‑, the contractor shall comply with NASA FAR Supplement clause 1852.225‑70, Export Licenses.
2. NASA System Access Requirements
This contract requires remote access to a single NASA IT system:
SBIR/STTR Proposal Submission and Award Management System (ProSAMS)
URL: https://my.prosams.nasa.gov
ProSAMS is used for submitting contract deliverables, including invoices and technical reports. Access to ProSAMS is managed through:
· NASA Account Management System (NAMS)
· Identity and Access Management System (IdMAX)
All personnel accessing ProSAMS must:
· Obtain a NASA Agency User ID 
· Maintain a valid IdMAX password 
· Complete NASA’s Cybersecurity and Privacy Awareness Training before receiving access 
· Renew the Cybersecurity and Privacy Awareness Training annually for the duration of the contract
· Once a year, revalidate your account and agree to the IT Rules of Behavior
· Immediately notify the agency-sbir agency-sbir@mail.nasa.gov if your primary email address or your last name has changed

Only personnel involved in contract negotiation, administration, or performance shall register for access.
Personnel accessing NASA IT systems are responsible for protecting the confidentiality, integrity, and availability of NASA electronic information and IT resources from unauthorized access, modification, or disclosure.
3. NASA IT Security Requirements
As a NASA contractor processing, managing, transmitting, accessing, or storing unclassified electronic information (including CUI), all personnel assigned to this contract shall adhere to NASA IT security requirements, regulations, policies, and guidelines located at:
https://www.nasa.gov/cybersecurity-policies
Controlled Unclassified Information (CUI)
CUI is broadly defined as unclassified information requiring safeguarding or dissemination controls pursuant to law, regulation, or government‑wide policy. NASA labels and protects CUI submitted by contractors.
Contract personnel must:
· Properly protect all CUI handled during contract performance 
· Follow all NASA CUI marking, storage, handling, access, and transmission requirements 
4. Access to Additional NASA Systems
Additional NASA IT systems or Agency data required for contract performance: 
  If no additional systems are required, state: _________________________________
5. Access to Sensitive Information
The Computer Security Act of 1987 defines sensitive information as information whose loss, misuse, unauthorized access, or modification could adversely affect U.S. national interests, federal programs, or individual privacy under the Privacy Act (5 U.S.C. § 552a).
If performing this contract entails access to sensitive information, the contractor agrees to:
· Use sensitive information solely for performing contract work 
· Safeguard all sensitive information from unauthorized access or disclosure 
· Limit access only to employees requiring such information 
· Prevent disclosure outside the Contractor’s organization 
· Train employees on proper use and protection requirements as outlined in the Cybersecurity and Privacy Awareness Training
· Obtain written affirmation from each trained employee 
· Monitor compliance and report violations to the Contracting Officer 
Unauthorized disclosure of sensitive information may result in termination for default or government debarment.
6. NASA Cybersecurity and Privacy Rules of Behavior
All personnel must comply with NASA’s Cybersecurity and Privacy Rules of Behavior. These rules establish mandatory responsibilities for accessing NASA information systems, networks, or data.
Personnel are prohibited from:
· Sharing passwords or authentication credentials 
· Allowing others to use their NASA access accounts 
· Using NASA systems for unauthorized or improper purposes 
Noncompliance may result in personnel actions, contract actions, civil penalties, or criminal penalties under applicable laws.
The current Rules of Behavior are available at:
https://nodis3.gsfc.nasa.gov/OPD_Docs/NAII_2540_1_.pdf
7. Incident Response
If any intentional or inadvertent incident impacts—or is suspected to impact—the confidentiality, integrity, or availability of NASA information or IT resources, the contractor shall immediately report the incident to:
NASA Security Operations Center (SOC)
Phone: 1‑877‑NASA‑SEC (1‑877‑627‑2732)
Email: soc@nasa.gov
The contractor must also notify the Contracting Officer (CO) and Contracting Officer’s Representative (COR), as applicable.
Incidents include, but are not limited to:
· Unauthorized access 
· Loss or compromise of contract deliverables 
· Misuse of NASA systems 
· Alteration, destruction, or unintentional exposure of NASA data 
Immediate notification is mandatory.

8. Safeguarding Contractor Information Systems
The contractor shall implement Security Management Procedures and Controls that are at least as stringent as the safeguarding requirements of FAR 52.204‑21, Basic Safeguarding of Covered Contractor Information Systems.
Required safeguarding measures include the following security controls:
(i) Limit information system access to authorized users, processes acting on behalf of authorized users, or devices (including other information systems).
(ii) Limit information system access to the types of transactions and functions that authorized users are permitted to execute.
(iii) Verify and control/limit connections to and use of external information systems.
(iv) Control information posted or processed on publicly accessible information systems.
(v) Identify information system users, processes acting on behalf of users, or devices.
(vi) Authenticate (or verify) the identities of those users, processes, or devices, as a prerequisite to allowing access to organizational information systems.
(vii) Sanitize or destroy information system media containing Federal Contract Information before disposal or release for reuse.
(viii) Limit physical access to organizational information systems, equipment, and the respective operating environments to authorized individuals.
(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access; and control and manage physical access devices.
(x) Monitor, control, and protect organizational communications (i.e., information transmitted or received by organizational information systems) at the external boundaries and key internal boundaries of the information systems.
(xi) Implement subnetworks for publicly accessible system components that are physically or logically separated from internal networks.
(xii) Identify, report, and correct information and information system flaws in a timely manner.
(xiii) Provide protection from malicious code at appropriate locations within organizational information systems.
(xiv) Update malicious code protection mechanisms when new releases are available.
(xv) Perform periodic scans of the information system and real-time scans of files from external sources as files are downloaded, opened, or executed.
9. Compliance
Compliance is enforceable under federal law, including but not limited to:
· Computer Fraud and Abuse Act (1986) 
· National Information Infrastructure Protection Act (1996) 
Unauthorized attempts to upload, modify, or manipulate information on NASA systems are strictly prohibited.
10. Signature
By signing below, the contractor acknowledges understanding of this plan and agrees to comply with all applicable NASA security requirements, laws, policies, and standards.
	Signature of Firm POC:
	Date:














Attachment 4 — Applicable Document List (ADL)
Contractors providing IT services or solutions to NASA should reference the following security‑related directives:
NPR 1382.1B — NASA Privacy Procedural Requirements 
NPD 1382.17K — NASA Privacy Policy 
NPD 1440.6I — NASA Records Management 
NPR 1441.1E — Records Management Program Requirements 
NPD 2540.1K — Acceptable Use of Government Furnished IT 
NPD 2800.1F — Managing Information Technology 
NPR 2800.2A — ICT Accessibility 
NPR 2810.1F — Security of Information and Information Systems 
NPD 2810.1F — NASA Information Security Policy 
NPR 2830.1A — Enterprise Architecture Procedures 
NPD 2830.1D — Enterprise Architecture 
NPR 2841.1 — Identity, Credential, and Access Management 
NASA handbooks related to privacy, cybersecurity, and information security are freely available at:
https://nodis3.gsfc.nasa.gov
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