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A SmallSat anomaly is considered to be any failure occurrence of the 
subsystems and/or satellite that takes place during testing or post-
launch and has or could have an impact on the health or 
performance of the satellite. 
➢These failures could occur at the payload, subsystem / 

instrument and / or component levels. 
➢An anomaly is not considered to be due to human error or 

software integration issues.

SmallSat Anomaly Definition



NASA SmallSat/CubeSat Fleet



• What is the goal of this new reporting process? How will it supplement/replace the 
reporting processes currently in place at each NASA Center?
• Centralized reporting across each Center and Mission Directorate (MD); Will not replace, will only 

supplement. Goal is to break down the information barriers. 

• Who will submit the anomalies? 
• Programs and projects across MDs (can be anyone); Potential anonymous submissions and drawbacks

• How do we get the Programs and Projects to submit anomalies?
• Do we implement a top-down approach?

• Who will receive SmallSat anomaly notifications through JARIVS³?
• Center reps & Small Spacecraft Working Group reps will receive email notification pointing them to the 

information in JARIVS³ (CUI compliant internal SharePoint site)

• Who can people follow up with regarding anomaly questions or to seek more information?
• Any follow up beyond the initial process is with the Project POC listed in the template

Questions to Consider



Questions to Consider - Continued
• When are anomalies expected to be submitted?

• Anomalies should be submitted at the time the anomaly is first noticed or within 24 
hours.

• Can additional documentation be linked to the original form at a later date, after 
submission?

• Additional documents (e. g., root cause, failure analysis) are currently not able to be 
linked to the original form but a process is being developed to accomplish this in the 
future. After submission, the updated form will go through the review process flow. 

• How will the anomaly data be displayed?

• A spreadsheet format will be used where the data is searchable and sortable.

• Will data analytics be performed on the anomaly data?

• Data analysis will be performed on the information collected to evaluate if there are 
any noticeable trends. Trends will be reported to the NASA SmallSat Community.



Stakeholder Feedback

• “There needs to be something that doesn’t contain details of the anomaly, just 
makes folks aware that there is a problem and they need to look for more 
information. Make it simple, such as “There is a problem with my avionics 
system.”

• “If there are too many alerts, people won’t read them. You could set it up so 
that you can select which systems you are interested in getting emails about."

• “We could put together a database, vet everyone, and put anything we want in 
it. We would need to trust folks.”

• “One thing to note is that for any one anomaly, one doesn’t know if the 
anomaly was caused by improper use/integration/testing of the part, or if the 
part was problematic directly from the vendor.”



1. Programs submit 
anomaly template form NF 

1884 
(https://nef.nasa.gov/) to 

internal email address

2. Anomaly 
communication support 
team posts completed 

template form on JARVIS³ 

3. Subject Matters Experts 
receive notification that 

anomaly form is ready for 
review  

4. Subject Matter 
Expert reviews content 
for technical accuracy 

and CUI 

5. SME approves 
content and no 

additional information 
is required.

6. JARVIS³ Admin is 
notified that approval 
process is complete

7. JARVIS³ Admin 
approves and releases 

form. Center and 
SSWG SmallSat reps 

are notified via email.

Anomaly Reporting Process
8. Center SmallSat
reps communicate 

information to Centers 
internally. Follow-on 

questions can be 
addressed to POCs 

listed in the template.

Steps if content iteration is necessary

4b. SME communicates 
with original submitter 
if additional anomaly 
content is required.

4c. Original anomaly 
submitter updates form 

as required by SMD.
4a. Additional 

information is required 
by the submitter

https://nef.nasa.gov/




Next Steps
• Investigate potential database platforms for small spacecraft anomalies 

knowledge dissemination and sharing within NASA, NASA funded PIs and Other 
Government Agencies (OGAs)

• Obtain feedback from stakeholders to continue improving the small spacecraft 
anomaly reporting process in order to ensure that it is streamline and user 
friendly

• Continue to investigate other NASA and external anomaly databases and 
processes to capture lessons learned and leverage existing anomaly data

• Focus on socializing the small spacecraft anomalies reporting process at 
conferences and workshops 

• Promote the capture of anomalies via the reporting process to show the 
benefits to potential stakeholders to depict the practicality of knowledge 
sharing



Questions? Feedback?

Craig.D.Burkhard@nasa.gov

mailto:Craig.D.Burkhard@nasa.gov


2023 Government SmallSat Forum
• Co-Hosted by NASA Small Spacecraft Systems Virtual Institute (S3VI) and The 

Aerospace Corporation (Aerospace)

• Being held 11 – 13 July 2023 at Aerospace (El Segundo, CA) 

• Forum format will consist of presentations, panels and discussions

• Initial topics include: in-space propulsion, cybersecurity and encryption, frequency 
coordination, standards and modularity, orbital maneuvering vehicles, and lessons 
learned across subsystems and platforms

• Three day forum with security classifications ranging from: UNCLASSIFIED up to 
TOP SECRET//SCI//NOFORN and FVEY

• The 2023 Government SmallSat Forum is by invitation only. If interested please let 
me know. 


