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(PNT)  Positioning, Navigation, and Timing  
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(SSN)   Space Surveillance Network  
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12.0 Identification and Tracking Systems 
12.1 Introduction 
In the past, most launches involved a single, large satellite launching on a dedicated launch 
vehicle. Small satellites as secondary payloads were sometimes ‘dropped off’ along the way to 
the primary payload’s orbit or rode along to the final orbit with the primary payload. In either case, 
it typically was not that difficult to distinguish between primary and secondary payloads via size 
and operational parameters.  
Recently, however, multi-manifest or “rideshare” launches have become more common, and 
providers (1-3) are launching multiple CubeSats, or bundling CubeSats and other smaller 
payloads with larger payloads to fill up the excess capacity of almost any given launch vehicle. 
For technical and cost reasons, such launches generally deploy small satellites and CubeSats 
into very similar orbits over a short time window. “Batch” launches with a lack of separation 
between satellites can prevent effective tracking and create “CubeSat confusion” (4). When 
CubeSats are deployed close together in space and time they can be hard to distinguish from 
each other by tracking radars, making it difficult to determine which orbits correlate to which 
spacecraft, preventing a unique orbital state from being added to the catalog of on-orbit objects 
(5, 6). At times it can take weeks to months to sort out which object is which, while some may 
never be uniquely identified at all. 
Due to their standardized shape and size, CubeSats look very similar to one another, especially 
when they are in orbit hundreds of kilometers away. If there are unidentified objects from a launch, 
then the possible number of associations of object identifications (IDs) to tracked objects scales 
as n! (n-factorial, where n is the number of unidentified space objects from the launch). For 
example, if there are just two objects, say a payload and an upper stage, there are two ways in 
which you can associate the IDs with the tracked objects, and even that can be a challenge (7). 
However, if there are ten unidentified objects, there are 3,628,800 possible combinations; with 20 
this rises to 2.4x1018 combinations. The magnitude of the problem gets big quickly.  
Small satellites can improve their chances of being identified and tracked through good 
coordination with tracking agencies pre-launch, through community sharing of Two-Line Element 
(TLE) sets and other position data in clearly defined, consistent, standard formats, and through 
careful selection of deployment direction and timing (8). Good design choices can also improve 
the chances of small satellites surviving launch and early orbit (9) and can even make use of in-
space commercial radio networks as a “back-up” method of communicating should primary 
systems fail (10). However, despite improvements in both design and coordination, many small 
satellites still go unidentified. This has led to the introduction of tracking aids – independent 
systems that help owners and trackers identify small satellites and CubeSats, in some cases even 
if the satellite is malfunctioning.  
The information described below is not intended to be exhaustive but provides an overview of 
current state-of-the-art technologies and their development status for a particular small spacecraft 
subsystem. It should be noted that Technology Readiness Level (TRL) designations may vary 
with changes specific to payload, mission requirements, reliability considerations, and/or the 
environment in which performance was demonstrated. Readers are highly encouraged to reach 
out to companies for further information regarding the performance and TRL of described 
technology. There is no intention of mentioning certain companies and omitting others based on 
their technologies or relationship with NASA. 
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12.2 Identification and Tracking Ground Systems 
Initially established in 2005, the Joint Space Operations Center (JSpOC) was performing space 
surveillance and providing foundational Space Situational Awareness (SSA) for the US 
Department of Defense as well as for other agencies and space entities. Since July 2016, that 
role is provided by the 18th Space Defense Squadron (18 SDS), located at Vandenburg Space 
Force Base in California, which assumed all catalog maintenance functions including detection, 
tracking and identification (D/T/I) of artificial objects in Earth orbit and maintaining the space 
catalog which is publicly available on space-track.org. As part of their activities, they provide 
launch support, re-entry assessment, and other SSA functions; orbital safety activities, such as 
conjunction assessment (which identifies close approaches between launch and other catalogued 
in-orbit objects) are provided by the 19th Space Defense Squadron (19 SDS), located at the Naval 
Support Facility at Dahlgren, VA. Maintaining the catalog is achieved via the US Space 
Surveillance Network (SSN) that is formed by a suite of sensors around the world (29). 18 SDS 
is currently tracking more than 45,000 objects in Earth orbit and can provide data for pieces as 
small as 10 cm3. They issue TLEs that are updated on a regular basis and can be used to compute 
predicted orbit position for spacecraft communications acquisition and other purposes. They also 
produce precision vectors with covariance that can be used to perform conjunction analyses. 
The US Air Force next generation SSA sensor, known as the Space Fence, was declared 
operational in March 2020 and can track objects below the previous 10 cm3 limit. It is located on 
Kwajalein Island, in the Republic of the Marshall Islands and consists of a S-band radar system 
to track objects primarily in low-Earth orbit, although it can track objects in medium-Earth orbit 
(MEO) and geostationary equatorial orbit (GEO) as well. The 20th Space Control Squadron based 
in Huntsville, Alabama, manages the Space Fence and provides data to the 18 SDS to augment 
the space catalogue (30). Another major antenna in the SSN is the Haystack Ultrawideband 
Satellite Imaging Radar (HUSIR), which is the highest-resolution, long-range sensor in the world. 
HUSIR simultaneously generates X- and W-band images that can provide valuable information 
about the size, shape an orientation of Earth orbiting objects (31). These are just several 
examples of sensors that make up the SSN, many having specific unique capabilities that support 
the SSN’s various functions, including conjunction assessment. 
The NASA Conjunction Assessment Risk Analysis (CARA) program acts as an important 
intermediary between 18/19 SDS and NASA satellite missions. CARA usually gathers daily orbit 
ephemeris and covariance files from the spacecraft operations teams and provides this data to 
18/19 SDS for screening and close approach prediction. CARA provides risk assessment of these 
predicted close approaches to NASA missions beyond the 19 SDS support provided to non-NASA 
users, including operations concept development, probability of collision computation, high 
interest event notification, and conjunction geometry analysis among other functions. In 2012, the 
French Space Agency (CNES) created a conjunction risk assessment team called CAESAR that 
provides risk assessment services to their missions (34) (35). 
NASA recently released a best practices handbook entitled “Spacecraft Conjunction Assessment 
and Collision Avoidance Best Practices Handbook,” which is a great reference for satellite 
operators with respect to collision avoidance topics (32). The NASA Interim Directive (NID) 
provides information on the minimum collision avoidance requirements and associated 
operational protocols for NASA space flight programs, projects, and vehicles to protect the space 
environment and reduce the risk of collision (33).  
Besides government assets, several commercial entities are providing tracking capabilities that 
can be purchased by stakeholders. These include Analytical Graphics, Inc. (AGI) which provides 
data from a network of commercial sensors through its Commercial Space Operations Center. 
ExoAnalytic also has a global telescope network (EGTN) consisting of over 25 observatories and 
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275 telescopes tracking orbiting objects in GEO, highly elliptical orbit (HEO), and MEO. The 
EGTN can collect angles and brightness measurements. They maintain a proprietary catalog of 
satellites and space debris that are regularly tracked and cataloged. This includes a historical 
archive of over 100 million object measurements (26). 
LeoLabs is another commercial entity providing detailed information for spacecraft tracking. They 
use a group of distributed Earth-based, phased-array radars to make a commercial-off-the-shelf 
(COTS) satellite tracking service targeted to the specific requirements of SmallSat operators in 
low-Earth orbit. They currently have two radar stations in the United States and radar sites in New 
Zealand, Costa Rica, and the Azores. There are currently four functioning radars as of 2022, with 
plans for six radars strategically located around the world to robustly track objects down to 2 cm 
in size. The predicted performance also includes a revisit time of over 10 observations per day 
for specific objects, and a low-Earth orbit catalog of over 250,000 pieces. Through their LeoTrack 
platform, they can use their radar data to perform precision tracking and curate orbit information 
products for satellites as small as 1U. Their system includes an open-source graphical user 
interface (GUI) capable of displaying all the catalog in real time, as well as fundamental orbit 
information about each individual object. They recently announced a commercial launch and early 
orbit service, with SpaceX as their initial customer (39). 
Catalogs provided by these commercial entities are different from the one maintained by 18 SDS 
in accuracy and objects included. Spacecraft owner/operators should be aware of the differences 
before choosing to use a particular service for a particular purpose. For conjunction assessment 
purposes, having multiple differing solutions can be confusing when attempting to make a 
decision. The Department of Commerce was charged in Space Policy Directive-3 with creating a 
space traffic coordination system that enables commercial capabilities for conjunction 
assessment. In the future they may offer a conjunction assessment service that merges data form 
multiple sources in one solution as they work to transition the service currently provided by 19 
SDS. 

12.3 Tracking Aids 
For spacecraft that cannot be routinely tracked by the SSN, it is important to ensure trackability 
by another means to enable other owner/operators to know where your spacecraft is to prevent 
debris-producing collisions. This is especially important for SmallSats that have orbital lifetimes 
that exceed operational lifetimes, and the risk to orbital neighbors remains after tracking activities 
have stopped. For NASA spacecraft, trackability is assessed as part of the Orbital Conjunction 
Assessment Plan (OCAP) required during design by NID 7120.132. 
Tracking aids come in several categories, each with benefits and drawbacks (11). Table 12-1 
discusses the broad categories available, with representative examples discussed below. Size, 
weight, and cost vary for each of the examples, but all can be considered compatible with a 
CubeSat mission; see the references for detailed information on size, weight, and power (SWaP) 
and cost. Once the augmented tracking is collected, ephemeris data would be produced and 
made available to CARA/19 SDS for screening. 
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12.4 Devices that Communicate Position and ID via Radio 
The most comprehensive (but also potentially the most complex and SWaP-intensive) option 
involves equipping a small satellite with an independent positioning, navigation, and timing (PNT) 
receiver and independent radio capable of transmitting data to an independent communications 
provider. An example technology is the Black Box system (figure 12.1), described by NearSpace 
Launch, Inc., in a recent conference paper (18). This system comes in several form factors for 
mounting internally or externally to a small satellite or CubeSat. The patch antenna shown in the 
first image is approximately 10 cm by 8 cm and can weigh as little as 22 grams; larger systems 

Table 12-1: Types of Tracking Aids 

Technology scheme Description and reference mission TRL Citation 

CubeSat position and 
ID via radio 

A position, navigation, and timing (PNT) 
receiver is attached to a CubeSat, along with 
a radio to transmit the information via a LEO 
communications provider (or directly to the 

ground); example: BlackBox, Blinker. 

 7-9 
(12) 
(13) 

Coded light signals 
from light source on 
exterior of CubeSat 

Exterior-mounted LEDs with large-aperture 
telescopes to receive the signal or diffused 

LED lasers with ground-based photon-
counting cameras. 

6-7 
(14) 
(15) 

Radio Frequency 
interrogation of an 

exterior Van Atta array 

For example, exterior mounted radio 
frequency identification (RFID) tag & 

commensurate radar. 
7-9 (16) 

Laser interrogated 
corner cube reflectors 

(CCR) 

One or several small CCRs can be attached to 
CubeSat exterior; ground-based laser and 
receiver telescope needed to distinguish 

number of CCRs. 

7-9 (17) 

Passive 
augmentations to 

visibility 

Use of high-albedo paint or tape, improving 
overall conductance of the exterior of the 

satellite or other methods to increase visibility. 
7-9  

Figure 12.1: (left) Thin Patch or Stamp Black Box for side mounting. (Middle) PC104 Black Box 
for internal stack mounting. (Right) Standard Black Box for larger satellites. TRL 9: flown on 
spaceflight launch. Solar array and antennas not shown. Credit: NearSpace Launch, Inc. 
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such as the one shown in the third image of figure 12.1 have flown and are considered TRL 9. 
These systems combine a low-power GPS receiver with a low-power radio capable of 
communicating with a low-Earth orbit communication provider (in the case of Black Box, the 
Global Star network) and operate independently from the spacecraft’s regular command and 
telemetry links. Externally mounted versions often include solar cells for independent power 
generation. A Black Box system is currently flying on Spaceflight Sherpa-FX orbital transfer 
vehicle, launched on January 24, 2021, and is returning GPS fixes to the developer. The GPS 
fixes were analyzed and reports were presented at the October 2021 and October 2022 
International Astronautical Congress (41, 42). 
A similar concept under development is The Aerospace Corporation’s ‘Blinker’ (13), in which a 
GPS receiver and low-power radio are externally mounted to a CubeSat. GPS positions (“tags”) 
are recorded, stored, and then radioed when the satellite is over an Aerospace Corporation 
ground station (which is separate and independent from the CubeSat’s mission ground station). 
Research and development are being conducted to automatically convert the GPS tags into 
ephemeris information that can be directly ingested by space situational awareness centers (in 
this case the 18 SDS via Space-Track.org) as an owner/operator initial ephemeris that would be 
propagated by 19 SDS and screened for conjunction assessment.  
The advantages to such a system are that it provides complete data on a satellite’s position and 
requires no specialized ground equipment (other than the equipment used by the communications 
provider). Some such systems are independently powered and can provide data even if the host 
satellite never powers up, though others are dependent on spacecraft power to function. These 
systems are the most complex of the tracking aids described, however, and despite their relatively 
small size, are still the most SWaP-intensive of the options examined. Systems that rely on power 
from the host vehicle are also useless if the host vehicle suffers a power anomaly or failure. 
Having an additional onboard radio that communicates with other space assets necessitates 
additional oversight by the Federal Communications Commission (FCC) (or National 
Telecommunications and Information Administration (NTIA) for US Government missions 
licensing and coordination). 

12.5 Devices that use Coded Light Signals 
Identification systems and devices that make use of light emitting diodes (LEDs) and coded light 
signals have the advantage of being relatively simple and capable of identifying satellites 
uniquely. However, all systems flown to date have required power from the host satellite, leading 
to issues with detection (19) if the host satellite does not power up. Current implementations are 
also relatively large, though future systems are expected to be much smaller and may include 
independent power. Devices such as the Extremely Low Resource Optical Identifier (ELROI) 
beacon (figure 12.2), under development by Los Alamos National Lab (19), use exterior-mounted 
LEDs or diode lasers that blink in a prescribed sequence to uniquely identify satellites. The ELROI 
system is designed to be independently powered by a small solar cell and battery, and is 
packaged into a system as small as a Scrabble tile, though only larger systems – with power 
provided by the host satellite – have flown. 
The emitters on such devices can be regular LEDs or diffused diode lasers but require specialized 
ground equipment – either a large-aperture telescope or a photon-counting camera –to track the 
object as it passes overhead. Figure 12.3 shows how the ELROI system works: a photon-counting 
camera attached to a telescope tracks the signal from a diode laser and decodes the ID of the 
host satellite from the on/off pattern of flashes.  
Another similar system (36) proposes to use red, blue, and green LED lights on specific faces of 
the satellite, which blink in a unique pattern, and standard astronomical optical telescopes to track 
and identify the LED flash pattern (14). LEDSAT, a CubeSat to test this concept on-orbit, launched 
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in August 2021 (37). A test of an exterior-
mounted blue LED on a CubeSat was 
attempted in March 2021, but was 
indeterminate due to a lengthy period of bad 
weather at the single designated telescope 
site. 
LED-based systems require relatively clear 
night-time skies for identification, and 
dedicated ground equipment (telescope and 
sensor). The light sources are too faint to 
allow blind searching of the sky for the 
satellite; orbital information from a SSA 
provider is also required to find and track the 
CubeSat, although the process of tracking the satellite via 
an optical telescope allows the orbital ephemeris to be 
updated. Therefore this tracking enhancement alone 
cannot be used for identifying and cataloging the 
spacecraft. Issues with attitude control on the host 
satellite can also complicate the identification process. In 
addition, using LEDs or other light sources on a satellite 
while in Earth’s shadow should be done carefully to 
minimize interference with astronomical observations. 
The SatCon1 report (38) on page 6 lists several 
recommendations to be followed: 1) assure the light 
source is fainter than apparent magnitude of V ~7 (and 
the fainter the better), and 2) advance notice of any 
illumination times, including accurate orbital elements. 
12.5.1 Van Atta Arrays and RF Interrogation 
Receivers 
Another method for increasing the ability to track and 
possible identification of small satellites involves devices 
that respond when interrogated by a radio frequency (RF) 

Figure 12.2: (left) ELROI PC104 beacon unit that was installed on NMTSat.d (right) Two 
ELROI beacon units delivered for a launch in 2021. Credit: Los Alamos National Laboratory. 

Figure 12.3: ELROI Optical Detection System. 
Credit: Los Alamos National Laboratory. 

Figure 12.4: CUBIT. Credit: SRI 
International. 
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signal of appropriate wavelength. One such system, the CubeSat Identification Tag (CUBIT) 
shown in figure 12.4, is similar to the RFID devices used in proximity badges (16). Built by SRI 
International and partnered with NASA Ames, CUBIT responds with a short burst of information 
when interrogated by a radio signal of the correct frequency. CUBIT is relatively small and 
designed to be independent of host vehicle power. The implementations that have flown contain 
a small battery suitable for 30 days of in-orbit life, which covers the most critical early orbit 
identification period. It could therefore be coupled with a coded light emitter to overcome the 
inability of that system to allow object identification. The device is separated into an internally 
mounted electronics unit attached to an exterior antenna to minimize the exterior footprint of the 
unit. Two units have flown and were successfully demonstrated in space onboard TechEdSat-6 
in 2017 and TechEdSat-7 in 2020. A relatively large ground architecture (in CUBIT’s case, a 30 
m antenna and an array of antennas) are required to interrogate the system and successfully 
acquire the low-power response. CUBIT is patent-pending, and SRI has reached 
commercialization agreements with potential vendors. Future research will continue with a 
recently awarded AFWERX Phase 1 study.  
Another example of an RF-interrogated device is a Van Atta 
array, a passive device which re-radiates RF energy back 
toward the source of that energy (20). One such device, the 
Nanosatellite Tracking Experiment (NTE) consists of a 64-
element Van Atta array of tiny, paired antennas tuned to a 
Ku-band RF frequency, as shown in figure 12.5 (21). When 
interrogated at the proper frequency range, the incident RF 
field received by each antenna is fed to a corresponding 
antenna via a passive transmission line, where it is re-
radiated. This significantly increases the radar cross-section 
of the object, allowing it to be more easily tracked. Unique 
identification is difficult, however, and requires specialized 
ground stations which tend to be expensive to operate. A 
satellite carrying a Van Atta array device will be 
distinguishable from one not carrying such a device, or from 
one carrying a device tuned to a different frequency band, but 
two satellites carrying the same Van Atta array will return the same signature. The RF 
interrogation also requires a ground source of the appropriate frequency. However, Van Atta array 
devices are entirely passive and extremely low SWaP, making them easy to include on small 
satellites and CubeSats. NTE devices have flown in space but results from those flight 
experiments have not been published to date.  
12.5.2 Laser-Interrogated Corner Cube Reflectors  
Corner cube reflectors (CCRs), long used in the space industry, are special mirrors designed to 
reflect laser light back in the direction from which it arrived. They require no internal energy 
source. When illuminated by a laser, they provide a return signal that can be detected on the 
ground by a fast camera, as seen in figure 12.6. Putting a different number of CCRs on a set of 
CubeSats allows the ground station to differentiate between the CubeSats (i.e., a CubeSat with 
one CCR will produce a different return signal from another with two CCRs or three CCRs, etc.). 
One can use a laser and telescope system like those employed by the International Laser Ranging 
Service (ILRS) (23), which are high TRL and have been operating for decades. Precise orbital 
information is required to lase the CubeSat and receive a return signal, and the number of 
satellites that can be uniquely identified is limited by the number of corner cube reflectors that can 
be attached.  

 
Figure 12.5: NTE Van Atta array 
retro-reflector in the Ku-band, fits 
standard 1U panel, tuned to HAX 
RADAR frequency. Credit: Naval 
Information Warfare Center. 
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12.5.3 Passive Increase in Albedo 
The simplest method of increasing trackability of satellites involves using high-albedo paint, 
special tape, or other simple methods to increase the optical or radar visibility of a small satellite, 
allowing it to be more easily detected by ground-based systems (24). White-colored thermal paint 
has been used for years to increase the ability of satellites to reject heat, which also helps make 
the satellites more visible and more trackable. Additionally, CubeSats often deploy a mission-
specific configuration of wire antennas and/or cylindrical boom structures which can serve as 
unique identifiers using ground-based optical or radar characterization (25). Such approaches are 
simple, require little to no SWaP, and are readily available, but don’t uniquely identify the satellite, 
and are limited in their effectiveness.  

12.6 Future Efforts 
Many in the community are aware of the "CubeSat confusion" issue, and there is a ground-swell 
of desire to make progress in mitigating this problem. Regulators have recognized the issue (27), 
and one of the consolidators, SpaceFlight, Inc., has announced their Sherpa orbital transfer 
vehicle will take tracking and identification technologies into space as hosted payloads aboard 
some of their upcoming dispenser satellite flights to increase their TRLs (28).  
On the horizon, High Earth Robotics plans to create the Argus constellation – twelve optical 6U 
HERO-1 nanosatellites with space telescope payloads in GEO that can identify objects, take high 
resolution images of damaged satellites, and help identify solutions to avoid further 
decomposition. The constellation is intended to be resilient to interference and communications 
link interruption (40). 

 

Figure 12.6: Corner Cube Reflectors. Credit: The Aerospace Corporation.  
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12.7 Summary 
Small satellites and CubeSats are likely to continue increasing in popularity, and multi-manifest 
launches provide a very cost-effective way to get large numbers of satellites to space. Improving 
the ability to identify and track small satellites in space – especially those deployed in batches 
from a single launch vehicle – can help both small satellite owners and the entire space enterprise 
avoid the pitfalls of “CubeSat confusion.” It is important that the end-to-end cost and resulting 
capability are evaluated when choosing an option to ensure that the needed function is available. 
For feedback solicitation, please email: arc-sst-soa@mail.nasa.gov. Please include a business 
email so someone may contact you further. 
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