
Huygens probe lands on Saturn on this day, Jan 14 2005

Small Satellites Demand Innovation in Reliability 
Harald Schone, JPL



What’s Wrong with SmallSat Reliability?

Michael Swartwout

• A few basic truths: 
• More experienced institutions are more successful
• Over the decades more missions succeed
• Mission capabilities have vastly improved

• 4 things you like when developing reliable SmallSats
• … experienced engineers
• … a multi-discipline team
• … plenty of money and schedule
• … have learned to deal with COTS

Image of MARS 
by Marco CubeSat

What to do if you 
don’t have all “4”?



Reliability in CubeSats is Challenging
• Small form factor and low power demands COTS electronics
• Long term reliability not an issue
• Radiation effects are a major concern, specially for non-LEO missions
• Typically no radiation data exists for COTS

• Tremendous variation in missions types- every cubesat is a unique
• Risk posture, duration, environment, schedule, cost, complexity, …

• Huge variation in each institution’s knowledge base
• A one-size-fits-all training is ineffective

We established the Small Satellite Reliability Initiative
as an answer to these challenges



• Effective knowledge sharing requires thought
• Effective ways to collect information: Useful/Complete/ Quick
• Find formats to facilitate information sharing

• Sharing piles of papers, seminars, lists of lessons learned or best practices is 
cumbersome and discourages adoption

• How to best navigate through this information (standard format & metadata)
• Guide you through a design/development/Ops process?- Expert System
• Do you want to be predictive?- Share models

• Make use of vague information. Example:
• “generally this part has a low TID tolerance”
• ….use CMOS with feature sizes <45nm
• … the parts are susceptible to SEL
• Design for simplicity

Goal 1: Innovate Sharing Knowledge
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Overview of Workshop Results: 
Communicating Risk

• Tailoring Matrices
• Classify & communicate risk 
• A subgroup is developing 

characteristics for a number of 
mission ‘types’ that impact reliability

• Risk mitigation binned by risk posture
• Governance tailored by risk tolerance

• Risk Models
• System level libraries under 

development
• Studies system architecture and fault 

protection
• Informs sponsor of key risk drivers

 

Risk Tolerance → 

Mission 
Characteristics ↓ 

Very Low Low Moderate High Very High 

Mission Criticality National Security; 
Operational 

Operational; 
Primary Science Gap Filler Experimental; 

Technology Demo 
Technology Demo; 
Teaching System 

LEO Mission Life 5+ years 3-5 years ~1 year Months Days to weeks 

GEO/Deep Space 
Mission Life 10+ years 5+ years 1-3 years Months Days 

Single Satellite Operational 
Mission Data gathering Gap Filler Experiment Technology 

Demonstration 

Constellation (>10) 
Satellites 

Common mode 
failures ruled out 

High unit cost; 
limited “spare” 

vehicles 
 Multiple spare 

vehicles 
Re-launch readily 

available 

Flight Development 
Time >5 years  ~ 2 years  <12 months 

Mission characteristics for an LEO/GEO Mission
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Mission 
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Mission characteristic for a large constellation



Sharing JPL COTS Radiation Guidelines. 
Not a Good Example



Basic Knowledge Sharing Made Easier
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Goal 2: Innovate the Risk Assessment



Types of Information

• In ideal world we have on or all of:
• Test Data (e.g., normal, accelerated) 
• Supplier test data 
• Supplier reliability estimates 
• Clear, solid instructions (i.e. 

• Typically, we have incomplete data:
• Test and Mission performance data on similar, but not identical, parts
• Estimates based on POF modeling and simulation
• Historical, on orbit, performance data

• Somewhat useful but hard quantify:
• Expert Assessment
• Adjustment Factors, Weights of Evidence
• Qualitative Factors
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Lessons learned at the system level
(i.e. can I charge battery while tumbling)

System-level 
mitigation 
strategies unknown

1

2
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COTS Electronic Parts Reliability Assessment Expert System

A Predictive Tool
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The Expert System is a guided 
tool that gives the analyst the 

capability of 
aggregating 
various reliability 

related evidence about a 
COTS part to obtain an 

estimate for its failure rate.



COTS Electronic Parts Reliability Assessment Expert System
Aggregation of Multiple Pieces of Information 

30.0

40.0

50.0

60.0

70.0

80.0

90.0

100.0

110.0

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19

0.7

0.8

0.95
0.9

0.9
1.0
1.0

0.9

0.5 0.9
0.2
0.7

0.8

( ) ( ) ( )f l f l µ s p µ s µ s
sµ

 =     d d, ,òò E

Data

( ) ( ) ( )
( ) ( )

{ }

p µ s
µ s p µ s

µ s p µ s µ s
sµ

,   =  
L ,  ,  

L ,  ,  d d

,  T  i =  1,  ,  Ni

E
E

E

E k

o

o

i

òò

= !

Bayes Theorem



COTS Electronic Parts Reliability Assessment Expert System

Circuit Simulation at a Glance
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COTS Electronic Parts Reliability Assessment Expert System

Circuit Simulation – Flowchart
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COTS Electronic Parts Reliability Assessment Expert System

Process Factors
• Bayesian Network is used to integrate the 

effect of all these factors on reliability 

estimation

• The result is a process factor coefficient 

𝟎 ≤ 𝛼!" ≤ 1which reflects the credibility of 

the manufacturer 
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Backup



𝑋 = Unknown to be estimated

𝑋! = Evidence

π x x'( )  = 
L x' x( )π 0 x( )

L x' x( )π 0 x( ) dx∫

COTS Electronic Parts Reliability Assessment Expert System
Addressing the Challenge through Bayesian Framework



COTS Electronic Parts Reliability Assessment Expert System

Circuit Simulation with Physics of Failure
• Considers the Circuit Simulation with Physics of Failure (PoF) 
• Three stages:

• Stage I - Preprocessing: 
o Modeling the Physics of Failure of Transistors

o Extracting physical properties required for circuit simulation

• Stage II - Simulation:
o Identifying the canonical block

o Performing Circuit Simulation with Cadence 

• Stage III - Post-Processing:
o Translating the results of Circuit Simulation to reliability metrics (i.e., Failures-in-Time)
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COTS Electronic Parts Reliability Assessment Expert System

Modeling the Evidence – An Example 
Additive Error Model:

𝑥∗ = 𝑥 + 𝐸

𝐿 𝑥!∗ 𝑥 =
1
2𝜋𝜎!

exp −
1
2
𝑥!∗ − 𝑥 + 𝑏!

𝜎!

#



COTS Electronic Parts Reliability Assessment Expert System

At a Glance
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COTS Electronic Parts Reliability Assessment Expert System

Leveraging Expert Knowledge

• Domain knowledge: knowledge of the expert relative to the problem at 
hand

• Normative expertise:  experts’ ability to express domain knowledge in the 
form of metrics of interest
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COTS Electronic Parts Reliability Assessment Expert System

Bayesian Estimation of Data
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COTS Electronic Parts Reliability Assessment Expert System

Part Reliability Database
• Library of reliability data of electronic parts
• Rich source to infer the failure rate of parts and adjust it for specific application temperature
• Connectivity to open data bases (e.g., Texas Instrument database)
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COTS Electronic Parts Reliability Assessment Expert System

Circuit Simulation – Case Studies
• Two of the most commonly used COTS parts are thoroughly studied

• SRAM
• ADC 

• Failure criteria:
• SRAM:

o Bit Error Rate

o Standby Power Increase
• ADC:

o Effective Number of Bits
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COTS Electronic Parts Reliability Assessment Expert System

Effect of Manufacturing Process Factors
• Qualitative manufacturing process factors that can affect the reliability of the parts

• Can be used to adjust an existing failure rate estimate

• These factors are characteristics of the manufacturing process

• Identified major factors by domain experts:
• Fabrication related factors (Fab)

• Design related factors (Design)

• Process related factors (Process)

• Product related factors (Product)

25



COTS Electronic Parts Reliability Assessment Expert System

Bayesian Estimation Module
• Tool to integrate different pieces of information. 

• Two types of analysis:
• Homogeneous Sources of Information : 

• Assumes that the population from which the evidence is obtained is homogeneous, or alternatively, that the 
observations refer to the same system or group of systems that have the same reliability characteristics.

• Non-Homogeneous Sources of Information:

• Assumes that available data are from systems or components submitted to different operational and 
environmental conditions, design or production differences, and therefore present different reliability 
measures, such as different failure rates or probabilities of failure on demand. 

26



COTS Electronic Parts Reliability Assessment Expert System
Bayesian Estimation Module at a Glance
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COTS Electronic Parts Reliability Assessment Expert System

Integration 
• Expert System can handle the following use cases:

Part Database

Bayesian Estimation

Circuit Simulation

Process Factor

Part Database

Bayesian Estimation

Circuit Simulation

Process Factor

Part Database

Bayesian Estimation

Circuit Simulation

Process Factor

Part Database

Bayesian Estimation

Circuit Simulation

Process Factor

Part Database

Bayesian Estimation

Circuit Simulation

Process Factor

Part Database

Bayesian Estimation

Circuit Simulation

Process Factor

ES can quickly adjust it 
for Mission time and 
Operating temperature

ES performs:
Non-Homogenous

Prior: 𝜆!"
Likelihood: 𝜆"# test 
data/ expert opinion

ES performs:
Non-Homogenous

Prior: 𝜆!"
Likelihood: results of 
CS (𝜆$%)

ES performs:
Linear 𝛼&' adjustment

𝜆!" will be adjusted 
based on information 
on manufacturer

ES performs:
Non-Homogenous

Prior: 𝜆!"
Likelihood: Results of 
BE (𝜆"#) and Results of 
CS (𝜆$%)

ES performs:
Non-Homogenous and 
Linear 𝛼&' adjustment

Prior: 𝜆!"
Likelihood: Results of 
BE (𝜆"#) and CS (𝜆$%)
The final result will be 
adjusted by  (𝛼&')

𝜆+, (𝜆+,, 𝜆,-) (𝜆+,, 𝜆./) (𝜆+,, 𝛼!") (𝜆+,, 𝜆,-,
𝜆./)

(𝜆+,, 𝜆,-,
𝜆./, 𝛼!")



COTS Electronic Parts Reliability

Expert System in HCLA
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COTS Electronic Parts Reliability

HCLA Demo

30
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COTS Electronic Parts Reliability Assessment Expert System

Bayesian Weighted Posterior Method 



• Every Physics of Failure will be 

modeled as a set of equations.

• The Physics of Failure model can 

predict the device characteristic 

shifts over time.

• For every Physics of Failure, a 

equivalent circuit model will be 

developed for circuit simulation.

Technology	node

Manufacturer

Operating	Condition

Circuit	Blocks

Process	design	kit	(PDK)
(manufacturer	provided)

Fresh	Device	netlists
(Cadence)

Circuit	transient	
simulation	
(Cadence)

Aging	Results

Equivalent	circuit	
elements	for	PoF

COTS Electronic Parts Reliability Assessment Expert System
Constructing PoF equivalent circuit model



• Hard breakdown (HBD) model

• Instant increase in gate current

• Soft breakdown (SBD) model

• Gradual increase in gate current

• Adding a Rg when HBD occurs.

• HBD follows Weibull distribution.

• Gate current increase 
exponentially over time.

Ig = I0 × exp [κ1 × exp(β1 × VG − θ1 × tox) × t]

COTS Electronic Parts Reliability Assessment Expert System
PoF Equivalent Circuit Model (TDDB)



• BTI mainly impact threshold voltage shifts of a MOSFET transistor.

COTS Electronic Parts Reliability Assessment Expert System
PoF Equivalent Circuit Model (N/PBTI)



𝑉!" = −𝑉#"$ + 𝑉#"$% + 2𝑉"&Δ𝑁[
𝛼 𝑉#"$ +

𝑉"&
2

1 + 𝛼Δ𝑁 +
𝑞
𝐶'$

]

∆𝑅" =
1 + 𝛼∆𝑁
𝐼"&(

𝑉!"
𝑉#"$ = 𝑉#& − 𝑉) − 𝑉"& (𝑙𝑖𝑛𝑒𝑎𝑟 𝑟𝑒𝑔𝑖𝑜𝑛)

𝑉#"$ = 0 (𝑠𝑎𝑡𝑢𝑟𝑎𝑡𝑖𝑜𝑛 𝑟𝑒𝑔𝑖𝑜𝑛)

Assumption: 

• all interface traps are acceptor-like and occupied by elections

• Channel-mobility degradation u is caused by both ∆𝑁"# and ∆𝑁$%

COTS Electronic Parts Reliability Assessment Expert System
PoF Equivalent Circuit Model (HCI)



Noise margin

Degradation
Assumptions:
• Gaussian distribution
• Variance remains
• Mean degradation
• Criterion: NM ≤ 0

Probability

Failed

Probability

Power increase

Failed

Assumptions:
• Identical cell 
• Binomial distribution
• Criterion: PI ≥ x %

Degradation

COTS Electronic Parts Reliability Assessment Expert System
SRAM Degradation Modeling



Assumptions:
• S/H and comparators are critical 
• Errors do not cancel (worst case)
• Criterion: ENoB
• Resolution is modeled by offset voltage change.

time

offset

Voff (comp)

Voff (S&H)

Voff (All) Resolution (ENoB)

ENoB

time

COTS Electronic Parts Reliability Assessment Expert System
ADC Degradation Modeling


