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<html>
All, <br>

<br>

I appreciate the introduction from Jay Dombrowski and would like to provide you
with scme background on NASA's work on the aviation securivy effort that I am
leading here at the Ames Research Center. I am currently leading an effort that
is performing research cn the application of infcrmation technology to the
passenger threat assessment problem. As you may or may not know, the NASR Ames
Research Center (which is located in the San Francisco Bay area) is the NASA
Center of Excellence for Information Technoleogy. In addition to various core
technologies that Ames has developed that may be applicable to this prcblem, we
are located in the heart of Silicon Valley, which provides us with an excellent
cpportunity to easily interact with many universities and companies that are
piraying a major role in the development of new technology that may also be
applicable. With that as background, I would like to provide you with a brief
overview of our effort. <br>'

<br>

NASA has embarked on a project to develop an Automated Passenger Threat
Assessment and Security Reporting Syvstem. This system has the following two
primary goals:<brs>

<brs>

* To Integrate information technology into the passenger .flow, with the goal of
ensuring that passengers who may pose a thnreat To a commercial aircraft will be
identified priocr to takeoff. <br:

<br=>

* To use informaticn technology to provide s to capture information as to
Pon

Il
ity system through an extension
- .

the effectiveness cf the overall aviatic curi
of NASA’'s current Aviation Safety Reporting System {(ASRES). <br:
<bhrs>

effective system must do the following: <brs

NASAR’s understanding of the passendger threat assessment problem iIs that an

<br=>

1. Detect peopie wWho are KNOwIl CHXEELSZDT
2. Detect people who may pese a threat
3. Ensure that people cannct
<xX-tabr&nbsp;&bsp; &nben; &nd

names and/or forged credenti



<x-tab>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&anp;&anp;</x—tab>* Having
substitute passenger board the aircraft in place of a screened passenger<br>

4. Have an acceptable <brs
<x-tab>&nbsp; &nbsp; &nbep; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp,</x tab>* Pd (probability

of correct detection)<brs

<X tab>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</x~tab>* Pfa
{probability of false alarm)<br>

<x-tabs>&nbsp; &énbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; </x-tab>* Tp
{throughput) <br>

<brs>

In addition, in order to be acceptable,
following:<bhr>

<br:> .
1. Must address privacy and “big brother” issues to the extent possible<br>

2. Must recognize that due to sensitive data, some agencies may not be willing
to release information on known threats, but, they may be willing to do red-
light /green-1light proce551ng on passenger biometric, some universal ID or

name . <brs>

<br>
NASA’s current work in applying information technolegy to this problem includes

the system must be sensitive to the

work in the following areas:<br>

<br:>
Developing a system to acguire and integrate information from multiple

1.
sources<brs
2. Develcping a system to perform data analysis and data mining on this

integrated information<br>
3. Integratlng the technology in a security laboratory the mirrors passenger

flow in an airport<brs
4. Addressing the problem of how to scale the technology to 600+ million
passengers per year spread over 430 airports. <br» :

<brs>
Each of these will be described in what follows.c<brs

<br>
Information Acgquisition and Integration<br:

<brs=

Believing that information holds an important key to passenger screening, in
cooperation with Voquette (a commercial wvendor), NASA has developed a system to

automatically acquire information from various external socurces and integrate

this information into a system that can serve as a testbed for exploring various

types of threat assessment techniques. The system monitors various government

sources to acquire information about pecple who have been identified as
Thig information is enriched through the acquisition of

potential threats.
in an effort to

additionzl information from various web-accessible sources,
identify other people and organizationsg that are associated with these threat

people.<br>

<br>
The system also acquires information from various commercially avallable

order to augment the information that airlines normally have about

The goal of this augmented passenger information is to provide
in order support improved

databases in

passengers.
richer information than is currently available,

methods of passenger screening,
link exists between passengers and known threats.

including the determination as tc whether any
<brs

<br:>
Deia Analysis and Mining<brs
<br>
Tim ==
R
of ©
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automatically discover previously hidden information from large databases.

unsupervised machine learning. NASA also maintains very close Ties to the
broader academic and industrial resezrch communities Iin these areas. With this
background, NASA Ames is applying various data analysis and data mining
techniques to the augmented passenger information {described in the previcus
section) in order to identify passengers who either fall into groups that can be
considered safe or groups that reguire additional scrutiny. Data mining seeks to
Our
goal is to use these discoveries to improve information-technology-based
passenger screening techniques. & number of different amalysis and mining
techniques are being investigated and will be briefly described.<brs>
<br> )
<font face="Times New Roman, Times">* Expert Systems:&nbsp; This is a rule-based
approach in which human experts on aviation security are asked how they would.
agssess the threat level of a passenger. Their methods for threat assessment are
then encoded into a set of rules. For example, the experts might say that a
pagsenger who pays cash for a one-way first-class ticket is more likely to be a
threat. This approach has a capability that is equivalent to the approach used
to build CAPPS (Computer Rided Passenger Prescreening), which is currently bein

used for pagsenger screening.

inductive
The software

<bis, . %
</font>* Inductlve Learning: Under this machine learning approach

learning software is trained on both mormal and threat passengers.
learns the characteristics of normal passengers and those of threat passengers
When a new passenger makes a reservation, this softfware would analyze the
information available about the passenger and categorize the passenger as normal
or threat. While this technology has been used very successfully for fraud .
detection, where there are a relatively large number of fraudulent activities
{in comparison to known threat passengers), the applicability of this techaology
for passenger threat detection may be more limited do to the very small number

of known threzt passengers. <brx

<br>
* Anomaly detection: Anomaly detection software looks for cases where

information about a passengex: dev;ates 51gn1f1cantly from all other

passengers.<hr>

<br:> .
* Link analysis: The goal of link analysis is to discover if a passenger has a

gonnection or link to a known threat.&nbsp;&nbsp; Two people are linked if, for
example, they have the same previous address (which could be determined from our
commercially available data}, they flew together (which can be determined from

airline data), one made a phone call or sent an e-wmalil to the other. A passenger
is more likely to-be-a threat is he/she is linked to a suspected terrorist, .and

'1ess'like1y to be a threat is he/she is linked to someone who is believed to be

safe. Under this approach, threat scores are propagated across links based on

the welghts of the links.<br»

<br:>
* Clustering:
various characteristics:

to classes of “good” passengers,
is accomplished by using a clustering {or unsupervised classification)

te £ind clusters of similar passengers. Passengers who do. not fit into any of. -
the clusters of “good” passengers will be subject te additional screening. <br>

<br:>

This technique is used to automatically group people, based on
The objective is.to discover clusters that corr35pond

such as business travelers and tourists. Thls
algorithm




Under this approach, the goal is to explore methods for

* Group threats:
Or across

detecting groups of high-threat passengers on the same flight,
multiple flights.<brs

<br:>
<font face="Arial, Helvetica"sIn cocperation with LexisNexis, &nbsp; pseudo-

passenger data was augmented with data retrieved from the LexisNexis commercial
databases of 180 million Americans. This LexisNexis data included previous
addresses and phone numbers, license information and real estate information.
Starting with name and address information associated with the pseudo-

the Voquette software was used to retrieve additional data on them

We are using this data to test the applicability
we have

passengers,
from the LexisNexis Web site.
of various commercially available data analysis and mining packages.
recently received three months of actual passenger data from Northwest Airlines

which will alsc be used in our work. <brs

<br>
</font>0ur challenge is to <brs

<br>
1. Investigate the applicability of ex1st1ng analysis/mining technigues for

pasgenger threat assessment, <brs
2. Investigate how existing analysis/mining technigues can be modified to

support passenger threat assessment<br>
Investigate the need for new analysis/mining techniques that may be needed to

3.

perform effective passenger threat assessment.<br:
«<br>

Aviation Security Laboratory<brs

<br> ‘

<font face="Times New Roman, Times">Various types of information technology must

be applied at appropriate places in the pasgenger flow from reservation to
boarding. To investigate the various options for applying information
technology, NASA Ames has established an Aviation Security Laboratory.&nbsp;
This laboratory containsg various procegsging stations including the following:
reservations/checkin, security checkpoint, boarding, security officer screening
and security control room. The first three stations mirror current points in the
passenger flow process, but augmented with additional technology such as

biometric devices where appropriate. «brx

<br>
The securlty cfficer screenlng station provides a place to provide a behind-the-

sceneg view of the type of threat asgessment technigques that are being
developed, such as link analysis. In addition, the security officer screening
station could be used to provide a security officer with information about a
particular passenger that could be of value for interviewing those passengers
for whom the automated system has indicated that additional scrutiny is
required. It is recognized that only a small portion of the total passenger load
can be selected for additional screening if the system is not to cause a major
burden on the passenger screening system. <br>

<brs
The security contrel room illustrates the application of information technology

to assess the threats across all of the passengers on a particular flight and to
look across the entire national airspace to assess the aggregate threats
associated with all flights that may be in concurrent operation. The contreol
room processing capability provides a place tc investigate analysis and mining
associated with group threats. This system could alsc be integrated with a

flight path anomaly system under deVQIOUﬂeﬂt here at NASA Ames, so thatr the
i T [ of ths znomeliouns fiight could be

4
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The laboratory will also provide a place to experiment with varicus types of

biometric devices and smart cards {for trusted passengers) to understand how

they can be effectively integrated into the overall passenger threat assessment

system and where they can be placed in the passenger flow, balancing both

effectiveness and coverall ccst.é&nbsp; <bre )

<br>

Scalability<br>

Anbsp; <br>

Any technology developed for automated passenger threat assessment must scale to

600 million passengers per year (growing to one billion in the future) spread

over 430 ailrports across the country. To this end, NASA is investigating how one
the basis for supporting

of its core technologies, grid c¢omputing, might provide
such scalability. Grid computing has developed international interest as the
European Union, the United Kingdom, the U.S. Department of Energy,'NASA, and
various high-performance computer groups 1n Japan and Korea collaborate in
developing standards and best-practices for integrating large number -of
computers, including high performance computers, intc a seamless computational
and data environment that can effectively handle some of the mest challenging
applications in the world. NASA Ameg has played a significant role in the
development of grid computing with its Information Power Grid project. The
applicability of grid computing for handling the large amount of processing
anticipated to support these passenger loads are an important component of the

NASA effort in passenger threat assessment. <brs

<br> .
</font>Using NASA’s ASRS for Security Reporting<brs

<brs
For many years, NASA’s successful Aviation Safety. Reporting System {(ASRS) has

been soliciting, processing and analyzing reports that describe aviation safety
problems. In the last few months, tASRS has been receiving security reports.
NASA has initiated a program to begin to scolicit and analyze security reports.
Formal data analysis methods will be used to identify system risks and
vulnerabilities. These will be communicated back to the aviation industry, but
as with the current safety reports, the identity of the person reporting the
incident will be protected. This guarantee of ancnymity is one of the strengths

of the current ASRS system. <br>

<br>
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