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How many tests do we need?

Traditional approaches:

e Structural coverage based
— Statement, branch; Stronger — MCDC etc.
e Requirements based
— What qualifies as covering a requirement?
— How many tests per requirement?
e Requirements + structural coverage
— DO 178B,C
e Statistical
— Error detection rate
— Assumed distribution of faults
e Ad hoc
— “Test thoroughly”
— Until we run out of budget
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Can we use test data in estimating?

* |nput values

— Cover all single values

— Cover all pairs of values, 3-way interactions of values,
etc.

* How far should we take this approach?

e Can it help with structural coverage?

e Using characteristics of test data in a new way to
estimate

— number of tests,
— when to stop testing.
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Background: how are faults

distributed by interaction level?

* Interactions e.g., failure occurs if
pressure < 10

pressure < 10 & volume > 300
pressure < 10 & volume > 300 & velocity =5

(1-way interaction)

e Maximum interactions for fault triggering was 6
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The Interaction Rule

 Most failures are triggered by one or two parameters,
and progressively fewer by three or more parameters.

 Therefore if all faults in a system can be triggered by
a combination of t or fewer parameters, then testing
all t-way combinations of parameter values is

pseudo-exhaustive with a high rate of fault
detection.

e The number of tests required to cover all t-way

combinations is proportional to vt log n, for n
variables with v values each.
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Combinatorial Coverage Measurement

Tests | Variables

1 O 0 0 O

Variable pairs | Variable-value Coverage
combinations
covered

00, 01, 10

IHEEEE - 00, 1 50

cd 00, 01, 10, 11 1.0

100% coverage of 33% of combinations
75% coverage of half of combinations
50% coverage of 16% of combinations
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Grap

ning Coverage Measurement
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Bottom line:
All combinations
covered to at least 50%
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Coverage
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Adding a test

.20 0.30 0.40 0.50 0.60 070 0.80
0.25 0.35 0.45 0.55 0.65 0.75

Combinations

Coverage after adding test [1,1,0,1]

Coverage for fle
Total 2-way =0.87%
Cov>==0.00=6%=100
Cov==0.05=6%6=100
Cov==010=6%=100
Cov==015=6%=100
Cov>=020=6%=100
Cov>=025=6%6=100
Cov>=030=6%=100
Cov>=035=6%=100
Cov>=040=6%=100
Cov>=045=6%6=100
Cov>=050=6%6=1.00
Cov>=055=6%6=100
Cov>=060=6%=100
Cov==065=6%=100
Cov==0.70=6%=100
Cov>=075=6%6=100
Cov>=0.80=3%6=050
Cov>=085=36=050
Cov==090=36=050
Cov>=095=36=050
Cov>=1.00=36=050
— Zway
Jway
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Coverage
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Adding another test

0.45 0.55
Combinations

Coverage after adding test [1,0,1,1]
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Additional test completes coverage

Coverage

1
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Combinations

Coverage after adding test [1,0,1,0]
All combinations covered to 100% level,
SO this is a covering array.

Coverage for file
Total 2-way =1.000
Cov>=000=6%6=1.00
Cov>=005=6/%6=1.00
Cov>==010=6%6=1.00
Cov>=015=6/%6=1.00
Cov>==020=6%6=1.00
Cov>=025=6/%6=1.00
Cov>=030=6%=1.00
Cov>=035=6%6=1.00
Cov>=040=6%6=1.00
Cov>=045=6/%6=1.00
Cov>=050=6/%6=1.00
Cov>=055=6/%6=1.00
Cov>==060=6%6=1.00
Cov>=065=6/%6=1.00
Cov>=070=6%6=1.00
Cov>=075=6/%6=1.00
Cov>=080=6%6=1.00
Cov>=085=6/%6=1.00
Cov>=090=6%6=1.00
Cov>=095=6%=1.00
Cov>=100=6%=1.00
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Combinatorial Coverage Measurement

S ———
NIST Combinatorial Coverage Measurement

Auto-detect N tests, N parms

Number of tests I

Number of paramefers -82 : @ Detectall values automatically Set boundaries for equivalence classes
P: eter 0 Detect P MNext Se =l = Save bound
| Setnumber of tests and parameters | eremeet : ” il ] I E ] PR |l| ZLL ] |D = | | | | Save bound |

Values for this parameter:

[ Load input file l lShowinputﬁIe I Iﬂ'-'I

7489 tests, 82 parameters loaded

| S | ] Coverage for e

Stereo480xED
l Compute 2-way coverage ] TuH&w=D.ﬂu6v0
09 Cov >=0.00=83560/88560 = 1.000
Cov >=10.05= 8856088560 =1/
L Compute 3-way coverage J 08 L Cov >=0.10= 8856088560 = 1.000
: '| %>=g_:1!g=mm5m=}_%
==0.20=88560/285:0 =1.
l Clear chart I l Save chart I 07 Cov>=0.25=88559/88560 = 1.000
Cov >=0.30=88547/88560 = 1.000
Cov >=0.35=83505/88560 = 0.999
l Exit I 0.6 Cov >=0.40=88380/88560 = 0.998
o Cov >=0_45=88M41/83560 = 0.9
Chart = 05 Cov>=0.50=8776288560 = 0.991
X = proportion of combinations § ’ %;:gg:ngg
Y = combination variable-value coverage o Cov >=0.65=73116/88560 = 0.826
04 Cov >=0.70=71208/38560 = 0804
2 . Cov>=0.75="T70391/88560 = 0.795
way stats: Cov >=10_80-601951/23560 = 0.630
Combinations: 3.321 03 mb:n'ﬁzmmmazmasnznm
Varjval coms: 14.761 Cov 3= 090 - 46syBe5c0 - 0529
Total coverage: 0.940 02 Cov >=1.00=4686388560 = 0.529
01 — Jway
3 way stats: 0
Somb|ranong:§é5$§5 0.00 0.10 0.20 0.30 0.40 0.50 0.60 0.70 0.50 0.90 1.00
arfval coms: it 0.05 0.15 025 035 045 0.55 0.65 075 0.85 0.85
Total coverage: 0.831 Combinations
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Minimum coverage value

1 D

Crnar

0.05 .15 0.25 0.35 0.45 0.55 . 0.65 . 0.75 0.85 .95
Combinations

M = .50 => all combinations covered to at least
50% level
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Fault coverage

 Proportion of combinations that trigger faults
covered by a test set

e Example coverage of a 2-way array

Fault distribution Coverage
60% single value 100% 1-way
25% 2-way 100% 2-way
10% 3-way 80% 3-way
5% 4-way 50% 4-way
Fault coverage = 1(.6) + 1(.25) + .8(.1) + .5(.05)
= .955
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Why does this matter?

e Fault detection capacity of a t-way covering
array can be greater than might be expected.
Example:
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Decision predicates

code segment:
if (x<=0 &&vy<=0) branch A
else branch B
input model partitions of values for x and v:
x =1{-9999, -1,0, 1, 9999} vy={-9999, -1, 0, 1, 9999}

Then of 25 value pairs,

9/25goto A and 16/25goto B
B, = minimum % of t-way settings triggering a branch
in this code segment B, = 9/25 = 36%
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Branch coverage condition

* Where B, = minimum proportion of t-way
combinations to trigger a branch in code
* M,=minimum t-way coverage

e If M, + B,>1then 100% branch coverage is
achieved where all variables in decision
predicates have values from the test variables
with coverage characteristic M,
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Why does this matter?

Allows determining how many tests needed for
branch coverage

In many cases, branch coverage is possible
without a full covering array.

Example:

— 10 variables, 5 values each

— Decision predicates with 2-way combinations
— 3009 tests required for 2-way covering array

— |f at least 2 combinations cause branch for every
predicate, 225 tests provide full branch coverage

Not as good as full covering array, but may still be
highly effective
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Implications for testing

Uncertainty and range of estimates — wide variation for
t<4, but 4-way fault coverage provides good estimates

Impact of # values per variable — as # values increases,
supplemental coverage decreases, so more tests required
for same fault coverage

Branch coverage condition — for branch predicates with t
variables, usually don’t need full t-way array to achieve
100% branch coverage

Requirements specification — fault coverage is an
additional dimension that can be specified in test goals

Use results to determine test set size, based on goals
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Factors in determining test set size

e Estimated fault distribution, e.g.
— Based on previous similar systems

— Conservative assumptions of distribution
e Assurance level goal
— How much do extra tests contribute to assurance?

e Allowable range of uncertainty
— How much is it affected by combinatorial coverage?

 Coverage goals: requirements, structural;
requirements + structural coverage
— Impact of combinatorial coverage
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Est. fault coverage achieved
with t = 2..5-way tests
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Assurance level and range of uncertainty

Est. fault coverage achieved w/ t = 2..5-way tests
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Lower assurance Higher assurance
level and greater level and less
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Summary

e Combinatorial methods applied to input test
data set provide a new dimension in
evaluating test effectiveness

e Can be used in determining test set size
commensurate with test goals and resources

e Establishes a relationship between
combinatorial coverage (static) and code
coverage (dynamic) useful for understanding
test effectiveness and thoroughness
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Contact: Rick Kuhn
kuhn@nist.gov

http://csrc.nist.gov/acts
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