Independent Test Capability Overview	
013-11-13
[bookmark: scroll-bookmark-2][bookmark: _GoBack]Background
[bookmark: scroll-bookmark-3]Independent Verification and Validation (IV&V) Test Capability (ITC)
The NASA Independent Verification and Validation (IV&V) Program’s purpose is to provide the highest achievable levels of safety and cost-effectiveness for mission-critical software.  To accomplish this objective, the NASA IV&V Program utilizes a technical framework composed of the following work elements.
· Verification and Validation of Concept Documentation
· Verification and Validation of Requirements
· Verification and Validation of Test Documentation
· Verification and Validation of Design
· Verification and Validation of Implementation
· Verification and Validation of Operations and Maintenance Content
For each respective technical framework work element, the NASA IV&V Program uses and maintains a catalog of methods.  The purpose of the catalog of methods is to capture the processes, maturity, prerequisites, inputs, and analysis steps of methods and tasks utilized to accomplish technical framework objectives.  Prior to 2009, with the exception of International Space Station, IV&V analyses centered on manual software code reviews and static analysis tools.  In 2009, a group was developed called the Independent Test Capability (ITC) with the charter to acquire, develop, and maintain test systems to enable dynamic analysis of software behaviors for multiple NASA missions.  The ITC team accomplishes its charter by performing the following activities.
1. Review IV&V Project Risk Based Assessment(s), in-scope behaviors, and Technical Scope and Rigor (TS&R) document for IV&V methods utilized on mission
2. Scope the development project (e.g., ISS, JWST, SLS, MPCV). Develop an ITC Test Systems Plan that details the approach to develop and maintain a suitable test system to support IV&V analyses
a. Review flight software test environments and available documentation
b. Review and determine availability of development project testing assets (hardware, software) (e.g., simulators, ground system, spare chassis, etc.)
3. Develop an ITC Test Systems Plan that details an approach to develop and maintain a suitable test system to support IV&V analyses
4. Work with the IV&V Project and Development Project to acquire, document, develop, test, deploy, and maintain the test system
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The following four approaches have been utilized to provide test systems to the NASA IV&V Program.
1.  Acquire a copy of a development project’s “software-only” test system
For the projects in the following table, the ITC team has collaborated with other NASA missions and centers to acquire and maintain externally developed simulators and test beds.  The ITC team is responsible for ensuring that these systems are up-to-date and functioning properly.  To date, the following simulators and test beds have been brought in-house and utilized by NASA IV&V teams.

	Mission
	Developer/Collaborator
	Simulator

	MAVEN
	Lockheed Martin, GSFC
	SoftSim

	MPCV
	JSC, Honeywell, L-3, etc
	SOCRRATES (Heavy and Lite)
PLATO

	AFSS
	Wallops Flight Facility
	Hardware-in-the-Loop Test Environment

	ISS
	Boeing, JSC
	MADE FQTs



2. Develop a software-only test system in-house
For the projects in the following table, the ITC team has developed software-only simulators to support IV&V testing needs.  These systems provide the capability to run the operational ground system, command and telemetry databases, and unmodified flight software executables.  These systems include the integration of additional simulators and hardware models as were necessary.

	Mission
	Developer/Collaborator
	Simulator

	JWST
	GSFC, Northrup Grumman, Raytheon, etc.
	JWST Integrated Simulation and Test (JIST)

	GPM
	GSFC
	GPM Operational Simulator (GO-SIM)

	JUNO
	Lockheed Martin
	JUNO Surom Simulator



3.  Setup a Hardware-in-the-Loop Test Environment
For the Autonomous Flight Safety Mission (AFSS) project, developed by Wallops Flight Facility, the ITC team collaborated with the WFF development team to identify the availability of a spare flight chassis.  The flight chassis was loaned to the NASA IV&V Program for use to support testing and integrated with six-degree of freedom simulator (PortOSim) and test driver to perform a Monte-Carlo analysis of the system.  Additionally, the team replicated a hardware-in-the-loop environment to provide the capability to exercise the JWST Integrated Science Instrument Module (ISIM) software.
4.  Setup Remote Access and/or Physical Access to Test Systems
For the MAVEN project, the development organization (Lockheed Martin) provided test system resources to support the IV&V Program’s test efforts.  A SoftSim workstation with was setup and managed at Lockheed Martin facilities in Denver to support this effort.
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Since 2009, dynamic analysis has been incorporated into seven IV&V-supported projects.  In 2014, IV&V Program Management has directed that all IV&V-supported projects perform dynamic analysis.  IV&V projects utilize test systems to perform and support IV&V project analysis activities.  The test systems are utilized in the following ways (on a project-by-project basis).
1. Verify implementation
2. Verify requirements and test design
3. Validate findings identified in other IV&V analyses (manual analysis, static analysis, etc.)
4. Perform Independent Testing
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Test systems provide the capability to assess the final binary image that will be loaded to the spacecraft and its behaviors in response to dynamic conditions.  Traditional analyses are limited to analyzing intermediate products from the software development process.  This provides the IV&V Program with the ability to identify run-time issues that cannot be found with other analyses and evaluate the system in its operational environment.
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Independent execution of the development organization’s test cases provide IV&V teams with more insight into the development organizations test design and allows IV&V to confirm the results reported by the developer.  This process also has been used to verify requirements.
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When performing analysis of test artifacts delivered by the development organization, gaps are often identified such as requirements not fully tested, off-nominal conditions not tested, etc.  In these cases, IV&V projects generate additional test cases to verify implementation and expand test coverage.  These tests range from invalid commands/inputs, simulated hardware faults, invalid initialization criteria, or negative testing of a requirement.
Static analyzers often report false positives. Dynamic testing provides a method to test static analysis findings and the results can and have been used as additional evidence to support findings.  Additionally, dynamic testing has been utilized to assess the impact of an issue prior to submitting to the development organization on some projects to help ensure issues are reported with the proper issue severity.
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IV&V’s independent testing complements the existing Verification and Validation (V&V) testing performed by the development organization and is limited based on risk assessments and resources.  The IV&V Program employees a general IV&V test case identification process captured below and is tailored on a project-by-project basis.



Figure A.1: IV&V Test Case Identification Process
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IV&V Testing Program Infrastructure
To support the IV&V Testing Program Objectives, the program has setup a laboratory (JSTAR laboratory) to support the acquisition, development, maintenance and deployment of test systems.  The lab supports all the test systems acquired and developed by the IV&V Program.    The laboratory is on its own isolated network with no external connectivity and requires keycard access.  The lab utilizes both server and desktop virtualization to improve the provisioning of resources and tools.  The lab includes a large set of software simulation technologies as well as embedded target hardware and support hardware (processors, monitors, analyzers, etc.).
Similar to other testing organizations, the IV&V Program has a group, Independent Test Capability (ITC), responsible for the acquisition, development, maintenance, and deployment of test systems.  The ITC team is responsible for serving as the experts in simulation and test technologies, and the IV&V team serves as the experts on the system itself.  Organizationally, the ITC team resides within the NASA IV&V Program, IV&V’s Office within the JSTAR subgroup.  The ITC team is separately managed from the IV&V Projects but works directly with the IV&V Project Management and personnel to setup systems to support IV&V use of test systems.  The ITC team has worked directly with development organizations informally and formally, and historically has required very minimal support.
The ITC team has developed a reusable software-only verification and validation architecture, NASA Operational Simulator (NOS), which has been utilized on three NASA projects to provide the capability to test the unmodified flight software in its operational environment.  These systems include the unmodified ground system, command and telemetry databases, flight software executable(s), and spacecraft and instrument simulators.  The architecture provides a reusable framework for development of software-only simulators.  At its core is a layered middleware that provides a generic solution for distributed simulations.  The middleware provides a dynamic interception capability that allows modification of data on-the-fly without affecting the software-under-test.  In addition to the V&V architecture, the team has gained expertise using, maintaining and integrating many commercial and government-developed simulation technologies.
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