SSL VPN SERVICE FOR iOS

Note: This guide is written as a general user-guide for connecting iOS devices.  Because there are varying devices, you may see significant differences in your personal experience.  Although your specific device may present slightly different verbiage/dialogue boxes, the answers/options should follow the same principles.  Additionally, although we try to be as thorough as possible in providing screenshots to accompany our user guides, iOS restricted screenshots of many certificate popups and login popups.  Please pay attention to the written text, as all the steps are provided without accompanying screenshots. In addition, the screen shots shown below are captured utilizing Junos Pulse Version 5.0.1.42083 and you may see differences in the verbiage and/or configuration as this application updates to newer versions.  


[bookmark: _GoBack]NASA IV&V now offers secure access for iOS devices with the use of the Junos Pulse application.  Junos Pulse secures connectivity to your corporate web-based applications via Juniper Networks SSL VPN gateways.

Important: Based on your configuration and other settings, the prompts that you receive and the order in which they are received are likely to be different or vary slightly from what you see below.  Please “Allow” changes, click “Yes”, allow the program to “Run” when prompted, or select “Continue” when given the option.

Instructions for Connecting to the SSL VPN Service: 

To begin, you must download the application Junos Pulse from the application download utility available on your device (e.g. the App Store).  You should be able to search for “Junos Pulse” and find what you need.

[image: ]

Launch the application after it downloads and choose to Accept the terms. 

[image: C:\Users\l_brammer\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\photo 1.png]
Launch Junos Pulse.  You will see several options:   You will choose VPN.

[image: ]
You will be prompted for the following:
Name: Name your connection (example: Work Connection)
URL: https://remote.ivv.nasa.gov
Username: Agency UserID (AUID)
Authentication: Password is chosen as default. You will not enter your password at this point.
Realm: Optional
Role: Optional

Click Save.



You will then be able to connect to the VPN connection that you created.  Click Connect.




You may be presented with an “invalid certificate” warning at this point.  Choose Accept.





You will be prompted for your credentials each time you connect.  Enter your credentials and click Sign In.  You will now be connected.  You can choose to connect using the Junos Pulse browser, by selecting Intranet or you can utilize any browser on your device.  If you select Intranet, you will be presented with the following options: Web Based Email, ECM, Resource Calendars, and P-Sync Self Service.
Web –Based Email: You will be prompted to accept a security certificate and presented with a login screen for your email.  You will then enter your workstation credentials (or ECM credentials, if offsite).  
ECM: You will be prompted to accept a security certificate and presented with a login screen for your email.  You will then enter your workstation credentials (or ECM credentials, if offsite).  
If you want to utilize an alternate browser, launch the browser and enter http://portal.ivv.nasa.gov/. From there you can choose to connect to ECM.    

You may see a “Cannot Verify Server Identity” warning or something similar.  Select to Continue.
You will then be prompted to enter your credentials for ECM.  After entering your credentials, you should be presented with the ECM Enterprise Workspace page (or your Personal Workspace, depending on how you have your profile configured.)

To disconnect, go back to the Junos Pulse App and select Disconnect.
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warrant that you are not a citizen or otherwise located within, an embargoed nation (including without limitation,
Cuba, Iran, North Korea, Syria or Sudan) and you are not otherwise prohibited under any export laws from
receiving the Client Software. These laws include additional restrictions on destinations, end users and end use.
You must comply with all such laws and regulations in your use of the Client Software. Your rights to use the
Client Software are granted on condition that such rights are forfeited if you fail to comply with the terms of this
section or any other provision of this Client Software EULA.

7. ENTIRE AGREEMENT:; MODIFICATION; SEVERABILITY. This Client Software EULA constitutes the entire
and sole agreement between the Parties with respect to the Software, and supersedes all prior and
contemporaneous agreements relating to the Software, whether oral or written (including any inconsistent terms
contained in a purchase order), except that the terms of a separate written agreement executed by an authorized
Juniper representative and you shall govern to the extent such terms are inconsistent or conflict with terms
contained herein. Neither any modification to this Client Software EULA nor any waiver of any rights hereunder
shall be effective unless expressly assented to in writing by the party to be charged. If any portion of this Client
Software EULA is held invalid, the Parties agree that such invalidity shall not affect the validity of the remainder
of this Client Software EULA.

8. APPLICABLE LAW. This Client Software EULA shall be governed by the laws of the State of California
(without reference to its conflicts of laws principles). The provisions of the U.N. Convention for the International
Sale of Goods shall not apply to this Client Software EULA. For any disputes arising under this Client Software
EULA, the Parties hereby consent to the personal and exclusive jurisdiction of, and venue in the courts of the
state of California (and the US District Court for the district of Northern California).

9. LEGAL EFFECT. This Client Software EULA describes certain legal rights. You may have other rights under the
laws of your country. This Client Software EULA does not change your rights under the laws of your country if
the laws of your country do not permit it to do so.

10. RIGHTS OF LICENSORS. To the extent any Juniper licensor has any right or interest in or to the Client
Software, such licensor shall be a third party beneficiary of this Client Software EULA. Any licensor of Juniper
whose software is embedded in the Client Software and any supplier of Juniper whose products or technology are
embedded in (or services are accessed by) the Client Software shall be a third party beneficiary with respect to
this Client Software EULA, and such licensor or vendor shall have the right to enforce this Client Software
EULA in its own name as if it were Juniper. In addition, certain third party software may be provided with the
Software and is subject to the accompanying license(s), if any, of its respective owner(s). To the extent portions
of the Software are distributed under and subject to open source licenses obligating Juniper to make the source
code for such portions publicly available (such as the GNU General Public License ("GPL") or the GNU Library
General Public License ("LGPL")), Juniper will make such source code portions (including Juniper
modifications, as appropriate) available upon request for a period of up to three years from the date of
distribution. You may obtain a copy of the GPL at http://www.gnu.org/licenses/gplhtml, and a copy of the LGPL
at http://www.gnu.org/licenses/lgpl.html. Open source information and information on contacting Juniper can be
found at Juniper's public website.

11. TERMINATION: SURVIVAL. This Client Software EULA is effective until terminated. Your rights under this
Client Software EULA will terminate automatically without notice from Juniper if you fail to comply with any
term(s) of this Client Software EULA. Upon the termination of this Client Software EULA, you shall cease all
use of the Client Software and destroy all copies, full or partial, of the Client Software. The provisions of
Sections 3, 4,5 and 11 shall survive the termination of this Client Software EULA howsoever caused.
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