SSL VPN SERVICE FOR ANDROID DEVICES

[bookmark: _GoBack]Note: This guide is written as a general user-guide for connecting android devices.  Because there are many varying android devices, you may see significant differences in your personal experience.  Although your device may present slightly different verbiage/dialogue boxes, the answers/options should follow the same principles.  In addition, the screen shots shown below are captured utilizing Junos Pulse Version 5.1.1.41777 and you may see differences in the verbiage and/or configuration as this application updates to newer versions.  

NASA IV&V now offers secure access for Android Devices by utilizing the Junos Pulse for Android application.  Junos Pulse secures connectivity to your corporate web-based applications via Juniper Networks SSL VPN gateways.

Based on your configuration and other settings, the prompts that you receive and the order in which they are received are likely to be different or vary slightly from what you see below.  Please “Allow” changes, click “Yes”, allow the program to “Run” when prompted, or select “Continue” when given the option.

To begin, you must download the application Junos Pulse for Android from the application download utility available on your device (e.g. Google Play Store).  You should be able to search for “Junos Pulse” and find what you need.

Launch the application after it downloads and choose to Accept the terms. 
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Junos Pulse will then present the following options:
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Select Add Connection. 
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Connection name: Select a name of your choosing (example: “Work Connection”).

Url:  https://remote.ivv.nasa.gov

Username: You will use your NASA AUID.
Authentication Type:  Password is set as the default selection.  (You will be prompted later to enter your password.)

Click Create Connection.

Press the back button to go back to the following screen:
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Click Connect.

If presented with a Security Warning, choose “Accept”.
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You will be presented with a login page, where you will utilize your AUID and pin + RSA token number.  After you have entered your credentials, click Sign In.

Next, you will have a couple of options as to how you access ECM.  You can choose to go through the Junos Pulse Browser or you can choose to access ECM from an alternate browser, such as Firefox, Chrome, etc.  
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If you want to utilize the Junos Pulse browser, you can follow these steps.  

Click Intranet. 
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If you select Intranet, you will be presented with the following options: Web Based Email, ECM, Resource Calendars, and P-Sync Self Service.
Web –Based Email: You will be prompted to accept a security certificate and presented with a login screen for your email.  You will then enter your workstation credentials (or ECM credentials, if offsite).  
ECM: You will be prompted to accept a security certificate and presented with a login screen for your email.  You will then enter your workstation credentials (or ECM credentials, if offsite).  
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You will most likely be presented with this warning message.  Click Continue.


Authentication for ECM and Email:
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You will be required to authenticate to both Email and ECM, using your ECM credentials (Onsite Customers – This will be the same as your workstation credentials.  Offsite Customers – This will be the credentials that you utilize to authenticate to ECM from any other VPN connection.)  Enter your Username and Password and then click Continue.

If authenticating to ECM, you should now see the ECM Enterprise Workspace (or your Personal Workspace, depending on how you have your account configured).  If authenticating to Email, you should see the web-based version of your Outlook Email inbox.


If you want to utilize an alternate browser, launch the browser and enter http://portal.ivv.nasa.gov/. From there you can choose to connect to ECM.    
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You may be presented with a security certificate warning.  Click Proceed anyway or whatever option your browser presents you with that allows you to continue.

You will then be prompted to enter your credentials for ECM.  After entering your credentials, you should be presented with the ECM Enterprise Workspace page (or your Personal Workspace, depending on how you have your profile configured.)

To disconnect, go back to the Junos Pulse App and select Disconnect.
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