CONFIGURATION of Remote Desktop Connection* Using Android Devices
On Remote Devices for all ADNET-supported customers 

Remote Desktop services can be utilized either from within the IV&V Facility or from external locations in conjunction with the IV&V SSL VPN Services to access and interact with your ADNET-supported NASA Workstation.  Remote Desktop services provide remote terminal access and grant full control over your workstation.  These services are recommended for working remotely while on travel or at home but can also be utilized from any of the public conference rooms within the IV&V Facility.  This is sometimes necessary for accessing specialized applications that are not available on the conference room computers.  It may also be necessary to access data that only exists on your workstation.  Note: NASA IV&V Policy dictates that all critical IV&V data is to be stored on servers.
Please note that this is a general user-guide and some of the options may vary depending on your device. In addition, the screen shots shown below are captured utilizing Microsoft Remote Desktop Version 8.0.4.24341 and you may see differences in the verbiage and/or configuration as this application updates to newer versions.  
The Network Operations team also hosts a dedicated platform for remote connections known as the terminal server (terminal.msw.faircon.net).  The terminal server hosts several specialized applications, as well as applications that have a limited number of licenses.  For more information on the terminal server click http://ithelpdesk.ivv.nasa.gov/infotermserver.html 
To begin utilizing Remote Desktop Services to enhance your working experience follow these general steps:
1. Download the application Microsoft Remote Desktop from the application download utility available on your device (e.g. Google Play Store).

2. Connect to the VPN  through the Junos Pulse application.  See connecting to the SSL VPN Service if you have not yet completed this step.
3. Open up Microsoft Remote Desktop.  You will need to configure this application.
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4. Select the “+” sign to add a connection.
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5. Enter a Connection name. We will use “Work Connection”.

6. Enter your PC Name, the Host name or IP Address.  

Note: To find your IP Address on your workstation, while at your workstation, select the Start Menu.  In the Search Field, type cmd.  Hit Enter.  A command dialogue box will appear. Type ipconfig.  Your IP address will be listed.  Although you can try to use your Computer Name, the IP Address tends to be more reliable.  Once you have this set up on your device, it will be saved. 

7. Enter your Credentials, which will be your Username login name (ex. faircon\f_last) and Password.  Important: Do not forget to enter the Domain Name portion of your Username!
8. Select Done. Select Done in the top right.
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9. Select the connection that you created.  In this instance, it will be Work Connection.  
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10. You may be presented with an “Untrusted Connection” popup.  Select Connect Always or Connect Once to proceed.  

11. You will then see your Workstation Logon Screen where you will need to enter your credentials.
In the configuration instructions above, you are required to enter your PC Name, which is either your Computer Name or IP Address.  Below are instructions for finding both of these.  Please note that you will need to be at your IV&V workstation to look up this information.
Using Your Computer Name to Remote Desktop
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Before initiating a remote desktop connection you will need to know the “computer name” of your IV&V workstation. To locate the computer name click Start > Control Panel > System > computer name and locate the full computer name.

Your “computer name” consists of AUID (vpn username) followed by class of PC, either 1, 2, or 3 (i.e. Flast3.msw.faircon.net) and then the domain name (msw.faircon.net)

Using Your IP Address to Remote Desktop

In the event that you are unable to remotely connect to your desktop using your computer name, you can try entering the computer’s IP address.  Nslookup is a tool used to find the IP address of a computer when it cannot be referenced by computer name.  

To find out what your current IP address is, (while at your IV&V workstation):

1. Click Start > click Run > type cmd > hit Enter.  

2. In the command prompt type “nslookup” followed by a space and then your computer name.msw.faircon.net and then press enter.  This will display the authoritative DNS server, as well as the resulting IP address for the computer name provided.

3. Type exit > hit enter to close the command prompt.

4. Enter the IP address for the “Computer:” name, instead of your “computer name”.  
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Note:  Because IV&V uses DHCP to lease IP addresses they will occasionally change.
Should you encounter any difficulties while attempting to access you workstation remotely please contact the Help Desk at (304) 367-8237.
Additionally, you can reference Microsoft’s knowledge base for Microsoft Remote Desktop Clients for additional information and troubleshooting.
