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1.0 INTRODUCTION

This Preliminary Hazard Analysis (PHA) has been prepared for the OC-Flight-1.

1.1 PURPOSE

This Preliminary Hazard Analysis (PHA) of the OC-Flight-1 has been prepared to identify,
evaluate, and make recommendations for elimination, mitigation, and control of hazards, to track
identified hazards, and to assist in eliminating, mitigating, or controlling hazards which could
potentially cause:

e Loss of life and/or serious injury to personnel

e Serious damage to facilities and/or equipment resulting in large dollar loss

e Failures with serious adverse impact on mission capability, mission operability, the

environment, or public opinion

1.2 SCOPE

This PHA documents the safety analysis of the OC-Flight-1. The analysis is performed from a
high level systems view.

2.0 APPLICABLE DOCUMENTS

The following documents provide information applicable to the contents of this document as
well as basic information used in its generation. These documents are subject to periodic
revision, the user, therefore, should refer to the latest available version. In the event of a conflict
between documents referenced herein and the requirements of this document, the requirements
of this document shall take precedence.

2.1 DOCUMENTS

The documents of Table 2-1 apply to the extent specified herein for all NASA related
development, design, integration and test, production, and operational activities.

1
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Table 2-1 Applicable Documents

<OC-Flight-1 Requirements document>

MIL-SPEC-882D DOD Standard Practice for System Safety
NASA-STD-8719.13B Software Safety NASA Technical Standard
NPR 7150.2A NASA Software Engineering Requirements
NPR 7120.5 Implementation Plan Template

NPR 7123 Concept of Operations

NPR 8705.4 Risk Classification for NASA Payloads
NPR 8715.3C General Safety Program Requirements

3.0 OC-FLIGHT-1 DESCRIPTION

3.1 OC-FLIGHT-1 MISSION OVERVIEW

The NASA IV&YV Space Flight Design Challenge (SFDC) consists of a series of increments, the
first of which is entitled OC-Flight-1. This increment of the IV&V SFDC strives to advance the
overall Space Flight Design Challenge towards its overarching goals by achieving the following
objectives:

e Advance the public’s awareness, education, knowledge, and STEM capabilities in
space systems software engineering. The derived objectives for OC-Flight-1 include:

a. Educate a dedicated team of students in NASA’s approach to engineering
space-based vehicles.

b. Enhance the public’s understanding and general knowledge about NASA and
the engineering of space-based missions through public seminars and
workshops.

e Advance the IV&V Program’s tools, domain knowledge, and engineering methods to
ensure mission and safety critical software is reliable and safe to operate. The
derived objectives for OC-Flight-1 include:

a. Enhance mentoring skills, leadership skills and domain expertise of IV&V
workforce

b. Establish an approach to conduct V&V on university-built technology
demonstration missions where it is perceived that these types of missions will
lack formal engineering artifacts and maturity traditionally produced on
NASA missions.
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e Advance the disciplines of systems engineering and software engineering by
exploring game changing technologies for NASA. The derived objectives for OC-
Flight-1 include:

a. Develop a reusable space system (ground system, space-based vehicle, and
science payload) using off the shelf components that can be utilized on future
increments
Measure the magnetic field of the Earth using off the shelf components
Take stereoscopic images of the Earth using off the shelf components
Explore the use of artificial intelligence for fault protection
Explore the use of off the shelf wireless technologies for spacecraft to
spacecraft communications

®oo0o

Minimum success is achieved if the following two objectives are met:
1. Students demonstrate working knowledge of NASA’s engineering approaches in

building and operating a flight system for space
2. Employees of the NASA V&V Program demonstrate enhanced mentoring,
leadership, and/or domain expertise in space-based missions

3.2 OC-FLIGHT-1SYSTEMS

The following sections describe the generic sub-systems which comprise, and support, an OC-
Flight-1. These subsystems will be analyzed for potential hazards.

3.2.1 Transceiver

The transceiver subsystem includes the amateur radio communication hardware devices for
receiving uplink data and sending downlink data. This subsystem connects to the Antenna
subsystem via SMA cable. This subsystem includes:

- Transceiver (send and receive amateur radio signals)

- Amplifier (boost transmission signal for longer range)

- ICs — Integrated circuits (encode/decode AX-25 protocol)
- Modem (modulate/demodulate signal)

3.2.2 Antenna

The antenna subsystem houses the passive antenna deployment device and the dipole antenna
tuned to the 70 cm band. This subsystem connects to the transceiver subsystem via SMA cable.

3
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3.2.3 Power Supply

The power supply subsystem includes the hardware components for power distribution to each of
the other subsystems. This subsystem includes:

- Battery Pack

o Temp, voltage, current draw
- Solar Cells

o0 Voltage levels, charge rates
- Variable Resistors

3.2.4 Microcontroller

The microcontroller subsystem is comprised of the flight processor and supporting hardware
circuitry.

3.25 Payload

The payload subsystem houses the hardware devices which collect scientific measurements.
This subsystem includes:

- Magnetometer (magnetic field measurements)
- IMU - Inertial Measurement Unit (orientation measurements)
- Payload Arduino (microcontroller dedicated to collecting science data)

3.2.6 Ground System

This subsystem includes the ground antenna and computer used to package/send uplink data and
receive/parse downlink data.

3.2.7 Test/Simulation System

An important piece of the OC-Flight-1 package is the test and simulation equipment that is used
during integration testing and pre-flight checkout. This subsystem may include:

- Testrigs
o0 Solderless Protoboards
o Solar Cell Test Stand
o 3 DOF Tumbler

- NORAD
0o TLEs

4.0 METHODOLOGY

4
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41 HAZARD RESOLUTION PROCESS

The method used for resolution of the hazards associated with the OC-Flight-1 consists of the
analytical steps summarized below:

1. Define the physical and functional characteristics of the OC-Flight-1, its ground support
equipment (GSE), and the operations and procedures to be performed and followed.

2. Identify hazards that may be present during any OC-Flight-1 lifecycle including its design,
integration and test, launch, and operation. Determine the causes for each hazard.

3. Assess the hazards to determine severity and probability, and to recommend means for their
elimination, mitigation, or control.

4. Implement corrective measures to eliminate, mitigate, or control the hazard, or accept the
hazard risk.

5. Conduct follow-up analyses to determine the effectiveness of preventive measures, address
new or unexpected hazards, and issue additional recommendation if necessary.

The attached Preliminary Hazard Analysis worksheets summarize the results from the hazard
resolution process.

42 HAZARD SEVERITY CATEGORIES

MIL-STD-882D defines four hazard severity categories; Category |, Catastrophic; Category I,
Critical; Category I, Marginal; and Category 1V, Negligible. Hazard severity categories are
defined to provide a qualitative measure of the worst credible mishap resulting from personnel
error; environmental conditions; design inadequacies; procedural deficiencies; or system,
subsystem or component failure or malfunction. Table 4-1 depicts these categories and provides
a general description of the characteristics that define the worst-case potential injury or system
damage if the identified hazard were to result in an accident.

Table 4-1 Hazard Severity Categories

CATEGORY HAZARD POTENTIAL CONSEQUENCES
CATEGORY

| CATASTROPHIC | Could result in death, permanent total
disability, loss exceeding $1M, or
irreversible severe environmental damage
that violates law or regulation.

I CRITICAL Could Result in permanent partial
disability, injuries or occupational illness
that may result in hospitalization of at least
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three personnel, loss exceeding $200K but
less than $1M, or reversible environmental
damage causing a violation of law or
regulation.

i MARGINAL Could result in injury or occupational
illness resulting in one or more lost work
day(s), loss exceeding $10K but less than
$200K, or mitigatible environmental
damage without violation of law or
regulation where restoration activities can
be accomplished.

v NEGLIGIBLE Could result in injury or illness resulting in
a lost work day, loss exceeding $2K but
less than $10K, or minimal environmental
damage not violating law or regulation.

43 HAZARD PROBABILITY CATEGORIES

MIL-STD-882D includes guidelines showing how to determine a qualitative and quantitative
ranking of hazard probability. The quantitative rankings included in the definitions should not
be confused with mission success, reliability, and confidence requirements found in the project
documentation. The probability rankings were assigned based upon similar equipment and
systems, and the experience of the participating analysts.

Table 4-2 depicts the hazard probability classes used and describes the characteristics of each
level.

Table 4-2 Hazard Probability Levels

LEVEL FREQUENCY DEFINITION
OF (Specific Individual Item)
OCCURRENCE
A Frequent Likely to occur often in the life of an

item, with a probability of occurrence
greater than 10" in that life.

B Probable Will occur several times in the life of
an item, with a probability of
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occurrence less than 10" but greater
than 107 in that life.

C Occasional Likely to occur sometime in the life
of an item, with a probability of
occurrence less that 107 but greater
than 107 in that life.

D Remote Unlikely, but possible to occur in the
life of an item, with a probability of
occurrence less than 107 but greater
than 10 in that life.

E Improbable So unlikely, it can be assumed
occurrence may not be experienced,
with a probability of occurrence less
than 10 in that life.
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44 HAZARD RISK INDEX

The Hazard Risk Index (HRI) is a number derived by considering both the severity and the
probability of a hazard, as shown in Table 4-3. The HRI presents hazard analysis data in a
format that helps the managing activity make decisions regarding whether hazards should be
eliminated, mitigated, controlled, or accepted. The HRI provides the basis for logical
management decision-making by considering both the severity and probability of a hazard. It
should be noted that, for valid risk assessment, the potential severity of a hazard may not be
decreased unless physical changes are made to completely eliminate the hazards. The
probability can be greatly reduced by design modifications, or by incorporating safety devices,
warning devices, or special procedures thereby reducing the HRI. The hazard risk described
within this PHA should not be confused with risk management that project management is
required to perform, although hazard risk should be considered as a technical risk within the
project managerial risk management.

Table 4-3 Hazard Assessment Matrix

Frequency of Hazard Categories
Occurrence ‘ [ T i \Y;
Catastrophic Critical Marginal Negligible
m 3/ 4A
(B) Probable 1B - 4B
(CEI)Dg);casional . 1c jg
emote
E) Improbable 4E

(A)Frequent &\\\\\\\\\\§§

Hazard Risk Index HRI Suqgested Criteria

1A,1B, 1C, 2A, 2B, 3A

-

Unacceptable

1D, 2C, 2D, 3B, 3C 2 Undesirable (Management Decision Required)

1E, 2E, 3D, 3E, 4A, 4B 3 Acceptable with review by Management

4C, 4D, 4E 4 Acceptable without review

[]
[]

8

CHECK THE MASTER CONTROLLED DOCUMENTS LIST AT:
Object Location: Enterprise Workspace/STRATEGIC COMMUNICATIONS OFFICE/Educational Outreach/OC
Flight 1 Mission/EngineeringArtifacts/PreliminaryHazardsAnalysis
TO VERIFY THAT THIS IS THE CORRECT VERSION BEFORE USE



Preliminary Hazard Analysis OC-Flight-1-PHA
Version: 1
Effective Date: 10/10/2012

45 HAZARD REDUCTION PRECEDENCE

Risk management is a decision-making process consisting of evaluation and control of the
severity and probability of a potential hazardous event. The Hazard Reduction Precedence flow
diagram is shown in Figure 4-1. Assigning an HRI provides a method to prioritize hazards for
corrective action, allowing a determination to be made as to whether hazards should be
eliminated, mitigated, controlled, or accepted. The process helps to determine the extent and
nature of preventive controls that can be applied to decrease the risk to an acceptable level within
the constraints of time, cost, and system effectiveness. Resolution strategies, in descending order
of precedence, are listed below.

e Design for Minimum Risk. This strategy generally applies to acquisition of new
hardware and equipment where the design can be made inherently safe; however, it
can also be applied to hardware and equipment modifications. If a hazard cannot be
eliminated completely, it should be controlled through design (e.g., fail safe designs).

e Incorporate Safety Devices. If identified hazards cannot be eliminated or their
associated risk adequately reduced through design selection, the risk can be reduced
using fixed, automatic, or other protective safety design features or devices (e.g., a
pressure relief valve). Provisions should be made for the periodic inspection and
functional check of safety devices when applicable.

e Provide Warning Devices. When neither design nor safety devices can effectively
eliminate identified hazards, or adequately reduce associated risk, devices can be used
to detect the condition and to produce an adequate warning signal to alert personnel
of the hazard. Warning signals and their application should be designed for the
timely detection of conditions that precede the actual occurrence of the hazard. They
should also be designed to minimize the probability of incorrect personnel reaction to
the signals, or to false alarms that could lead to a secondary hazard. The alarms
should be standardized within like types of systems.

e Develop Administrative Procedures and Training Control. Reducing hazard risk by
procedure is sometimes allowed, where sufficient time exists for a flight crewmember
or ground controller to perform a safing action. The concept of “time to criticality” is
an important design aspect of the software/hardware/human interaction in controlling
safety critical situations.

e Hazard Acceptance or System Disposal. Where hazards cannot be reduced by any
means, a decision process must be established to document the rationale for either
accepting the hazard or for disposing of the system.

9
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Figure 4-1 Hazard Reduction Precedence
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5.0 PRELIMINARY HAZARD ANALYSIS DATA SHEETS

5.1 PHADATA SHEET DESCRIPTION

The PHA data sheets in Appendix B describe each hazard analyzed for OC-Flight-1. The
following is an explanation of the various entries in the data sheet found in Appendix B.

e Heading. The heading on each PHA data sheet identifies the particular analysis. The
“Project” for all data sheets will be “OC-Flight-1”. The “Date” indicates the most
recent version of each data sheet.

e Control Number. The first column of the data sheet provides the “Control Number”
for that particular hazard. The control number is related to the Hazard List shown
below the hazard identification table.

e Hazard Description. The second column, “Hazard Description”, identifies the energy
source that generates the hazard. This entry may also indicate the immediate cause
for concern, such as a fire/explosion.

e Causes. The third column, “Causes”, describes those items that create or significantly
contribute to the existence of the hazard. This entry will usually include the major
causes of the hazard, including items or conditions that increase the severity of the
hazard.

e Effects. The fourth column, “Effects”, describes the potential detrimental effects of
the hazard, and analyzes the flow of energy between the source and the object that is
to be protected. The data provided in this entry are used in assigning a severity to the
hazard.

e S-P 1. The fifth column contains the Severity and Probability, “S-P 17, assigned to
the hazard based on Tables 4-1and 4-2.

e HRI-1. The sixth column translates the “S-P 1” into a Hazard Risk Index (HRI) of 1,
2, 3, or 4 as explained in Section 4 and Table 4-3. This first Hazard Risk Index (HRI-
1) is assigned based on the assumption that no action has been taken to protect against
the hazard. The HRI is used to assist management in deciding the best course of
action for resolving the hazard.

e Recommendations. The seventh column, “Recommendations”, provides
recommendations, including design revisions or safety measures, to eliminate or

11
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mitigate or control the hazard. The Hazard Reduction Process is presented in Section
4.

e S-P 2 and HRI-2. The eighth and ninth columns reflect the revised or residual
Severity and Probability, “S-P 2”, and Hazard Risk Index, “HRI-2”, after the
recommendation has been addressed and action has been taken to eliminate, mitigate,
or control the hazard. It should be noted that, for the S-P 2, the potential severity of
the hazard cannot be decreased by design modifications or addition of safety
measures. However, the probability of hazard occurrence can be greatly reduced, and
thus, the Hazard Risk Index can be decreased.

e References. The tenth column, “References”, cites the applicable required
documents, guidelines and good history practices upon which the recommendation
was made.

e Status. The eleventh column, “Status”, lists whether the hazard is “OPEN” or
“CLOSED”, and to which phase of the acquisition process the hazard applies. This
column also includes an explanation of how and/or why the hazard is open or closed.
The column also lists appropriate references and correspondence, if applicable. In
order for a hazard to be closed, written documentation or verification is needed.
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OC-Flight-1 | O’Conner-Flight-1
PHA Preliminary Hazard Analysis
NASA National Aeronautics and Space Administration
NORAD North American Aerospace Defense Command
PC Personal Computer
PSU Power Supply Unit
IMU Inertial Measurement Unit
GPS Global Positioning System
RF Radio Frequency
HRI Hazard Risk Index
S-P Severity - Probability
TBD To Be Determined
HW Hardware
V&V Independent Verification and Validation
COTS Commercial Off The Shelf
AIC Alternating Current
PPE Personal Protection Equipment
DOF Degree of Freedom
TLE Two Line Element
SMA SubMiniature version A
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JMR-002A Hazard Identification Table

OC-Flight-1
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OC-Flight-1 Preliminary Hazard Analysis OC-Flight-1-PHA
Version: 1
Effective Date: 10/10/2012

OC-Flight-1 Preliminary Hazards List

1. Dipole antennas injure personnel
2. On-board batteries explode, catch fire, or rupture and leak toxic gas
3. Yagi antenna injures personnel
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OC-Flight-1 PRELIMINARY HAZARD ANALYSIS

Date: 10-10-2012
Project:  OC-Flight-1
Prepared  SMA Support Office

by: Chad Schaeffer
CONTROL| HAZARD S-P1| HRI S-P | HRI REFERENCES STATUS
NUMBER |DESCRIPTION CAUSES EFFECTS 1 RECOMMENDATIONS 2 2
1 Dipole antennas |e  Inadvertent contact with sharp corners/edges on the [¢  Minor personnel laceration or IV-D |4 e  File/sand the corners of antennas IV-E |4
injure personnel dipole antennas puncture
2 On Board e Incorrect charging of battery (over charging, charge [¢  Moderate injury/burn of personnel [lI-D |3 e Source Li-ion battery will internally protect against Hn-g |3
Batteries rate) e  Damage to surrounding hardware overcharging
explode, catch e Incorrect discharge of battery (rapid discharge rate) e Solar array charging is incapable of exceeding safe charge
fire, or rupture  |o Short circuit rate or charge level
and leak toxic |4 Manufacturing defect e Document charging procedure and train operators
gas e Maximum nominal power consumption of all boards will not
exceed safe discharge rates
e  Circuit breaker and power regulation switches are used to
remove power if the current draw rises above the set point
Keyed connectors (to prevent reverse polarity)
e  Use of insulated wiring and connections (to avoid short
circuits)
e  Source battery from well known/reliable manufacturer
3 Yagi antenna e Inadvertent contact with sharp corners e Minor personnel laceration or IV-D |4 e  File/sand the corners of antenna directors IV-E |4
injures personnel puncture
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*Note: Effect in Bold are worst case on which the severity rating is based
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