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[bookmark: _GoBack]SYSTEM NAME:    Core Financial Management Records. 
SECURITY CLASSIFICATION:
This system is categorized in accordance with OMB Circular A-11 as a Special Management Attention Major Information System. A security plan for this system has been established in accordance with OMB Circular A-130, Management of Federal Information Resources.
SYSTEM LOCATION: 
George C. Marshall Space Flight Center, National Aeronautics and Space Administration, Marshall Space Flight Center, AL 35812
CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM:
Individuals covered by this system of records include former and current NASA employees and non-NASA individuals requiring any type of payment.
CATEGORIES OF RECORDS IN THE SYSTEM:
Records in this system are comprised of budget formulation, financial management, and employee timekeeping records and may include information about the individuals including Social Security Number (Tax Identification Number), home address, telephone number, e mail address, and bank account information.
AUTHORITY FOR MAINTENANCE OF THE SYSTEM:
National Aeronautics and Space Act, as amended. 51 U.S.C. §20113(a); Federal Records Act, 44 U.S.C. §3101; Chief Financial Officers Act of 1990, 31 U.S.C. §901; Financial Management Improvement Act of 1996, 31 U.S.C. §3512.
PURPOSE(S):
Records in this system are used to process reimbursement payments to employees for travel, purchase of books or other miscellaneous items; and to process payments and collections in which an individual is reimbursing the Agency.
ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING CATEGORIES OF USERS AND THE PURPOSE OF SUCH USES:
Any disclosures of information will be compatible with the purpose for which the Agency collected the information. The following are routine uses: (1) Furnish data to the Department of Treasury for financial reimbursement of individual expenses, such as travel, books, and other miscellaneous items; (2) Process payments and collections in which an individual is reimbursing the Agency; (3) Ongoing administration and maintenance of the records, which is performed by authorized NASA employees, both civil servants and contractors; and (4) NASA Standard routine uses as set forth in Appendix B.
POLICIES AND PRACTICES FOR STORING, RETRIEVING, ACCESSING, RETAINING, AND DISPOSING OF RECORDS IN THE SYSTEM: 
STORAGE:
Records in this system are maintained on electronic media.
RETRIEVABILITY:
Records are retrieved from the system by name or SSN (Tax ID).
SAFEGUARDS:
Electronic records are maintained on secure NASA servers and protected in accordance with all Federal standards and those established in NASA regulations at 14 CFR 1212.605.  Additionally, server and data management environments employ infrastructure encryption technologies both in data transmission and at rest on servers.  Electronic messages sent within and outside of the Agency that convey sensitive data are encrypted and transmitted by staff via pre-approved electronic encryption systems as required by NASA policy.  Approved security plans are in place for information systems containing the records in accordance with the Federal Information Security Management Act of 2002 (FISMA) and OMB Circular A-130, Management of Federal Information Resources.  Only authorized personnel requiring information in the official discharge of their duties are authorized access to records through approved access or authentication methods.  Access to electronic records is achieved only from workstations within the NASA Intranet or via a secure Virtual Private Network (VPN) connection that requires two-factor hardware token authentication or via employee PIV badge authentication from NASA-issued computers.  Non-electronic records are secured in locked rooms or locked file cabinets.
RETENTION AND DISPOSAL:
Records are stored in the NASA Enterprise Application Competency Center (NEACC) database and managed, retained and dispositioned in accordance with NASA Records Retention Schedules, Schedule 9, Items 11, 13 and 16.
SYSTEM MANAGERS AND ADDRESSES:
IS01/Manager of the NEACC, George C. Marshall Space Flight Center, National Aeronautics and Space Administration, Marshall Space Flight Center, AL 35812
NOTIFICATION PROCEDURE:
Individuals interested in inquiring about their records should notify the System Manager at the address given above.
RECORD ACCESS PROCEDURE:
Individuals who wish to gain access to their records should submit their request in writing to the System Manager at the address given above.
CONTESTING RECORD PROCEDURES:
The NASA regulations governing access to records, procedures for contesting the contents and for contesting the contents and for appealing initial determinations are set forth in 14 CFR part 1212.
RECORD SOURCE CATEGORIES:
The information is received by the NEACC Financial Systems through an electronic interface from the Federal Personnel Payroll System (FPPS). In certain circumstances, updates to this information may be submitted by NASA employees and recorded directly into the NEACC Financial Systems.
EXEMPTIONS CLAIMED FOR THE SYSTEM:  None.
