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NASA SR
C l O ~ MSC BSA IT Decisions

« Clearly defining roles, responsibilities and the governance structure to establish clear
authorities of the Agency CIO for management and oversight of the NASA IT portfolio as
required by FITARA and other policies and regulations. (1.Roles & Responsibilities, 2.
Governance)

* Implementing a federated/hybrid approach to data centers in order to develop an agency
level data center enterprise architecture to serve as a decision framework for consolidation of
assets, strategic sourcing, and future investments. (3.Data Center)

« Executing a network transformation initiative to enable a seamless, integrated agency
system that provides reliable, secure and lower cost services enabling cross center
collaborations. (4.Communications)

« Consolidating end-user services for both workstations and collaboration tools to improve
security, maintain interoperability standards, maximize efficiencies and meet growing
demands for that work across the agency and extend to external partners. (5.Workstations,
6.Collaboration)

« Conducting a zero-based review of IT Security spending to actively and clearly understand
the agency risk posture and inform action plans and investment strategies. (7.Security)

Operating Model Update Roadshows, January 2016
2



NASA ; .
C | O < ‘{ypes of NASA IT Services

Types of NASA IT Services

« Enterprise Services — Services that are provided to users across the entire agency using a standard set of technologies
and a single, agency-wide service provisioning method. There are two types of enterprise services:
« Mandatory — these services are required to be consumed where this type service is needed. Waivers are required to
not utilize this type service.
» Optional — these services are offered to users across the agency but are optional and typically will be funded
through demand-based methods.

» Center Services — Services that are not required to be delivered at the Enterprise level but are standardized by a center
for users at that center. They will be required to comply with NASA IT standards and policy such as enterprise
architecture and security.

* Unique IT Services — IT services and products that are implemented for a group of users below the enterprise or center
level. These services may be implemented for a department, program, project, or team. They will be required to comply
with NASA IT standards and policy such as enterprise architecture and security.

Note that any of these services could be either highly specialized or non-highly specialized although highly specialized is
typically associated with Unique IT
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More Flexible

IT Operating Model Framework

Sta nda rd Used to maximize Agency Used where there is value in standardizing

integration/collaboration, effectiveness, efficienc products and tools to imprc)‘v‘e integration,
and simplify security where requirements are simplify security, while re_talnlng local
common and not tightly coupled to unique management and operations control.

missions

Enterprise Federated Management
Strategic Sourcing Diversification

Used to gain value of aggregated demand and Used to maximize project/center flexibility and

minimize acquisition overhead while allowing speed where requirements are tightly coupled to

product and management model choice. unique missions and outweigh potential
economies of scale, increased integration and

security complexity

More Efficient More Flexible
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IT BSA Decision Implications

Standar nique

Standard

More Efficient

Enterprise Federated Management
Strategic Sourcing Diversification
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DA

BSA Implementation : What It's All About
BT

Clearer roles, better decisions, and intentional

operating model choices that enable service,

effectiveness, efficiency, collaboration, and security to
meet current and future mission needs

 The IT BSA decisions provide clearer governance structures, roles,
and tools for visibility that will enable intentional and improved
decisions regarding IT operating models

 The IT BSA decisions direct and/or reaffirm some shifts in operating
models for data centers, communications, workstations, collaboration
tools and security.

 The IT BSA decisions DO NOT centralize all NASA IT

* IT is both a subject of BSA and IT is an enabler of BSA and the larger
NASA operating model shift
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NASA

ClhO

Decisions

= Create a Level 0 through Level 3 management structure

» Clearly define responsibilities and authorities for each
level

= Appoint level 2 Program Executives for each IT domain

» |nclude a strategic path forward beyond improved IT
governance which allows for incremental/gradual growth
in operational maturity and IT management improvement

plementation Plan: Roles and Responsibilities

Scope

= CIO program oversight and management authorities
apply to all non-highly specialized IT including NSSC
IT investments

» Enterprise
» Center
» Unique

= CIO governance roles and processes associated with
highly specialized IT are focused on enabling the
ClO’s IT authority through increased insight and
strengthened influence



NASA

ClhO

‘i-l,jl_' Roles and Responsibilities - CIO Program Level
| Descriptions
S (Refined and Clarified)

Leadership, planning, policy direction, and investment oversight of NASA

information technology (IT). IT vision enables Agency Mission, Vision, Goals;
Level O Agency CIO Provides Enterprise Architecture.

Management oversight of the planning, design, integration, and delivery of
NASA’s Enterprise IT projects and services, IT authority including investment

Level 1 Associate CIO . ; :
review and architecture compliance for all IT.

Delegated program oversight from Level 1 for their program and IT authority
for the investment review and compliance for all IT in their portfolio/domain.
Maintains current knowledge of project status and provides analysis of the
project’s risks and ability to meet it commitments. provides overall
architecture for program/domain.

Level 2 Program Executives

Design and implement projects that align with the approved domain service
roadmaps. Ensure project or services adhere to the CIO Program/Project

Level 3 Program Offices Management Policies and Service Delivery Guidelines

Services Projects

10



NASA

« Establishment of 6 IT Programs

7120.7 implementation of security, communication, data

center & computing, applications, end user services, and

information management programs

* Program Executives at Level 2, Program Offices at
Level 3

« ITSD will manage Security Program and establish
Enterprise Security Program Office

* Program Executives execute program oversight and
IT authority

* Program Offices assigned to centers and focus on
delivery

* PEs coordinate non-enterprise IT with Center CIOs

 Program Authority and IT Authority
« Program Authority for services managed by
CIO
« |T Authority for oversight, insight and
compliance

Role of Center CIO

« Operate as an extension of the Agency CIO and have
input into shaping strategic direction and evolution of
the enterprise service through their role in the CLT

« Share accountability for effective implementation,
utilization, and evolution of the enterprise services

* Program authority for Center IT and IT authority for
all unique IT at the center

Matrix Model
* Leverages center IT resources to support enterprise
services via a matrix reporting structure

Mission Directorate Representatives
» Focal points for IT issues across mission directorates
* Rely on Center CIOs for IT authority and facilitate
Cross-center program opportunities and issues

11
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C | O .}"_'_'_:__._;;_'IT Roles and Responsibilities Implementation

Plan Schedule

FY16) 260 FY168) 38 Fy1cEp4E FY17mi@ FY17@za FY17038 FY17 B4
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o Assess and Define Org || mplemert OCIO B 8 & &
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=8 Program Framework, etc.
T B
8 &
e Implement Communications Program o & e e

mplement Secunty Frogram

Implement End User Program

mplement Data Center, Apps, and Info. Mgmt. Programs

m mplementBATE
Program s(

12



NASA

Office of the
Chief Information Officer




NASA

CHOR

Decisions

Restructure and streamline misaligned, duplicative, and
ineffective IT Boards

CIO and CFO conduct a formal IT Annual Capital
Investment Review (ACIR) as part of the PPBE process

Work with the Agency Procurement Officer to formalize
guidance on strategic sourcing for IT. (l.e. Strategic
Sourcing)

Strengthen and expand role of CIO in monitoring agency
IT program performance (non-highly specialized)

ClO Conduct Functional Reviews of Centers (rotating on
3 year basis)

Scope

= All NASA IT, including highly specialized and the

NASA Shared Services Center (NSSC) IT projects
and services.

However, the CIO governance roles and processes
associated with highly specialized IT are focused on
enabling the CIO’s IT authority through increased
insight and strengthened influence

14
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CIO

Governing boards informed to execute IT @ ™~

decisions with improved transparency ITC Quarterly Meeting
through inputs from IT investment F

planning (ACIR), IT acquisition IT Governance I e BirWeekly Meeting
management (Strategic Sourcing), IT Boards ITPMB Monthly Meeting
Performance Management (IT Program F

Reviews), and IT Compliance (Center Program Boards | Monthly Meeting
Functional Reviews) \‘ A

Transparent IT Decisions

N W

Enabling Processes & Information

@ ©

Center
Functional Reviews

IT Program Reviews

IT Performance Management IT Compliance

Annual Input Continuous Input Maonthly Input Every Three Years

on Rotating Basis

15
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Reports to
Decision Authority

Purpose

Membership

Mission Support
Council (MSC)

Information
Technology
Council (ITC)

IT Program
Management
Board (ITPMB)

1 1 1 1
Applications ommunicationg ng:\?iléggg End User IT Security
Program Board Program Board Program Board Program Board Program Board

ITC
MSC
Chief Information Officer (CIO)

Serves as the Agency's senior decision-making body focused
on information resources management (IRM), including
information management and information technology (IT)

CIO (Chair)

Chief Financial Officer

Chief Engineer

Assistant Administrator for Procurement
Assistant Administrator for Human Capital
Assistant Administrator for OSI

Assistant Administrator for Protective Services
Associate Directors of Centers (10)

Deputy Associate Administrators of MSD, Science, HEO,
Aero, and STMD (5)

NSSC Executive Director

1
CIO Leadership
Team (CLT)
]
1

Information

Management
Program Board

ITPMB
ITC
Clo

Serves as the governing body for Agency-wide IT programs
and projects within the scope of NPR 7120.7, providing a forum
for high-level Agency participation in oversight and evaluation
Deputy CIO (Chair)

Associate CIO, OCIO Capital Planning and Governance
Division (ex officio)

Office of the Chief Engineer representative

CLT representative (Rotating annually)

Center representatives (2) (Rotating annually)

Mission Directorate representatives (2) (Rotating annually)
Enterprise Architecture Lead representative (ex officio)

IT Security representative (ex officio)

CLT

ITC
ClO

Serves the CIO as an advisory body on IT
management and operations

CIO (Chair)

Deputy CIO

Associate CIOs (4)

Center CIOs (10)

JPL CIO

NSSC CIO

Mission Directorate representatives

16
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Investment Scope of Clo Program
. . EC MSC ITC
Threshold Decision (CLT)? Boards
Enterprise IT E A R R/I
Hieh E A | |
Non-Enterprise
>$10M* P
Highly
Specialized IT E C ! !
Enterprise IT E A R/I
Medium E a :
Non-Enterprise
$1-$10M* P
Highly
Specialized IT E C !
Enterprise IT E A
Low E
Non-Enterprise
<s$im? P
Highly E
Specialized IT
1 Additional criteria in Appendix G é iépprove
2Management decisions by CIO using CLT as advisor - poneur

E = Escalation
R — Recommend
I = Input

3 APMC governance process per NPR 7120.5

17
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Center 1 Analysis Center N Analysis
s 2| | FpAees I EUS ||| /5 Apps || EUS | Remaining
= > | | comms Info Mgmt / Comms || InfoMgmt | Cent
S © S - : : . entiers
8 i | Fomputing IT Security | Computing || IT Security |
< ~ Crosscutting Analysis > Crosscutting Analysis
| I Center 1 Position Paper(s) J | Center N Position Paper(s) J
. <~ Apps Analysis Comms Analysis Remaining
g i | Center 1 || Center N | | Center 1 || Center N | Portfolios
% C_:U | Apps Position Paper J | Comms Position PaperJ
< <C Crosscutting Analysis
| Integrated IRM Position Paper (Addressesall domains) J
v

@ ( ITC Review & Decisions ]
O w
€ S || i =
= @ Issue Paper forJ Program Decision Memo
a; na— Funding Gaps IT Investment Fund Decisions
> 8 i Studies (e.g., Consolidation)
(=] [ - Divestments
() [ EC Review & Approval ] Rejected Investments

Certification of total IT Budget 7
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NASA

CHOR

Decisions Scope

= Develop an integrated, Agency-wide data center
architecture to guide future investments

" OCFO/ OC.:IQ review / approve any |_nvestments n = Program Authority over data centers and
new or existing data centers (including

. . : computing delivered by OCIO
institutional and mission/program investments) — o _ _
PPBE FY18 = Investment insight, security and architectural

compliance for highly specialized computing and
data centers

= Coordination with CSPO required for all cloud
computing efforts

= All NASA data center and computing
requirements

= CIO Computing Services Program Office to
continue collaborating with Centers via the Cloud
community of interest forum to increase
understanding and adoption of cloud services.

= Center CIOs should ensure all center-based
cloud efforts are coordinated with the CSPO

20



NASA

= Data Center Architecture

»

»

Develop an architecture document that serves as
single resource for decision makers. Include
elements such as NASA’'s Computing Strategy, a
business architecture, decision models, service
architectures and performance architectures.

This document will guide governance decisions
associated with computing and data center
investments including modernization

» Cloud Computing Adoption

»

»

»

CSPO serves as the focal point for enterprise
managed cloud framework standardization and
deployment

CSPO will collaborate with Center CIOs and
incorporate center personnel into the evolution of
the cloud framework. CSPO will assist with
analysis of cloud alternatives for new computing
and data center requirements

Provides clearer engagement processes to insure
visibility and cloud alternative consideration

SA Data Center Implementation Plan

Overview of Approach

» Data Center and Computing Program
Establishment

» Will formalize Program with 7120.7 Program Plan
» Will establish Program Board to assist with

governance and portfolio oversight

» Will continue the monthly Cloud Computing

»

Community of Interest meetings to increase interest
in cloud and educate the community on key cloud
products and issues

Clarify the role of CSPO in cloud computing and
clarify the related data center and computing policies
through a letter to be issued by the NASA CIO

» Data Center/Computing investment review

»

»

Use Annual Capital Investment Review (ACIR)
process to capture the full set of proposed
Investments and changes to the portfolio in the
planning stages.

Implement “year of execution” reviews for
investments presented during the year of execution
that are not in the plan. Develop templates to capture
relevant data for analysis.

21
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Data Center Architecture

BSA IT Data Center and Computing

Implementation Plan

Impacts

Establishment of Data Center

Investment Insight for Data

Data center and computing
architecture will be used to guide
investment decisions

New governance processes will be
leveraged for improved insight
Governance structure will drive
decisions based on criteria
Architecture will guide both data
center and computing modernization
and new development

Cloud alternatives will be required to
be assessed to avoid capital
investments where feasible
Assumes continued consolidation
efforts with hybrid architecture

and Computing Program

Will formalize efforts to oversee and
guide data center and computing
portfolio

Better positions NASA to comply and
respond with federal requirements
and reporting

Will create a formal board at level 3
for data center and computing

Will leverage existing capabilities
including Computing Services
Program Office (CSPO)
Architecture, organization, resources,
governance built out in Data Center
and Computing Program Plan

Center and Computing

All data center and computing
planned investments will be reported
as part of new ACIR process

Data Center and Computing program
executive will oversee investment
analysis and portfolio management
Will leverage Center and Program
resources to participate

All new cloud computing investments
will be coordinated with CSPO to
insure standardization, security, and
visibility

Requires Center SME cognizance
and visibility along with coordination
with MD IT representatives

22
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NASA

CHOR

Decisions

Realign voice services, network operations and
transformation funding under the Agency CIO to
enable enterprise funded and managed approach

Reduce risk to enable a successful network
transformation

Scope & Rationale

Reinforces approved agency direction for Network
Transformation of NASA's Corporate Network

Mitigates implementation risk through

» Improved review process allowing Project Teams and Centers
to focus on key issues

» Assessment and disposition of implementation dependencies
» Addresses significance of the culture change associated with
implementation
Establishes a single point of accountability for managing the
Agency’s network transformation and ongoing operations and
sustainment

Enables Agency CIO to align IT network investments with
Agency priorities to achieve Network Transformation, IT
Security improvements and longer term gains in efficiency

Scope and criticality of the network transformation initiative,
combined with the maturity of the Enterprise Communications
Service domain, make this a viable area to implement an
alternate funding strategy

24



NASA

Establishment of Formal Communications .
Services Program per 7120.7

Transition to Enterprise Service Management of
LAN, Voice, and Cable Plant Services

Labor, maintenance budgets consolidated and
centralized under OCIO

During FY16, CSO develops target architectures,
assesses existing Center operating budgets, and
aligns spend plans for FY17 to provide flexibility to
meet contract requirements in most efficient manner
Agency Communications Services team works with
Centers to balance network transformation activities
with local Center service delivery commitments

Strategic Investment Management

Infrastructure investments opportunities assessed
and prioritized against network transformation and
performance commitments

IT Investment fund created for FY17 and FY18 as
funding source to include some communications
investments;

Using governance, investment proposals necessary
for successful network transformation vetted and
funded

Savings achieved through centralization efficiencies
reinvested to cover future obsolescence needs

Network Transformation Commitment and
Accountability

Agency CIO will issue clear guidance to Centers
regarding Agency network transformation efforts.
Agency CIO will communicate Agency and Center-
specific deliverables and dependencies and why
necessary for successful transformation

25



NASA

Implementation of Formal Communications Program

Enterprise Service
Management

Interim FY17 Enterprise Service Staffing of New
Processes Management processes Enterprise Enterprise Management of LAN, Voice, and Cable Plant Services
Established established Positions
+ | Guidance to Collect, Prioritize, implement FY17 Approve FY18 Develop Investment Implement
o © § | Centerson Approve FY16/17 Implement FY16 Investments Investment Wedge from FY18
> 2 £ Investments . .
= E S Governance Investment Proposals Proposals Centralized Savings Investments
£8%9
(7] E é Network Secure LI Web Application Firewall
e Zoned Architecture S T Network Transformation Project Milestones
Eocument ggg(jrlcy ClO to I§§ue Agency, Center CIO’s monitor, manage change
ey uldance regaraing associated with network transformation
Deliverables Network Transformation

Network
Transformation
Commitment

26
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NASA

CHOR

Decisions Scope

= Consolidate Non-ACES Workstations support = Equipment: all laptops, desktops, workstations, and
administration and support where feasible by the end tablets used by NASA personnel. Also referred to as
of FY 2017. a “compute seat.”

= Set a target for each Center to obtain at least 80% of = Support: all contracts which include compute seat
their desktop, laptop, and workstation computing support services and/or compute seat procurement
services through the Agency End User Contract elements identified in their statement of
(ACES) by December 31, 2017. work/performance work statement. Includes

= Require Center ClO-approved waiver for all non- Enterprise contracts, local IT Support contracts,
ACES systems, following consistent Agency waiver programmatic support contracts, etc.

guidance and a single enterprise waiver system.
Assess compliance with this policy during the annual
function reviews.

28
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 Center Contract Consolidation

Centers inventory their contracts to identify those
contracts which include services in scope of the
workstations decision.

Centers identify a target contract to consolidate onto
and develop a consolidation schedule that reflects
contract/task performance periods.

Centers ensure non-ACES workstations are acquired
through SEWP.

« ACES Utilization

Centers establish a baseline of center workstations
eligible to be supported by ACES, based on a
consistent inventory methodology and requirement.
Centers below 80% utilization may assign a local
project manager and develop plans, based on
lessons learned from other centers, as to how
they’ll reach the target figure.

Agency End User Services team works with Centers
on any necessary contract changes to support
customer requirements, as well as address local
contractor performance challenges.

Waliver Process

The Agency will work with stakeholders to leverage
Center best practices and develop an automated
waiver process.

Centers assess waiver compliance during annual
function reviews.

29
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NASA

CHOR

Decisions

= Define Core Suite of Collaboration Tools and
standards to meet the majority of NASA
requirements

= Core Collaboration Tools Identified and Managed
by EUS by 11/15/2015

= Funding - AMO (Agency IT Services) or NSSC
Working Capital Fund for development, migration and
operations of base capability. Above base funded by
requiring organizations no later than PPBE18.

= Provisioning via an Enterprise contract or Service
(NEACC, ACES, NSSC, other), based on existing
contract cycles.

Pre-decisional for NASA use only

Scope

Synchronous Communications:

» IM / Presence, Texting, Telephony
Conferencing:

» Audio, Video, Application Sharing
Asynchronous Communications:

» Email, Email List Services, Voicemail
Content Creation, Sharing & Storage:

» File Sync and Share, Enterprise Content
Management, Discussion Forums, Blogs,
Wikis, Secure External File sharing

Social Networking:
» Enterprise Social Networking

31



Target Future State

Optional
Pay-per Use Services

Enterprise Collaboration Services

e Authoritative Toolset for the Agency

e BLE status (similar to how we treat Email today) Can be provided via Center or

® Provided via Enterprise Contracts Enterprise
Should not duplicate Enterprise
Core suite functionality

Justification required
15%

Under continued portfolio analysis and operational monitoring
unique requirements and emerging technologies should be
driven into the enterprise solution as necessary

Pre-decisional for NASA use only

32
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Near Term Strateqy:

« ldentify approved Collaboration Tools

Lonqg Term Strateqy:

Data Call for Inventory of Collaborative Tools by

Center/org

Centers’ Assignment of Collaboration SME
|dentification of existing services that can meet

approved criteria for collaborative tools

Development of initial standards and governance

controls for collaborative services

Publishing of approved services information to

NASA community

» (Hosting Center, POC, service-specific details,

security level, etc.)

Transition planning of unapproved services

(funded by sustaining Organization)

Pre-decisional for NASA use only

« Gather Requirements & Develop Business Case

Tool-agnostic, use-case driven end user requirements
Development of Business Case Analysis to assess
feasibility of implementing enterprise-level core suite of
tools

Will explore funding re-alignment options as required to
enable Base-Level of Entitlement (BLE) for core suite
Implementation of Business Case Analysis
Decision, which will be voted upon by ITC

Transition Planning of remaining Center-level providers
of Collaboration Solutions to be provided in the
Enterprise
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NASA

ClhO

¥A

3 SA Implementation Plan: Security

.\\ .
Decisions Scope
= Establish an Agency IT Security risk = |T Security is a cross-cutting service that
management framework/strategy and IT applies to all IT assets and information across
security architecture that aligns with NASA's the Agency, Missions and Centers.
business risks. = |T Security Risk Management must support
= Conduct an independently-led zero-base review risk-based decisions across the Agency,
of IT Security spending and the alignment to Missions and Centers.
the IT security strategy. = |T Security Architecture should be optimized

across the Agency, Missions and Centers.

35
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 Risk Management Strétegy

Agency risk management strategy designed to

integrate IT Risk Management processes across

Agency, Missions and Centers.

Defines and documents risk response strategies

and criteria that will be implemented via the IT
Security Architecture and informs risk-informed
iInvestment decisions.

« IT Security Architecture

Utilizes NIST Cyber-security Framework to
inform IT Security Program structure and
content.

Delivers baseline set of Agency IT Security
capabilities that form the nucleus of a holistic

integrated IT Security Architecture.

* Risk Information Security & Compliance System
(RISCS)
« Continuous Diagnostics and Mitigation (CDM)

BSA IT Security Implementation Plan

Overview of Approach

Zero-Based Review (ZBR)

ZBR was completed in the 1QFY16 and the
findings indicated some inefficiencies and
inconsistencies in the use of resources between
the Agency and the Centers.

The ZBR findings will serve as input into the
broader ACIR review of the security portfolio as
part of PPBE.

Recommended actions will go to ITC
Agency-wide security services will be delivered
through IT Security Program Office (ITSPQO) as
part of new program structure

36
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IT/Roles & Responsibilities - Functional CIO Organizational Chart ( From MSC package 5-15-15%)

Agency CIO

*Note that the implementation plan does
include some clarifications to this original

| chart:
» Service Offices are renamed Program
Offices

* Program Executive for Security and
Security Program will be
be aligned with ITSD

Program Executive Program Executive
for Data Center / for End User
Computing Services Services

Program Executive

Program Executive
for IT Security

Program Executive Program Executive

for Applications for Communications for Information

Management

L Center SMEs wa Center SMEs " Center SMEs " Center SMEs

Projects

Center Integration into Level 0-3 Functional Organization Local Local Oversight
Level 0: Center CIO Functions as an extension of Agency CIO. Provides oversight of the non-specialized IT and has insight into the [ TTnsight |

highly specialized IT

Level 1: Program Integration may be led at Center, as appropriate
Level 2: Program Executives may be located at the Center where Agency-level capability expertise exists

Leve| 3: Science and Project Business Infrastructure
+ Center SMEs collaborates with Service Offices providing insight into Center and Mission services within the domain YIS, MERETCIE TR Applications
. 2 Applications Applications Applications
* Projects Specialized
o Enterprise — Centers provide cost, management, technical, and schedule inputs to Service Office in compliance with NPR L S Infrastructure Services

7120.7 Program / Project

Real time

o Center — Centers provide status of Center-specific projects / Mission-specific projects ensuring adherence to Enterprise and oo S

Domain Architecture

38
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Program Executives

Key Impacts

Program Managers

'BSA Roles and Responsibilities Plan

Center CIOs

Will operate at Level 2 and focus on
high level program oversight for
enterprise services and projects within
their program

Delegate program management to
Level 3 center-based program office
Delegated oversight and insight into
all IT assets and services within their
portfolio

Leverages Center CIOs for portfolio
insight of non-enterprise IT

Develops strategic portfolio roadmap
Works with MD IT representatives on
cross-center program opportunities
and issues

Operates at Level 3 and leads service
operations and projects within the
program

Develops detailed program
architecture

Coordinates with Center CIOs to
leverage available resources at
centers to support enterprise services
and projects

Manages enterprise contracts within
program

Ensures communication, coordination,
and responsiveness with Center
SMEs to address issues and evolve
services

Extension of NASA CIO al Level 0
with shared accountability for
enterprise IT service at their center
Has input into the direction of
enterprise services and resolution of
critical issues through CLT and
assigned Center SME

Delegated IT authority for all IT at the
Center

Ensures Center SMEs responsible for
cognizance, insight, and compliance
of all center IT in their portfolio

Align with agency priorities and may
allocate some center staff via matrix
model to enterprise IT services and
projects
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Governance Decision

FY16 — Implementation Year
FY17 = First Full Year in Operations

CY 2015 Calendar Year 2016 Calendar Year 2017
FY 2017 (First Full Year of Operations)
|
o2 g | |Lc ITC ITC ITC ITC ITC ITC
e
o g 'g = : Orient PPBE/Eo Confirm Execution Yr. EoY Performance, Analysis_ Confirm Strategy, Measures, PPBE . Confirm Execution Yr.
o TE | Y Spend 1 Plan & Certify Budget & Passback SPG & EA 4 Plan & Certify Budget
S c | 1
A
) < <> >
> .-|_l Assess EoY Mid-Year
8 CG : Performance A
— | Design Functional crr 1 Y N N _______m________m_____’
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Governance Capital Investment Review Strategic Sourcing for  Program/Functional
Boards IT Reviews

« Establishmentof ITC + Annual review of all Agency IT + Agency CIO and Agency Program executives will

with Center AD, HQ investments via PPBE process Procurement Officer will lead monthly program
MD Deputy * Provides insight to better formalize guidance on reviews
participation prioritize IT spending and to drive further IT strategic sourcing + Reviews will evaluate
« Elimination of ITMB efficiencies in base budget for categories such as performance and address
» Establishment of 6 * Provides NASA compliance with workstations, laptops, and compliance/health issues
program boards FITARA software licenses * Willinclude insight into
* Clear decision rights * Requires partnership with *  Will update procurement non-enterprise IT assets
and escalation paths CFO/CIO to ensure IT policies to ensure alignment and services in the
» Establishment of investment plan aligns with with updated IT governance portfolio
consistent Center budget and improve CIO insightof « Functional reviews will
level governance * Requires more granularity and IT acquisitions provide OCIO with deeper
higher quality in IT investment * IT governance boards will view of compliance at
reporting oversee compliance along center level
+ Center CIO integrates insight into with insight from *  Will rotate centers on 3
institutional and program IT procurement year basis
investments
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IT Security

IT Security

Risk Management

Centers and Missions will participate
in the Agency-wide risk management
strategy to inform all levels

Centers and Missions will need to
modify their existing risk processes
and roles and responsibilities to
incorporate the new Agency-wide
strategy

Significant participation will be
required by Centers and Missions to
support the definition of the Agency-
wide strategy, processes and criteria
to ensure success

Requires significant outreach to
OCIO user community including
system owners on how they are
expected to participate

Architecture

Centers and Missions will utilize the
new Agency-wide tools

Centers and Missions will need to
modify their existing processes to
incorporate the new tools

Requires significant outreach to user
community including systems owners
since they use some of these new
tools

Deployment and integration of the
new tools will impact Centers’ and
Missions’ existing IT infrastructure

Zero-Based Review

Centers and Missions will participate
in the new OCIO Annual Capital
Investment Review (ACIR) process
ITC will disposition final
recommendations based on ACIR
input

Centers and Missions will utilize
Agency-provided IT Security services
delivered through the new IT
Security Program Office (ITSPO)
Significant participation will be
required by Centers and Missions to
support the definition of the ITSPO
and associated processes and
integration points




Mission System

Specialized Software

Specialized Commodity
Hardware Software

Security Tools ‘
‘

Network Communications ‘
Computing
(Data Center Facility / Cloud)

ClIO Insight

CIO Insight and Program IT

Information

Technology
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IT Program
Management
Board

Communications
Service

CIO Leadership
Team

Applications End User

Information
Mgmt Service Service

Computing
Service

IT Security
Service

Board

Service
Board

Board

Insight Tools

«IT Plan (NPR 7120.5)
* SIBCs (through ACIR)
* PR Review

* Acquisition Review

* Program Review

* Relationships

Board

Board Board

Partner with

b Leverage

rogram on

ogram o Governance for
possibilities Decisions

1 Status Quo 4. Product

(Unique/diversified) Standardization

2 Compliance Actions 5. CIO Service (Provision Implement

Infrastructure) . o
Decisions

6. CIO Service (Provision
Applications)

3 Strategic Sourcing
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IT Portfolio Optimization Approach

Current and Future

State Data

Capture

(SIBC, Program Reviews)

IT Asset Portfolios

cision

Sub-Portfolio 1

lity
a

Sub-Portfolio 2

Sub-Portfolio ...

NASA Mission & Business
Goals

 Requirements

Process Maturity

overnance

= Mission and istribution

Impact

= Quality of Service = Productivity
= Customer Experience

StandaydeiEBhiiologysTiends

Enterprise Architecture &
Alternative
Operating Models

echnology Profile

Investment Planning &

= People (Skills, Resource levels) Decisions

Tolerate Invest

sition
ers &
stment
posals

Eliminate Migrate

Enterprise Service
Cloud (laaS, PaaS, SaaS)
Federated Management
Strategic Sourcing
Etc.

45



	Structure Bookmarks
	Figure
	BSA IT Implementation Plan Overview. 
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	Word cloud from May 15, 2015 MSC BSA IT Pilot Decision Package 
	Decision 1 Roles and ResponsibilitiesMSC BSA IT Decisions 
	L
	LI
	Clearly defining roles, responsibilities and the governance structure to establish clearauthorities of the Agency CIO for management and oversight of the NASA IT portfolio asrequired by FITARA and other policies and regulations. (1.Roles & Responsibilities, 2.Governance)

	LI
	Implementing a federated/hybrid approach to data centers in order to develop an agencylevel data center enterprise architecture to serve as a decision framework for consolidation ofassets, strategic sourcing, and future investments. (3.Data Center)

	LI
	Executing a network transformation initiative to enable a seamless, integrated agencysystem that provides reliable, secure and lower cost services enabling cross centercollaborations. (4.Communications)

	LI
	Consolidating end-user services for both workstations and collaboration tools to improvesecurity, maintain interoperability standards, maximize efficiencies and meet growingdemands for that work across the agency and extend to external partners. (5.Workstations,6.Collaboration)

	LI
	Conducting a zero-based review of IT Security spending to actively and clearly understandthe agency risk posture and inform action plans and investment strategies. (7.Security)
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	Types of NASA IT Services 
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	Enterprise Services – Services that are provided to users across the entire agency using a standard set of technologiesand a single, agency-wide service provisioning method. There are two types of enterprise services:

	L
	LI
	– these services are required to be consumed where this type service is needed. Waivers are required tonot utilize this type service.
	Mandatory 


	LI
	– these services are offered to users across the agency but are optional and typically will be fundedthrough demand-based methods.
	Optional 




	LI
	Center Services – Services that are not required to be delivered at the Enterprise level but are standardized by a centerfor users at that center. They will be required to comply with NASA IT standards and policy such as enterprisearchitecture and security.

	LI
	Unique IT Services – IT services and products that are implemented for a group of users below the enterprise or centerlevel. These services may be implemented for a department, program, project, or team. They will be required to complywith NASA IT standards and policy such as enterprise architecture and security.


	Note that any of these services could be either highly specialized or non-highly specialized although highly specialized is typically associated with Unique IT 

	IT Operating Model Framework. 
	IT Operating Model Framework. 
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	IT BSA Implementation : What It’s All About 
	Clearer roles, better decisions, and intentional operating model choices that enable service, effectiveness, efficiency, collaboration, and security to meet current and future mission needs 
	L
	LI
	The IT BSA decisions provide clearer governance structures, roles,and tools for visibility that will enable intentional and improveddecisions regarding IT operating models

	LI
	The IT BSA decisions direct and/or reaffirm some shifts in operatingmodels for data centers, communications, workstations, collaborationtools and security.

	LI
	The IT BSA decisions DO NOT centralize all NASA IT

	LI
	IT is both a subject of BSA and IT is an enabler of BSA and the largerNASA operating model shift


	Decision 1: Roles and Responsibilities. 
	BSA Implementation Plan: Roles and Responsibilities 
	Decisions 
	Decisions 
	L
	LI
	Create a Level 0 through Level 3 management structure

	LI
	Clearly define responsibilities and authorities for eachlevel

	LI
	Appoint level 2 Program Executives for each IT domain

	LI
	Include a strategic path forward beyond improved ITgovernance which allows for incremental/gradual growthin operational maturity and IT management improvement



	Scope 
	Scope 
	CIO program oversight and management authoritiesapply to all non-highly specialized IT including NSSCIT investments
	» Enterprise. » Center. » Unique. 
	CIO governance roles and processes associated withhighly specialized IT are focused on enabling the
	CIO’s IT authority through increased insight and
	strengthened influence
	IT Roles and Responsibilities CIO Program Level Descriptions (Refined and Clarified) 
	Level 0 Agency CIO Leadership, planning, policy direction, and investment oversight of NASA information technology (IT). IT vision enables Agency Mission, Vision, Goals; Provides Enterprise Architecture. Level 1 Associate CIO Management oversight of the planning, design, integration, and delivery of NASA’s Enterprise IT projects and services, IT authority including investment review and architecture compliance for all IT. Level 2 Program Executives Delegated program oversight from Level 1 for their program 
	BSA IT Roles and Responsibilities Implementation Plan: Overview of Approach 
	Establishment of 6 IT Programs
	7120.7 implementation of security, communication, data center & computing, applications, end user services, and information management programs 
	L
	LI
	Program Executives at Level 2, Program Offices atLevel 3

	LI
	ITSD will manage Security Program and establishEnterprise Security Program Office

	LI
	Program Executives execute program oversight andIT authority

	LI
	Program Offices assigned to centers and focus ondelivery

	LI
	PEs coordinate non-enterprise IT with Center CIOs


	Program Authority and IT Authority
	L
	LI
	Program Authority for services managed byCIO

	LI
	IT Authority for oversight, insight andcompliance. 


	L
	L
	LI
	Role of Center CIO

	L
	LI
	Operate as an extension of the Agency CIO and haveinput into shaping strategic direction and evolution ofthe enterprise service through their role in the CLT

	LI
	Share accountability for effective implementation,utilization, and evolution of the enterprise services

	LI
	Program authority for Center IT and IT authority forall unique IT at the center



	L
	LI
	Matrix Model

	Leverages center IT resources to support enterpriseservices via a matrix reporting structure

	L
	LI
	Mission Directorate Representatives

	L
	LI
	Focal points for IT issues across mission directorates

	LI
	Rely on Center CIOs for IT authority and facilitatecross-center program opportunities and issues




	Figure
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	Decision 2: Governance. 
	BSA Implementation Plan: Governance. 

	Decisions 
	Decisions 
	L
	LI
	Restructure and streamline misaligned, duplicative, andineffective IT Boards

	LI
	CIO and CFO conduct a formal IT Annual CapitalInvestment Review (ACIR) as part of the PPBE process

	LI
	Work with the Agency Procurement Officer to formalizeguidance on strategic sourcing for IT. (I.e. StrategicSourcing)

	L
	LI
	Strengthen and expand role of CIO in monitoring agencyIT program performance (non-highly specialized)

	
	
	

	CIO Conduct Functional Reviews of Centers (rotating on3 year basis)




	Scope 
	Scope 
	L
	LI
	All NASA IT, including highly specialized and theNASA Shared Services Center (NSSC) IT projectsand services.

	LI
	However, the CIO governance roles and processesassociated with highly specialized IT are focused on


	enabling the CIO’s IT authority through increased 
	insight and strengthened influence

	Governance Decisions Framework. 
	Governance Decisions Framework. 
	Governing boards informed to execute IT decisions with improved transparency through inputs from IT investment planning (ACIR), IT acquisition management (Strategic Sourcing), IT Performance Management (IT Program Reviews), and IT Compliance (Center Functional Reviews) 
	Figure
	IT Governance Framework 
	Mission Support Council (MSC) Information Technology Council (ITC) IT Program Management Board (ITPMB) CIO Leadership Team (CLT) Applications Program Board Communications Program Board Computing Services Program Board End User Program Board IT Security Program Board Information Management Program Board 
	Table
	TR
	ITC 
	ITPMB 
	CLT 

	Reports to 
	Reports to 
	Decision Authority 
	Purpose 
	Membership 

	MSC 
	MSC 
	Chief Information Officer (CIO) 
	Serves as the Agency's senior decisionmaking body focused on information resources management (IRM), including information management and information technology (IT) 
	CIO Chair) Chief Financial Officer Chief Engineer Assistant Administrator for Procurement Assistant Administrator for Human Capital Assistant Administrator for OSI Assistant Administrator for Protective Services Associate Directors of Centers (10) Deputy Associate Administrators of MSD, Science, HEO, Aero, and STMD 5) NSSC Executive Director 

	ITC 
	ITC 
	CIO 
	Serves as the governing body for Agencywide IT programs and projects within the scope of NPR 7120.7, providing a forum for highlevel Agency participation in oversight and evaluation 
	Deputy CIO (Chair) Associate CIO, OCIO Capital Planning and Governance Division (ex officio) Office of the Chief Engineer representative CLT representative (Rotating annually) Center representatives (2) (Rotating annually) Mission Directorate representatives (2) (Rotating annually) Enterprise Architecture Lead representative (ex officio) IT Security representative (ex officio) 

	ITC 
	ITC 
	CIO 
	Serves the CIO as an advisory body on IT management and operations 
	CIO (Chair) Deputy CIO Associate CIOs (4) Center CIOs (10) JPL CIO NSSC CIO Mission Directorate representatives 


	IT Investment Decision Matrix 
	Investment ThresholdScope of DecisionECMSCITCCIO(CLT)2Program BoardsCenter ITCAPMC3High                  >$10M1Enterprise ITEARR/INon-EnterpriseEAIIRHighly Specialized ITECIIIAMedium                     $1-$10M1Enterprise ITEAR/INon-EnterpriseEAIRHighly Specialized ITECIIALow                      <$1M1Enterprise ITEANon-EnterpriseEAHighly Specialized ITECAAPMCAMedium                     $1-$10M1R/IEA
	ACIR Approach 
	Figure
	Decision 3: Data Center. 
	BSA Implementation Plan: Data Center. 

	Decisions 
	Decisions 
	L
	LI
	Develop an integrated, Agency-wide data center architecture to guide future investments 

	LI
	OCFO/OCIO review / approve any investments in new or existing data centers (including institutional and mission/program investments) – PPBE FY18 

	LI
	CIO Computing Services Program Office to continue collaborating with Centers via the Cloud community of interest forum to increase understanding and adoption of cloud services. 

	LI
	Center CIOs should ensure all center-based cloud efforts are coordinated with the CSPO 


	Scope 
	L
	LI
	All NASA data center and computing requirements 

	LI
	Program Authority over data centers and computing delivered by OCIO 

	LI
	Investment insight, security and architectural compliance for highly specialized computing and data centers 

	LI
	Coordination with CSPO required for all cloud computing efforts 


	BSA Data Center Implementation Plan Overview of Approach 
	Data Center Architecture 
	». Develop an architecture document that serves as single resource for decision makers.  Include 
	elements such as NASA’s Computing Strategy, a 
	business architecture, decision models, service 
	architectures and performance architectures. 
	». This document will guide governance decisions associated with computing and data center investments including modernization 
	Cloud Computing Adoption 
	». CSPO serves as the focal point for enterprise managed cloud framework standardization and deployment 
	» CSPO will collaborate with Center CIOs and incorporate center personnel into the evolution of the cloud framework. CSPO will assist with analysis of cloud alternatives for new computing and data center requirements 
	». Provides clearer engagement processes to insure visibility and cloud alternative consideration  
	Data Center and Computing Program Establishment 
	». Will formalize Program with 7120.7 Program Plan 
	». Will establish Program Board to assist with .governance and portfolio oversight. 
	». Will continue the monthly Cloud Computing Community of Interest meetings to increase interest in cloud and educate the community on key cloud products and issues 
	». Clarify the role of CSPO in cloud computing and clarify the related data center and computing policies through a letter to be issued by the NASA CIO 
	Data Center/Computing investment review 
	». Use Annual Capital Investment Review (ACIR). process to capture the full set of proposed .investments and changes to the portfolio in the .planning stages.. 
	». Implement “year of execution” reviews for investments presented during the year of execution that are not in the plan.  Develop templates to capture relevant data for analysis. 
	BSA IT Data Center and Computing Implementation Plan Impacts 
	Data Center Architecture 
	Data center and computing architecture will be used to guide investment decisions New governance processes will be leveraged for improved insight Governance structure will drive decisions based on criteria Architecture will guide both data center and computing modernization and new development Cloud alternatives will be required to be assessed to avoid capital investments where feasible Assumes continued consolidation efforts with hybrid architecture 
	Establishment of Data Center and Computing Program 
	Will formalize efforts to oversee and guide data center and computing portfolio Better positions NASA to comply and respond with federal requirements and reporting Will create a formal board at level 3 for data center and computing Will leverage existing capabilities including Computing Services Program Office (CSPO) Architecture, organization, resources, governance built out in Data Center and Computing Program Plan 
	Investment Insight for Data Center and Computing 
	All data center and computing planned investments will be reported as part of new ACIR process Data Center and Computing program executive will oversee investment analysis and portfolio management Will leverage Center and Program resources to participate All new cloud computing investments will be coordinated with CSPO to insure standardization, security, and visibility Requires Center SME cognizance and visibility along with coordination with MD IT representatives 
	Decision 4: Communications. 
	BSA Implementation Plan: Communications. 

	Decisions 
	Decisions 
	L
	LI
	Realign voice services, network operations andtransformation funding under the Agency CIO toenable enterprise funded and managed approach

	LI
	Reduce risk to enable a successful networktransformation



	Scope & Rationale 
	Scope & Rationale 
	L
	LI
	Reinforces approved agency direction for NetworkTransformation of NASA’s Corporate Network 

	L
	LI
	Mitigates implementation risk through

	L
	LI
	Improved review process allowing Project Teams and Centersto focus on key issues

	LI
	Assessment and disposition of implementation dependencies

	LI
	Addresses significance of the culture change associated withimplementation



	LI
	Establishes a single point of accountability for managing the


	Agency’s network transformation and ongoing operations and
	sustainment
	L
	LI
	Enables Agency CIO to align IT network investments withAgency priorities to achieve Network Transformation, ITSecurity improvements and longer term gains in efficiency

	LI
	Scope and criticality of the network transformation initiative,combined with the maturity of the Enterprise CommunicationsService domain, make this a viable area to implement analternate funding strategy


	BSA Communications Implementation Plan Overview of Approach 
	L
	LI
	Establishment of Formal Communications Services Program per 7120.7 

	L
	LI
	Transition to Enterprise Service Management of LAN, Voice, and Cable Plant Services 

	L
	LI
	Labor, maintenance budgets consolidated and centralized under OCIO 

	LI
	During FY16, CSO develops target architectures, assesses existing Center operating budgets, and aligns spend plans for FY17 to provide flexibility to meet contract requirements in most efficient manner 

	LI
	Agency Communications Services team works with Centers to balance network transformation activities with local Center service delivery commitments 




	L
	L
	LI
	Strategic Investment Management 

	L
	LI
	Infrastructure investments opportunities assessed and prioritized against network transformation and performance commitments 

	LI
	IT Investment fund created for FY17 and FY18 as funding source to include some communications investments; 

	LI
	Using governance, investment proposals necessary for successful network transformation vetted and funded 

	LI
	Savings achieved through centralization efficiencies reinvested to cover future obsolescence needs 



	L
	LI
	Network Transformation Commitment and Accountability 

	L
	LI
	Agency CIO will issue clear guidance to Centers regarding Agency network transformation efforts. 

	LI
	Agency CIO will communicate Agency and Center-specific deliverables and dependencies and why necessary for successful transformation 




	BSA Communications Implementation Plan Schedule 
	FY16 Q2 FY16 Q3 FY16 Q4 FY17 Q1 FY17 Q2 FY17 Q3 FY17 Q4 FY18Q1 Enterprise ServiceManagement Implementation of Formal Communications Program Interim Processes Established FY17 Enterprise Service Management processes established Staffing of New Enterprise Positions Enterprise Management of  LAN, Voice, and Cable Plant Services StrategicInvestmentManagement Guidance to Centers on Governance Collect, Prioritize, Approve FY16/17 Investment Proposals Implement FY16 Investments Implement FY17 Investments Approve F
	Decision 5: End User Services: Workstations. 
	BSA Implementation Plan: Workstations .

	Decisions 
	Decisions 
	L
	LI
	Consolidate Non-ACES Workstations support administration and support where feasible by the end of FY 2017. 

	LI
	Set a target for each Center to obtain at least 80% of their desktop, laptop, and workstation computing services through the Agency End User Contract (ACES) by December 31, 2017. 

	LI
	Require Center CIO-approved waiver for all non-ACES systems, following consistent Agency waiver guidance and a single enterprise waiver system. Assess compliance with this policy during the annual function reviews. 



	Scope 
	Scope 
	Equipment: all laptops, desktops, workstations, and tablets used by NASA personnel. Also referred to as 
	a “compute seat.” 
	Support: all contracts which include compute seat support services and/or compute seat procurement elements identified in their statement of work/performance work statement. Includes Enterprise contracts, local IT Support contracts, programmatic support contracts, etc. 
	BSA Workstations Implementation Plan Overview of Approach 
	L
	L
	LI
	Center Contract Consolidation

	L
	LI
	Centers inventory their contracts to identify thosecontracts which include services in scope of theworkstations decision.

	LI
	Centers identify a target contract to consolidate ontoand develop a consolidation schedule that reflectscontract/task performance periods.

	LI
	Centers ensure non-ACES workstations are acquiredthrough SEWP.



	L
	LI
	ACES Utilization

	L
	LI
	Centers establish a baseline of center workstationseligible to be supported by ACES, based on aconsistent inventory methodology and requirement.

	LI
	Centers below 80% utilization may assign a localproject manager and develop plans, based onlessons learned from other centers, as to howthey’ll reach the target figure.




	Agency End User Services team works with Centerson any necessary contract changes to supportcustomer requirements, as well as address localcontractor performance challenges.
	Waiver Process 
	L
	LI
	The Agency will work with stakeholders to leverageCenter best practices and develop an automatedwaiver process.

	LI
	Centers assess waiver compliance during annualfunction reviews.


	Decision 6: End User Services: Collaboration Tools. 
	BSA Collaboration Implementation Plan MSC Decisions 

	Decisions 
	Decisions 
	L
	LI
	Define Core Suite of Collaboration Tools and standards to meet the majority of NASA requirements 

	LI
	Core Collaboration Tools Identified and Managed by EUS by 11/15/2015 

	LI
	Funding -AMO (Agency IT Services) or NSSC Working Capital Fund for development, migration and operations of base capability. Above base funded by requiring organizations no later than PPBE18. 


	Provisioning via an Enterprise contract or Service (NEACC, ACES, NSSC, other), based on existing contract cycles. 

	Scope 
	Scope 
	Scope 

	L
	LI
	Synchronous Communications: » IM / Presence, Texting, Telephony 

	LI
	Conferencing: 


	». Audio, Video, Application Sharing 
	Asynchronous Communications: 
	» Email, Email List Services, Voicemail 
	Content Creation, Sharing & Storage: 
	». File Sync and Share, Enterprise Content Management, Discussion Forums, Blogs, Wikis, Secure External File sharing 
	Social Networking: » Enterprise Social Networking 
	Target Future State 
	BSA Collaboration Implementation Plan Overview of Approach 
	Near Term Strategy: 
	Identify approved Collaboration Tools 
	L
	LI
	Data Call for Inventory of Collaborative Tools by Center/org 

	LI
	Centers’ Assignment of Collaboration SME 

	LI
	Identification of existing services that can meet approved criteria for collaborative tools 

	LI
	Development of initial standards and governance controls for collaborative services 

	L
	LI
	Publishing of approved services information to NASA community 

	(Hosting Center, POC, service-specific details, security level, etc.) 

	LI
	Transition planning of unapproved services (funded by sustaining Organization) 


	Long Term Strategy: 
	Gather Requirements & Develop Business Case 
	L
	LI
	Tool-agnostic, use-case driven end user requirements 

	LI
	Development of Business Case Analysis to assess feasibility of implementing enterprise-level core suite of tools 

	LI
	Will explore funding re-alignment options as required to enable Base-Level of Entitlement (BLE) for core suite 

	LI
	Implementation of Business Case Analysis Decision, which will be voted upon by ITC 

	LI
	Transition Planning of remaining Center-level providers of Collaboration Solutions to be provided in the Enterprise 


	Decision 7: Security. 

	BSA Implementation Plan: Security. 
	BSA Implementation Plan: Security. 
	BSA Implementation Plan: Security. 
	Decisions 
	Establish an Agency IT Security risk management framework/strategy and IT 
	security architecture that aligns with NASA’s 
	business risks. 
	Conduct an independently-led zero-base review of IT Security spending and the alignment to the IT security strategy. 
	Scope 
	L
	LI
	IT Security is a cross-cutting service that applies to all IT assets and information across the Agency, Missions and Centers. 

	LI
	IT Security Risk Management must support risk-based decisions across the Agency, Missions and Centers. 

	LI
	IT Security Architecture should be optimized across the Agency, Missions and Centers. 



	BSA IT Security Implementation Plan Overview of Approach 
	BSA IT Security Implementation Plan Overview of Approach 
	L
	L
	LI
	Risk Management Strategy 

	L
	LI
	Agency risk management strategy designed to integrate IT Risk Management processes across Agency, Missions and Centers. 

	LI
	Defines and documents risk response strategies and criteria that will be implemented via the IT Security Architecture and informs risk-informed investment decisions. 



	L
	LI
	IT Security Architecture 

	L
	LI
	Utilizes NIST Cyber-security Framework to inform IT Security Program structure and content. 

	L
	LI
	Delivers baseline set of Agency IT Security capabilities that form the nucleus of a holistic integrated IT Security Architecture. 

	L
	LI
	Risk Information Security & Compliance System (RISCS) 

	LI
	Continuous Diagnostics and Mitigation (CDM) 






	Zero-Based Review (ZBR) 
	L
	LI
	ZBR was completed in the 1QFY16 and the findings indicated some inefficiencies and inconsistencies in the use of resources between the Agency and the Centers. 

	LI
	The ZBR findings will serve as input into the broader ACIR review of the security portfolio as part of PPBE. 

	LI
	Recommended actions will go to ITC 

	LI
	Agency-wide security services will be delivered through IT Security Program Office (ITSPO) as part of new program structure 





	Backup Slides .
	Backup Slides .
	Backup. 
	IT/Roles & Responsibilities -Functional CIO Organizational Chart ( From MSC package 5-15-15*). 
	Level 0Agency CIO Center CIOs Level 1Associate CIO for IT Security Associate CIO for Program Integration Associate CIO for Policy, Governance, & Budget Associate CIO for Technology & Integration Level 2Program Executive for IT Security Program Executive for Data Center / Computing Services Program Executive for End User Services Program Executive for Applications Program Executive for Communications Program Executive for Information Management Level 3 Service Office Service Office Service Office Service Off
	*Note that the implementation plan does include some clarifications to this original chart: 
	L
	LI
	Service Offices are renamed Program Offices 

	LI
	Program Executive for Security and Security Program will be be aligned with ITSD 


	Center Integration into Level 0-3 Functional Organization Level 0: Center CIO Functions as an extension of Agency CIO. Provides oversight of the non-specialized IT and has insight into the. highly specialized IT. Level 1: Program Integration led at Center, as appropriate. Level 2: Program Executives located at the Center where Agency-level capability expertise exists. Level 3:. 
	may be 
	may be 

	L
	LI
	Center SMEs collaborates with Service Offices providing insight into Center and Mission services within the domain 

	LI
	Projects 


	o. Enterprise – Centers provide cost, management, technical, and schedule inputs to Service Office in compliance with NPR. 7120.7 Program / Project .
	o. Enterprise – Centers provide cost, management, technical, and schedule inputs to Service Office in compliance with NPR. 7120.7 Program / Project .
	o. Enterprise – Centers provide cost, management, technical, and schedule inputs to Service Office in compliance with NPR. 7120.7 Program / Project .

	o. Center – Centers provide status of Center-specific projects / Mission-specific projects ensuring adherence to Enterprise and. Domain Architecture. 
	o. Center – Centers provide status of Center-specific projects / Mission-specific projects ensuring adherence to Enterprise and. Domain Architecture. 


	Local. Insight NASA Centers Local Oversight NPR 2800.1B NPR 7120.5 Highly Specialized Examples: Avionics software Real time Control Systems Onboard Processors Deep Space Network NPR 7120.7 Science and Engineering Applications Project Management Applications Business Management Applications Infrastructure Applications Infrastructure Services End User Communications Data Center IT Security 
	BSA Roles and Responsibilities Plan Key Impacts 
	Program Executives 
	Program Executives 
	Program Executives 
	Program Managers 
	Center CIOs 

	Will operate at Level 2 and focus on high level program oversight for enterprise services and projects within their program 
	Will operate at Level 2 and focus on high level program oversight for enterprise services and projects within their program 
	Delegate program management to Level 3 centerbased program office Delegated oversight and insight into all IT assets and services within their portfolio 
	Leverages Center CIOs for portfolio insight of nonenterprise IT Develops strategic portfolio roadmap Works with MD IT representatives on crosscenter program opportunities and issues 

	Operates at Level 3 and leads service operations and projects within the program Manages enterprise contracts within program 
	Operates at Level 3 and leads service operations and projects within the program Manages enterprise contracts within program 
	Develops detailed program architecture Coordinates with Center CIOs to leverage available resources at centers to support enterprise services and projects 
	Ensures communication, coordination, and responsiveness with Center SMEs to address issues and evolve services 

	Extension of NASA CIO al Level 0 with shared accountability for enterprise IT service at their center 
	Extension of NASA CIO al Level 0 with shared accountability for enterprise IT service at their center 
	Has input into the direction of enterprise services and resolution of critical issues through CLT and assigned Center SME Delegated IT authority for all IT at the Center 
	Ensures Center SMEs responsible for cognizance, insight, and compliance of all center IT in their portfolio Align with agency priorities and may allocate some center staff via matrix model to enterprise IT services and projects 


	Integrated Approach for IT BSA Governance Decision FY16 Implementation Year FY17 First Full Year in Operations 
	Legend CY 2015 Calendar Year 2016 Calendar Year 2017 FY 2016 (Implementation for Governance Changes) FY 2017 (First Full Year of Operations) O N D J F M A M J J A S O N D J F M A M J J A S Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 GovernanceGuidanceProcesses Pass-back Baseline Portfolio Analysis PPBE/Eo Y Spend EoY Performance, Analysis & Passback PPBEConfirm Strategy, Measures, SPG & EA Assess EoY Performance Orient IT BSA Implementation Planning 1st ITC ITC ITC ITC ITC Mid-Year Enhance CFR CFR CFR CFR MSC Reviews Impl. Pla
	BSA Governance Plan Key Impacts. 
	Governance Boards 
	Governance Boards 
	Governance Boards 
	Capital Investment Review 
	Strategic Sourcing for IT 
	Program/Functional Reviews 

	Establishment of ITC with Center AD, HQ MD Deputy participation Elimination of ITMB 
	Establishment of ITC with Center AD, HQ MD Deputy participation Elimination of ITMB 
	Establishment of 6 program boards 
	Clear decision rights and escalation paths 
	Establishment of consistent Center level governance 

	Annual review of all Agency IT investments via PPBE process 
	Annual review of all Agency IT investments via PPBE process 
	Provides insight to better prioritize IT spending and to drive efficiencies in base budget 
	Provides NASA compliance with FITARA Requires partnership with CFO/CIO to ensure IT investment plan aligns with budget 
	Requires more granularity and higher quality in IT investment reporting Center CIO integrates insight into institutional and program IT investments 

	Agency CIO and Agency Procurement Officer will formalize guidance on further IT strategic sourcing 
	Agency CIO and Agency Procurement Officer will formalize guidance on further IT strategic sourcing 
	for categories such as workstations, laptops, and software licenses 
	Will update procurement policies to ensure alignment with updated IT governance and improve CIO insight of IT acquisitions 
	IT governance boards will oversee compliance along with insight from procurement 

	Program executives will lead monthly program reviews 
	Program executives will lead monthly program reviews 
	Reviews will evaluate performance and address compliance/health issues 
	Will include insight into nonenterprise IT assets and services in the portfolio 
	Functional reviews will provide OCIO with deeper view of compliance at center level Will rotate centers on 3 year basis 


	BSA IT Security Implementation Plan Schedule 
	FY16 Q2 FY16 Q3 FY16 Q4 FY17 Q1 FY17 Q2 FY17 Q3 FY17 Q4 FY18Q1 IT SecurityRisk Management ConOps Socialization Methodology Definition Formal Risk Management Training Policy, Procedures and handbook updates Risk-informed Investment Portfolio Cycle 7120.8 Implementation Approach Agency Cyber Risk Cycle Enterprise and Missions/Centers Pilots Integrated Cyber Risk Cycle with RISCS IT Security Architecture PDR CDR ORR Existing tool transitions and data migration; RISCS A&A Module DHSCDM Production Rollout Begins
	BSA IT Security Implementation Plan Impacts 
	IT Security Risk Management 
	IT Security Risk Management 
	IT Security Risk Management 
	IT Security Architecture 
	ZeroBased Review 

	Centers and Missions will participate in the Agency-wide risk management strategy to inform all levels
	Centers and Missions will participate in the Agency-wide risk management strategy to inform all levels
	Centers and Missions will need tomodify their existing risk processesand roles and responsibilities toincorporate the new Agency-widestrategy
	Significant participation will berequired by Centers and Missions tosupport the definition of the Agency-wide strategy, processes and criteriato ensure successRequires significant outreach toOCIO user community includingsystem owners on how they areexpected to participate

	Centers and Missions will utilize thenew Agency-wide toolsCenters and Missions will need tomodify their existing processes toincorporate the new tools
	Centers and Missions will utilize thenew Agency-wide toolsCenters and Missions will need tomodify their existing processes toincorporate the new tools
	Requires significant outreach to usercommunity including systems owners since they use some of these newtools
	Deployment and integration of thenew tools will impact Centers’ andMissions’ existing IT infrastructure 

	Centers and Missions will participatein the new OCIO Annual CapitalInvestment Review (ACIR) processITC will disposition finalrecommendations based on ACIRinput
	Centers and Missions will participatein the new OCIO Annual CapitalInvestment Review (ACIR) processITC will disposition finalrecommendations based on ACIRinput
	Centers and Missions will utilizeAgency-provided IT Security services delivered through the new IT Security Program Office (ITSPO) 
	Significant participation will berequired by Centers and Missions tosupport the definition of the ITSPOand associated processes andintegration points


	CIO Insight and Program IT 
	CIO Insight Insight Tools Mission System Specialized Software Specialized Hardware Commodity Software Security Tools Servers Storage Network Communications Computing (Data Center Facility / Cloud) IT Plan (NPR 7120.5)SIBCs (through ACIR)PR ReviewAcquisition ReviewProgram ReviewRelationshipsPartner with Program on possibilities 1 Status Quo (Unique/diversified) 2 Compliance Actions 3 Strategic Sourcing 4.ProductStandardization 5.CIO Service (ProvisionInfrastructure) 6.CIO Service (ProvisionApplications) Leve
	IT Portfolio Optimization Approach 
	IT Portfolio Optimization Approach 
	NASA Mission & Business Goals Requirements Current and Future State Data Capture (SIBC, Program Reviews) Capability Portfolios IT Service Portfolios IT Asset Portfolios SubPortfolio 1 SubPortfolio 2 SubPortfolio … Decision Quality Data Portfolio “Health” People (Skills, Resource levels)Process MaturityTechnology ProfileGovernanceCrossCutting Analysis & Opportunity Identification Value Mission and BusinessImpactQuality of ServiceCustomer ExperienceCost Cost Distribution Efficiency ProductivityPosition Papers






