SSL VPN SERVICE FOR WINDOWS (PULSE SECURE)


Note: This guide is written as a general user-guide for connecting windows devices to the VPN with Pulse Secure.  You may see significant differences in your personal experience.  Although you may be presented slightly different verbiage/dialogue boxes, the answers/options should follow the same principles.

Notice! Juniper Network Connect will soon be decommissioned.  Installation of Pulse Secure for all Windows devices is required.

Important: Based on your configuration and other settings, the prompts that you receive and the order in which they are received are likely to be different or vary slightly from what you see below.  Please “Allow” changes, click “Yes”, allow the program to “Run” when prompted, or select “Continue” when given the option.

Please ensure that your anti-virus is up to date and compliant with supported anti-virus software.  You can contact the IV&V IT Help Desk for a current listing of these programs.  This list will change as updates for the Juniper Client are released for new and updated anti-virus software. 

Pulse Secure Connection 

In order to connect to the SSL VPN Service, you will need to install Pulse Secure software. 

Note:  Before installing the Pulse Secure software, please ensure that Java is up to date.

32-bit Windows

Download the Pulse Secure software from the following URL:

https://remote.ivv.nasa.gov/dana-na/jam/getComponent.cgi?command=get;component=PulseSecure;platform=x86

64-bit Windows

Download the Pulse Secure software from the following URL:

https://remote.ivv.nasa.gov/dana-na/jam/getComponent.cgi?command=get;component=PulseSecure;platform=x64

You will save the PulseSecure.x86.msi or PulseSecure.x64.msi file to your downloads folder on your PC. Once the file is downloaded, run this file from the downloads folder. 

NOTE: This application does require administrative privileges for installation. 
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Install the Pulse Secure software:
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Select Run for the proper OS, then click next.
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Click Finish to complete the installation.

Once the progam has launched, click the “+” (plus sign) to add a new connection and insert the following information.
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Select or input the following data:

Select Type = UAC or SSL-VPN
Name = NASA IV&V
Server URL = https://remote.ivv.nasa.gov

Select Connect to connect to the NASA IV&V VPN service
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Enter username and password for NASA IV&V SSL VPN
Username = your AUID (Launchpad)
Password = 8 character RSA PIN + 6 digit number on your RSA token
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The Pulse Secure host checker will check your computer.


A successful connection will put a green check box within the Junos Pulse dialog box.  You will then be able to browse the NASA IV&V network as if you were within the internal network and utilize remote desktop, ECM, or any other service.  http://portal.ivv.nasa.gov is a good starting 
point for a list of tools that  are available.
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You will also see a Pulse Secure Icon in your task tray indicating that you are connected. 
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If you fail to connect, please check your AV for real time protection and up to date AV definitions.

If you have any questions, please contact the IV&V IT Help Desk at 304.367.8237 or help@ivv.nasa.gov.
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