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Fault Management (FM) as Controller

 Two loops — one nominal, one FDIR (FM).
* View FM as a form of feedback control which
complements nominal control.

e Leverage methodology of modern control theory.



Feedback Control - Definitions

* Cybernetics: “The science of communication and
control in the animal and in the machine.” [Weiner 48]

* “Feedback controlis the basic mechanism by which
systems, whether mechanical, electrical, or biological,

maintain their equilibrium or homeostasis. “[Lewis
1992]

* “Feedback control may be defined as the use of
difference signals, determined by comparing the actual
values of system variables to their desired values, as a
means of controlling a system. Since the system output
is used to regulate its input, such a device is said to be a
closed-loop control system.” “[Lewis 1992]



Provides a common |

Benefits

anguage for FM practitioners to

communicate with Nominal Control practitioners

Provides a framework to define FM Requirements and
Data Requirement Definitions

Provides a framework to define formal estimates of
-M domain complexi

ty to support model development

and accreditation costing. - TBD

Provides a framewor
requirements throug
observability and sta

< to help determine FM FP/FN
n controller properties of stability,
ility - TBD
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Feedback Control Timeline

300 BC—-1200 AD
— 3rd Century BC Ktesibios — Water Clock

1600 AD — 1875 AD Industrial Revolution — control of machines
— 1620 Cornelius Drebbel — Temperature Regulator
— 1780 James Watt - Governor — Pressure Regulator
— Mathematics (Least Squares, DiffEq, Linear Algebra, Optimality)

1910 AD — 1945 AD - Frequency Domain Methods - Classic Control
Theory
— 1922 Minorsky Proportional-integral-derivative (PID) controller.
— 1936 George Philbrick — Analog Computer for Process Control
— 1948 N Wiener — “Cybernetics: or Control and Communicationin the
Animal and Machine”
1957 AD — present — Time Domain Methods — Modern Control Theory
— 1957 Sputnik
— [Draper 1960] inertial navigation system (Polaris, and later Apollo AGC)

— [Kalman 1960] “A New Approach to Linear Filtering and Prediction
Problems”

— [Astrom and Wittenmark 1971] “On Self-Tuning Regulators”

Abstracted from [Lewis 92] + additions



Mechanical Feedback Mechanisms @
[Mayr 1971}
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Ficure 2—Water clock of Ktesibios (Ist half third
century 8.c,) as reconstructed by Hermann Diels. Re-
printed from Hermann Diels, Antike Technik, 3rd
edition (Leipzig, 1924), fig. 71.
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Ficure 88.—Cornelis Drebbel’s chicken incubator with
temperature regulation, about 1620. Reprinted with
permission of the Cambridge University Library from
MS 2206, part 5, fol. 218.

Watt’s "Lap” Engine of 1785, The detal) view shows the centrifugal

3
nd its connections to the steam valve {top left), (NMHT 323454

300 BC

1620 AD

1780 AD



Frequency Domain Approaches

Period of Classical Control

)a ,('t) Vil ))‘l-

PID Control
Defined gu \ )
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et e i AR S5 Cybernetics: “The science of communication
SAIRO Pl BUBAY and control in the animal and in the machine.”
| | .
1922 AD 1936 AD

1948 AD



Time Domain Approaches

Period of Modern Control |
g

A20010305000

, [Draper 1960] inertial navigation system (Polaris, and
Sputnik
later AToIIo AGC)
| >

1957 1960 1960s




Period of Modern Control - Il

‘ [Kalman 1960] “A New Approach to Linear Filtering and Prediction Problems”

T M ﬂ’“j.,',t‘“““""““‘:: Kalman’s Advances:
e - 7 X iy 1. time-domain
2 ol approach

5 2. linear algebra and

Fig. 4 Moirix block diagram of optimal controlier

matrices

3. the concept of the
internal system state

x(t + 1) = &t + 1; x(t) + M(t)u(t)
ut(l) = — A%)x(l)

uit} z(tel) x(n '",

={en Tﬁw il g 4. the notion of
o optimality in control
m Mairix block diagrem of the general Hneor, discrete-dynamic t h e o ry

x(t 4 1) = D(I)x(t) + A(1)u(t); t =0, 1,...
y(t) = M(t)x(¢)




Period of Modern Control - Il

[Astrom and Wittenmark 1971] “On Self-Tuning Regulators”

“ An adaptive controller can be thought of as having two loops. One loop is normal feedback

with the process[plant] and the controller. The other loop is the parameter adjustment loop.

[Astréom and Wittenmark 1995 ]

”

| Parameter N
i Adjustment )
Control
parameters
\ 4
Setpoint \ Output .
Controller > Plant >
> Control
signal

Figure 1.1 Block diagram of an adaptive system. [Astrom and Wittenmark 1995 ]
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Al Methods—Timeline

* 1957 - present
— [Newell, Simon, Shaw 1958] ““Report of a

General Problem-Solving Program”
— 1972 [Nilsson 1984] “Shakey The Robot”

— [Brooks, 1986] Brooks, R.A., "A robust layered
control system for a mobile robot

— [Williams, Nayak 1996] — NASA Deep Space 1
— Remote Agent Experiment

— [Dvorak et al 2000] Mission Data Systems



Al Methods |

[Newell, Simon, Shaw 1958] ““Report of a
General Problem-Solving Program”

Command to
achieve goal

[Nilsson 1984] “Shakey The Robot”

0 FC,
Rej op
Evaluate goal | elect_ Do not try !
to achieve
Accept 1 PC A = 1Ay A
or,
Gool
not Select method
i PC A~ LA ) D_{A_} a
achieved for this type goal 2 3 1.2 2™ 2
oP,
3| PC A=A L) D40 1A ) D4fA,) A,
Execute method or,
a 0,00 (A } D,D,iA,} D 1A ) A,
Goal achieved 0 1 2 3 4
TA-8973-12
Fig. | —Executive organization of GPS
Figure 10: TYPICAL MACROP
| | R

1957 1972



robot”

* Moved away from traditional Al approaches to layers of feedback loops.

old
Approach

Sensors ——P

Al Methods I

* [Brooks, 1986] Brooks, R.A., "A robust layered control system for a mobile

perception

modelling

planning
task execution
motor control

— Actuators

New
Approach

Sensors ———P»

reason about behavior of objects

plan changes to the world

identify objects

monitor changes

build maps

explore

wander

avoid objects

P Actuators

- - -

level 8

level 2

level 1

IR

level 0

- - - -

Actuators



Al Methods IlI

[Williams, Nayak 1996] — NASA Deep Space 1 Remote Agent
Experiment (RAX)

MI — Mode ldentification, MR — Mode Recovery
MI, MR — Model-Based (schematic network, each with FSM)

High-level
goals —® Planner

. ' Configuration
Confirmation goals
Configuratio
Manager MI ! MR <Picture of DS1>
Sensed Control
values actions

Plant g

I'igure 2: Model-based configuration management



Al Methods IV

* [Dvorak et al 2000] Mission Data Systems
* Model-Based

Figure 3. This diagram emphasizes several architectural themes: the central role of state knowledge and models, goal-
directed operation, separation of state determination from control, and closed-loop control.
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Fault Management Timeline

* 1990 — Present

— [Johnson 1994] — “VHM Generic Architecture”

— [Leveson 1995] — “Safeware — System Safety and Computers”

— [Robinson 2003] — “Applying Model-Based Reasoning to the
FDIR of the Command & Data Handling Subsystem of the
International Space Station”

— [Dulac et al. 2007] “Demonstration of a New Dynamic
Approach to Risk Analysis for NASA’s Constellation Program”
Leveson (PI)

— [NPR-8705.2B] NASA Human-Rating Requirements for Space
Systems




Fault Management - |

e [Johnson 1994] “VHM Generic Architecture” Dr.
Stephen Johnson — personal communication

Manufacturing and Test Loops

Manufacturing
& Test
Equipment

Test and Maintenance Loops

'

Manufacturing
& Test
Operators

|

Manufacturing
& Test
Equipment

Vehicle FDIR Loop

t|f]

nt

Subsystems

A

Internal Fault
Masking & FDIR

Test & Mission =
~#——— Maintenance |~—— Operations Mission Operator Controls
Equipment Equipment [<—
Vehicle Vehicle
Maintenance Operations
Data Data Vehicle
Operator
Controls
Test & Mission Vehicle Vehicle
Maintenance Operations Operators Manageme
Operators Operators : Software
Test & Mission
—#=| Maintenance-——®{ Operations
Equipment Equipment

A A




Approach to Risk Analysis for
Dulac, Owens, Leveson (Pl),

Fault Management

1. Leveson 1995] “Safeware — System Safety and Computers”
[Dulac et al. 2007] “Demonstration of a New Dynamic

Chapter 7. Foundations of System Safety

Process inputs ———

Controlled |
variables

Actuators

Disturbances

Controlled Process

Process outputs

I Measured
variables

Controller

Set points,
control algorithms

FIGURE 7.2
A standard control loop.

‘ SYSTEM DEVELOPMENT

Congress and Legislatures
Government Reports
Legislation l T Lebbying

Accidents

Government Regulatory Agencies
Industry Associations,
User Associations, Unions,
Insurance Companies, Courts

Rag.lations } Gerification Info.
S[an.d. ard.s Change reports
Gcnl[lcﬂtloﬂ. Whistleblowers
Legal penalties Accidents and incidents
Case Law
Company
Management
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Standards l Risk Assessments
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= Management —=

Hearings and open meetings

NASA’s Constellatlon Program

| SYSTEM OPERATIONS |

Congress and Legislatures
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Accidents

Government Regulatory Agencies
Industry Associations,
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Case Law
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Figure 1.

Design,
Documentation

Implementation
and assurance

Hazard Analyses
Progress Reports

)
Test reports
Hazard Analyses
Review Results

Hazard Analyses
Documentation
Design Rationale

Maintenance
= and Evelution

Hazard Analyses
Safety-Related Changes
Progress Reports

Operating Assumptions

Wark Instructions

Operations
Management

Change requests
Audit reports

Prablem reports

Operating Procedures

_ -

Revised
operating procedures

Operating Process

Human Controller(s)
Automated
Controller

Software revisions
Hardware replacements

Problem Reports

[(Acwator(s) | [[Sensor(s) |
4

‘ Physical J
Process

Incidents
Change Requests
Perfarmance Audils

The general form of a model of socio-technical safety control.



Fault Management Il

* [Robinson et al. 2003] “Applying Model-Based Reasoning
to the FDIR of the Command & Data Handling Subsystem

of the International Space Station”

ISS Control Matrix

1SS Hierarchy of Control

Sec. Mn. Hour Day Month Year
ISS Timescale of Events (x axis)

Internabonal Space Station




Pracedrst

Fault Management |V

 [NPR-8705.2B] NASA Human-Rating Requirements for
Space Systems
* 3.2.8 The space system shall provide the capability to

detect and annunciate faults that affect critical systems,
subsystems, and/or crew health (Requirement 58569).

* 3.2.9 The space system shall provide the capability to
isolate and/or recover from faults identified during
system development that would result in a catastrophic
event (Requirement 58572).
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Assertion

Fault Management can be formally modeled
as a feedback control process using concepts

from:-m
".\'3\. .




Evidence

[Dean, Wellman 1991] “Planning & Control”
First formal attempt to bridge the gap between
Al symbolic methods and traditional control.

Al Methods ldentify Three Types of Goals:
— Achievement
— Maintenance
— Prevention.
What do they both have in common with FM?

— The concept of state — however Al methods
tend to blur state vs. observations

— The ability to measure a difference between
the objective and the current state.

— Use of the difference to drive the next
action.

— Goals of Maintenance




Formal Modeling of Feedback

[Robinson 1997a] “Feedback to Basics” (AAAI) Fall Symposium
Model-Directed Autonomous Systems

[Robinson 1997b] “Autonomous design and execution of
process controllers for untended scientific instruments”,
AGENTS '97 Proceedings of the first international conference
on Autonomous agents, ACM

[Robinson 2001] “Automatic Overset Grid Generation with
Heuristic Feedback Control” NASA/TM-2001-210931
November 2001.

[Robinson 2003] “Applying Model-Based Reasoning to the
FDIR of the Command & Data Handling Subsystem of the
International Space Station”, Robinson et. al. -SAIRAS 2003

[Robinson 2005] “A Three Level Autonomous Software
System for Increased Science Return” Robinson et. Al,,
American Geophysical Union, Fall Meeting 2005



Modern Control Theory

 Kalman’s Key Points
— time-domain approach
— linear algebra and matrices
— internal system state
— the notion of optimality

The Matrix



Figure 13.2 Output feedback system. [Brogan 1982]

State equation: x’ = Ax + Bu
Observation equation: y = Cx
Gain Equation: u(t) = -Kx
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Modern Control Theory FM \.

DRD 1 — Define variables and values

DRD 2 — Define matrices which relate variables

DRD 3 — Define control law equations from
matrices and variables =TBD

DRD 4 — Define properties of controller - TBD




S

Data Requirements Definition 1

Define vector variables r,y,x,u,e for the domain(s)

Possible Values
(each element)

Controller| Variable Vector
Parameter Name Size

setpoints
observations

state
variables

loads

error

[ x1
mx1

nxl1

rxl
I x1

reals, integers, discretes
reals, integers, discretes

reals, integers, discretes

reals, integers, discretes

reals, integers, discretes



Variable Mapping:
Spacecraft Products -> Control Theory

em T~ O CW event (off-nominal state) (e)
A S

g b O nominal event (sensors, state)) (y,x)
/ .
! g \‘ — flight procedures/software (u)
I
\ / - —— - flight rules (x)

/ v] = .
N ’ [ . spacecraft schematics (x)
- . :

nominal spacecraft state space (x)

total spacecraft state space (x)




r — setpoint vector (/ x 1)

* Each element of the r vector defines a setpoint for the system
* Different r vector for nominal control vs FM control.

T | cabin_temp| [ 20°C ]
r, cabin_ pressure 1 atm
Fo=lr.|= cabin_COz_Ieve! =| 25ppm

_level| 1250 ppm

T cabin_NO2
1. | fuelpump_state| [working
r. cooler_state| |working

=l
I
o
1

TVC _state|=| working

r | sw._state| | Mode.



y — observation vector (mx 1)

 Each element of the y vector defines an observation for the system
» Different y vector for nominal control vs FM control.

Y] | cabin_temp| [ 15°C |
Y- cabin_ pressure .gatm
Yo = Y2 |=

cabin_CO2_level|=| 20 ppm

Y] |cabin_NO2_level| |200ppm
y:1 | fuelpump_rpm| [1000rpm]
Y| |cooler current| | 50amp
y:|=| TVC _presure|=| 2000 psi

Y] |SW._heartbeat| | present |



X — state vector (n x 1)

 Each element of x defines a state variables for the system
* Different x vector for nominal control vs FM control.

X1 [ O2_volume]| [20liters]

X.| |thermal capacitance 50C
Xw=|X|=|  hydraulic_volume|=| 5liters

| X.| | hydrazine_volume| | 2liters |

'X.] [ pump_state] [working
X.| |cooler_state failed
X =| X:.|=| TVC_state|=|working

x| | SW._state| |Standby|



Each element of u defines a loads/commands for the system

u — load vector (r x 1)

Different u vector for nominal control vs FM control.

nom = U3

U
u.

.|=| HW component

‘apply_thrust_in_z_direction
circulate _air_in_cabin
gimbal _nozzle |=

scrub_CO

2.
fuel _pump]| [turnon/off
cooler| [turnon/off

- SW component,

- turnon/off valve |

turnon/off pump
extend/retracttvc

turnon/off

‘turnon/off |

‘turnon/off scrubber




|

i

 What does symbolic difference mean? (points to transition between

e — error vector

* Two types of error, observation vs. state error.

two states of an FSM)

D
2

€.
(CH
[

Acabin_temp

Acabin_ pressure
Acabin_CO2 _level

=] ATVC state|=

.| |Acabin_NO2_level]

- Apump _state’
Acooler _state

ASW:L

__state

— ys_rs

V.
V.| |

Yo | |T.

- working |

failed
working

| Standby |

- 15°C
.8atm
=| 20 ppm

- working |
working
working

| Mode:

| 200 ppm |

[ 20°C |
latm
25ppm

| 250 ppm_

failed —working

| Standby —Mode: |

—o0




Modern Control Theory FM \.

DRD 1 — Define variables and values

DRD 2 — Define matrices which relate variables

DRD 3 — Define control law equations from
matrices and variables =TBD

DRD 4 — Define properties of controller - TBD




Data Requirements Definition 2

Matrices which relate y,x,u

Definitions for the matrices forces
modelers to be systematic. —mT

y=Cx

— What is the state x wrt to the sensors y?

x’=Ax+Bu —E)T
— How does the state x affect the change
of the state x?

x’=Ax+Bu: e
— How does next loads/actions u affect l
the change of state x’.

u=-Kx: et
— What should the next action u be given l
the current state x?




* y=Cx

* Cisan nx m matrix.

* C;: the contribution of
state variable x; on
observationy..

Chom =

Crm =

f (O2 _volume, cabin_temp)

C(t) =

f (hydrazine _volume, cabin_temp)

Observation Matrix: C

Cll

f (O2 _volume, cabin_ N._temp) --- f(hydrazine volume, cabin_ N2 temp)

f (fuelpump _state, fuelpump _rpm) ... f(GNC _ software _state, fuelpump _rpm)

f (fuelpump _state, SW. heartbeat) --- f (GNC _software _state, cabin_ N2 temp)




x=C'y

* Note: pseudo inverse (or true inverse) of the
observation equation is diaghosis.

* For diagnosis, the inverse is not unique — due
to the fact that there are significantly less
sensors than state variables.

* Aselling point for FM methods, as many
traditional control methods will fail due to

non-unigue inverse.



Livingstone Example: Support for non-
unique inverse [Robinson 2003]
state vector R

P
<« »

[ | | | o [ o [ [ [ [ [ B
[ o o o e i o | o [ [ [ [ [ [ |

[ o | | | o o ] [ [ [ [

B State vector element failed

[ state vector element working

Non-unique Inverse

g‘g Candidate Manager

=

Nurd Ha| ik |Time| Failures
(] 1 1 1lZ. spdecardi=unknomnFault
1 1 1 nlz.sxbackplanel=unknommFault
2 a 2 ch_bia_ Z3=unknomFault
3 5 1 nlz.BIAl=-unknownFault
1 1lz. spdcardi=unknommFault
4 5 1 nlz.I0OCTl=unknomFault
1 1lz. spdecardi=urnknomFault
1 ccl.BIAl=unknownFault
5 3 1 cod. sxbackplanel=unknownFault
1 ccz.BIAl=unknownFault
1 ccl.BIAl=unknownFault
& 3 1 cod.BIal=unknownFault
1 ccZ.BIAl=unknownFault
1 ccl.BIAl=unknownFault
7 3 1 coc3.BIAl=unknownFault
1 co2. INCUl=unknowmFault
1 ccl.BIAl=unknownFault
3 3 1 ccl. INCTl=unknowmmFault
1 co2.BIal=unknownFault
1 ccl.BIAl=unknownFault
9 3 1 cc3. I0CTl =unknowmmFault
1 cod. sxbackplanel=unknownFault
1 ccl.BIal=unknownmFault
a0 |3 1 cc3. sxbackplanel=unknommFault
1 ccad. sxbackplanel=unknownmFault
1 col. sxbackplanel=unknownFault |
11 I3 1 cci. sxbackplanel =unknommFault >
e W
Discrepant Commands and Observations
test.ch_hia_23.port1 =B 0
test.n1Z spdearda.channell =0

CBF5: search found 20 candidate(s), more possible {(searched 611)



State Transition Matrix: A

X'=Ax+Bu
Ais an n X n matrix.

A;;: the contribution of state variable x; on the change
of state variable x;.
State Transition

* Numeric systems: Derivative

* Symbolic systems: Finite State Transition

A(t) =

Al ¢

A ¢

aln

con




Nominal and FM A Matrix

f (AO2 _volume,O2 volume) - f (Ahydrazine _volume,O2 _volume)
Anom = : ' :
| £ (AO2_volume, hydrazine _volume) --- f (Ahydrazine _volume, hydrazine _volume)
[ f (Apump _ state, pump _state) --- f (ASW. _ state, pump _state) |
Arm = : B :

| f(Apump _state, SW._state) --- f(ASW._state, SW._state) |



Loads Matrix: B

X'=Ax+Bu

B is an n x r matrix.

B;;: the contribution of load/command u; on the
change of state variable x;.

State Transition

* Numeric Systems: load are forces on system
* Symbolic Systems: loads are the commands

bll ** blr
B(t) =




Bhom =

Brv =

Nominal and FM B Matrix

f(AO2 _volume,turnon/off _valve) ... f(Ahydrazine volume turnon/off _valve) |

| f(AO2_volume,turnon/off _scrubber) --- f (Ahydrazine _volume,turnon/off _scrubber)

| f (Apump _ state,turnon/off _ fuelpump) --- f (ASW. _state,turnon/off _ fuelpump) |

f (Apump _ state, turnon/off _SW.)  ---  f(ASW._ state turnon/off _SW,)



* u=-Kx

* Kisann xr matrix.
* K;: the contribution of the state variable x; on the

next load u..

K (t) =

Gain Matrix: K

k., ...

K.




Knom —

Krv =

Nominal and FM K Matrix

f (O2 _volume,turnon/off _valve) --- f(hydrazine _volume,turnon/ off _valve)

f (O2 _volume, turnon/ off _ scrubber) --- f (hydrazine _volume, turnon/ off _ scrubber)

f (pump _ state, turnon/ off _ fuelpump) --- f (SW1 _state, turnon/ off _ fuelpump)

f (pump _ state, turnon/off _Sw1) ... f(SW1 _ state, turnon/off _ SW1)




Modern Control Theory FM \.

DRD 1 — Define variables and values
DRD 2 — Define matrices which relate variables

DRD 3 — Define control law equations from
matrices and variables —TBD

DRD 4 — Define properties of controller - TBD




DRD 3 Control Law Equations - TBD

/

X1 dir +** din X1 D -+ D U1

State equation: x’ = Ax + Bu Col= s e x4+ T x

X’n anl e a.nn Xn bnl e bnr Ur

y1 C11 °c° " Clm X1

Observation equation: y = Cx

1
|
X

Gain Equation: u(t) = -Kx




Modern Control Theory FM \.

DRD 1 — Define variables and values
DRD 2 — Define matrices which relate variables

DRD 3 — Define control law equations from
matrices and variables =TBD

DRD 4 — Define properties of controller - TBD




DRD 4 Controller Properties -

* Modern Control Theory provides methods to
prove properties for controllability,
observability and stability.

* How do these methods translate to symbolic
reasoning domains?



Comparison of Modeling Primitives

Property Nominal Control FM Control

Function Definition Domain, Range in Reals Finite State Machines/Table Lookup
Derivative of Function  Function Derivative or Finite State Transition
Difference

Integration of Function Summation of Derivative  State Transition Path from Initial to Final State.
Modeling Primitive Equation Generalized Constraint (components)

System of Equations System of Equations, Hierarchical Network of HW/SW components,
Linear Algebra operations modified Linear Algebra operations (symbolic
inner-product methods).

Matrix Inverse Fails — due to under /over No failure! — part of FM architecture to handle.
Capabilities (x=Cy) constrained system

Linearity Assumption:  Foundation of MCT Reflected into fault signatures/ responses which
(scalability, super- are independent. (i.e. multiple fault signatures
position properties) are additive)

Solving for K (control Gradient descent search ~ Search through parallel FSMs, enforcing

policy). for minima or maxima temporal constraints
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Conclusions

* Use of generalized linear algebra formalism:

— provides a common language for FM practitioners to
communicate with Nominal Control practitioners

— Provides a methodology to systematically explore the
complexity of the domain.

— Provides a methodology which supports scalability for
extremely large systems ( e.g. 50K failure modes, 50K

tests).
 However .... Matrix methods will break down and
where they do innovations should be implemented
to interface with generalized linear algebra methods.
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