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“Determine the extent of V&V analyses and tests that must be repeated 
when changes are made to any previously examined software products. 
Assess the nature of the change to determine potential ripple or side 
effects and impacts on other aspects of the system. Rerun test cases 
based on changes, error corrections, and impact assessment, to detect 
errors spawned by software modifications.”
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Risk Title COTS and Legacy Code In FSW

Risk 
Statement

Given that the Orion flight software (FSW) incorporates a significant degree of 
Commercial Off The Shelf (COTS) and reused/legacy code there is a significant 
potential for this code to receive insufficient, incomplete or inappropriate review.
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Closure 
Criteria

Establishing a plan for V&V of the COTS and legacy SW that conforms to NPR 
7150.2 and IV&V expectations.

Consequence Rationale Likelihood Rationale

5 A significant FSW defect could result in LOC if 
V&V errors are also present and allow the 
defect to remain undetected. Detection of the 
FSW defect may be masked by the incomplete 
development of the associated requirements.

3 Orion project has rejected external analysis of APEX OSS and 
OSD. �������#�6(#�8(�'#�*��� ���	(��(�#�R�> A� Controls include 
existing user base’s experience with the products,  anticipated 
incorporation of APEX OSS OSD into verification activities.  
Uncertainties include absence of Validation and  no identified 
means for receiving information about performance errors 
identified by other users.
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• COTS software included in airborne systems or equipment 
should satisfy the objectives of this document

– �0����>�?�
• When software components use COTS applications (e.g., 

spreadsheet programs, database programs) within a NASA 
system/subsystem application, the software components 
need to be assessed and classified as part of the software 
subsystem in which they reside.
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