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Purpose

(2]

* Describe the use of a database to support hazard
analysis

« Recommend functions to incorporate into a hazard
database
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» Safety Process Flow chart

* Notional representation of the Safety
Process (Extrapolated from the NASA
Software Safety Guidebook)

* Obvious to use a database to trace Project
elements (requirements, etc.) to hazards

* Easy to extend tracing database to support
all four of the highlighted activities on the
flow chart

September 11, 2012
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Hazard Database Overview

Benefits of using a database

Spreadsheets become large and too complex to efficiently manage
Dramatically improves data management and reporting

Can force data/process consistency

Allows many users to simultaneously update data

Can guide users through processes (assisting inexperienced analysts)

Cautions of using a database

May intimidate users and make adoption difficult

Project databases are not always available or flexible (may need separate
database)
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Hazard Database Overview

Three recommended hazard database functions:

1. Manage hazard analysis results (hazards, causes, controls, verifications,
etc.)

2. Manage traces to hazards (requirements, commands, telemetry,
procedures, etc.)

3. Manage hazard verifications (verification steps, verification status)

September 11, 2012
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Hazard Database Overview

1. Manage hazard analysis results (hazards, causes, controls, verifications,
etc.)

* Benefits
a) Auto-generate Hazard Reports
b) Can use data input interface to guide users through process

hazard cause control verification
Pk | hazard id PK cause id PK control id PK verification id
» e— — —— ,

U1 |report_number FK1,I1 | hazard_id Fkil2 |cause id FR1I3.12 | control id
title title 13 number 14 number
description 12 description _ description _ description
severity 13 number
liklihood

September 11, 2012
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Hazard Database Overview

2. Manage traces to hazards (requirements, commands, telemetry,
procedures, etc.)
 Benefits

a) Auto-generate safety-critical tags
b)  Reports to help assess hazard coverage (i.e., number of requirements for a given

control
hazard cause control verification external_safety reference
PK |hazard id PK cause id PK control_id PK verification id PK | external safety reference id
4 dl

U1 |report_number [¥ FK1,4 |hazard_id | FK1,12 |cause_id | FK1,13,12 | control_id . |title

title title 13 number 14 number _ section_identifier

description 12 description description description _ description

severity 13 number

liklihaod A A A A

A

hazardous_project_element

PK | hazardous project element id

12 project_identifier
description

type

misc_field

FK1 |cause_id

FK2 | control_id

FK3 | verification_id

FK4 | hazard_id

Se 0] tember 11 ) 2012 FK5 | external_safety_reference_id
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Hazard Database Overview

3. Manage hazard verifications (verification steps, verification status)
 Benefits

a) Allows verification steps to be managed (defined, assigned, tracked, etc.)
b)  Auto-generate status reports and verification tracking log

hazard cause contral verification external_safety reference
PK |hazard_id PK cause_id PK control_id PK verification_id PK | external_safety reference_id
< < <
U1 |report_number [ FK1,11 | hazard_id FK1,12 | cause_id FK1,13,12 | control_id B title
title title 13 number 14 number B section_identifier
description 12 description description description B description
severity 13 number A A Y A
liklihood A
rF 3

hazardous_project_element

PK | hazardous_project element id

12 project_identifier
description

type

misc_field

FK1 |cause id

FK2 |control_id

FK3 | verification_id
FK4 |hazard id PK.I5 | verification step id
FK5 |external_safety_reference_id

verification_step

number
description

12 frequency

" status
release_version

date
September 11, 2012 engineer
FK1 | verification_id




Example

 NASA IV&V SMA Support Office has created a hazard database using MS Access

Currently in use by three projects

Receiving positive feedback

Continuing to refine the database schema and front end
Tailoring each instance to customers’ processes and needs

* Lessons Learned

It is wise to split the database (front end separate from back end)
80% of time creating the database is spent on the front end

MS Access is great for prototyping, not for enterprise solution
Use a naming convention at the start

Some hazard report content may need to be managed separately from the
database and merged post processing

September 11, 2012
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Example

Current Schema:

control_fta_causes fta_cause | fla_cause._type
hazard_group PKFK2.J2 |fta_cause id PK fa_cause i |pplPK oo |
PK | hazard aroup i PK.FK1.11 | control id >
FK1,11.13 | fta_cause_type_id fta_cause_type_name
hazard_group_name control_fta_causes_id 12 description

subsystem l

database_version_be

PK | backend version

change
Date

verification_type

PK | verification_type_id

verification_type

verification_step_status

verification step status id

verification_step_status_name

A

verification_step

wverification id

wverification_group_id
number
description

verification_step_frequency_id

verification_step_status_id
release_version
verification_date

engineer

results
copy_id_instance_count

PK | subsystem id hazard cause control verification
subsystem_name PK hazard_id PK 56 | PK control_id PK verification id
u1 report_number < FK1,11 [hazard_id < FK2,12 |cause_id >l FK2,12,13 | contral_id
phase origination_date title 13 number 4 number
PK | oh id P revision_date 12 description description description
phase 1 < FK2,I3,14 | payload_id 13 number FK1,11 | control_group_id FK1,11  |verification_group_id
h FKG,111,112 [ subsystem _id document_reference document_reference
phase_name FK1,11,2  |hazard_group id
FK3,156  |phase_id ¢ h 4
probability title ; verification_group
. description cause_hazardous_project_element Rl A — . N
PK | probability id < FK519,110 | severity_id PK cause_hazardous_project_elemant_id PK verification _group id d
FK4.,I7.18 probability_id PK | control_group_id I
probabiiity_name risk_index FK2,U1,12,13 | cause_id number. <
& FK1,U1,11,l4 | hazardous_project_element_id control_group_name i verification_group_hame
payload < FK2,14,15 | verification_type_id
responsible_party PK
PK | payload_id hazard_hazardous_project_element estimated_completion >
j FK1,12,13 | verification_step_status_id
paytoad_mams K hazard hazardous project element id control_group_hazardous_project_element Rl s _step_t | 11
= PK control_group hazardous project element id
- FK2,U1,12,13 |hazard_id F 3
severity FK1,U1,11,14 | hazardous_project_element_id FK1,14,U1,11 | hazardous_project_element_id
PK |severity id < FK2,13,U1,12 | control_group_id
severity_name external_safety_reference_hazard
PK xemal safely reference hazard id verification_group_hazardous_project_element v
external_safety_reference FK1,U1,11,12 | external_safety reference id PK verification group hazardous project element id
- < FK2,U1,I13,14 | hazard_id v v v FK3,13,14
PK |external_safety reference id = FK1,U1,11,12 | hazardous_project_element_id
r— o T hazardous_project_element <+ FK2,U1,13,14 cation_group_id
title azardous_project_element_type - - FK2,12
saction identifier - - PK hazardous project element id [
description PK | project element type id l— B
i FK1,11,13 | hazardous_project_element_type_id
A project_element_type 12 preject_identifier
description
misc_field
verification_step_verification_step_artifacts A
extemnal_safety_reference_hazardous_project_element PK verification_step_verification_step_artifacts_id
PK external_safety reference_hazardous project_element_id ification_step_artifact < FK2,U1,13,14 | verification_step_id
artifact_type PK fication step artifact i FK1,U1,11,12 | verification_step_artifact_id
FK2,U1,12,13 | external_safety_reference_id - - - !
FK1,U1,11,14 | hazardous_project_element_id PK |artifact typo id |q— e
artifact_type description
FK111 |artifact_type_id
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verification_step_frequency

PK | verification step frequency id

1" verification_step_frequency_name
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Conclusion

* A database can improve the efficiency and effectiveness of a
hazard analysis

* The following functions have been found to be valuable to
include in a hazard database:

1. Manage hazard analysis results
2. Manage traces to hazards
3. Manage hazard verifications
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