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	NASA Standard Operating Procedure 


	Determining  
Cost Impact of Information Technology Security Incidents 
ITS-SOP-0022.A (assigned by the OCIO) 
Version: 20071018 

Effective Date: 20071018
Expiration Date: 20080418
Responsible Office: OCIO / Chief Information Officer  


I. Introduction: 

The purpose of this document is to define the procedures for determining an incident’s cost impact The following procedures will be used by each Center to provide a detailed cost analysis for each Information Technology Security (ITS) incident.  The cost shall be entered into the NASIRC database as part of the required mandatory incident data. 

II. Defining Cost Breakdown 

Incident costs can be divided into both Direct Costs and Indirect Costs.  Some costs are determined by the Incident Response Team (IRT) or the Center equivalent, while other costs are determined by the project or organization management (Mgmt) responsible for the system(s).  If several project administrators are involved, total aggregated time should be calculated.  

III. Procedures for Determining Incident Costs 

A. Direct Costs:         

All Direct labor Costs should be reported in HOURS rather than DOLLARS.  This facilitates the application of consistent labor rates which aids in performing cross-center analysis.  Products and outsourced services (e.g., hardware, software, external consulting services) necessary to respond to and incident should be reported in Dollars.  

	 
	Direct Costs 
	Responsible Party

	1) 


	Hours associated with DETECTION  
	IRT 

	2) 


	Hours associated with RESPONSE  
	IRT 

	3) 


	Hours associated with INVESTIGATION  
	IRT 

	4) 


	Hours associated with RECOVERY 

 
	IRT 

	5) 


	Hours associated with ADMINISTRATION and MANAGEMENT 
	Mgmt 

	6) 


	Dollar amount for hardware/software needed to rebuild/restore service(s) back to nominal state, directly related to this malicious activity 
	Mgmt 


B. Indirect Costs: 

All Indirect Costs should be reported in DOLLARS.  Indirect Costs may be calculated using various methods.   For instance, a web server being taken off line due to an IT security incident may result in a loss of productivity.  Quantifying the loss in productivity experienced by Center personnel could be done in the following manner:  (estimated number of personnel affected) X (estimated percentage of daily hours spent on affected web sites) X (estimated hourly labor rates for various users of the affected web sites) X (Hours of downtime for the web server). Additionally, some indirect cost will require management to quantify data that may be qualitative.  For instance, the Delphi Method may derive estimating reputation affects that result from an incident.  Various managers from varied backgrounds are asked for their estimates and these are subsequently averaged.   
	 
	Indirect Costs 
	Responsible Party

	1) 


	Cost of downtime for all users 
	Mgmt 

	2) 


	Cost of damage to Mission/NASA reputation 
	Mgmt 

	3) 


	Cost of damaged or destroyed data 
	Mgmt 

	4) 


	Cost arising from the theft of data (e.g. Loss in competitive advantage, time to market, lead in a technology area, impact on national security) 
	Mgmt 


C.  Standard Labor Rates  
	 
	Personnel 
	Standard Labor Rates 

	1 
	Incident Response Team 
	$100.00 

	2 
	Management 
	$125.00 


D. Cost Worksheet 

The following worksheet format (with example data) should be used to determine incident costs for each Center.  

Direct Costs 
	PHASE 
	Hours Required 
	Fixed Labor Rate 
	COST 

	DETECTION 
	.5 
	$100 
	$50 

	RESPONSE 
	1.5 
	$100 
	$150 

	INVESTIGATION 
	 
	 
	 

	RECOVERY 
	3 
	$100 
	$300 

	MANAGEMENT 
	1 
	$125 
	$125 

	TOTAL IRT COSTS 
	- 
	- 
	$625 


Indirect Costs 
	 
	COST 

	Cost of downtime for all users 
	$600 

	Cost to Mission/NASA reputation 
	$500 

	Cost of damaged or destroyed data 
	$2500 

	Cost arising from theft of information 
	$0 

	Cost of Products (hardware, software, etc.) 
	$0 

	Cost of outsourced services (external consulting services) 
	$0 

	TOTAL COSTS 
	$3600 
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