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National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of 5

1. Order No.
JETS-OPS05-1C-01
Contract No.: NNJ04JA53C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700} DO-C9

3. Issuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Karen Adams

Tel No.: 281-483-1863
E-mail;  karen.d.adams@nasa.gov

Fax: 281-483-7890

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-OPS05-IP-01, Revision 1 NNJ04JA53C

5. Contractor:

Muniz Engineering, Inc.
16903 Buccaneer Lane, Suite 200
Houston, Texas 77058

Phone: 281-483-1863  xn/a Fax: 281-483-7890

TIN: CAGE CODE:

6. Deliver On or Before: See attached schadule of defivery
F.0.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-OPS05-1C-01, NNJ04JA53C

8. Type of Order: :

[C]] PURCHASE: Please fumish the following in
accordance with the conditions specified on this order.
Reference:

[X] DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number:

9. Wiitten acceptance of this order by contractor [[] ] is, {4 ] is not 10. Name: Jessica C. Miller
required. Sign below if required and retumn to contracting officer.
Name: (Person authorized to sign)
Signature: Date: Signature; Date:
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED UNIT PRICE AMOUNT " ACCEPTED
1 EVA Office Information Technology Services 1 LOT $55.070.25
Estimated Cost: $51,587.08
Maximuem Award Fee $3.483.17
Total Estimated Cost and Fee ~ $55,070.25
12. For JSC Internal Use Only: 13. Total
Requisition No.: n/a [0 coMP. [] PART. PPC: n/a
. $ 55.070.25
Rissue To: IA/Glenn Robinson
14. Quantities in “Quantity Accepted” Column Have Been
{] INSPECTED ]:] ACCEPTED ] RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED.
Authorized U.S. Government Representative Date

JSC Form 1429 {Rev March 3, 2004) (MS Word August 1995)




1. Task Order Number/Title
JETS-0OPS05-IC- 01 - EVA Office Information Technology Services
2. Technical Monitor Representative (TMR)

Primary: D.G. (Greg) Lestourgeon(XA)
Alternate: Dianne Robinson (IC)

3. Narrative Task Description

a. The contractor shall be responsible for the daily IT support of the EVA Office
(Code XA), as specified in the JETS Statement of Work (SOW) areas 4.2
4.3,4.4,5.0,5.2,54,and 5.5.

b. The contractor shall be responsible for obtaining the concurrence of the Contracting
Officer’s Technical Representative (COTR) or his/her designee to perform all scheduled
hardware and software upgrades, maintenance outages, and sofiware patch installations.

c. The contractor shall be responsible for coordinating with associate contractors for ail
applicable software upgrades, maintenance outages, and software patch installations.

d. The contactor shall be responsible for arranging and conducting meetings
(approximately one per month) to inform the user community of upcoming IT capabilities
and events. The contractor shall provide technical expertise at IRD boards and meetings,
such as the Network Access Control Board (NACB). The NACB typically meets once
each week for one to three hours. Additional ad-hoc special NACB meetings and other
working group meetings may be required, generally not exceeding two to three hours per
week. In addition, the contractor shall attend the IT Steering Council (meets twice
monthly) and the IRD Customer Forum (meets once a month). The contractor shall
report back to the organization any issues which will impact the organization.

e. The contractor shall maintain adequate personnel onsite Monday through Friday
8:00 AM - 5:00 PM in order to accomplish successful day-to-day IT operations. In
addition, the contractor shall provide 24/7 on-call support for all security-related
incidents which may adversely affect the EVA Office. The 24/7 on-call support shall be
accomplished via a contractor provided pager. If the contractor detects or is notified via
Government provided automated means (such as an e-mail or pager alert) of a potential
security issue, the contractor shall notify the JISC IT Security Office by calling the IT
Security Duty Phone and coordinating as required with associate contractors. The
contractor shall assist all members of the EVA Office in reducing the number of
unsolicited emails and work with the Consolidated Help Desk if a virus is suspected on a
user workstation.

f.  The contractor shall provide support to the EVA Office user community working
directly with end-users and associate contractors to resolve user-reported issues. Based
on the current environment, approximately sixteen (16) hours per week are required for
the investigation and resolution of user-reported issues. The contractor shall make
contact with the end-user within one (1) business day of a reported issue. The contractor



shall coordinate with off-site personnel assigned to the EVA Office and assure
commonality of hardware/software.

g. The contractor shall be responsible for assisting in the installation and use of Public
Key Infrastructure (PKI).

h. The contractor shall maintain the laptop loan pool for the EVA Office. This will
include a tracking log (user and due date), configuring the laptops for individual users
and ensuring wipe and load are performed when laptops are returned (if necessary). The
current virus files will continue to be checked out from the IRD Customer Support
Office, currently located in building 45, room 209.

i.  The contractor shall maintain and assure the accuracy of the Customer Service
System (CSS) database. The contractor shall receive all requirements for new IT or
telephone equipment and write all Service Requests (SR’s) required to obtain the IT or
telephone equipment. The contractor shall write all SR’s for moves within the EVA
Office. The contractor shall write all SR’s for new ID’s or changes to existing ID’s. The
contractor shall review all SR’s written for off-site EVA Office personnel to assure
accuracy and where new items are being purchased, assure these are in compliance with
the EVA Office IT Plan and provide for commonality between on-site hardware and
software.

j-  The contractor shall be responsible for all file access rights for any share directory
and maintain records. The contractor shall be knowledgeable of the XA Web site and do
routine updates, and minor programming changes.

k. The contractor shall review home storage usage for all EVA Office employees and
advise when usage is 80% maximum. The contractor shall assist employees in efficient
use of home directories. The contractor shall provide assistance to employees in backing
up data on individual hard drives, CD’s or other media. The contractor shall assist users
in the use of their workstations/phones/printers/DVD/CD burners/scanners, etc.

1.  The contractor shall gather requirements from all members of the EVA Office and
coordinate with management. After approval of requested items has been received, the
contractor shall write the IT Plan and present to both EVA Office management and the
JSC Chief Information Officer.

m. The contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support
IT security incidents, investigations and forensics analyses. The contractor shall provide
assistance on reducing unsolicited email and respond to all virus incidents. The
contractor shall assure all office workstations have the latest anti-virus software loaded.
The contractor shall provide check-out copies of those items which are allowed for home
use and maintain log records.

n. The contractor shall maintain a current Security Plan for the EVA Office, as required
by IRD. The contractor shall perform all duties as the Organizational Computer Security
Representative (OCSR) as defined by IRD, and coordinate with the Organizational
Computer Security Manager (OCSM).



0. The contractor shall maintain a configuration-managed diagram of the EVA Office,
as well as a configuration-managed document listing pertinent information, such as
locations, hardware tag numbers, cable and jack numbers, of all EVA Project Office
components, with applicable software license codes.

p. The contractor shall be knowledgeable of the XA Web site, perform routine updates,
and work with other IRD contractors to perform programming changes.

q. The contractor will be provided office space, computer and phone in the EVA Office
(this will be their permanent office).

r.  The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the

- required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality

3.3 Records Management

3.4 Work Authorizations

3.5 Facility Management

3.6 Property Management

3.7 JETS Metrics

4, Period of Performance

The services in this Task Order shall be performed from 3/1/05/ through 9/30/05.

5. Deliverables Required

a) Security Plan for the EVA Office.

b) IT Plan for the EVA Office.

c) Configuration-managed diagram of IT equipment for the EVA Office.

d) Configuration-managed document listing pertinent information of all EVA Office IT
components and telephone equipment and applicable software license codes. The
applicable items should be recorded and maintained in the IRD server registration
database.



6. Special Requirements

None

7. Metrics

The contractor shall provide monthly Customer Satisfaction and System Availability
metrics as specified in DRD-03 Metrics Reports. Availability metrics shall clearly

contrast a system’s availability with unscheduled and scheduled outages.

8. Cost Phasing by Month
Summary Cost breakout by month for the Total Task Order

] Mar-05 I Apr-05 | May-05 | Jun-05 | Jul-05 Aug-05 Sept-05 TOT

Birect Labor
G&A
Subtotal Labor

Materials
Travel

Total Cost and
Fee ‘ $ 550

Revision Summary of Task Order

Previous Value Rev # Value New Value

Cost
Fee

Total Cost and Fee




National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 10of 5

1. Order No.
JETS-OPS05-IM-01

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Contract No.: NNJ04JAS3C

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. lssuing Office;

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Karen Adams

Tel No.: 281-483-1863
E-mail: _ karen.d.adams@nasa.gov

Fax: 281-483-7890

4. Ship To:

Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696

Mark For: Accountable Property

Order No.: JETS-OPS05-IM-01, NNJ04JA53C

5. Contractor:

Muniz Engineering, Inc.
16903 Buccaneer Lane, Suite 200
Houston, Texas 77058

6. Deliver On or Before:
F.O.B. Point: Destination

Discount Terms: Net 30 Days.

Phone: 281-483-1863 Xn/a .
Email: karen.d.adams@nasa.gov F:ax. 281-483-7890

TIN: CAGE CCDE

7. BILLING ADDRESS:

NASA Johnson Space Center

Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

Order No.: JETS-OPS05-IM-01, NNJ04JA53C

8. Type of Order:

[[] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number:

9. Written acceptance of this order by contractor [[] 1is, [[X] ] is not 10. Name: Jessica C. Miller
required. Sign below if required and return to contracting officer.
Name: {Person authorized to sign)
Signature: Date: Signature: Original signed /s/ J. Miller  Date: 8/31/04
CONTRACTING OFFICER
11. Schedule .
ITEM : QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED UNIT PRICE AMOUNT ACCEPTED
1 Information Resources Directorate (IRD) Management Support 1 LOT - $180.814.02
Estimated Cost: $169.260.65
Maximum Award Fee $11.553.37
Total Estimated Cost and Fee  $180,814.02
12. For JSC Internal Use Only: 13. Total
Requisition No.: N/A [CJ] comMP. [ PART. PPC: N/A
$180,814.02
Rissue To: IA/Glenn Robinson
14. Quantities in “Quantity Accepted” Column Have Been
[] INSPECTED [J ACCEPTED [J  RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:

OTHERWISE NOTED.

Authorized U.S. Government Representative

Date

JSC Form 14286 (Rev March 3, 2004) (MS Word August 1995)




1. Task Order Number/Title

JETS-OPS05-IM-01 — Information Resources Directorate (IRD) Management
Support

2. Technical Monitor Representative (TMR)

IM/John W. Jurgensen
3. Narrative Task Description

The contractor shall be responsible for supporting IRD Management tasks and
activities, in accordance with JETS SOW areas 3.0c (for center wide support)
and 4.4, including, but not limited to the following:

a. The contractor shall draft process flows and charters for NASA approval for
supported activities.

b. The contractor shall be responsible for supporting the annual Center wide Capital
Planning and Investment Control (CPIC) activities and the IT Planning Process.
Specifically, the contractor shall support the multi-year IT POP, Exhibit 53, Exhibit 300,
and the IT Security Focus Area data calls which will involve reviewing the call from
Headquarters, supporting the development of collection methodology, analyzing the data
collected, and supporting the submits to Headquarters. Supporting the IT Planning
Process will involve similar activities for the “next” fiscal year IT investments, but will
contain increased detail over the CPIC.

For both the CPIC and IT Planning processes, interaction with all JSC organizations for
data collection and analysis is required.

This activity shall be in accordance with the NASA Office of the Chief Information
Officer document “NASA Information Technology Capital Planning and Investment
Control Process”, current version, and with the NASA document “Information
Technology Guidance Document Portion of the Program Operating Plan (POP) Call”,
current version. A copy of each document is attached.

The JSC CFO’s web site (Annual Agency Information Technology Data Call for
POP 2004) contains the Headquarters CPIC data call as well as submits and
reports from the previous year. The link to this website shall be provided by the
TMR.

The data collection activities associated with this coordination may involve developing
and maintaining databases.

c. The contractor shall be responsible for administrative support for IRD meetings,
including, but not limited to the:

Weekly



» Information Resources Directorate Control Board (ICB)
e CPIC and IT Planning

Bi-weekly
¢ Information Technology Steering Council (ITSC)

The contractor shall be responsible, at a minimum, for creating agendas; writing minutes,
posting approved minutes, tracking action items; supporting the definition,
documentation and implementation of process flows and charters for the supported IRD
meetings. The contractor shall also be responsible for tracking data related to
management support such as the timeliness of handling customer funded Change
Requests (CR’s). CR processing shall be per the IRD Configuration Management Plan,
JSC 29173.

d. Supporting [RD’s change management process.

The contractor shall be the IRD central “clearinghouse” for routing, tracking and
statusing all CR’s submitted to IRD, including determining the intended control board or
management forum, and tracking associated actions.

e. The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality

33 Records Management

3.4 . Work Authorizations

3.5 Facility Management

3.6  Property Management

3.7  JETS Metrics

4, Key Schedule Milestones / Completion Date
The items in this Task Order shall be supported through 9/30/05.
5. Deliverables Required

e CPIC and IT Planning products, €.g., Exhibit 53’s and 300’s, supporting databases
(DRD-02)

e Agendas, minutes, action item reports for supported meetings

¢ Draft process flows and charters for supported activities based on TMR request

6. Training

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.



7. Special Requirements

The JETS mailbox will be utilized primarily to track work requests that include multiple
milestones over an extended period of time or any work request that requires a reprioritization of

workload.

The contractor shall evaluate the sensitivity of all data prior to submission into the JETS online
system. Data that contains sensitive information shall be processed by the JETS Program
Manager or Task Coordinator and shall not be entered into the JETS online database.

Expert knowledge of and skill in using the Microsoft Office suite with emphasis on Excel and

Access is required.

Extended hours may be required on TMR request.

8. Metrics

a. 100% On-time delivery of products per the due dates specified in referenced

CPIC and IT POP processes.
b. 100% meeting coverage. .

9. Total Cost Summary and Cost Phasing by Month

Cost: $169,260.65
Maximum Award Fee: $11,553.37
Total Cost: $180,814.02

Monthly Cost Phasing — See Attachment 1

Revision Summary of Task Order

Previous Value Rev # Value

New Value

Cost

Fee

Total Cost and Fee

Enclosures:

NASA CPIC Process

IP POP Guidance 2-12-04

JSC — Annual Agency IT POP Data Call for POP 2002

A

NASA_CPIC_Process.pdf




IT_POP_Guidance_02-12-04.pdf

JSC - Annual Agency I-T POP Data Call for POP 2002.htm



National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES Page 10of 6

1. Order No.
JETS-0OPS05-1M-01, Revision 1
Contract No.: NNJO4JAS3C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS {15 CFR 700) DO-C9

3. Issuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway

Houston, TX 77058-3696
Org./Buyer: Karen Adams

Tel No.: 281-483-1863
E-mail: karen.d.adams@nasa.gov

Fax: 281-483-7890

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.:  JETS-OPS05-IM-01, Revision 1 NNJ04JA53C

5. Contractor:

Muniz Engineering, Inc.
16903 Buccaneer Lane, Suite 200
Houston, Texas 77058

Phone: 281-483-1863 xn/a

TIN: CAGE CODE:

Fax: 281-483-7890

6. Deliver On or Before: See attached schedule of delivery
F.0.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.:  JETS-OPS05-IM-01, Ravision 1 NNJ04JA53C

8. Type of Order:
[[] PURCHASE: Please furnish the following in

accordance with the conditions specified on this order.

Reference:

B DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and Is issued subject to the
terms and conditions of contract number:

9. Written acceptance of this order by contractor [] ]is, [BJ ] is not 10. Name: Jessica C. Miller
required. Sign below if required and return to contracting officer.
Name: (Person authorized to sign)
Signature: Date: Signature: Date:
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION oroerep | UNT PRICE AMOUNT ACCEPTED
1 Information Resources Directorate (IRD) Management Support 1 LOT - $175.492.12
Estimated Cost: $164.467.69
Maximum Award Fee $11.024.43
Total Estimated Cost and Fee  $175,492.12
12. For JSC Internal Use Only: 13. Total
Requisition No.: n/a 1 coMP. [ PART. PPC: n/a
‘ $175492.12
Rissue To: IA/Glenn Robinson
14. Quantities in “Quantity Accepted” Column Have Been
[J INSPECTED [[] ACCEPTED [0  RECENVED
TG CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED.
Authorized U.S. Government Representative Date

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)




1. Task Order Number/Title

JETS-OPS05-IM-01 Revision 1 — Information Resources Directorate (IRD)
Management Support

2. Technical Monitor Representative (TMR)
IM/John W. Jurgensen
3. Narrative Task Description

The contractor shall be responsible for supporting IRD Management tasks and
activities, in accordance with JETS SOW areas 3.0c (for center wide support)
and 4.4, including, but not limited to the following:

a. The contractor shall draft process flows and charters for NASA approval for
supported activities.

b. The contractor shall be responsible for supporting the annual Center wide Capital
Planning and Investment Control (CPIC) activities and the IT Planning Process.
Specifically, the contractor shall support the multi-year IT POP, Exhibit 53, Exhibit 300,
and the IT Security Focus Area data calls which will involve reviewing the call from
Headquarters, supporting the development of collection methodology, analyzing the data
collected, and supporting the submits to Headquarters. Supporting the IT Planning
Process will involve similar activities for the “next” fiscal year IT investments, but will
contain increased detail over the CPIC.

For both the CPIC and IT Planning processes, interaction with all JSC organizations for
data collection and analysis is required.

This activity shall be in accordance with the NASA Office of the Chief Information
Officer document “NASA Information Technology Capital Planning and Investment
Control Process”, current version, and with the NASA document “Information
Technology Guidance Document Portion of the Program Operating Plan (POP) Call”,
current version. A copy of each document is attached.

The ISC CFO’s web site (Annual Agency Information Technology Data Call for
POP 2004) contains the Headquarters CPIC data call as well as submits and
reports from the previous year. The link to this website shall be provided by the
TMR,

The data collection activities associated with this coordination may involve developing
and maintaining databases.

C. The contractor shall be responsible for administrative support for IRD meetings,
including, but not limited to the:

Weekly



+ Information Resources Directorate Control Board (ICB)
o CPIC and IT Planning

Bi-weekly
o Information Technology Steering Council (ITSC)

The contractor shall be responsible, at a minimum, for creating agendas; writing minutes,
posting approved minutes, tracking action items; supporting the definition,
documentation and implementation of process flows and charters for the supported IRD
meetings. The contractor shall also be responsible for tracking data related to
management support such as the timeliness of handling customer funded Change
Requests (CR’s). CR processing shall be per the IRD Configuration Management Plan,
JSC 29173.

d. Supporting IRD’s change managemenf process.

The contractor shall be the IRD central “clearinghouse” for routing, tracking and
statusing all CR’s submitted to IRD, including determining the intended control board or
management forum, and tracking associated actions.

e. The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1  Safety, Health and Environmental Compliance
32  Quality

3.3  Records Management

3.4  Work Authorizations

3.5  Facility Management

3.6  Property Management

3.7  JETS Metrics

4. Key Schedule Milestones / Completion Date
The items in this Task Order shall be supported through 9/30/05,

5. Deliverables Required

e CPIC and IT Planning products, e.g., Exhibit 53’s and 300’s, supporting databases
(DRD-02)
Agendas, minutes, action item reports for supported meetings

e Draft process flows and charters for supported activities based on TMR request

6. Training

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.



7. Special Requirements

The JETS mailbox will be utilized primarily to track work requests that include multiple
milestones over an extended period of time or any work request that requires a reprioritization of
workload.

The contractor shall evaluate the sensitivity of all data prior to submission into the JETS online
system. Data that contains sensitive information shall be processed by the JETS Program

Manager or Task Coordinator and shall not be entered into the JETS online database.

Expert knowledge of and skill in using the Microsoft Office suite with emphasis on Excel and
Access is required.

Extended hours may be required on TMR request.

8. Metrics

a. 100% On-time delivery of products per the due dates specified in referenced
CPIC and IT POP processes.
b. 100% meeting coverage. .



9. Total Cost Summary and Cost Phasing by Month

Cost: $164,467.69
Maximum Award Fee: $11,024.43
Total Cost: $175,492.12

Monthly Cost Phasing — See Attachment 1

Revision Summary of Task Order

Revision 1 corrects the estimated cost for Program Management costs omitted in the
original Task Order, '

Previous Value Rev 1 Value New Value
Cost $ 169,26065] % (4,792.96)| § 164,467.69
Fee $ 11,5563.37 | $ (528.94)] § 11,024.43
Total Costand Fee | $ 180,814.02 | § (5,321.80)} $ 175,492.12

Enclosures:

NASA CPIC Process

IP POP Guidance 2-12-04

JSC — Annual Agency IT POP Data Call for POP 2002

NASA_CPIC, Process pdf

IT_POP_Guidance_02-12-04.pdf

JSC - Annual Agency I-T POP Data Call for POP 2002.htm



National Aeronautics and Space Administration
Lyndon B, Johnson Space Center
Houstan, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 10of &

1. Order No.
JETS-OPS05-IM-01, Revision 2

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Contract No.: NNJ04JA53C

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. lIssuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696 ‘
Org./Buyer: Karen Adams

Tel No.: 281-483-1863
E-mail: _karen.d.adams@nasa.gov

Fax: 281-483-7890

4. Ship To:

Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696

Mark For. Accountable Property

Order No.:  JETS-OPS05-IM-01, Revision2 NNJ04JAS3C

5. Contractor:

Muniz Engineering, Inc.
16903 Buccaneer Lane, Suite 200
Houston, Texas 77058

6. Deliver On or Before: See attached schedule of delivery

F.O.B. Point: Destination

Discount Terms: Net 30 Days.

Phone: 281-483-1863 x n/a Fax: 281-483-7890

TIN: CAGE CODE:

7. BILLING ADDRESS:

NASA Johnson Space Center

Attn: LF231/Accounts Payable Group

Houston, TX 77058-3696

Order No.:  JETS-OPS035-IM-01. Revision2 NNJ04JA53C

8. Type of Order:

[0 PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

X

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number:

9. Written acceptance of this order by contractor [[J ] s, [[X ] is not
required. Sign below if required and retum to contracting officer.

Name: {Person authorized to sign)

Signature: Date:

.10. Name: Jessica C. Miller

Signature: ‘Date:

CONTRACTING OFFICER

11. Schedule

ITEM

NO. DESCRIPTION

QUANTITY
ORDERED

UNIT
PRICE

QUANTITY
ACCEPTED

UNIT AMOUNT

1 Information Resources Directorate (1RD) Management Support

Estimated Cost: $206,932.88

Maximum Award Fee $13,329 86

Total Estimated Cost and Fee  $220,262.74

1 LOT $220.262.74

12. For JSC internal Use Only:
Requisition No.: n/a

Rissue To: I1A/Glenn Robinson

] COMP.

13. Total

[0 PART. PPC:nla

$220,262.74

14. Quantities in “Quantity Accepted” Column Have Been

[] INSPECTED [] AccePTED N

TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS
OTHERWISE NOTED.

RECEIVED

BY:

Authorized U.S. Government Representative

Date

JSC Form 1429 (Rev March 3, 2004) {MS Word August 1995)




1. Task Order Number/Title

JETS-OPS05-IM-01 Revision 2 — Information Resources Directorate (IRD)
Management Support

2. Technical Monitor Representative (TMR)

IM/Charlotte D. Owens
3. Narrative Task Description

The contractor shall be responsible for supporting IRD Management tasks and
activities, in accordance with JETS SOW areas 3.0c (for center wide support)
and 4.4, including, but not limited to the following:

a. The contractor shall draft process flows and charters for NASA approval for
supported activities.

b. The contractor shall be responsible for supporting the annual Center wide Capital
Planning and Investment Control (CPIC) activities and the IT Planning Process.
Specifically, the contractor shall support the multi-year IT POP, Exhibit 53, andExhibit
300 data calls which will involve reviewing the call from Headquarters, supporting the
development of collection methodology, analyzing the data collected, and supporting the
submits to Headquarters. Supporting the IT Planning Process will involve similar
activities for the “next” fiscal year IT investments, but will contain increased detail over
the CPIC.

For both the CPIC and IT Planning processes, interaction with all JSC organizations for
data collection and analysis is required. This activity shall be in accordance with the
NASA Office of the Chief Information Officer document “NASA Information
Technology Capital Planning and Investment Control Process”, current version, and with
the NASA document “Information Technology Guidance Document Portion of the
Program Operating Plan (POP) Call”, current version. A copy of each document is
available on request. ‘

The JSC CFO’s web site (Annual Agency Information Technology Data Call for
POP 2005) contains the Headquarters CPIC data call as well as submits and
reports from the previous year. The link to this website will be provided by the
TMR/COTR.

The data collection activities associated with this coordination may involve developing
and maintaining databases.

c. The contractor shall be responsible for consulting on the final products which
will be representing JSC to NASA Headquarters and if necessary, the Office of
Management and Budget. The contractor shall be responsible for quality control
review on all of the associated documentation and submittal.



The contractor shall assess the JSC organizations’ developed Exhibit 53s and
Major Investment Exhibit 300s for a comprehensive JSC product (preliminary
review with comments and recommendations), and offer best practice solutions,
where needed. The contractor shall assess the JSC organizations’ developed
Exhibit 300s and provide recommendations on the preparation and integration of
a comprehensive JSC submittal to NASA Headquarters. The contractor shall
provide JSC with additional Exhibit 300 review suppoit and additional
recommendations in response to NASA Headquarters review and various ad hoc
inquires through submittal and pass-back process with Office of Management
and Budget (OMB).

The planned Exhibit 300s includes Kennedy Space Center’s (KSC) Space Shuttle
Program Ground Operations, Launch Control System, Integrated Logistics and Shuttle
Processing Support. It is possible that a deviation in the number and content of Exhibit
300s may occur. Thus, the contractor should plan for a total of 5 - 7 Exhibit 300s. For

- KSC, the contractor shall provide consultation services for existing Exhibit 300’s as well
as on a new Exhibit 300 for Ground Cameras.

This task includes utilizing analytical methodologies to facilitate a comprehensive
JSC IT Program Operating Plan (POP) submittal, working with the organizational
representatives, supplying boilerplate language as necessary, and performing
analyses and consulting on the organization's document submittal. Analysis
could include technical and fiscal aspects, existing and projected capabilities,
alternative implementation strategies, cost benefit analysis, obsolescence,
growth, and other criteria as defined by the JSC Chief Information Officer, NASA
Management and/or the OMB. Support IRD with overall project and
communication management and CPIC process improvement expertise.

d. The contractor shall be responsible for administrative support for IRD meetings,
including, but not limited to the:

Weekly
« Information Resources Directorate Control Board (ICB)
e CPIC and IT Planning

Bi-weekly '
o Information Technology Steering Council (ITSC)

The contractor shall be responsible, at a minimum, for creating agendas; writing minutes,
posting approved minutes, tracking action items; supporting the definition,
documentation and implementation of process flows and charters for the supported IRD
meetings. The contractor shall also be responsible for tracking data related to
management support such as the timeliness of handling customer funded Change
Requests (CR’s). CR processing shall be per the IRD Configuration Management Plan,
ISC 29173.

e. Supporting IRD’s change management process.



The contractor shall be the IRD central “clearinghouse” for routing, tracking and

statusing all CR’s submitted to IRD, including determining the intended control board or
management forum, and tracking associated actions.

f. The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and

Administration:

3.1  Safety, Health and Environmental Compliance
3.2 Quality

3.3  Records Management

3.4  Work Authorizations

35 Facility Management

3.6  Property Management

3.7 JETS Metrics

4. Key Schedule Milestones / Completion Date

Period of Performance — 9/1/04 — 9/30/05



S. Deliverables Required

e CPIC and IT Planning products, e.g., Exhibit 53’s and 300’s, supporting databases
- (DRD-02)

e Agendas, minutes, action item reports for supported meetings
e Draft process flows and charters for supported activities

® The deliverables consist of multiple completed Exhibit 300s (approximately 5-7
Exhibit 300 documents) and supporting documentation. The contractor shall
provide a Monthly Contract Management Status Report.

¢ The contractor shall provide weekly status to the Strategic Planning and
Integration Office to address potential changes in assumptions and
methodology, current accomplishments and finding, and external issues
that may hinder the advanced development.

6. Training

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work requests that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall evaluate the sensitivity of all data prior to submission into the JETS
online system. Data that contains sensitive information shall be processed by the JETS
Program Manager or Task Coordinator and shall not be entered into the JETS online
database.

Expert knowledge of and skill in using the Microsoft Office suite with emphasis on Excel
and Access is required.

Extended hours may be required and should be coordinated with TMR.

Travel may be required under this task order to assist in the development of the
Exhibit 300 documentation. The contractor shall anticipate three one-week trips
to NASA Kennedy Space Center during the period of July 2005 to September
2005 for two individuals. '

8. Metrics

a. 100% On-time delivery of products per the due dates specified in referenced
CPIC and IT POP processes.

b. 100% meeting coverage.

c. Completed Exhibit 300 Submittals.



9. Total Cost Summary and Cost Phasing by Month

Cost:

Maximum Award Fee:
Total Cost:

$206,932.88
$13,329.86
$256,543.73

Monthly Cost Phasing — See Attachment 1

Revision 2 adds KSC Exhibit 300 support to this Task Order.

Enclosures:

Revision Summary of Task Order

Previous Value ] Rev 2 Value New Value
Cost $ 16446769 |% 42,465.19]% 206,932.88
Fee $ 11,024.43 1 § 2,305.43 1% 13,329.86
Total Costand F{$ 17548212 1§ 4477062 | $ 220,262.74




OPS05-IM-01 SUMMARY

}Sept-04

[Oct-04

[Nov-04

[Dec04

[Jan-05

|Feb-05

[mar-05

Direct Labor
Subcontract Labor

G&A
Subtotal Labor

Materials

Travel

Training

Equipment/Maintenance
Subtotal Non-L.abor

Available Fee

Total Cost and Fee

{Apr-05

[May-05

[Jun-05

[Jul-05

[Aug-05

ISept05  TTOTAL ___

e

$ 220262.74

Attachment 2
May 3, 2005
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1. Task Order Number/Title

JETS-OPS05-IM-01 Revision 3 — Information Resources Directorate (IRD)
, Management Support

2. Technical Monitor Representative (TMR)

IM/Charlotte D. Owens
3. Narrative Task Description

The contractor shall be responsible for supporting IRD Management tasks and
activities, in accordance with JETS SOW areas 3.0c (for center wide support)
and 4.4, including, but not limited to the following:

a. The contractor shall draft process flows and charters for NASA approval for
supported activities.

b. The contractor shall be responsible for supporting the annual Center wide Capital
Planning and Investment Control (CPIC) activities and the IT Planning Process.
Specifically, the contractor shall support the multi-year IT POP, Exhibit 53, and Exhibit
300 data calls which will involve reviewing the call from Headquarters, supporting the
development of collection methodology, analyzing the data collected, and supporting the
submits to Headquarters. Supporting the IT Planning Process will involve similar
activities for the “next” fiscal year IT investments, but will contain increased detail over
the CPIC.

For both the CPIC and IT Planning processes, interaction with all JSC organizations for
data collection and analysis is required. This activity shall be in accordance with the
NASA Office of the Chief Information Officer document “NASA Information
Technology Capital Planning and Investment Control Process”, current version, and with
the NASA document “Information Technology Guidance Document Portion of the
Program Operating Plan (POP) Call”, current version. A copy of each document is
available on request.

The JSC CFO’s web site (Annual Agency Information Technology Data Call for
POP 2005) contains the Headquarters CPIC data call as well as submits and
reports from the previous year. The link to this website will be provided by the
TMR/COTR.

The data collection activities associated with this coordination may involve developing
and maintaining databases.

c. The contractor shall be responsibie for consulting on the final products which
will be representing JSC to NASA Headquarters and if necessary, the Office of
Management and Budget. The contractor shall be responsible for quality control
review on all of the associated documentation and submittal.



The contractor shall assess the JSC organizations’ developed Exhibit 53s and
Major Investment Exhibit 300s for a comprehensive JSC product (preliminary
review with comments and recommendations), and offer best practice solutions,
where needed. The contractor shall assess the JSC organizations’ developed
Exhibit 300s and provide recommendations on the preparation and integration of
a comprehensive JSC submittal to NASA Headquarters. The contractor shall
provide JSC with additional Exhibit 300 review support and additional
recommendations in response to NASA Headquarters review and various ad hoc
inquires through submittal and pass-back process with Office of Management
and Budget (OMB).

The planned Exhibit 300s for JSC includes the JSC - Flight Operations, JSC - Integrated
Planning System, JSC - Mission Control Center, JSC - Software Development/Integration
Laboratory, JSC - Space Shuttle Program Flight Software, JSC - Space Shuttle Program
Integration, JSC - Space Station Production Facility, and the JSC - Space Station
Training Facility. The support for this effort does not require any travel.

The planned Exhibit 300s includes Kennedy Space Center’s (KSC) Space Shuttle
Program Ground Operations, Launch Control System, Integrated Logistics and Shuttle
Processing Support. It is possible that a deviation in the number and content of Exhibit
300s may occur. Thus, the contractor should plan for a total of 5 - 7 Exhibit 300s. ~ For
KSC, the contractor shall provide consultation services for existing Exhibit 300’s as well
as on a new Exhibit 300 for Ground Cameras.

This task includes utilizing analytical methodologies to facilitate a comprehensive
JSC IT Program Operating Plan (POP) submittal, working with the organizational
representatives, supplying boilerplate language as necessary, and performing
analyses and consulting on the organization’s document submittal. Analysis
could inctude technical and fiscal aspects, existing and projected capabilities,
alternative implementation strategies, cost benefit analysis, obsolescence,
growth, and other criteria as defined by the JSC Chief Information Officer, NASA
Management and/or the OMB. Support IRD with overall project and
communication management and CPIC process improvement expertise.

d.’ The contractor shall be responsible for administrative support for IRD meetings,
including, but not limited to the:

Weekly
e Information Resources Directorate Control Board (ICB)
e CPIC and IT Planning

Bi-weekly
o Information Technology Steering Council (ITSC)

The contractor shall be responsible, at a minimum, for creating agendas; writing minutes,
posting approved minutes, tracking action items; supporting the definition,
documentation and implementation of process flows and charters for the supported IRD
meetings. The contractor shall also be responsible for tracking data related to



management support such as the timeliness of handling customer funded Change
Requests (CR’s). CR processing shall be per the IRD Configuration Management Plan,
JSC 29173.

e. Supporting IRD’s change management process.

The contractor shall be the IRD central “clearinghouse” for routing, tracking and
statusing all CR’s submitted to IRD, including determining the intended control board or
management forum, and tracking associated actions.

f. The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1  Safety, Health and Environmental Compliance
3.2  Quality

3.3  Records Management

3.4 = Work Authorizations

3.5  Facility Management

3.6  Property Management

3.7  JETS Metrics

4. Key Schedule Milestones / Completion Date

Period of Performance — 9/1/04 — 9/30/05



5. Deliverables Required

® CPIC and IT Planning products, e.g., Exhibit 53’s and 300’s, supporting databases
(DRD-02)

e Agendas, minutes, action item reports for supported meetings
Draft process flows and charters for supported activities

The deliverables consist of multiple completed Exhibit 300s and supporting
documentation. The contractor shall provide a Monthly Contract Management
Status Report.

e The contractor shall provide weekly status to the Strategic Planning and
Integration Office to address potential changes in assumptions and
methodology, current accomplishments and finding, and external issues
that may hinder the advanced development.

6. Training

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work requests that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall evaluate the sensitivity of all data prior to submission into the JETS
online system. Data that contains sensitive information shall be processed by the JETS
Program Manager or Task Coordinator and shall not be entered into the JETS online
database.

Expert knowledge of and skill in using the Microsoft Office suite with emphasis on Excel
and Access is required.

Extended hours may be required and should be coordinated with TMR,

Travel may be required under this task order to assist in the development of the
Exhibit 300 documentation. The contractor shall anticipate three one-week trips
to NASA Kennedy Space Center during the period of July 2005 to September
2005 for two individuals.



8. Metrics

a. 100% On-time delivery of products per the due dates specified in referenced
CPIC and IT POP processes. '

b. 100% meeting coverage.

c. Completed Exhibit 300 Submittals.

9. Total Cost Summary and Cost Phasing by Month

Cost: $234,497.73
Maximum Award Fee: $15,259.40
Total Cost: $249,757.13

Monthly Cost Phasing — See Attachment 1

Revision Summary of Task Order

Revision 3 adds JSC Exhibit 300 support to this Task Order.

Previous Value | Rev 2 Value New Value
Cost $ 206,932.88|% 27,564.85|8% 234,497.73
Fee $ 13,329.86 | $ 1,929.54 | $ 15,259.40
Total Costand F{ $§ 220,262.74$ 29,494.39 | $ 249,757.13
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1. Task Order Number/Title
JETS-OPS05-IP-01 - Boundary Services Systems Daily Operations
2. Technical Monitor Representative (TMR)

Primary: Stanley Johnson (IP2)
Alternate: Robert Hennan (IP2)

3. Narrative Task Description

The contractor shall be responsible for the daily operation of the JSC Boundary Services
Systems (BSS), as specified in the JETS Statement of Work (SOW) areas 5.3 and 5.5.

The individual components of the BSS include the Inner and Outer JSC Firewalls, the
Spectal Purpose ISOLAN Firewall, the Backup/Development Firewall, the Firewall
Administrative System, the Firewall Log Servers, the Firewall Log Processing Server, the
Primary and Backup IPSec Servers, the Point-to-Point Tunneling Protocol (PPTP) Server,
the RaptorMobile-EC Server, the Webproxy Server, and the Neoteris Server, as listed in
the Information Resources Directorate (IRD) Maintenance Database that was baselined in
Attachment J-7 of the JETS Contract, as well as the Secure Server system and the
Websense web filtering system.

The contractor shall be responsible for obtaining the concurrence of the Contracting
Officer’s Technical Representative (COTR) or his/her designee to perform all scheduled
hardware and software upgrades, maintenance outages, and software patch installations.

The contractor shall be responsible for coordinating with associate contractors for all
applicable software upgrades, maintenance outages, and software patch installations.

The contactor shall be responsible for arranging and conducting meetings (approximately
one per month) to inform the user community of upcoming BSS capabilities and events.
The contractor shall provide technical expertise at IRD boards and meetings, such as the
Network Access Control Board (NACB) and the IRD Control Board (ICB). The NACB
typically meets once each week for one to three hours; the ICB typically meets once each
week for two to three hours. Additional ad-hoc special NACB meetings and other
working group meetings may be required, generally not exceeding two to three hours per
week.

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM - 5:00 PM in order to accomplish successful day-to-day BSS operations. In
addition, the contractor shall provide 24/7 on-call support for all security-related
incidents which may adversely affect the BSS or the JSC Institutional Networks. The
24/7 on-call support shall be accomplished via a Government-provided Firewall Security
Phone. If the contractor detects or is notified via Government provided automated means
(such as an e-mail or pager alert) of a potential security issue, the contractor shall notify
the JSC IT Security Office by calling the IT Security Duty Phone and coordinating as
required with associate contractors.



The contractor shall provide daily review and analysis of the firewall and other log files
of the BSS, coordinating as required with the appropriate IRD Security personnel,
associate contractors, and the user community to identify and resolve security problems
and configuration issues.

The contractor shall provide support to the user community for issues that are related to
the BSS, including receiving and electronic tracking of incoming calls and requests,
handling BSS-related calls that are forwarded from associate contractors, and working
directly with end-users and associate contractors to resolve user-reported issues. Based
on the current environment, approximately sixteen (16) hours per week are required for
the investigation and resolution of user-reported issues. The contractor shall make
contact with the end-user within one (1) business day of a reported issue.

The contractor shall be responsible for the development and testing of Public Key
Infrastructure (PKI) installation packages. It is estimated that approximately six PKI
packages (four quarterly-load packages, two special-purpose development packages) will
be required each year.

As requested by the COTR or his/her designee, the contractor shall perform security
awareness training, provide technical support, and share technical knowledge and process
improvements as needed to support the overall improvement of Information Technology
(IT) security at the Center. The Security awareness training provided shall include items
such as brief overviews of training classes and seminars attended, as well as trip reports.

The contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support
IT security incidents, investigations and forensics analyses.

The contractor shall maintain a current Security Plan for the BSS, as specified in DRD-14
IT Security Plans. In addition, the contractor shall maintain a configuration-managed
architecture diagram of the BSS, as well as a configuration-managed document listing the
hardware model numbers and serial numbers of all BSS components, applicable software
license codes, reboot procedures, backup procedures, restore procedures, and the
procedures to open maintenance trouble calls. All applicable data shall be updated in the
[IRD Maintenance Database.

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration;

3.1 Safety, Health and Environmental Compliance
3.2 Quality

3.3  Records Management

3.4  Work Authorizations

3.5  Facility Management

3.6  Property Management

3.7  JETS Metrics



4. Period of Performance
The services in this Task Order shall be performed from 9/1/04 through 9/30/05.
5. Deliverables Required

a) Security Plan for the BSS, as specified in DRD-14 IT Security Plans

b) Configuration-managed architecture diagram of the BSS

¢) Configuration-managed document listing the hardware model numbers and serial
numbers of all BSS components, applicable software license codes, reboot procedures,
backup procedures, restore procedures, and the procedures to open maintenance trouble
calls. The applicable items should be recorded and maintained in the IRD Maintenance
Database.

d) Monthly reports of BSS related calls and service requests
6. Training

Training shall include semi-annual attendance by one individual to Public Key
Infrastructure (PKI) training and annual attendance of InterOPS training/conference.

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to

submission into the JETS online system. Data that contains sensitive information shall be
processed by the JET'S Program Manager or Task Coordinator and shall not be entered
into the JETS online database.

8. Metrics

The contractor shall provide monthly Customer Satisfaction and System Availability
metrics as specified in DRD-03 Metrics Reports. Availability metrics shall clearly
contrast a system’s availability with unscheduled and scheduled outages.

9. Total Cost Summary and Cost Phasing by Month
Cost: $380,980.78

Maximum Award Fee: $25,103.53
Total Cost; $406,084.31



Monthly Cost Phasing - See Attachment 1

Revision Summary of Task Order

Previous Value Rev # Value New Value

Cost

Fee

Total Cost and Fee




OPS05-1P-01

[Sept-04

[Oct-04

[Nov-04

[Dec-04

[Jan-05

[Feb-65

[Mar-05

Japr05

[May-05

[Jun05

Direct Labor
G&A
Subtotal Labor

Materials

Travel

Training

Equipment/Maintenance
Subtotal Non-Labor

Award Fee

Total Cost and Fee

156.67

IT Prof il EP Allocation
Monthly Hours
FB Rate
Direct Labor

Analyst EP Allocation
Monthly Hours
FB Rate
Direct Labor

IT Prof lll EP Aliocation
Monthly Hours
FB Rate
Direct Labor

Analyst EP Allocation
Monthly Hours
FB Rate
Direct Labor

Analyst EP Allocation
Monthly Hours
FB Rate
Direct Labor

Total Labor

Program Management Allocation
PMO Training Alocation
Supervisaor Allocation (IP)
Supervisor Training Allocation

JJu-05

|Aug-05

|Sept-05

[TGTAL

. o=, $406,084.31 I
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7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-OPS05-IP-01, Revision 1 NNJ04JA53C

8. Type of Order:

[] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number:

9. Written acceptance of this order by contractor [] ] is, [ 1 is not

required. Sign below if required and return to contracting officer.
Name: {Person authorized to sign)

Signature: Date:

10. Name: Jessica C. Miller

Signature: Date:

CONTRACTING OFFICER

11. Schedule

ITEM

NO. DESCRIPTION

QUANTITY
ORDERED

UNIT
PRICE

QUANTITY
ACCEPTED

UNIT AMOUNT

1 Boundary Services Systems Daily Operations

Subtask Description(s).

Estimated Cost: $385,771.42

Maximum Award Fee $25.216.40

Total Estimated Cost and Fee  $410,987.82

1 LOT $410,987.82

12. For JSC Internal Use Only:
Requisition No.: n/a

Rissue To: IA/Glenn Robinson

[] comP.

13. Total
" PART. PPC: n/a

$ $410,987.82

14. Quantities in “Quantity Accepted” Column Have Been
] INSPECTED [ AcCeptED [

TG CONFORM TQ THE CONTRACT.,

ACCEPTANCE WILL BE AT JSC UNLESS BY:

OTHERWISE NOTED.

RECEIVED

Authorized U.S. Government Representative

Date

JSC Form 1428 (Rev March 3, 2004) (MS Word August 1995)




1. Task Order Number/Title
JETS-OPS05-IP-01 Revision 1 - Boundary Services Systems Daily Operations
2. Technical Monitor Representative (TMR)

Primary: Stanley Johnson (IP2)
Alternate: Robert Hennan (IP2)

3. Narrative Task Description

The contractor shall be responsible for the daily operation of the JSC Boundary Services
Systems (BSS), as specified in the JETS Statement of Work (SOW) areas 5.3 and 5.5.

The individual components of the BSS include the Inner and Outer JSC Firewalls, the
Special Purpose ISOLAN Firewall, the Backup/Development Firewall, the Firewall
Administrative System, the Firewall Log Servers, the Firewall Log Processing Server, the
Primary and Backup IPSec Servers, the Point-to-Point Tunneling Protocol (PPTP) Server,
the RaptorMobile-EC Server, the Webproxy Server, and the Neoteris Server, as listed in
the Information Resources Directorate (IRD) Maintenance Database that was baselined in
Attachment J-7 of the JETS Contract, as well as the Secure Server system and the
Websense web filtering system.

The contractor shall be responsible for obtaining the concurrence of the Contracting
Officer’s Technical Representative (COTR) or his/her designee to perform all scheduled
hardware and software upgrades, maintenance outages, and software patch installations.

The contractor shall be responsible for coordinating with associate contractors for all
applicable software upgrades, maintenance outages, and software patch installations.

The contactor shall be responsible for arranging and conducting meetings (approximately
one per month) to inform the user community of upcoming BSS capabilities and events.
The contractor shall provide technical expertise at IRD boards and meetings, such as the
Network Access Control Board (NACB) and the IRD Control Board (ICB). The NACB
typically meets once each week for one to three hours; the ICB typically meets once each
week for two to three hours. Additional ad-hoc special NACB meetings and other
working group meetings may be required, generally not exceeding two to three hours per
week.

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM — 5:00 PM in order to accomplish successful day-to-day BSS operations. In
addition, the contractor shall provide 24/7 on-call support for all security-related
incidents which may adversely affect the BSS or the JSC Institutional Networks. The
24/7 on-call support shall be accomplished via a Government-provided Firewall Security

Phone. If the contractor detects or is notified via Government provided automated means
(such as an e-mail or pager alert) of a potential security issue, the contractor shall notify
the JSC IT Security Office by calling the IT Security Duty Phone and coordinating as
required with associate contractors.



The contractor shall provide daily review and analysis of the firewall and other log files
of the BSS, coordinating as required with the appropriate IRD Security personnel,
associate contractors, and the user community to identify and resolve security problems
and configuration issues.

The contractor shall provide support to the user community for issues that are related to
the BSS, including receiving and electronic tracking of incoming calls and requests,
handling BSS-related calls that are forwarded from associate contractors, and working
directly with end-users and associate contractors to resolve user-reported issues. Based
on the current environment, approximately sixteen (16) hours per week are required for
the investigation and resolution of user-reported issues. The contractor shall make
contact with the end-user within one (1) business day of a reported issue.

The contractor shall be responsible for the development and testing of Public Key
Infrastructure (PKI) installation packages. It is estimated that approximately six PXI
packages (four quarterly-load packages, two special-purpose development packages) will
be required each year.

As requested by the COTR or his/her designee, the contractor shall perform security
awareness training, provide technical support, and share technical knowledge and process
improvements as needed to support the overall improvement of Information Technology
(IT) security at the Center. The Security awareness training provided shall include items
such as brief overviews of training classes and seminars attended, as weli as trip reports.

The contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support
IT security incidents, investigations and forensics analyses.

The contractor shall maintain a current Security Plan for the BSS, as specified in DRD-14
IT Security Plans. In addition, the contractor shall maintain a configuration-managed
architecture diagram of the BSS, as well as a configuration-managed document listing the
hardware model numbers and serial numbers of all BSS components, applicable software
license codes, reboot procedures, backup procedures, restore procedures, and the
procedures to open maintenance trouble calls. All applicable data shall be updated in the
IRD Maintenance Database.

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality

3.3 Records Management

3.4  Work Authorizations

3.5  Facility Management

3.6  Property Management

3.7 JETS Metrics



4. Period of Performance

The services in this Task Order shall be performed from 9/1/04 through 9/30/05.
5. Deliverables Required

a) Security Plan for the BSS, as specified in DRD-14 IT Security Plans

b) Configuration-managed architecture diagram of the BSS

¢) Configuration-managed document listing the hardware model numbers and serial
numbers of all BSS components, applicable software license codes, reboot procedures,
backup procedures, restore procedures, and the procedures to open maintenance trouble
calls. The applicable items should be recorded and maintained in the IRD Maintenance
Database. ‘

d) Monthly reports of BSS related calls and service requests
6. Training

Training shall include semi-annual attendance by one individual to Public Key
Infrastructure (PKI) training and annual attendance of InterOPS training/conference.

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database.

8. Metrics
The contractor shall provide monthly Customer Satisfaction and System Availability

metrics as specified in DRD-03 Metrics Reports. Availability metrics shall clearly
contrast a system’s availability with unscheduled and scheduled outages.

9. Total Cost Summary and Cost Phasing by Month
Cost: $385,771.42

Maximum Award Fee; $25,216.40
Total Cost: $410,987.82



Monthly Cost Phasing - See Attachment 1

Revision Summary of Task Order

Revision 1 corrects the estimated cost for Program Management costs omitted in the
original Task Order.

Previous Value Rev # Value New Value

$ 380,980.78 [$ 4,790.64 | § 385,771.42
$ 25,103.53 | 8% 112.87 | $ 25,216.40
$ 406,084.31 | § 4,903.51 % 410,987.82




OPS05-1P-D1 Revision 1

|Sept-04 JOct-04 [Nov-04 [Dec-04

[Jan-05

[Feb-05

[Mar-05

TApr-05

[May-05

[Jun-05

TJu-05

|Aug-05

Direct Labor
Subcontract Labor

GE&A
Subtotal Labor

Materials
Travel
Training
EquipmentMaintenarex
Subtotal Non-Labor | *

Available Fee

|Totat Cost and Fee

Attachment 1

_[Sept-05 [TOTAL |

! $ 410,987.82



National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 10of 5

1. Order No.
JETS-OPS05-IP-02
Contract No.: NNJ04JAS3C

2. Date of Order
See date in biock 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Karen Adams

Tel No.: 281-483-1863
E-mail: karen.d.adams@nasa.gov

Fax: 281-483-7890

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-OPS05-IP-02, NNJ04JA53C

5. Contractor:

Muniz Engineering, Inc.
16903 Buccaneer Lane, Suite 200
Houston, Texas 77058

Phone: 281-483-1863 xn/a .
Email: karen.d.adams@nasa.gov Fax: 281-483-7890

TIN: CAGE CODE:

6. Deliver On or Before:
F.Q.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-OPS05-IP-02, NNJ04JAS3C

8. Type of Order:

[C] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number:

9. Written acceptance of this order by contractor [[] ] is, [ }is not 10. Name: Jessica C. Miller
required. Sign below if required and retum to contracting officer.
Name: {Persan autharized to sign)
Signature: Date: Signature: Qriginal signed /s/ J. Miller  Date: 8/31/04
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED UNIT PRICE AMOUNT ACCEPTED
1 IT Security Situational Awareness 1 LOT $239.315.92
Estimated Cost: $224.355.11
Maximum Award Fee $14.,960.81
Total Estimated Cost and Fee  $239,315.92
12. For JSC Internal Use Only: 13. Total
Requisition No.: N/A 0 comMP. [J PART. PPC: N/A
. $239315.92
Rissue To: 1A/Glenn Robinson
14. Quantities in “"Quantity Accepted” Column Have Been
D INSPECTED [:I ACCEPTED [:] RECEIVED
TG CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:

OTHERWISE NOTED.

Authorized U.S. Government Representative ‘ Date

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)




1. Task Order Number/Title
JETS-OPS05-1P-02 — IT Security Situational Awareness
2. Technical Monitor Representative (TMR)

Primary:  Sandra Price (IP)
Alternate:  Paul Wilson (IP)

3. Narrative Task Description

The contractor shall be responsible for the daily operation of the JSC Network Intrusion
Detection (NID) systems, as specified in the JETS Statement of Work (SOW) area 5.2.

The JSC NID systems include the Internet Security Systems (ISS) RealSecure Site
Protector and Network Flight Recorder systems, as listed in the Information Resources
Directorate (IRD) Systems Maintenance Database that was baselined in Attachment J-7
of the JETS Contract, as well as XQoS ContExt (Content Extractor), which was brought
online in January 2004.

As a part of the network scanning activities, the contractor shall be responsible for
generating ad-hoc reports in a format to be determined by the IRD Information
Technology (IT) Security Office based on the specifics of each individual security
situation. It is estimated that the contractor shall provide two (2) such reports per month.

The contractor shall be responsible for regular network security scanning using the
Internet Security Systems (ISS) Scanner, nmap, wireless and other scanning tools as
specified by the IRD IT Security Office. The network scanning is to be performed per
the quarterly requirements defined by the NASA Code V Vulnerability Reduction
Guidance (updated yearly). In addition to the quarterly scanning, scans are to be
performed on any new system installed at the Center, in support of web registration, and
on an ad-hoc basis due to security threats or data calls.

The contractor shall use the JSC NID and XQoS systems to assist the IRD IT Security
Office in the resolution of virus-related issues.

The contractor shall be responsible for processing Alerts from the antivirus products
(Symantec) and assisting users in the resolution of virus-related issues on a daily basis.
The processing of alerts will entail verifying infection and /or origin of viruses. If
infection has occurred the contractor will contact the user and OCSM for repair.
Notification to user and OCSM should be done by phone and email.

Sample of Virus alert

Samantec

Virus Name: Downloader.Trojan

Computer: “computer name”

Location: D:\documents and settings\mwaid\Local Settings\Temporary Internet
Files\Contene.IES\CROVEGF I\NETWIN\[1].CHM

Requested Action: Clean



Actual Action; Quarantine

Date: 08/16/2004 Time: 01:59:57 PM
Source: Norton AntiVirus Corporate Edition
User Name: “domain userid”

The contractor shall be responsible for coordinating with associate contractors for all
applicable software upgrades, maintenance outages, and software patch installations.

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM —5:00 PM in order to accomplish successful day-to-day network security operations
as detailed above. In addition, the contractor shall provide 24/7 on-call support for all
security-related incidents which may adversely affect the network security operations
infrastructure or the JSC Institutional Networks. The 24/7 on-call support shall be
accomplished via a Government-provided Firewall Security Phone. If the contractor
detects or is notified via Government-provided automated means (such as an e-mail or
pager alert) of a potential security issue, the contractor shall notify the JSC IT Security
Office by calling the IT Security Duty Phone and coordinating as required with associate
contractors.

As requested by the COTR or his/her designee, the contractor shall perform security
awareness training, provide technical support, and share technical knowledge and process
improvements as needed to support the overall improvement of Information Technology
(IT) security at the Center. The Security awareness training provided shall include items
such as brief overviews of training classes and seminars attended, as well as trip reports.

The contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support
IT security investigations and forensics analyses.

The contractor shall maintain a current Security Plan for the JSC NID systems, as
specified in DRD-14 IT Security Plans. In addition, the contractor shall maintain a
configuration-managed architecture diagram of the NID infrastructure, as well as a
configuration-managed document listing the hardware model numbers and serial numbers
of all NID components, applicable software license codes, reboot procedures, backup
procedures, restore procedures, and the procedures to open maintenance trouble calls.

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration: '

3.1 Safety, Health and Environmental Compliance
3.2 Quality

3.3  Records Management

34  Work Authorizations

3.5  Facility Management

3.6 Property Management

3.7 JETS Metrics



4. Period of Performance
The services in this Task Order shall be performed from 9/1/04 through 9/30/05.
S. Deliverables Réquired

a) Security Plan for the JSC IT security situational awareness system, as specified in
DRD-14 IT Security Plans

b) Configuration-managed architecture diagram of the JSC IT security situational
awareness systems

¢} Configuration-managed document listing the hardware model numbers and serial
numbers of all JSC IT security situational awareness components, applicable software
license codes, reboot procedures, backup procedures, restore procedures, and the
procedures to open maintenance trouble calls. The applicable items should be recorded
and maintained in the IRD Server Registration Database.

d) The contractor shall produce scanning reports for each scan that is performed.

¢) The contractor shall prepare a memorandum as directed by the IRD IT Security Office
for each quarterly scan, web registration, organizational and incident investigation scan
that is performed. The appropriate IRD IT Security management signature shall be
obtained for each memorandum. (See attached)

f) The contractor shall be responsible for providing quarterly network security and
wireless security audit reports electronically to IRD IT Security personnel.

6. Training

The Prograrh Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database. ‘

8. Metrics

The contractor shall provide monthly System Availability metrics as specified in DRD-03
Metrics Reports. Availability metrics shall clearly contrast a system’s availability with
unscheduled and schedule outages.



9. Total Cost Summary and Cost Phasing by Month

Cost: $224.355.11
Maximum Award Fee:  $14,960.81
Total Cost: $239,315.92

Monthly Cost Phasing — See Attachment 1

Revision Summary of Task Order

Previous Value Rev # Value New Value

Cost

Fee

Total Cost and Fee




Nationa!l Aeronautics and Space Administration
Lyndon B, Johnson Space Center
Housten, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of 5

1. Order No.
JETS-OPS05-IP-02, Revision 1
Contract No.: NNJ04JAS3C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Karen Adams

Tel No.: 281-483-1863
E-mail: _karen.d.adams@nasa.gov

Fax: 281-483-7890

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For. Accountable Property

Order No.:  JETS-OPS05-IP-02, Revision 1 NNJ04JA53C

5. Contractor:

Muniz Engineering, Inc.
16903 Buccaneer Lane, Suite 200
Houston, Texas 77058

Phone: 281-483-1863  xn/a Fax: 281-483-7890

TIN: CAGE CODE:

6. Deliver On or Before: See attached schedule of delivery
F.O.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.:  JETS-OPS05-1P-02, Revision 1 NNJ04JA53C

8. Type of Order:

[J] PURCHASE: Please furnish the following in )
accordance with the conditions specified on this order:
Reference:

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number:

9. Written acceptance of this order by contractor [] ] is, [ ] is not 10, Name: Jessica C. Miller
required. Sign below if required and retum to contracting officer.
Name: (Person authorized to sign)
Signature: Date: Signature: Date:
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY uNIT QUANTITY
NO. PESCRIPTION ORDERED uNIT PRICE AMOUNT ACCEPTED
1 IT Security Situational Awareness 1 LOT $299.152.64
Estimated Cost: $280,530.83
Maximum Award Fee $18.621.81
Total Estimated Cost and Fee  $299.152.64
12. For JSC Internal Use Only: 13. Total
Requisition No.: n/a [0 COMP. [ PART. PPC: nja
, $299,152.64
Rissue To: IA/Glenn Robinson
14. Quantities in "Quantity Accepted” Column Have Been
] INSPECTED ] ACCEPTED [0  Recevep
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED.
Authorized U.S. Government Representative Date

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)




1. Task Order Number/Title
JETS-OPS05-IP-02 Revision 1 — IT Security Situational Awareness
2. Technical Monitor Representative (TMR)

Primary: Sandra Price (IP)
Alternate:  Paul Wilson (IP)

3. Narrative Task Description

The contractor shall be responsible for the daily operation of the JSC Network Intrusion
Detection (NID) systems, as specified in the JETS Statement of Work (SOW) area 5.2.

The JSC NID systems include the Internet Security Systems (ISS) RealSecure Site
Protector and Network Flight Recorder systems, as listed in the Information Resources
Directorate (IRD) Systems Maintenance Database that was baselined in Attachment J-7
of the JETS Contract, as well as XQoS ContExt (Content Extractor), which was brought
online in January 2004.

As a part of the network scanning activities, the contractor shall be responsible for
generating ad-hoc reports in a format to be determined by the IRD Information
Technology (IT) Security Office based on the specifics of each individual security
situation. It is estimated that the contractor shall provide two (2) such reports per month.

The contractor shall be responsible for regular network security scanning using the
Internet Security Systems (ISS) Scanner, nmap, wireless and other scanning tools as
specified by the IRD IT Security Office. The network scanning is to be performed per
the quarterly requirements defined by the NASA Code V Vulnerability Reduction
Guidance (updated yearly). In addition to the quarterly scanning, scans are to be
performed on any new system installed at the Center, in support of web registration, and
on an ad-hoc basis due to security threats or data calls.

The contractor shall use the JSC NID and XQoS systems to assist the IRD IT Security
Office in the resolution of virus-related issues.

The contractor shall be responsible for processing Alerts from the antivirus products
(Symantec) and assisting users in the resolution of virus-related issues on a daily basis.
The processing of alerts will entail verifying infection and /or origin of viruses. If
infection has occurred the contractor will contact the user and OCSM for repair.
Notification to user and OCSM should be done by phone and email.
' Sample of Virus alert
Samantec

Virus Name: Downloader.Trojan

Computer: “computer name”

Location: D:\documents and settings\mwaid\Local Settings\Temporary Internet
Files\Contene.IES\CROVEGFI\NETWIN\[1].CHM

Requested Action: Clean



Actual Action; Quarantine

Date: 08/16/2004 Time: 01:59:57 PM
Source: Norton AntiVirus Corporate Edition
User Name: “domain userid”

The contractor shall be responsible for coordinating with associate contractors for all
applicable software upgrades, maintenance outages, and software patch installations.

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM - 5:00 PM in order to accomplish successful day-to-day network security operations
as detailed above. In addition, the contractor shall provide 24/7 on-call support for all
security-related incidents which may adversely affect the network security operations
infrastructure or the JSC Institutional Networks. The 24/7 on-call support shall be
accomplished via a Government-provided Firewall Security Phone. If the contractor
detects or is notified via Government-provided automated means (such as an e-mail or
pager alert) of a potential security issue, the contractor shall notify the JSC IT Security
Office by calling the IT Security Duty Phone and coordinating as required with associate
contractors.

As requested by the COTR or his/her designee, the contractor shall perform security
awareness training, provide technical support, and share technical knowledge and process
improvements as needed to support the overall improvement of Information Technology
(IT) security at the Center. The Security awareness training provided shall include items
such as brief overviews of training classes and seminars attended, as well as trip reports.

The contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support
IT security investigations and forensics analyses.

The contractor shall maintain a current Security Plan for the JSC NID systems, as
specified in DRD-14 IT Security Plans. In addition, the contractor shall maintain a
configuration-managed architecture diagram of the NID infrastructure, as well as a
configuration-managed document listing the hardware model numbers and serial numbers
of all NID components, applicable software license codes, reboot procedures, backup
procedures, restore procedures, and the procedures to open maintenance trouble calls.

The contractor shall perform-all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration: '

3.1 Safety, Health and Environmental Compliance
3.2 Quality

33 Records Management

3.4  Work Authorizations

3.5 Facility Management

3.6 Property Management

3.7  JETS Metrics



4. Period of Performance
The services in this Task Order shall be performed from 9/1/04 through 9/30/05.
5. Deliverables Required

a) Security Plan for the JSC IT security situational awareness system, as specified in
DRD-14 IT Security Plans

b) Configuration-managed architecture diagram of the JSC IT security situational
awareness systems

c¢) Configuration-managed document listing the hardware model numbers and serial
numbers of all JSC IT security situational awareness components, applicable software
license codes, reboot procedures, backup procedures, restore procedures, and the
procedures to open maintenance trouble calls, The applicable items should be recorded
and maintained in the IRD Server Registration Database.

d) The contractor shall produce scanning reports for each scan that is performed.

¢) The contractor shall prepare a memorandum as directed by the IRD IT Security Office
for each quarterly scan, web registration, organizational and incident investigation scan
that is performed. The appropriate IRD IT Security management signature shall be
obtained for each memorandum. (See attached)

f) The contractor shall be responsible for providing quarterly network security and
wireless security audit reports electronically to IRD IT Security personnel.



6. Training

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to

submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database.

8. Maetrics
The contractor shall provide monthly System Availability metrics as specified in DRD-03

Metrics Reports. Availability metrics shall clearly contrast a system’s availability with
unscheduled and schedule outages.

9. Total Cost Summary and Cost Phasing by Month

Cost: $280,530.83
Maximum Award Fee:  $18,621.81
Total Cost: $299,152.64

Monthly Cost Phasing — See Attachment 1

Revision Summary of Task Order

Revision 1 corrects the estimated cost for Program Management costs omitted in the
original Task Order.

Previous Value  Rev # Value New Value
Cost $ 22435511 1| % 56,175.72 | $ 280,530.83
Fee $ 14,960.81 | $ 3,661.00| % 18,621.81
Total Costand Fee | $ 239,315.92 | $ 59,836.72 | $ 299,152.64




OPS05-1P-02
[Sept-04 [Oct-04 [Nov-04 [Dec-04 [Jan-05 [Feb-05 IMar-05 |Apr-05 [Mav-05 Tdun-05 TJu-05 TAug-05 |Sept-05 TTOTAL ]

Direct Labor
Subcontract Labor

H
GaA E
Stubtotal Labor )
Materials
Travel
Training
Equipment/Maintenanc
Subtotal Non-Labor ;

Available Fee

Total Cost and Fee ;. $299,152.64

Aftachment 1



National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 10of 6

1. Order No.
JETS-OPS05-1P-03
Contract No.: NNJ0O4JA5S3C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NOC.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office;
NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Karen Adams

Tel No.: 281-483-1863 Fax: 281-483-7890

E-mail. __ karen.d.adams@nasa.gov

4. Ship To:
Transportation Cfficer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountahle Property

Order No.: JETS-OPS05-1P-03, NNJ04JAS3C

5. Contractor:

Muniz Engineering, Inc.
16903 Buccaneer Lane, Suite 200
Houston, Texas 77058

Phone: 281-483-1863 xn/a

Email: karen.d.adams@nasa.gov Fax: 281-483-7800

TIN: CAGE CODE:

6. Deliver On or Before:
F.O.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-OPS05-IP-03, NNJ04JA53C

8. Type of Order:

[] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

[] DELIVERY: Except for the Terms and Conditions of Purchase
Order iisted on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number:

9. Written acceptance of this order by contractor [] ] is, [B] ] is not 10. Name: Jessica C. Miller
required. Sign below if required and return to contracting officer.
Name: {Person authorized to sign)
Signature: Date: Signature: Qriginal signed /s/ J. Miller  Date: 8/31/04
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY uNIT QUANTITY
NO. DESCRIPTION ORDERED UNIT PRICE AMOUNT ACCEPTED
1 Integration and Process Managment Support s 1 LOT $67.232.05
Estimated Cost: $62,976.22
Maximum Award Fee $4,255.83
Total Estimated Cost and Fee  $67.232.05
12. For JSC Internal Use Only: 13. Total
Requisition No.: N/A O comp. [ PART. PPC: N/A
. $67.232.05
Rissue To: IA/Glenn Robinson
14. Quantities in “Quantity Accepted” Column Have Been
|:| INSPECTED |:| ACCEPTED D RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED.
Authorized U.S. Government Representative Date

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)




1. Task Order Number/Title
JETS-OPS05-1P-03 - Integration and Process Management Support
2. Technical Monitor Representative (TMR)

Primary: Chuck Carpenter (IP)
Alternate: Chris Ortiz (IP)

3. Narrative Task Description

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM - 5:00 PM in order to accomplish successful day-to-day operations as detailed
below.

The contractor shall provide support for Integration and Process Management in
accordance with JETS SOW 4.4. . All metrics are to be posted in the appropriate area of
the IRD WBS (\Wsc-fs01\2810 IT Security\Functions\2810.1.3 Metrics & Reporting). In
addition to posting in the WBS, some of the metrics are to be posted on the appropriate
website (e.g. IT Security under OCSM Tools & Information) or in the Center Director’s
Metric (CDM) tool. Specifically the contractor shall:

Support the various IT Secufity Boards and meetings
The contractor shall be responsible for the enhancement and maintenance of NACB tools,
including the Service Request (SR) expiration process, the NACB Web Registration
process, the IRD waiver processes and tools to create agenda items for the

e Weekly Network Access Control Board (NACB)

¢ Monthly Birds of a Feather (BOF)

¢ Monthly Organizational Computer Security Manager (OCSM) meetings.

Network Access Control Board Support
The contractor shall be the primary focal point with the various Service Request (SR)
writers and customers for NACB information and processes. The contractor will work
with customers in helping them understand and follow the processes defined by the
NACB including, but not limited to.
e Describe minimum technical requirements for SR that come through the NACB to
customers
» Coordinate interaction between customers and NACB board members regarding
technical requirements for the Service Request (SR).
¢ Coordinate with Customers and NACB voting members for time critical Service
Requests (Known as Type II SRs)
Manage NACB SR database (includes agenda, minutes, etc.)
Review all NACB SR’s and referenced IT Security Plans to ensure that the
requested service has been appropriately documented within the organization IT
security plans.
e Re-scheduling SR’s with interim approval to return to the NACB
The contractor shall also track and provide metric information relating to NACB SR’s:
e Number of SR’s processed



¢ Number of SR’s approved / changed / modified / returned
Average time the SR’s has been waiting for NACB approval
Number SR’s with interim approval that will expire in (30,60,90 days) at each
weeks meetings

o Reviewed all agenda item SR’s and IT Security Plans 24 hours prior to NACB
meeting,

NACB Website Registration Process for JSC
The contractor shall be responsible for the NACB Website Registration process.
Specifically:

e Enhance & manage Web site registration system and process

e Act as the primary interface between customers and the NACB by helping them
to understand the website registration policy and processes.

e Manage user accounts on LIFT Machine (Server based tool for checking 508
compliance in Web sites)

e Review and provide recommendation for approval of the LIFT scan results for
Web site registrations

e Ah-hoc reports

The contactor shall track metrics associated with website registration including...
o Number of Websites Registered, approved, rejected, time in queue
e Number of accounts on the LIFT machines

Support Existing IT Security Databases ‘
The contractor shall be responsible for maintaining various IRD it security databases,
including the ...

e System Administrator Certification Database,
Web Registration Database

Security Plan Database

Virus Tracking Database

IT security Investigations DB

Incident Response Database

IT Security Training Database.

IT Security POC Database

The contractor shall be responsible for data entry, data integration, and data analysis for
the above databases. The contractor shall have the ability to generate new reports from
the various databases as requested by the IT Security Manager (ITSM).

Security Incident Response Logging and Tracking

The contractor shall be responsible for tracking IT Security incident response
information. The contractor shall be the focal point for opening up security incident
ticket information, and producing management reports detailing open, closed, and
associated ticket metrics. The contractor shall be responsible for data entry, data
integration, and data analysis of the security incident response database.

Information Technology System (ITS) Metrics Integration
The contractor shall be responsible for reporting IT Security metrics from the various
databases that they are responsible for maintaining. At the end of each month IT Security



must report to center management a series of metrics on IT security. The contractor will
be responsible for gathering, compiling, and reporting metrics for the IT Security office
using the established center tools. The metrics include, but are not limited to...

¢ Training Metrics

o Solar Training Metrics for All C1v1l Servants and Managers by

Organization

o System admin certification program metrlcs
¢ [T security plan compliance metrics

o Quarterly IT Security Plan Registration

o Monthly compliance metrics by organization
¢ Number of open security incidents

o Number of system compromises
Number of system infected with a virus
Number of on-going investigations
Number of on-going incidents
Lessons Learned

O 0O 0 O

As requested by the COTR or his/her designee, the contractor shall perform security
awareness training, provide technical support, and share technical knowledge and process
improvements as needed to support the overall improvement of Information Technology
(IT) security at the Center. The Security awareness training provided shall include items
such as brief overviews of training classes and seminars attended, as well as trip reports.

The contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support
IT security incidents, investigations and forensics analyses.

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the
Contract Management functions detailed in Statement of Work area 3.0 Contract
Management and Administration:

3.1  Safety, Health and Environmental Compliance
3.2 Quality

3.3  Records Management

3.4  Work Authorizations

3.5  Facility Management

3.6  Property Management

3.7 JETS Metrics

4. Key Schedule Milestones / Completion Date
The items in this Task Order shall be supported through 9/30/05.

5. Deliverables Required



a) Meeting Support
e agendas
¢ recording and posting meeting minutes,
¢ documenting associated actions

b) Database maintenance, data entry and analysis.
e As built documentation for the various databases described above.
e Monthly metric reports from the various IT Security databases
e ad-hoc reporting as requested to support the center [TSM.

c) NACB SR Metrics

Number of SR’s processed

Number of SR’s approved / changed / modified / returned

Average time the SR’s has been waiting for NACB approval

Number SR’s with interim approval that will expire in (30,60,90 days) at each
weeks meetings

e Reviewed all agenda item SR’s and IT Security Plans 24 hours prior to NACB
meeting.

d) Website Registration Metric Reports
e Number of accounts on the LIFT machines
e Number of Websites Registered, approved, rejected, time in queue

¢ Report number of sites, number of systems by organization, operating system,
web services, web server (with each major web registration activity)

e) [T Security Metrics ‘
o Weekly Solar Training Metrics for All Civil Servants and Managers by
Organization :
Overview of system admin certification program metrics by Organization.
e [T security plan compliance metrics by Organization.

6. Travel

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload. '

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database. '

8. Metrics



e LIFT accounts created with 24 hours of receiving request 99% of the time.

¢ Posting of agenda’s one week prior to meeting 95% of the time

¢ Posting of meeting minutes and actions two working days after meeting 95% of
the time '

e Weekly Solar Training Metrics for All Civil Servants and Managers by
Organization posted within 2 working days of receipt of data from HR,95% of the
time (OCSM Tools & Information).

¢ Overview of system admin certification program metrics by Organization posted
weekly on or before Friday by 3 pm 95% of the time (OCSM Tools &
Information)

o IT security plan compliance metrics by Organization posted weekly on or before
Friday by 3 pm 95% of the time. (OCSM Tools & Information)

e The contractor shall provide monthly customer satisfaction metrics as described in
DRD-03 for the NACB support.

¢ 100% meeting coverage.

. Total Cost Summary and Cost Phasing by Month

Cost: $62,976.22
Maximum Award Fee: $4,255.83
Total Cost: $67,232.05

Monthly Cost Phasing — See Attachment 1

Revision Summary of Task Order

Previous Value Rev # Value New Value

Cost
Fee

Total Cost and Fee




National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of 6

1. Order No.
JETS-OPS05-IP-03, Revision 1

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Contract No.: NNJ04JA53C

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Karen Adams

Tel No.: 281-483-1863 Fax: 281-483-7880

E-mail: _ karen.d.adams@nasa.gov

4. Ship To:

Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696

Mark For: Accountable Property

Order No.:  JETS-OPS05-1P-03, Revision 1 NNJ04JA53C

5. Contractor:

Muniz Engineering, Inc.
16903 Buccaneer Lane, Suite 200
Houston, Texas 77058

6. Deliver On or Before: See attached schedule of delivery
F.Q.B. Paint: Destination

Discount Terms: Net 30 Days.

Phone: 281-483-1863 xn/a Fax: 281-483-7890

TIN: - CAGE CODE: .

7. BILLING ADDRESS:

NASA Johnsen Space Center

Attn: LF231/Accounts Payable Group

Houston, TX 77058-3696

Order No.:  JETS-OPS05-IP-03, Revision 1 NNJ04JA53C

8. Type of Order:

[[] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.,

Y

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to

Reference: instructions contained on this form and is issued subject to the
terms and conditions of contract number:
9. Written acceptance of this order by contractor [[] 1is, [[X] | is not 10. Name: Jessica C. Miller
required. Sign below if required and return to contracting officer.
Name: {Person authorized to sign)
Signature: Date: _ Signature: Date:
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION oroeren | N7 PRICE AMOUNT ACCEPTED
1 Integration and Process Management Support s 1 LoT $76,425.29
Estimated Cost $71.640.07
Maximum Award Fee $4,785.22
Total Estimated Cost and Fee  $76.425.29
12. For JSC Internal Use Only: 13. Total
Requisition No.: n/a [ comp. . [ PART. PPC: n/a
. ) ' $76,425.29
Rissue To: IA/Glenn Rohinson
14. Quantities in “Quantity Accepted” Column Have Been
[] INSPECTED [1 ACCEPTED [0 RECENED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED.
Authorized U.S. Government Representative Date

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)




1. Task Order Number/Title
JETS-OPS05-IP-03 Revision 1 - Integration and Process Management Support
2. Technical Monitor Representative (TMR)

Primary: Chuck Carpenter (IP)
Alternate: Chris Ortiz (IP)

3. Narrative Task Description

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM - 5:00 PM in order to accomplish successful day-to-day operations as detailed
below.

The contractor shall provide support for Integration and Process Management in
accordance with JETS SOW 4.4. . All metrics are to be posted in the appropriate area of
the IRD WBS (\sc-fs01\2810 IT Security\Functions\2810.1.3 Metrics & Reporting). In
addition to posting in the WBS, some of the metrics are to be posted on the appropriate
website (e.g. IT Security under OCSM Tools & Information) or in the Center Director’s
Metric (CDM) tool. Specifically the contractor shall:

Support the various IT Security Boards and meetings
The contractor shall be responsible for the enhancement and maintenance of NACB tools,
including the Service Request (SR) expiration process, the NACB Web Registration
process, the IRD waiver processes and tools to create agenda items for the

e  Weekly Network Access Control Board (NACB)

e Monthly Birds of a Feather (BOF)

¢ Monthly Organizational Computer Security Manager (OCSM) meetings.

Network Access Control Board Support
The contractor shall be the primary focal point with th&various Service Request (SR)
writers and customers for NACB information and processes. The contractor will work
with customets in helping them understand and follow the processes defined by the
NACSB including, but not limited to.
e Describe minimum technical requirements for SR that come through the NACB to
customers
¢ Coordinate interaction between customers and NACB board members regarding
technical requirements for the Service Request (SR).
e Coordinate with Customers and NACB voting members for time critical Service
Requests (Known as Type 11 SRs)
Manage NACB SR database (includes agenda, minutes, etc.)
Review all NACB SR’s and referenced IT Security Plans to ensure that the
requested service has been appropriately documented within the organization IT
security plans.
e Re-scheduling SR’s with interim approval to return to the NACB
The contractor shall also track and provide metric information relating to NACB SR’s:
e Number of SR’s processed



Number of SR’s approved / changed / modified / returned

* Average time the SR’s has been waiting for NACB approval

* Number SR’s with interim approval that will expire in (30,60,90 days) at each
weeks meetings

* Reviewed all agenda item SR’s and IT Security Plans 24 hours prior to NACB
meeting,

NACB Website Registration Process for JSC
The contractor shall be responsible for the NACB Website Registration process.
Specifically:

 Enhance & manage Web site registration system and process
Act as the primary interface between customers and the NACB by helping them
to understand the website registration policy and processes.

¢ Manage user accounts on LIFT Machine (Server based tool for checking 508
compliance in Web sites)

e Review and provide recommendation for approval of the LIFT scan results for
Web site registrations

e Ah-hoc reports

The contactor shall track metrics associated with website registration including. ..
* Number of Websites Registered, approved, rejected, time in queue
e Number of accounts on the LIFT machines

Support Existing IT Security Databases

The contractor shall be responsible for maintaining various IRD it security databases,
including the ...

System Administrator Certification Database,
Web Registration Database

Security Plan Database

Virus Tracking Database

IT security Investigations DB

Incident Response Database

IT Security Training Database.

IT Security POC Database

The contractor shall be responsible for data entry, data integration, and data analysis for
the above databases. The contractor shall have the ability to generate new reports from
the various databases as requested by the IT Security Manager (ITSM).

Security Incident Response Logging and Tracking

The contractor shall be responsible for tracking IT Security incident response
information. The contractor shall be the focal point for opening up security incident
ticket information, and producing management reports detailing open, closed, and
associated ticket metrics. The contractor shall be responsible for data entry, data
integration, and data analysis of the security incident response database.

‘Information Technology System (ITS) Metrics Integration
The contractor shall be responsible for reporting IT Security metrics from the various
databases that they are responsible for maintaining. At the end of each month IT Security



must report to center management a series of metrics on IT security. The contractor will
be responsible for gathering, compiling, and reporting metrics for the IT Securlty office
using the established center tools. The metrics include, but are not limited to. .

e Training Metrics

o Solar Training Metrics for All C1v11 Servants and Managers by

Organization

o System admin certification program metrlcs
o IT security plan compliance metrics

o Quarterly IT Security Plan Registration

o Monthly compliance metrics by orgamzatlon
¢ Number of open security incidents

o Number of system compromises
Number of system infected with a virus
Number of on-going investigations
Number of on-going incidents
Lessons Learned

o O 0O O

As requested by the COTR or his/her designee, the contractor shall perform security
awareness training, provide technical support, and share technical knowledge and process
improvements as needed to support the overall improvement of Information Technology
(IT) security at the Center. The Security awareness training provided shall include items
such as brief overviews of training classes and seminars attended, as well as trip reports .

The contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support
IT security incidents, investigations and forensics analyses.

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the
Contract Management functions detailed in Statement of Work area 3.0 Contract
Management and Administration;

3.1  Safety, Health and Environmental Compliance
32 Quality

3.3  Records Management

3.4  Work Authorizations

3.5  Facility Management

3.6  Property Management

3.7 JETS Metrics

4. Key Schedule Milestones / Completion Date
The items in this Task Order shall be supported through 9/30/05.

5. Deliverables Required



a) Meeting Support
e agendas
» recording and posting meeting minutes,
¢ documenting associated actions

b) Database maintenance, data entry and analysis.
e As built documentation for the various databases described above.
¢ Monthly metric reports from the various IT Security databases
¢ ad-hoc reporting as requested to support the center ITSM,

¢} NACB SR Metrics

e Number of SR’s processed

¢ Number of SR’s approved / changed / modified / returned
o Average time the SR’s has been waiting for NACB approval
L

Number SR’s with interim approval that will expire in (30,60,90 days) at each
weeks meetings

¢ Reviewed all agenda item SR’s and IT Security Plans 24 hours prior to NACB
meeting.

d) Website Registration Metric Reports
e Number of accounts on the LIFT machines
* Number of Websites Registered, approved, rejected, time in queue
® Report number of sites, number of systems by organization, operating system,
web services, web server (with each major web registration activity)

e) IT Security Metrics
* Weekly Solar Training Metrics for All Civil Servants and Managers by
Organization
* Overview of system admin certification program metrics by Organization.
e IT security plan compliance metrics by Organization,

6. Travel

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database,

8. Metrics



e LIFT accounts created with 24 hours of receiving request 99% of the time.

e Posting of agenda’s one week prior to meeting 95% of the time

¢ Posting of meeting minutes and actions two working days after meeting 95% of
the time

e Weekly Solar Training Metrics for All Civil Servants and Managers by
Organization posted within 2 working days of receipt of data from HR,95% of the
time (OCSM Tools & Information).

¢ Overview of system admin certification program metrics by Organization posted
weekly on or before Friday by 3 pm 95% of the time (OCSM Tools &
Information)

e IT security plan compliance metrics by Organization posted weekly on or before
Friday by 3 pm 95% of the time. (OCSM Tools & Information)

e The contractor shall provide monthly customer satisfaction metrics as described in
DRD-03 for the NACB support.

¢ 100% meeting coverage.

9. Total Cost Summary and Cost Phasing by Month

Cost: $71,640.07
Maximum Award Fee: $4,785.22
Total Cost: $76,425.29

Monthly Cost Phasing — See Attachment 1
Revision Summary of Task Order

Revision 1 corrects the estimated cost for Program Management costs omitted in the
original Task Order.

$ 76,425.29 | Previous Value Rev # Value New Value
Cost $ 62,976.22 | $ 8,663.85 | $ 71,640.07
Fee $ 422583 % 55939 | $ 4,785.22
Total Costand Fee | $§ 67,232.05| % 9,193.24 | § 76,425.29




National Aeronautics and Space Administration
Lyndon B. Johnsan Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 10of s

1. Order No.
JETS-0OPS05-1P-03, Revision 1
Contract No.: NNJ0O4JAS3C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. lssuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Karen Adams

Tel No.: 281-483-1863
E-mail. _karen.d.adams@nasa.gov

Fax: 281-483-7890

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.:  JETS-OPS05-IP-03, Revision 1 NNJ04JA53C

5. Contractor:

Muniz Engineering, Inc.
16903 Buccaneer Lane, Suite 200
Houston, Texas 77058

Phone: 281-483-1863  xn/a Fax: 281-483-7800

TIN: CAGE CODE:

6. Deliver On or Before: See attached schedule of delivery
F.O.B. Peint: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Atin: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.:  JETS-OP505-1P-03, Revision 1 NNJ04JAS3C

8. Type of Order:

[[] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.

[<] DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to

Reference: instructions contained on this form and is issued subject to the
terms and conditions of contract number:
9. Wiritten acceptance of this order by contractor [ ] is, [ ] is not 10. Name: Jessica C. Miller
required. Sign below if required and return to contracting officer.
Name: (Person authorized to sign)
Signature: Date: Signature: Date:
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED UNIT PRICE AMOUNT ACCEPTED
1 Integration and Process Management Support s 1 LOT $76,425.29
Estimated Cost $71.640.07
Maximum Award Fee $4.785.22
Total Estimated Cost and Fee  $76,425.29
12. For JSC Internal Use Only: 13. Total
Requisition No.: n/a [0 COMP. [J PART. PPC: n/a
. $76.425.29
Rissue To: I1A/Glenn Robinson
14. Quantities in “Quantity Accepted” Column Have Been
(] INSPECTED [ AccepTeD [  RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED.
Authorized U.S. Government Representative Date

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)




1. Task Order Number/Title
JETS-OPS05-IP-03 Revision 1 - Integration and Process Management Support
2. Technical Monitor Representative (TMR)

Primary: Chuck Carpenter (IP)
Alternate: Chris Ortiz (IP)

3. Narrative Task Description

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM - 5:00 PM in order to accomplish successful day-to-day operations as detailed
below.

The contractor shall provide support for Integration and Process Management in
accordance with JETS SOW 4.4. . All metrics are to be posted in the appropriate area of
the JRD WBS (\sc-fs01\2810 IT Security\Functions\2810.1.3 Metrics & Reporting). In
addition to posting in the WBS, some of the metrics are to be posted on the appropriate
website (e.g. IT Security under OCSM Tools & Information) or in the Center Director’s
Metric (CDM) tool. Specifically the contractor shall:

Support the various IT Security Boards and meetings
The contractor shall be responsible for the enhancement and maintenance of NACB tools,
including the Service Request (SR) expiration process, the NACB Web Registration
process, the IRD waiver processes and tools to create agenda items for the

o Weekly Network Access Control Board (NACB)

e Monthly Birds of a Feather (BOF) '

e Monthly Organizational Computer Security Manager (OCSM) meetings.

Network Access Control Board Support

The contractor shall be the primary focal point with the various Service Request (SR)
writers and customers for NACB information and processes. The contractor will work
with customers in helping them understand and follow the processes defined by the
NACB including, but not limited to.

¢ Describe minimum technical requirements for SR that come through the NACB to
customers

¢ Coordinate interaction between customers and NACB board members regarding
technical requirements for the Service Request (SR).

* Coordinate with Customers and NACB voting members for time critical Service
Requests (Known as Type II SRs)

¢ Manage NACB SR database (includes agenda, minutes, etc.)

e Review all NACB SR’s and referenced IT Security Plans to ensure that the
requested service has been appropriately documented within the organization IT
security plans,

e Re-scheduling SR’s with interim approval to return to the NACB

The contractor shall also track and provide metric information relating to NACB SR’s:

e Number of SR’s processed



a) Meeting Support
e agendas
¢ recording and posting meeting minutes,
e documenting associated actions

b) Database maintenance, data entry and analysis.
* As built documentation for the various databases described above.
¢ Monthly metric reports from the various IT Security databases
e ad-hoc reporting as requested to support the center ITSM.

c) NACB SR Metrics
¢ Number of SR’s processed
e Number of SR’s approved / changed / modified / returned
e Average time the SR’s has been waiting for NACB approval
e Number SR’s with interim approval that will expire in (30,60,90 days) at each

weeks meetings

¢ Reviewed all agenda item SR’s and IT Security Plans 24 hours prior to NACB
meeting,

d) Website Registration Metric Reports
e Number of accounts on the LIFT machines
¢ Number of Websites Registered, approved, rejected, time in queue
* Report number of sites, number of systems by organization, operating system,
web services, web server (with each major web registration activity)

e) IT Security Metrics
e Weekly Solar Training Metrics for All Civil Servants and Managers by
Organization

* Overview of system admin certification program metrics by Organization.
e IT security plan compliance metrics by Organization.

6. Travel

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordmator and shall not be entered
into the JETS online database.,

8. Metrics



¢ Number of SR’s approved / changed / modified / returned

» Average time the SR’s has been waiting for NACB approval

¢ Number SR’s with interim approval that will expire in (30,60,90 days) at each
weeks meetings '

e Reviewed all agenda item SR’s and IT Security Plans 24 hours prior to NACB
meeting.

NACB Website Registration Process for JSC (
The contractor shall be responsible for the NACB Website Registration process.
Specifically:

Enhance & manage Web site registration system and process
Act as the primary interface between customers and the NACB by helping them
to understand the website registration policy and processes.

¢ Manage user accounts on LIFT Machine (Server based tool for checking 508
compliance in Web sites)

e Review and provide recommendation for approval of the LIFT scan results for
Web site registrations

e Ah-hoc reports

The contactor shall track metrics associated with website registration including...
e Number of Websites Registered, approved, rejected, time in queue
e Number of accounts on the LIFT machines

Support Existing IT Security Databases
The contractor shall be responsible for maintaining various IRD it security databases,
including the ...
e System Administrator Certification Database,
Web Registration Database
Security Plan Database
Virus Tracking Database
IT security Investigations DB
Incident Response Database
IT Security Training Database.
IT Security POC Database

The contractor shall be responsible for data entry, data integration, and data analysis for
the above databases. The contractor shall have the ability to generate new reports from
the various databases as requested by the IT Security Manager (ITSM).

Security Incident Response Logging and Tracking

The contractor shall be responsible for tracking IT Security incident response
information. The contractor shall be the focal point for opening up security incident
ticket information, and producing management reports detailing open, closed, and
associated ticket metrics. The contractor shall be responsible for data entry, data
integration, and data analysis of the security incident response database.

Information Technology System (ITS) Metrics Integration
The contractor shall be responsible for reporting IT Security metrics from the various
databases that they are responsible for maintaining, At the end of each month IT Security



must report to center management a series of metrics on IT security. The contractor will
be responsible for gathering, compiling, and reporting metrics for the IT Security office
using the established center tools. The metrics include, but are not limited to...

¢ Training Metrics

o Solar Training Metrics for All Civil Servants and Managers by

Organization

o System admin certification program metrics
e [T security plan compliance metrics

o Quarterly IT Security Plan Registration

o Monthly compliance metrics by organization
e Number of open security incidents

o Number of system compromises
Number of system infected with a virus
Number of on-going investigations
Number of on-going incidents
Lessons Learned

O 0 C O

As requested by the COTR or his/her designee, the contractor shail-perform security
awareness training, provide technical support, and share technical knowledge and process
improvements as needed to support the overall improvement of Information Technology
(IT) security at the Center. The Security awareness training provided shall include items
- such as brief overviews of training classes and seminars attended, as well as trip reports.

The contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support
IT security incidents, investigations and forensics analyses.

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the
Contract Management functions detailed in Statement of Work area 3.0 Contract
Management and Administration:

31 Safety, Health and Environmental Compliance
3.2 Quality

3.3  Records Management

34  Work Authorizations

3.5  Facility Management

3.6 Property Management

3.7 JETS Metrics

4. Key Schedule Milestones / Completion Date
The items in this Task Order shall be supported through 9/30/05. "

5. Deliverables Required



LIFT accounts created with 24 hours of receiving request 99% of the time.
Posting of agenda’s one week prior to meeting 95% of the time

¢ Posting of meeting minutes and actions two working days after meeting 95% of

~ the time

e Weekly Solar Training Metrics for All Civil Servants and Managers by
Organization posted within 2 working days of receipt of data from HR,95% of the
time (OCSM Tools & Information).

e Overview of system admin certification program metrics by Organization posted
weekly on or before Friday by 3 pm 95% of the time (OCSM Tools &
Information) '

e [T security plan compliance metrics by Organization posted weekly on or before
Friday by 3 pm 95% of the time. (OCSM Tools & Information)

e The contractor shal! provide monthly customer satisfaction metrics as described in
DRD-03 for the NACB support.

¢ 100% meeting coverage.

9. Total Cost Summary and Cost Phasing by Month

Cost: $71,640.07
Maximum Award Fee: $4,785.22
Total Cost: $76,425.29

Monthly Cost Phasing — See Attachment 1
Revision Summary of Task Order

Revision 1 corrects the estimated cost for Program Management costs omitted in the
original Task Order.

$ 76,425.29 | Previous Value Rey # Value New Value
Cost $ 62,976.22 | § 8,663.85 | $ 71,640.07
Fee $ 4,22583 | $ 550.39 | § 4,785.22

Total Cost and Fee | $ 67,232.05 | § 0193241 % 76,425.29
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1. Task Order Number/ Title
JETS-OPS05-IT-01 - System Administration and Sustaining Engineering
2. Technical Monitor (TMR)

IT4/Ruben Reyes
[T4/Hector Rodriguez

Primary:
Alternate:

3. Narrative Task Description

The Contractor shall operate computer systems and provide system administration for
JETS systems identified in the Information Resources Directorate (IRD) Maintenance
Database, as baseline in Attachment J-7 of the JETS Contract and items 11, 12 and 13 on
this task order and in accordance with JETS Statement of Work (SOW) areas 4.2, 4.3,
and 4.3.2.

During the term of this task order, the number and type of systems the Contractor
supports may change. The COTR or his/her designee will notify the contractor of changes
and the contractor shall document these changes in the IRD Maintenance Database. The
Contractor shall ensure additions and deletions are posted to the IRD Maintenance
Database within 7 calendar days from the change.

All systems administration sustaining engineering functions defined in this task order
shall be reported at the subtask level. Subtasks correspond to 21 tabs seen in Attachment
J-7 spreadsheet and are defined as follows:

Subtask 1.0 Engineering Computation Facility

Subtask 2.0 CFO Systems LA
Subtask 3.0 IRD IT Security Systems IA
Subtask 4.0 IRD CSS IA
Subtask 5.0 IRD Web [A
Subtask 6.0 CR 945 IA
Subtask 7.0 NetIQ IA
Subtask 8.0 SIDD IA
Subtask 9.0 CSM IA
Subtask 10.0 NASAPOST IA
Subtask 11.0  Network Miscellaneous iA
Subtask 12.0  EDCC [A
Subtask 13.0 DDMS [A
Subtask 14.0  Library Systems IA
Subtask 15.0  Still Digital Imagery Systems IA
Subtask 16.0  Video Servers IA
Subtask 17.0  Graphics and Du-Print Servers IA
Subtask 18.0  PAO Systems AP
Subtask 19.0  JSC Search [A
Subtask 20.0 IMPASS Development IA



Subtask 21.0 Contract Administration
The Contractor shall perform the following system administration functions:

User account (USERID) administration

Shared folder setup

Access control rights management

Review system/security logs for issues and contact the IRD OCSM, the TMR, and the

I T Security Manager (ITSM) should any issues be found.

Data transmission among systems

Systems performance monitoring

Creation and deletion of network printer queues

System backups/restores

Virus protection and scans

Problem identification/resolution and root cause analysis will be performed in

accordance with IRDs corrective action process and appropriate personnel,

Hardware and software upgrades (including operating systems, security vulnerability

repairs), as well as the installation, configuration, operation and maintenance of all

assigned software pertaining to Microsoft (MS) Windows Server software (such as

NT, 2000, 2003, etc), ORACLE, Prolntralink, NetlQ AppManager, Apache, MS

SQL, MS IIS and Unix systems

o Comply with all current JSC IT policies and procedures, including JSC 29638 the
Server Operations Management Plan (SOMP) , JSC 29788, General Operating
Procedures (GOP) for B46 Central Computing Facility , and IRD’s Configuration
Management procedures.

o Maintain system performance of all systems in accordance with the performance and
availability requirements identified in the Information Resources Directorate (IRD)
Maintenance Database, as baselined in Attachment J-7 of the JETS Contract and
items 11, 12 and 13 on this task,

o Ensure that IRD management approves all information disseminated external to IRD;

o Maintain a thorough understanding of existing and emerging IT/Internet technologies

by training each system administrator in server related classes.

o O O O

O 0O 0 0 0 O

O

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM - 5:00 PM in order to accomplish successful day-to-day systems administration
functions.

These systems may be located within IRD or organizations located in on-site JSC
facilities. These services shall be provided for all the systems identified in the
Information Resources Directorate (IRD) Maintenance Database, as baselined in
Attachment J-7 of the JETS Contract and items 11, 12 and 13 on this task order.

The contractor shall perform backup system administration functions for the IRD Lab
systems, located in building 46 and listed in Attachment J-9. Any required work will be
documented by the IRD Lab manager and coordinated with the COTR or his/her
designee,



The contractor shall be responsible for coordinating as required with associate contractors
and for obtaining COTR or his/her designee concurrence for all scheduled hardware and
software upgrades, maintenance outages, break-fix repairs, and software patch
installations.

The Contractor shall provide online system status for all systems managed under this task
order. The Contractor shall provide full administrator level access to the Government and
authorized contractors for all systems managed under this task order as approved by the
COTR or his/her designee.

The Contractor shall provide sustaining engineering for all systems identified in the
Information Resources Directorate (IRD) Maintenance Database, as baselined in
Attachment J-7 of the JETS Contract and items 11, 12 and 13 on this task order. For
hardware systems and stand-alone equipment, sustaining engineering shall include
preventive maintenance and repair, ordering of replacement parts and spares, and system
software and firmware updates under existing maintenance watranties or Government-
provided. The components listed in Attachment J-9 under the heading “IRD
Maintenance Agreement List”, are the stand-alone items that comprise the systems listed
in Attachment J-7. The “IRD Maintenance Agreement List” is the baselined list of system
components to be maintained.

The Contractor shall maintain server and peripherals data in the IRD Maintenance
Database. This includes all required fields of the database, which include server name,
location, IP address, point of contacts, NASA Equipment Management System (NEMS),
and service tags or serial numbers of all equipment in the system.

The Contractor shall coordinate outages with affected customers as per the IRD standard
notification process as outlined in the Server Operations Management Plan (SOMP),
JSC-29638 document. Changes to all systems managed under this task order shall be
documented in the IRD maintenance database unless exempted by the COTR or his/her
designee.

The Contractor shall assist the Government in performing technical, security assessment
related to system changes and upgrades, for developing or updating JSC Information
Technology Security Plans. The contractor is responsible for the security plans, as
identified in Appendix A.

The Contractor shall attend weekly status meetings with the COTR or his/her designee.
These meetings will status the previous week’s accomplishments, next week’s planned
tasks, and technical, personnel, and budget issues. Corrective actions, if warranted, for
issues shall be discussed during this meeting. On the first weekly meeting of the month,
the performance standards, depicted in paragraph 3.7 of the SOW, shall be discussed
along with plans for improving the standards.



The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1  Safety, Health and Environmental Compliance
3.2 Quality

3.3 Records Management

3.4  Work Authorizations

3.5  Facility Management

3.6  Property Management

3.7 JETS Metrics

4. Performance Standards

A system administrator shall be required to demonstrate knowledge appropriate for those
tasks. This demonstration, referred to as the NASA System Administrator Security
Certification, is a NASA funded two-tier assessment to verify that system administrators
are able to:

* Demonstrate knowledge in system administration for the operating systems for which they
have responsibility.

¢ Demonstrate knowledge in the understanding and application of Network and Internet
Security. ‘

Certification is granted upon achieving a score above the certification level on both an
Operating System test and the Network and Internet Security Test. The Certification
earned under this process will be valid for three years. The NASA Chief Information
Officer (CIO) has established the criteria for this skills assessment. The objectives and
procedures for this certification can be obtained by contacting the IT Security Awareness
and Training Center at (216) 433-2063. The contractor shall register all system
administrators through the IRD Organizational Computer Security Manager (OCSM).

System Administrators shall also comply with personnel security investigations
requirements as specified in JPG 2810.1. The Contractor’s system administrators shall
acquire IT security training in accordance with the JSC Policy Directive (JPG) 2810.1,
JSC IT Security Handbook.

5. Training

The contractor shall propose training for system administrators to maintain competency
on the assigned systems. The Program Manager shall coordinate all training request via
e-mail with the COTR or his/her designee prior to expenditure of funds.



6. Period of Performance

The services in this Task Order shall be performed from 9/1/04 through 9/30/05.

7. Deliverables Required

For systems identified in the Information Resources Directorate (IRD) Maintenance
Database, as baselined in Attachment J-7 of the JETS Contract and items 11, 12 and 13
on this task order, the contractor shall develop and mamtam all deliverables and
documentation as required by the SOMP.

The Contractor shall provide a physical inventory plan per DRD 19.

The Contractor shall provide facility layout and power distribution drawings per DRD 18.
The Contractor shall provide status reports per DRD 07.

The Contractor shall provide a hurricane plan per DRD 17.

The Contractor shall provide metrics report per DRD 03.

The Contractor shall provide performance management and capacity plan per DRD-11.

The Contractor shall update and submit security plans for approval per DRD 14.

8. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order.  The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database

9, Metrics

The contractor shall provide monthly Customer Satisfaction, System Administrator
Productivity, and System Availability metrics as specified in DRD-03 Metrics Reports.



Auvailability metrics shall clearly contrast a system’s availability with unscheduled and
schedule outages.

10. Total Cost Summary and Cost Phasing by Month

Cost: $1,906,628.50
Maximum Award Fee: $123,460.94
Total Cost: $2,030,089.44

Monthly Cost Phasing — See Attachment 1



11. Additional systems for support under this task order:

Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bldg.
Location

General
Systems
Support

ITSSC

Network/
Misc

Bldg. 46

Dell
PowerEdge
2650,
Win2k
Solar
Winds
NEMS #
1653717

Room

300

Princip
al
Period
Of
Perfor
mance
(PPP)

Minimum
Availabili
ty

Hardwar
€
Maximua
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/W
k

S/W
Release
Suppor

t y/n

Tier 2
Suppo
rt y/n

ID
Suppo
rt y/n

24/7

99.9%

4 Hr

5

Yes -

Yes

Yes

Dell
PowerEdge
2650, RH
Linux
OSCAR
NEMS #
1653705

300




~ Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bidg.
Location

Room

Princip
al
Period
Of
Perfor
mance
(PPP)

Minimum
Availabili
ty

Hardwar

Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/W
k

S/W
Release
Suppor

t yn

Tier 2
Suppo
rt yn

ID
Suppo
rt y/n

Dell
PowerEdge
2650, RH
Linux
ZOWE
NEMS #
1653704

300

Dell
PowerVaul
t1105
Tape
Backup
NEMS #
n/a

300

NetOptics
Tap 8 port
NEMS #
1653817

300

NetOptics
Tap 4 port
NEMS #
n/a

300




Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bldg.
Location

Room

Princip
al
Period
of
Perfor
mance
(PPP)

Minimum
Availabili
ty

Hardwar
e
Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/W
k

S/W
Release
Suppor

t yn

Tier 2
Suppo
rt yn

1))
Suppo
rt yn

NetOptics
Tap 8 port
NEMS #
1652090

300

Niksun
NetDetecto
r2U
Appliance
NEMS #
1653757

300

Niksun
NetDetecto
r2U
Appliance
NEMS #
1653758

154

NAI S4000
Model
EG2S
Gigabat
Sniffer
NEMS #
2084661

300
3cw29




Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bldg.
Location

Room

Princip
al
Period
Of
Perfor
mance

(PPP)

Minimum
Availabili
ty

Hardwar
e
Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/'W
k

S/W
Release
Suppor

tyn

Tier 2
Suppo
rt y/n

ID
Suppo
rt y/m

NAI S4000
Model
EG2S
Gigabit
Sniffer
NEMS #
2084660

1300
3ew29

NAI S4000
Model
EG2S
Gigabit
Sniffer
NEMS #
2140708

300
3cw?29

IPAQ
Pocket PC
Wireless
Network
Sniffer,
NAI corp
NEMS #
1650925

Bldg. 45

329




Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bldg.
Location

Room

Princip
al
Period
Of
Perfor
mance
(PPP)

Minimum
Availabili
ty

Hardwar
e
Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/W
k

S/W
Release
Suppor

t yn

Tier 2
Suppo
rt y/n

ID
Suppo
rt y/n

Computer,
Laptop
Dolch
NEMS #
1987840

Bldg. 46

154

Server,
ADP NAI
10/100
sniffer pod
NEMS #
1987868

300

NALI Server
ADP
10/100
sniffer pod
ETO02NA-
PRO
NEMS #
1987867

300

NAI Server
ADP fddi

‘sniffer pod

NEMS #

300




Title Current Systems Bidg. Room | Princip S/W | Tier2 ID
Contract | are in bold | Location al Minimum | Hardwar | Operatio | Release | Suppo | Suppo
Identifier | type with Period | Availabili e ns Suppor [ rt y/n | rt y/n

system 0) ty Maximu | Require | t y/n
elements Perfor m Time d,
listed mance to Shifts/W
below. (PPP) Repair k
1987755
NAI Server Rm.
ADP fddi 300
sniffer pod
NEMS #
1987756
London RM
154
London- RM
Dev 154
Lift RM
300
IRD IT
Security

Systems




Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bldg.
Location

Room

Princip
al
Period
Of
Perfor
mance
(PPP)

Minimum
Availabili
ty

Hardwar

Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/W
k

S/W
Release
Suppor

t y/n

Tier 2
Suppo
rt yn

ID
Suppo
rt ym

Tape Back-
up Library

Secure
Server

Security
Data
Warehouse

Websense

AIL-ITS-
NTW3

InfoExpress

Network
Intrusion
Detection

(NID)

ITSSC

IRDIT
Security
Systems

Various

24/7

99.900%

4 hrs




Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bldg.
Location

Room

Princip
al
Period
of
Perfor
mance
(PPP)

Minimum
Availabili
ty

Hardwar
e
Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/W
k

S/W
Release
Suppor

t yn

Tier 2
Suppo
rt yn

ID
Suppo
rt y/n

XQoS
ContExt
(Content
Extractor)

Bldg 46

300

ISS
Network
Scanners

Linux
Scanners

NAS

External
Scanner

SafeSuite
Server




Title Current Systems Bidg. Room | Princip S/W | Tier 2 ID
Contract | are in bold | Location ’ al Minimum | Hardwar | Operatio | Release | Suppo | Suppo
Identifier | type with Period | Availabili e ns Suppor | rt y/n | rt y/n
system Of ty Maximu | Require | t y/n
elements Perfor m Time d,
listed mance to Shifts/W
below. (PPP) Repair k
General ITSSC IRD Web N/A 24/7 99.9% 4 Hr 5 Yes Yes Yes
Systems Systems
Support
JSC-IRD-
DEV6
JSC-IRD-
DEV7
JSC-IRD-
COTSDEV
JSC-IRD-
COTS1
JSC-IRD-
COTS2
General ITSSC NetlQ Bldg.46 | Rm 24/7 99.9% 4 Hr 5 Yes Yes Yes
Systems 300 ' '

Support




Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bldg.
Location

Room

Princip
al
Period
Of
Perfor
mance
(PPP)

Minimum
Availabili
ty

Hardwar
e
Maximu
m Time
to
Repair

Operatio
ns
Require
d
Shifts/W
k

S/W
Release
Suppor

t yn

Tier 2
Suppo
rt yn

1D
Suppo
rt y/n

JSC-
Patchmanl

JSC-
Patchman?

JSC-
Patchman3

JSC-
Patchmand4

Design
and Data
Manageme
nt System

IMPASS

DDMS -
Design
and Data
Manageme
nt System

24/7

100.0%

4 Hr

Yes

Yes

Yes




Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bldg.
Location

Room

Princip
al
Period
Of
Perfor
mance
(PPP)

Minimum
Availabili
ty

Hardwar

Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/W
k

S/W
Release
Suppor

t yn

Tier 2
Suppo
rt yn

D
Suppo
rt yn

JSC-IRD-
DDMSDI

JSC-IRD-
DDMSD1

JSC-IRD-
DDMSD2

JSC-IRD-
DDMSS1

JSC-IRD-
DDMSS2

JSC-IRD-
DDMSP1

JSC-IRD-
DDMSP2




Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bldg.
Location

Room

Princip
al
Period
Of
Perfor
mance
(PPP)

Minimum
Availabili
ty

Hardwar
e
Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/W
k

S/W
Release
Suppor

t y/n

Tier 2
Suppo
rt yn

ID
Suppo
rt y/n

JSC-IRD-
DDMSP3

JSC-IRD-
DDMSP4

General
Systems
Support

IMPASS

Video
Servers

JSC-ISD-
VIDO03

JSC-ISD-
VID04

Human
Space
Flight
Imaging
Operation
s

IMPASS

Still
Digital
Imaging
System




Support

Title Current Systems Bldg. Room | Princip S/W | Tier 2 ID
Contract | are in bold | Location al Minimum | Hardwar | Operatio | Release | Suppo | Suppo
Identifier | type with Period | Availabili e ns Suppor | rt yn | rt yn
system Oof ty Maximu | Require | t y/n
elements - Perfor m Time d,
listed mance to Shifts/W
below. (PPP) Repair k
JSC-ISD-
DIL02
General DSSSC CFO | Bidg.46 | RM 24/7 99.9% 4 Hr 5 Yes Yes Yes
Systems Systems 300
Support
JSC-FMD- | Bldg 46 RM
PRICEOQ1 154
JSC-FMD- RM
PRICEQ2 300
General IMPASS IRD CSS N/A 24/7 99.9% 4 Hr 5 Yes Yes Yes
Systems




Title Current Systems Bldg. Room | Princip S/W | Tier 2 ID
Contract | are in bold | Location al Minimum | Hardwar | Operatio | Release | Suppo | Suppo
Identifier | type with Period | Availabili e ns Suppor | rt y/n | rt y/n
system Of ty Maximu | Require | t y/n
elements Perfor m Time d,
listed mance to Shifts/W
below. (PPP) Repair k
NAME Hummerl Bldg. 46 | Rm.
CHANGE (REM- 300
in PRD-CTX)
(Parenthes
is}
NAME Hummer2
CHANGE (REM-
PRD-ARS)
NAME Hummer3
CHANGE (REM-
STG-CTX)
NAME Hummer4
CHANGE (REM-
STG-ARS)
NAME Hummer5
CHANGE (REM-
‘ DEV-CTX)
NAME Hummer6
CHANGE (REM-

DEV-ARS)




Title Current Systems Bldg. Room | Princip : S/W | Tier2 ID
Contract | are in bold | Lecation al Minimum | Hardwar | Operatio | Release | Suppo | Suppo
Identifier | type with Period | Availabili e ns Suppor | rt y/n | rt y/n
system Of ty Maximu | Require | t y/n
clements Perfor m Time d,
listed mance to Shifts/W
below. (PPP) Repair k
NAME Hummer7
CHANGE (Remedy-
SQL1)
NEW Remedy-
SYSTEM SQL2

RealSecure was identified in Attachment J-7. RealSecure is now known as SiteProtector. Detailed below are the individual elements

comprising SiteProtector:

Name

=
=

ISS Proventia

ISS Network Sensors

ISS DB Server

ISS APP Server

ISS Event Collector

Site Protector Console
ISS Management Console
Spare Network Sensors

N e e B

=




The following items listed in Attachments J-7, J-8, and J-9 are no longer supported:

Tifl

Current Contract Systems are in Bldg.
e Identifier bold type with Locati
system elements on
listed below.

ITSSC (PKI JSC-ISD-RA2

Systems)

NACC Tab CISDTSO and

CISDDVM

DDMS DDMS13

DDMS DDMS14

Graphics and DT6135-4

Duplication/Printing

Servers

Yideo Servers

JSC_TVOPS SRV

IMPASS (Contract IMPASS003
Admin)

IMPASS (Contract | IMPASSWEB BD
Admin) N
IMPASS (Contract | JSCIMPASSBDN
Admin)

IMPASS (Contract | JSCIMPASSCFGI
Admin)

IMPASS (Contract | JSCIMPASSWEB
Admin) - SER
IMPASS (Contract JSCIMPASSWW
Admin) Wi




13. The following items have changed location since the baseline provided in

Attachment J-7.

NONE

Appendix A. Current IT Security Plans

SubTasks I/T SECURITY PLAN # | COMMENT

1.0 Engineering Computation SPIAQCOS

Facility ‘

2.0 CFO Systems SPLA0002 Controlled by CFO office
3.0 IRD IT Security Systems SPIA0005

4.0 IRD CSS SPIA0005

5.0 IRD Web SPIA0005

6.0 CR 945 SPAA0002 Controlled by CIO office
7.0 NetIQ SPIA0002

8.0 SIDD SPIA0013

9.0 CSM SPIA0002

10.0 NASAPOST SPIA0007

11.0 Network Misc. SPIAQ006, SPIA0007

12.0 EDCC SPIA0005

13.0 DDMS SPIA000S

14.0 Library Systems SPIA0005

15.0 Still Digital Imagery SPIA0001

Systems

16.0 Video Servers SPIA0001, SPIAQ015

17.0 Graphics and Du-Print
Servers

SPIA0001

18.0 PAO Systems SPIA0001
19.0 JSC Search SPIA0002
20.0 IMPASS Development SPIA0005




Natioral Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of 26

1. Order No.
JETS-0OPS05-1T-01, Revision 1

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Contract No.: NNJ0O4JAS3C

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office: 4.

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Karen Adams

Tel No.: 281-483-1863
E-mail: _ karen.d.adams@nasa.gov

Fax: 281-483-7800

Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.:  JETS-OPS05-IT-01, Revision 1 NNJ04JAS3C

5. Contractor: 8.
Muniz Engineering, Inc,
16903 Buccaneer |.ane, Suite 200
Houston, Texas 77058

Deliver On or Before: See attached schedule of delivery

F.O.B. Point: Destination

Discount Terms: Net 30 Days.

7.

Phone: 281-483-1863 X n/a Fax: 281-483-7890

TIN: CAGE CODE:

BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.:  JETS-OPS05-1T-01, Revision 1 NNJ04JA53C

8. Type of Order:

[[] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
lerms and conditions of contract number:

9. Written acceptance of this order by contractor [_] 1is, [[X ] is not

required. Sign below if required and return to contracting officer.

Name: (Person authorized to sign)

Signature: Date:

10. Name: Jessica C. Miller

Signature: Date:

CONTRACTING OFFICER

11. Schedule

ITEM

DESCRIPTION
NO.

QUANTITY
ORDERED

UNIT
PRICE

QUANTITY
ACCEPTED

UNIT AMOUNT

1 System Administration and Sustaining Engineering

Estimated Cost: S1.707.217.61

Maximum Award Fee $111.947.99

Total Estimated Cost and Fee  S1.879.1065.00

1 LOT $1.879.165.60

12. For JSC Internal Use Only:
Requisition No.: n/a

Rissue To: IA/Glenn Robinson

] COMP.

13, Total

[0 PART. PPC.nia

SER79.165.60

14. Quantities in “Quantity Accepted” Column Have Been

[] INSPECTED [] ACCEPTED O

TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS
OTHERWISE NOTED.

RECEIVED

BY:

Date

Authorized U.S. Government Representative

JSC Form 1429 {Rev March 3, 2004} (MS Word Auqust 1995)




JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)
NNJ04JAS53C

1. Task Order Number/ Title
JETS-OPS05-IT-01 Revision 1 - System Administration and Sustaining Engineering
2. Technical Monitor (TMR)

Primary: IT4/Ruben Reyes
Alternate: [T4/Hector Rodriguez

3. Narrative Task Description

The Contractor shall operate computer systems and provide system administration for
JETS systems identified in the Information Resources Directorate (IRD) Maintenance
Database, as baseline in Attachment J-7 of the JETS Contract and items 11, 12 and 13 on
this task order and in accordance with JETS Statement of Work (SOW) areas 4.2, 4.3,
and 4.3.2,

During the term of this task order, the number and type of systems the Contractor
supports may change. The COTR or his/her designee will notify the contractor of changes
and the contractor shall document these changes in the IRD Maintenance Database. The
Contractor shall ensure additions and deletions are posted to the IRD Maintenance
Database within 7 calendar days from the change.

All systems administration sustaining engineering functions defined in this task order
shall be reported at the subtask level. Subtasks correspond to 21 tabs seen in Attachment
J-7 spreadsheet and are defined as follows:

Subtask 1.0 Engineering Computation Facility

Subtask 2.0 CFO Systems LA
Subtask 3.0 IRD IT Security Systems IA
Subtask 4.0 IRD CSS IA
Subtask 5.0 IRD Web ' 1A
Subtask 6.0 CR 945 IA
Subtask 7.0 NetlQ IA
Subtask 8.0 SIDD 1A
Subtask 9.0 CSM 1A
Subtask 10.0 NASAPOST 1A
Subtask 11.0  Network Miscellaneous IA
Subtask 12.0  EDCC 1A
Subtask 13.0  DDMS [A
Subtask 14.0  Library Systems 1A
Subtask 15.0  Still Digital Imagery Systems 1A
Subtask 16.0  Video Servers [A
Subtask 17.0  Graphics and Du-Print Servers [A
Subtask 18.0  PAO Systems AP

JETS 2



JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)
NNJ04JAS53C

Subtask 19.0  JSC Search IA
Subtask 20.0  IMPASS Development A

OO0 0o 000 O 0 O ¢

o

The Contractor shall perform the following system administration functions:

User account (USERID) administration

Shared folder setup

Access control rights management

Review system/security logs for issues and contact the IRD OCSM, the TMR, and the
[ T Security Manager (ITSM) should any issues be found.

Data transmission among systems

Systems performance monitoring

- Creation and deletion of network printer queues

System backups/restores

Virus protection and scans

Problem identification/resolution and root cause analysis will be performed in
accordance with IRDs corrective action process and appropriate personnel.

Hardware and software upgrades (including operating systems, security vulnerability
repairs), as well as the installation, configuration, operation and maintenance of all
assigned software pertaining to Microsoft (MS) Windows Server software (such as
NT, 2000, 2003, etc), ORACLE, Prolatralink, NetlQ AppManager Apache, MS
SQL, MSIIS and Unix systems

Comply with all current ISC IT policies and procedures, including ISC 29638 the
Server Operations Management Plan (SOMP) , JSC 29788, General Operating
Procedures (GOP) for B46 Central Computing Facility , and IRD’s Configuration
Management procedures.

Maintain system performance of all systems in accordance with the performance and
availability requirements identified in the Information Resources Directorate (IRD)
Maintenance Database, as baselined 'in Attachment J-7 of the JETS Contract and
items 11, 12 and 13 on this task.

Ensure that IRD management approves all information disseminated external to IRD;

Maintain a thorough understanding of existing and emerging I'T/Internet technologies
by training each system administrator in server related classes.

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM - 5:00 PM in order to accomplish successful day-to-day systems administration
functions.

These systeins may be located within IRD or organizations located in on-site JSC
facilities. These services shall be provided for all the systems identified in the
Information Resources Directorate (IRD) Maintenance Database, as baselined in
Attachment J-7 of the JETS Contract and items 11, 12 and 13 on this task order.

o wesated: Subtask 21.0 Contract

Administrationy
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JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)
NNJ04JAS3C

The contractor shall perform backup system administration functions for the IRD Lab
systems, located in building 46 and listed in Attachment J-9. Any required work will be
documented by the IRD Lab manager and coordinated with the COTR or his/her
designee.

The contractor shall be responsible for coordinating as required with associate contractors
and for obtaining COTR or his’her designee concurrence for all scheduled hardware and
software upgrades, maintenance outages, break-fix repairs, and software patch
installations.

The Contractor shall provide online system status for all systems managed under this task
order. The Contractor shall provide full administrator level access to the Government and
authorized contractors for all systems managed under this task order as approved by the
COTR or his/her designee,

The Contractor shall provide sustaining engineering for all systems identified in the
Information Resources Directorate (IRD) Maintenance Database, as baselined in
Attachment J-7 of the JETS Contract and items 11, 12 and 13 on this task order. For
hardware systems and stand-alone equipment, sustaining engineering shall include
preventive maintenance and repair, ordering of replacement parts and spares, and system
software and firmware updates under existing maintenance warranties or Government-
provided. The components listed in Attachment J-9 under the heading “IRD
Maintenance Agreement List”, are the stand-alone items that comprise the systems listed
in Attachment J-7. The “IRD Maintenance Agreement List” is the baselined list of system
components to be maintained. :

The Contractor shall maintain server and peripherals data in the IRD Maintenance
Database. This includes all required fields of the database, which include server name,
location, IP address, point of contacts, NASA Equipment Management System (NEMS),
and service tags or serial numbers of all equipment in the system.

The Contractor shall coordinate outages with affected customers as per the IRD standard
notification process as outlined. in the Server Operations Management Plan (SOMP),
JSC-29638 document. Changes to all systems managed under this task order shall be
documented in the IRD maintenance database unless exempted by the COTR or his/her
designee.

The Contractor shall assist the Government in performing technical, security assessment
related to system changes and upgrades, for developing or updating JSC Information
Technology Security Plans. The contractor is responsible for the security plans, as
identified in Appendix A.

The Contractor shall attend weekly status meetings with the COTR or his/her designee.
These meetings will status the previous week’s accomplishments, next week’s planned

JETS 4



JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)
NNJ04JAS53C

tasks, and technical, personnel, and budget issues. Corrective actions, if warranted, for
issues shall be discussed during this meeting. On the first weekly meeting of the month,
the performance standards, depicted in paragraph 3.7 of the SOW, shall be discussed
along with plans for improving the standards.

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality

33  Records Management

34 Work Authorizations

3.5  Facility Management

3.6  Property Management

37  JETS Metrics

4. Performance Standards

A system administrator shall be required to demonstrate knowledge appropriate for those
tasks, This demonstration, referred to as the NASA System Administrator Security
Certification, is a NASA funded two-tier assessment to verify that system administrators
are able to:

¢ Demonstrate knowledge in system administration for the operating systems for which they
have responsibility.

e Demonstrate knowledge in the understanding and application of Network and Internet
“Security.

Certification is granted upon achieving a score above the certification level on both an
Operating System test and the Network and Internet Security Test. The Certification
earned under this process will be valid for three years. The NASA Chief Information
Officer (CIO) has established the criteria for this skills assessment. The objectives and
procedures for this certification can be obtained by contacting the IT Security Awareness
and Training Center at (216) 433-2063. The contractor shall register all system
administrators through the IRD Organizational Computer Security Manager (OCSM).

System Administrators shall also comply with personnel security investigations
requirements as specified in JPG 2810.1. The Contractor’s system administrators shall
acquire IT security training in accordance with the JSC Policy Directive (JPG) 2810.1,
JSCIT Security Handbook.

JETS 5



JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)
NNJ04JAS3C

5. Training

The contractor shall propose training for system administrators to maintain competency
on the assigned systems. The Program Manager shall coordinate all training request via
e-mail with the COTR or his/her designee prior to expenditure of funds.

6. Period of Performance

The services in this Task Order shall be performed from 9/1/04 through 9/30/05.

7. Deliverables Required

For systems identified in the Information Resources Directorate (IRD) Maintenance
Database, as baselined in Attachment J-7 of the JETS Contract and items 11, 12 and 13
on this task order, the contractor shall develop and maintain all deliverables and
documentation as required by the SOMP,

The Contractor shall provide a physical inventory plan per DRD 19.

The Contractor shall provide facility layout and power distribution drawings per DRD 18.
The Contractor shall provide status reports per DRD (7.

" The Contractor shall provide a hurricane plan per DRD 17.

The Contractor shall provide metrics report per DRD 03.

The Contractor shall provide performance management and capacity plan per DRD-11.

The Contractor shall update and submit security plans for approval per DRD 14.

" 8. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order.  The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be

JETS 6



JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)
NNJ04JAS3C

processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database

9, Metrics

The contractor shall provide monthly Customer Satisfaction, System Administrator
Productivity, and System Availability metrics as specified in DRD-03 Metrics Reports.
Availability metrics shall clearly contrast a system’s availability with unscheduled and
schedule outages.

10. Total Cost Summary and Cost Phasing by Month

Cost: $1,767,217.61
Maximum Award Fee: $111,947.99
Total Cost; $1,879,165.60

Monthly Cost Phasing — See Attachment 1
Revision Summary of Task Order

Revision 1 corrects the estimated cost for Program Management costs omitted in the
original Task Order.

Previous Value Rev # Value New Value
Cost $ 1,906,628.50 | $ (139,410.89)] § 1,767,217.61
Fee $ 12346094]% (11512950 % 111,947.99
Total Cost and Fee | $ 2,030,089.44 | $ (150,923.84){ $§ 1,879,165.60

JETS
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11. Additional systems for support under this task order:

Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bldg.
Location

General
Systems
Support

ITSSC

Network/
Misc

Bldg. 46

Dell
PowerEdge
2650,
Win2k
Solar
Winds
NEMS #
1653717

Room

300

Princip
al
Period
of
Perfor
mance

(PPP)

Minimum
Availabili

Hardwar
e
Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/'W
k

S/W
Release
Suppor

tyn

Tier 2
Suppo
rt y/m

Suppo
rt y/n

24/7

99.9%

4 Hr

5

Yes

Yes

Yes

Dell
PowerEdge
2650, RH
Linux
OSCAR
NEMS #
1653705

300

JETS




JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)
NNJ04JAS3C

Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bldg.
Location

Room

Princip
al
Period
of
Perfor
mance

(PPP)

Minimum
Availabili
ty

Hardwar
e
Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/W
k

S/'wW
Release
Suppor

t y/n

Tier 2
Suppo
rt y/n

Suppo
rt y/n

Dell
PowerEdge
2650, RH
Linux
ZOWE
NEMS #
1653704

300

Dell
PowerVaul
t 1105
Tape
Backup
NEMS #
n/a

300

NetOptics
Tap 8 port
NEMS #
1653817

300

NetOptics
Tap 4 port
NEMS #
n/a

300

JETS




JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)
NNJ04JAS3C

Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bidg.
Location

Room

Princip
al
Period
Oof
Perfor
mance

(PPP)

Minimum
Availabili
ty

Hardwar
e
Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/W
k

S/'W
Release
Suppor

t y/n

Tier 2
Suppo
rt y/n

Suppo
rt y/m

NetOptics
Tap 8 port
NEMS #
1652090

300

Niksun
NetDetecto
r2U
Appliance
NEMS #
1653757

300

Niksun
NetDetecto
r2U0
Appliance
NEMS #
1653758

154

NAI S4000
Model
EG2S
Gigabit
Sniffer
NEMS #

300
3cw29

JETS
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JSC Enabling Technology and Security (JETS)
-Muniz Engineering, Inc. (MEI)
NNJ04JAS3C

Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bldg,
Location

Room

Princip
al
Period
of
Perfor
mance
(PPP)

Minimum
Availabili
ty

Hardwar
e
Maximn
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/'W
k.

S/'wW
Release
Suppor

t y/n

Tier 2
Suppo
rt yn

Suppo
rt y/n

2084661

NAI S4000
Model
EG2S
Gigabit
Sniffer
NEMS #
2084660

300
3cw29

NAI S4000
Model
EG2S
Gigabit
Sniffer
NEMS #
2140708

300
3ew29

IPAQ
Pocket PC
Wireless
Network
Sniffer,

Bldg. 45

320

JETS
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JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)
NNJ04JAS53C

Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bldg.
Location

Room

Princip
al
Period
of
Perfor
mance

(PPP)

Minimum
Availabili
ty

Hardwar
e
Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/W
k

S/w
Release
Suppor

t y/n

Tier 2
Suppo
rt y/n

Suppo
rt yn

NAI corp
NEMS #
1650925

Computer,
Laptop
Dolch
NEMS #
1987840

Bldg. 46

154

Server,
ADP NAI
10/100
sniffer pod
NEMS #
1987868

300

NAI Server
ADP
10/100
sniffer pod
ET02NA-
PRO
NEMS #
1987867

300

JETS
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Muniz Engineering, Inc. (MEI)

NNJ04JAS3C
Title Current Systems Bldg. Room | Princip S/W | Tier2 iD
Contract | are in bold | Location al Minimum | Hardwar | Operatio | Release | Suppo | Suppo
Identifier | type with Period | Availabili e ns Suppor | rt y/n | rt yn

system Oof ty Maximu | Require | t y/n

elements Perfor m Time d,

listed mance to Shifts/W

below. (PPP) Repair k
NAI Server Rm.
ADP fddi 300
sniffer pod
NEMS #
1987755
NAI Server Rm.
ADP fddi 300
sniffer pod
NEMS #
1987756 ,
London RM

154
London- RM
Dev 154
Lift RM
300
JETS 13
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Muniz Engineering, Inc. (MEI)
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Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bldg.
Location -

Room

Princip
al
Period
of
Perfor
mance
(PPP)

Minimum
Availabili
ty

Hardwar
e
Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/W
k

. SIW
Release
Suppor

t yn

Tier 2
Suppo
rt yn

Suppo
rt y/n

IRDIT
Security
Systems

Tape Back-
up Library

Secure
Server

Security
Data
Warehouse

Websense

AI-ITS-
NTW3

InfoExpress

JETS
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Muniz Engineering, Inc. (MEI)
| NNJ04JAS3C

Title

~Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bldg.
Location

Room

Princip
al
Period
Of
Perfor
mance
(PPP)

| Minimum

Availabili
ty

Hardwar
e
Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/W
k

S’W
Release
Suppor

t v/n

Tier 2
Suppo
rt yn

Suppo
rt y/n

Network
Intrusion
Detection

(NID)

ITSSC

IRD IT
Security
Systems

Various

24/7

99.900%

4 hrs

5 -

XQoS
ContExt
(Content
Extractor)

Bldg 46

300

ISS
Network
Scanners

Linux
Scanners

NAS

External
Scanner

JETS
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Muniz Engineering, Inc. (MEI)

NNJ04JAS3C
Title Current Systems Bldg. Room | Princip S/W | Tier2 D
Contract | are in bold | Location | al Minimum | Hardwar | Operatio | Release | Suppo | Suppo
Identifier | type with Period | Availabili e ns Suppor | rt y/n | rt y/n
system of ty Maximu | Require | t y/n
elements Perfor m Time d,
listed mance to Shifts/W
below, (PPP) Repair k
SafeSuite
Server
General ITSSC IRD Web N/A 24/7 99.9% 4 Hr 5 Yes Yes Yes
Systems Systems
Support
JSC-IRD-
- DEVeé
JSC-IRD-
DEV7
JSC-IRD-
COTSDEV
JSC-IRD-
COTS1
JETS 16
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NNJO04JAS3C
Title Current Systems Bldg. Room | Princip S/W | Tier 2 D
' Contract | are in bold | Location al Minimum | Hardwar | Operatio | Release | Suppo | Suppo
Identifier | type with Period | Availabili e ns Suppor | rt y/n | rt y/n
system of ty Maximu | Require | t y/n
elements Perfor m Time d,
listed mance to Shifts/'W
below, (PPP) Repair k
JSC-IRD-
COTS2
General ITSSC NetIQ Bldg. 46 | Rm 24/7 99.9% 4 Hr 5 Yes Yes Yes
Systems 300
Support
JSC-
Patchmanl
JSC-
Patchman?
JSC-
Patchman3
JSC-
Patchman4
JETS 17
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Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bldg.
Location

Room

Princip
al
Period
Of
Perfor
mance
(PPP)

Minimum
Availabili
ty

Hardwar
e
Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/W
k

S/W
Release
Suppor

t yn

Tier 2
Suppe
rt y/n

Suppo
rt ym

Design
and Data
Manageme
nt System

IMPASS

DDMS -
Design
and Data
Manageme
nt System

24/7

100.0%

4 Hr

5

Yes

Yes

Yes

JSC-IRD-
DDMSDI1

JSC-IRD-
DDMSDI

JSC-IRD-
DDMSD2

JSC-IRD-
DDMSS1

JSC-IRD-
DDMSS2

JETS
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Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bldg.
Location

Room

Princip
al
Period
of
Perfor
mance
(PPP)

Minimum
Availabili
ty

Hardwar
e
Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/W
k

Sw
Release
Suppor

t y/n

Tier 2
Suppo
rt yn

Suppo
rt y/n

JSC-IRD-
DDMSP1

JSC-IRD-
DDMSP2

JSC-IRD-
DDMSP3

JSC-IRD-
DDMSP4

General
Systems
Support

IMPASS

Video
Servers

JSC-ISD-
VIDO03

JETS
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Title Current Systems Bldg. Room | Princip S/W | Tier2 D
Contract | are in bold | Location al Minimum | Hardwar | Operatio | Release | Suppo | Suppo
Identifier | type with Period | Availabili e ns Suppor | rt y/n | rt y/n
system of ty Maximu | Require | t y/n
elements Perfor m Time d,
listed mance to Shifts/W
below. (PPP) Repair k
JSC-ISD-
VID04
Human IMPASS | Still
Space Digital -
Flight Imaging
Imaging System
Operation
s
JSC-ISD-
DILO2
General DSSSC CFO Bldg.46 | RM 24/7 99.9% 4 Hr 5 Yes Yes Yes
Systems Systems 300
Support
JSC-FMD- | Bldg 46 RM
PRICEO1 154
JETS 20
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Title Current Systems Bldg. Room | Princip S/W | Tier 2 ID
Contract | are in bold ; Location al Minimum | Hardwar | Operatio | Release | Suppo | Suppo
Identifier | type with Period | Availabili e ns Suppor | vt ¥/n | rt yn
system Of ty Maximu | Require | t y/n
elements Perfor m Time d,
listed mance to Shifts/W
below. (PPP) Repair k
JSC-FMD- RM
PRICE02 300
General IMPASS | IRD CSS N/A 24/7 99.9% 4 Hr 5 Yes Yes Yes
Systems -
Support
NAME Hummerl Bldg. 46 | Rm.
CHANGE (REM- 300
in PRD-CTX)
{Parenthes
is)
NAME Hummer2
CHANGE (REM-
PRD-ARS)
NAME Hummer3
CHANGE {(REM-
STG-CTX)
JETS 21
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Title Current Systems Bldg. Room | Princip S/W | Tier2 D
Contract | are in bold | Location al Minimum | Hardwar | Operatio | Release | Suppo | Suppo
Identifier | type with Period | Availabili e ns Suppor {rt y/n | rt yn
system Of ty Maximu | Require | t y/n
elements Perfor m Time d,
listed mance to Shifts/'W
below. (PPP) Repair k
NAME Hummer4 '
CHANGE (REM-
STG-ARS)
NAME Hummer5
CHANGE (REM-
DEV-CTX)
NAME Hummer6
CHANGE (REM-
DEV-ARS)
NAME Hummer?7
CHANGE (Remedy-
SQL1)
NEW Remedy-
SYSTEM SQL2

RealSecure was identified in Attachment J-7. RealSecure is now known as SiteProtector. Detailed below are the individual

elements comprising SiteProtector:

Name

Oty

JETS
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ISS Proventia 4
ISS Network Sensors 4
ISS DB Server 1
ISS APP Server 1
ISS Event Collector 1
Site Protector Console 2
ISS Management Console 2
Spare Network Sensors 1
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12. The following items listed in Attachments J-7, J-8, and J-9 are no longer supported:

Titl | Current Contract Systems are in Bldg.
€ Identifier bold type with Locati
system elements on
listed below.
ITSSC (PKI JSC-ISD-RA2
Systems)
NACC Tab CISDTSO and
CISDDVM
DDMS DDMS13
DDMS DDMS14
Graphics and DT6135-4
Duplication/Printing
Servers

Yideo Servers

JSC_TVOPS_SRV

Roo

JETS
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IMPASS (Contract IMPASS003
Admin)
IMPASS (Contract | IMPASSWEB BD
Admin) N
IMPASS (Contract | JSCIMPASSBDN
Admin)
IMPASS (Contract | ISCIMPASSCFGI
Admin)
IMPASS (Contract | JSCIMPASSWEB
Admin) SER
IMPASS (Contract JSCIMPASSWW
Admin) Wi

~d

13. The following items have changed location since the baseline provided in Attachment J-7.

NONE
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Appendix A. Current IT Security Plans
SubTasks IT SECURITY PLAN # | COMMENT
1.0 Engineering Computation | SPIA0005
Facility
2.0 CFO Systems SPLAQ002 Controlled by CFO office
3.0 IRD IT Security Systems SPIA0Q0S
4.0 IRD CS8 SPIA000S
5.0 IRD Web SPIAQ005
6.0 CR 945 SPAAQ002 Controlled by CIO office
7.0 NetlQ SPIA0002
8.0 SIDD SPIA0013
9.0 CSM SPIA0002
10.0 NASAPOST SPIA0007
11.0 Network Misc. SPIA0006, SPIA0007
12.0 EDCC SPIAQ005
13.0 DDMS SPIA0005
14.0 Library Systems SPIAQ005
15.0 Still Digital Imagery SPIAO001
Systems
16.0 Video Servers SPIA0G001, SPIAQO01S
17.0 Graphics and Du-Print SPIA0001
Servers
18.0 PAO Systems _ SPIAQ001
16.0 JSC Search SPIAQ002
20.0 IMPASS Development SPIAD005
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National Aeronautics and Space Administration
Lynden B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1 of 27

1. Order No.
JETS-0OPS05-1T-01 Revsion 2
Contract No.: NNJO4JAS3C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAFERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DC-Co

3. Issuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Karen Adams

Tel No.: 281-483-1863
E-mail:  karen.d.adams@nasa.gov

Fax: 281-483-7890

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.:  JETS-OPS05-IT-01 Revsion 2 NNJO4JAS3C

5. Contractor:

Muniz Engineering, Inc.
16903 Buccaneer Lane, Suite 200
Houston, Texas 77058

Phone: 281-483-1863  x n/a Fax: 281-483-7890

TIN: CAGE CODE:

6. Deliver On or Before: See attached schedule of delivery
F.O.B. Point; Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Altn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.:  JETS-OPS05-IT-01 Revsion2 NNJO4JAS3C

8. Type of Order:

[J PURCHASE: Please fumish the following in
accordance with the conditions specified on this order.

X DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the fallowing page, this delivery order is su hject to

Reference: instruclions contained on this form and is issued subject to the
terms and conditions of contract number:
9. Written acceptance of this order by contractor [[] ] is, < ]is not 10. Name: Jessica C. Miller
required. Sign below if required and return to contracting officer.
Name: {Person autharized to sign)
Signature; Date: Signature: Date:
CONTRACTING OFFICER
11. Schedule
ITEM GUANTITY UNIT QUANTITY
NQ. CESCRIPTION ORDERED UNIT PRICE AMOUNT ACCEPTED
1 System Administration and Sustaining Enginecring 1 LOT $1.879.1065.60
Revision 2
Estimated Cost: S1.900.769.01
Maximum Award Fee $111.947,99
Total Estimated Cost and Fee  $1.879.163.60
t2. For JSC Internal Use Only: 13. Total
Requisition No.: n/a [1 COMP. [ PART. PPC: nfa
$1.879.165.60
Rissue To: |A/Glenn Robinson
14. Quantities in "Quantity Accepted” Column Have Been
|_—_l INSPECTED L—__| ACCEPTED D RECEIVED
TO CONFORM TO THE CONTRACT,
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED.
Authaorized U.S. Government Representative Date

JSC Form 1429 (Rev March 3, 2004} {MS Word August 1995)
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1. Task Order Number/ Title
JETS-OPS05-IT-01 Revision 2 - System Administration and Sustaining Engineering
2. Technical Monitor (TMR)

Primary: FT4/Ruben Reyes
Alternate: [T4/Hector Rodriguez

3. Narrative Task Description

The Contractor shall operate computer systems and provide system administration for
JETS systems identified in the Information Resources Directorate (IRD) Maintenance
Database, as baseline in Attachment J-7 of the JETS Contract and items 11,12 and 13 on
this task order and in accordance with JETS Statement of Work (SOW) areas 4.2, 4.3,
and 4.3.2.

During the term of this task order, the number and type of systems the Contractor
supports may change. The COTR or his/her designee will notify the contractor of changes
and the contractor shall document these changes in the IRD Maintenance Database. The
Contractor shall ensure additions and deletions are posted to the IRD Maintenance
Database within 7 calendar days from the change.

All systems administration sustaining engineering functions defined in this task order
shall be reported at the subtask level. Subtasks correspond to 21 tabs seen in Attachment
J-7 spreadsheet and are defined as follows:

Subtask 1.0 Engineering Computation Facility

Subtask 2.0 CFO Systems LA
Subtask 3.0 IRD IT Security Systems 1A
Subtask 4.0 IRD CSS IA
Subtask 5.0 IRD Web IA
Subtask 6.0 CR 945 1A
Subtask 7.0 NetlQ 1A
Subtask 8.0 SiDD ‘ IA
Subtask 9.0 CSM IA
Subtask 10.0  NASAPOST IA
Subtask 11.0  Network Miscellaneous IA
Subtask 120  EDCC [A
Subtask 3.0 DDMS 1A
Subtask 140  Library Systems [A
Subtask 15.0  Still Digital Imagery Systems IA
Subtask 16.0  Video Servers [A
Subtask 17.0  Graphics and Du-Print Servers IA
Subtask 18.0  PAO Systems AP
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Subtask 19.0  JSC Search 1A
Subtask 20.0  IMPASS Development IA

* Deleted: Subtask 21.0 Contract

. Administration®

The Contractor shall perform the following system administration functions:

User account (USERID) administration

Shared foider setup

Access control rights management

Review system/security logs for issues and contact the IRD OCSM, the TMR,, and the

['T Security Manager (ITSM) should any issues be found.

Data transmission among systems

Systems performance monitoring

Creation and deletion of network printer queues

System backups/restores

Virus protection and scans

Problem identification/resolution and root cause analysis will be performed in

accordance with IRDs corrective action process and appropriate personnel.

o Hardware and software upgrades (including operating systems, security vulnerability
repairs), as well as the installation, configuration, operation and maintenance of all
assigned software pertaining to Microsoft (MS) Windows Server software (such as
NT, 2000, 2003, etc), ORACLE, Prolntralink, NetlQ AppManager, Apache, MS
SQL, MS 1IS and Unix systems

o Comply with all current JSC IT policies and procedures, including JSC 29638 the
Server Operations Management Plan (SOMP) , JSC 29788, General Operating
Procedures (GOP) for B46 Central Computing Facility , and IRD’s Configuration
Management procedures.

o Maintain system performance of all systems in accordance with the performance and
availability requirements identified in the Information Resources Directorate (IRD)
Maintenance Database, as baselined in Attachment J-7 of the JETS Contract and
items 11, 12 and 13 on this task.

© Ensure that IRD management approves all information disseminated external to IRD;

© Maintain a thorough understanding of existing and emerging IT/Internet technologies

by training each system administrator in server related classes.

O o 0 0

C 00 O C O

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM —5:00 PM in order to accomplish successful day-to-day systems administration
tunctions.

These systems may be located within IRD or organizations located in on-site JSC
facilities. These services shall be provided for all the systems identified in the -
Information Resources Directorate (IRD) Maintenance Database, as baselined in
Attachment J-7 of the JETS Contract and items 11, 12 and 13 on this task order.
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The contractor shall perform backup system administration functions for the IRD Lab
systems, located in building 46 and listed in Attachment J-9. Any required work will be
documented by the IRD Lab manager and coordinated with the COTR or his/her
designee. :

The contractor shall be responsible for coordinating as required with associate contractors
and for obtaining COTR or his/her designee concurrence for all scheduled hardware and
software upgrades, maintenance outages, break-fix repairs, and software patch
installations,

The Contractor shall provide online system status for all systems managed under this task
order. The Contractor shall provide full administrator level access to the Government and
authorized contractors for all systems managed under this task order as approved by the
COTR or his/her designee.

The Contractor shall provide sustaining engineering for all systems identified in the
Information Resources Directorate (IRD) Maintenance Database, as baselined in
Attachment J-7 of the JETS Contract and items 11, 12 and 13 on this task order. For
hardware systems and stand-alone equipment, sustaining engineering shall include
preventive maintenance and repair, ordering of replacement parts and spares, and system
software and firmware updates under existing maintenance warranties or Government-
provided. The components listed in Attachment J-9 under the heading “IRD
Maintenance Agreement List”, are the stand-alone items that comprise the systems listed
in Attachment J-7. The “IRD Maintenance Agreement List” is the baselined list of system
components to be maintained.

The Contractor shall maintain server and peripherals data in the IRD) Maintenance
Database. This includes all required fields of the database, which include server name,
location, IP address, point of contacts, NASA Equipment Management System (NEMS),
and service tags or serial numbers of all equipment in the system,

The Contractor shall coordinate outages with affected customers as per the IRD standard
notification process as outlined in the Server Operations Management Plan (SOMP),
JSC-29638 document. Changes to all systems managed under this task order shall be
documented in the IRD maintenance database unless exempted by the COTR or his/her
designee,

The Contractor shall assist the Government in performing technical, security assessment
related to system changes and upgrades, for developing or updating JSC Information
Technology Security Plans. The contractor is responsible for the security plans, as
identified in Appendix A.

The Contractor shall attend weekly status meetings with the COTR or his/her designee.
These meetings will status the previous week’s accomplishments, next week’s planned
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tasks, and technical, personnel, and budget issues. Corrective actions, if warranted, for
issues shall be discussed during this meeting. On the first weekly meeting of the month,
the performance standards, depicted in paragraph 3.7 of the SOW, shall be discussed
along with plans for improving the standards,

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the wotk detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality

33 Records Management

3.4  Work Authorizations

3.5  Facility Management

3.6  Property Management

3.7 JETS Metrics

4. Performance Standards

A system administrator shall be required to demonstrate knowledge appropriate for those
tasks. This demonstration, referred to as the NASA System Administrator Security
Certification, is a NASA funded two-tier assessment to verify that system administrators
are able to:

e Demonstrate knowledge in system administration for the operating systems for which they
have responsibility.

¢ Demonstrate knowledge in the understanding and application of Network and Internet
Security. ‘

Certification is granted upon achieving a score above the certification level on both an
Operating System test and the Network and Internet Security Test. The Certification
earned under this process will be valid for three years. The NASA Chief Information
Officer (CIO) has established the criteria for this skills assessment. The objectives and
procedures for this certification can be obtained by contacting the IT Security Awareness
and Training Center at (216) 433-2063. The contractor shall register all system
administrators through the IRD Organizational Computer Security Manager (OCSM),

System Administrators shall also comply with personnel security investigations
requirements as specified in JPG 2810.1. The Contractor’s system administrators shall
acquire IT security training in accordance with the JSC Policy Directive (JPG) 2810.1,
JSC IT Security Handbook.,
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5. Training

The contractor shall propose training for system administrators to maintain competency
on the assigned systems. The Program Manager shall coordinate all training request via
e-mail with the COTR or his/her designee prior to expenditure of funds.

6. Period of Performance

The services in this Task Order shall be performed from 9/1/04 through 9/30/05.

7. Deliverables Required

For systems identified in the Information Resources Directorate (IRD) Maintenance
Database, as baselined in Attachment J-7 of the JETS Contract and items 11, 12 and 13
on this task order, the contractor shall develop and maintain all deliverables and
documentation as required by the SOMP.

The Contractor shall provide a physical inventory plan per DRD 19.

The Contractor shall provide facility layout and power distribution drawings per DRD 18.
The Contractor shall provide status reports per DRD 07.

The Contractor shall provide a hurricane plan per DRD 17.

The Contractor shall provide metrics report per DRD 03.

The Contractor shall provide performance management and capacity plan per DRD-11,

The Contractor shall update and submit security plans for approval per DRD 14.
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8. Special Requirements

The JETS mailbox wilt be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. ~ The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database

9, Metrics

The contractor shall provide monthly Customer Satisfaction, System Administrator
Productivity, and System Availability metrics as specified in DRD-03 Metrics Reports.
Availability metrics shall clearly contrast a system’s availability with unscheduled and
schedule outages.

10. Total Cost Summary
Cost: $1,788,821.02
Maximum Award Fee: $111,947.99
Total Cost: $1,900,769.01

11. Cost Phasing by Month - See Attachments

12. Revision Summary of Task Order

Revision 2 increases the material costs by $21,604.01 for SubTask 13 (DDMS) to include
cost of 32 512MB SUN memory modules necessary to maintain system performance of
all systems in accordance with the performance and availability requirements identified
in the Information Resources Directorate (IRD) Maintenance Database as required under
Section -. Narrative Task Description of this Task Order.

JETS 7



JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)
NNJ04JAS3C

11. Additional systems for support under this task order:

Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bldg.
Location

General
Systems
Support

ITSSC

Network/
Misc

Bldg. 46

Dell
PowerEdge
2650,
WinZk
Solar
Winds
NEMS #
1653717

Room

300

Princip |

al
Period

of
Perfor
mance
(PPP)

Minimum
Availabili
ty

Hardwar
€
Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/W
k

SwW
Release
Suppor

t yn

Tier 2
Suppoe
rt y/n

Suppo
rt yn

2477

99.9%

4 Hr

5

Yes

Yes

Yes

Dell
PowerEdge
2650, RH
Linux
OSCAR
NEMS #
1653705

300

JETS
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Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bldg.
Location

Room

Princip
al
Period
of
Perfor
mance
(rrp)

Minimum
Availabili
ty

Hardwar

Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/W
k

S/W
Release
Suppor

t y/n

Tier 2
Suppo
rt ym

Suppo
rt ym

Dell
PowerEdge
2650, RH
Linux
ZOWE
NEMS #
1653704

300

Dell
PowerVaul
t 1105
Tape
Backup
NEMS #
n/a

300

NetOptics
Tap 8 port
NEMS #
1653817

300

NetOptics
Tap 4 port
NEMS #
/a

300

JETS
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Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below,

Bldg.
Location

Room

Princip |
al
Period
of
Perfor
mance
(PPP)

Minimum
Availabili
ty

Hardwar
e
Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/'W
k

S/W -
Release
Suppor

t ym

Tier 2
Suppo
rt y/n

Suppo
rt ym

NetOptics
Tap 8 port
NEMS #
1652090

300

Niksun
NetDetecto
r2U0
Appliance
NEMS #
1653757

300

Niksun
NetDetecto
r2U
Appliance
NEMS #
1653758

154

NAI S4000
Model
EG2S8
Gigabit
Sniffer
NEMS #

30d
3cw29

JETS
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Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bldg.
Location

Room

Prineip
al
Period
of
Perfor
mance

(PPP)

Minimum
Availabili
ty

Hardwar
e
Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/W
k

S/’'wW
Release
Suppor

t y/n

Tier 2
Suppo
rt yn

Suppo
rt yn

2084661

NAI S4000
Model
EG2S
Gigabit
Sniffer
NEMS #
2084660

300
3cw29

NAI 84000
Model
EG2S
Gigabit
Sniffer
NEMS #
2140708

300
3cw29

TPAQ
Pocket PC
Wireless
Network
Sniffer,

Bldg. 45

329

JETS

12




JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)
NNJO4JAS3C

Title

Current
Contract
Identifier

Systems
are in boid
type with
system
elements
listed
below.

Bldg.
Location

Room

Princip
al
Period
of
Perfor
mance
(PPP)

Minimum
Availabili
ty

Hardwar
e
Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/'W
k

S/wW
Release
Suppor

t yn

Tier 2
Suppo
rt yn

Suppo
rt yn

NAI corp
NEMS #
1650925

Computer,
Laptop
Dolch
NEMS #
1987840

Bldg. 46

154

Server,
ADP NAI
10/100
sniffer pod
NEMS #
1987868

300

NAI Server
ADP
10/100
sniffer pod
ET02NA-
PRO
NEMS #
1987867

300

JETS
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NNJ04JAS3C
Title Current Systems Bldg. Room | Princip S/W | Tier 2 D
Contract | are in bold | Location al Minimum | Hardwar | Operatio | Release | Suppo | Suppo
Identifier | type with Period | Availabili e ns Suppor | rt y/n | rt y/n

system Of ty Maximu | Require | t y/n

elements Perfor m Time d,

listed mance to Shifts/W

below, (PPP) Repair k
NAI Server .Rm.
ADP fddi 300
sniffer pod
NEMS #
1987755
NAI Server Rm.
ADP fddi 300
sniffer pod
NEMS #
1987756
London RM

154
London- RM
Dev 154
Lift RM
300
JETS 14
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Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bldg.
Location

Room

Princip
al
Period
of
Perfor
mance
(PPP)

Minimum
Availabili
ty

Hardwar
€
Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/W
k

S/'wW
Release
Suppor

t y/n

Tier 2
Suppo
rt yn

Suppo
rt yn

IRD IT
Security
Systems

Tape Back-
up Library

Secure
Server

Security
Data
Warchouse

Websense

AF-ITS-
NTW3

InfoExpress

JETS
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Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
below.

Bidg.
Location

Room

Princip
al
Period
Of
Perfor
mance
(PPP)

Minimum
Availabili
ty

Hardwar
e
Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/W

K

S/W
Release
Suppor

t yn

Tier 2
Suppo
rt y/m

Suppo
rt y/n

Network
Intrusion
Detection

(NID)

ITSSC

IRD IT
Security
Systems

Various

24/7

99.900%

4 hrs

5

XQoS
ContExt
(Content
Extractor)

Bldg 46

300

1SS
Network
Scanners

Linux
Scanners

NAS

External
Scanner

JETS
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Title Current Systems Bldg. Room | Princip S/W | Tier 2 D
Contract | are in bold | Location al Minimum | Hardwar | Operatio | Release | Suppo | Suppo
Identifier | type with Period | Availabili e ns Suppor | rt y/n | rt y/n
system Oof ty Maximu | Require | t y/n
elements Perfor m Time d,
listed mance to Shifts/W
below. (PPP) Repair k
SafeSuite
Server
General ITSSC IRD Web N/A 24/7 99.9% 4 Hr 5 Yes Yes Yes
Systems Systems
Support
JSC-IRD-
DEV6
JSC-IRD-
DEV7
JSC-IRD-
COTSDEV
JSC-IRD-
COTs1
JETS 17




JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)

NNJ04JAS3C
Title Current Systems Bldg. | Room | Princip S/'W | Tier2 D
Contract | are in bold | Location al Minimum | Hardwar | Operatio | Release | Suppo | Suppo
Identifier | type with Period | Availabili e ns Suppor | rt y/n | rt y/n
system Of ty Maximu | Reqguire | t y/n
elements Perfor m Time d,
listed mance to Shifts/'W
below. (PPP) Repair k
JSC-IRD-
COTS2
General ITSSC NetIQ Bldg. 46 | Rm 24/7 99.9% 4 Hr 5 Yes Yes .| Yes
Systems 300
Support
JSC-
Patchmanl
JSC-
Patchman?
JSC-
Patchman3
JSC-
Patchman4
JETS 18




JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)
NNJO4JAS3C

Title

Current
Contract
Identifier

. Systems
are in bold
type with
system
elements
listed
below.

Bldg.
Location

Room

Princip
al
Period
of
Perfor
mance
(PPP)

Minimum
Availabili
ty

Hardwar

Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/'W

kK

S/wW
Release
Suppor

t yn

Tier 2
Suppo
rt y/n

Suppo
rt y/n

Design

and Pata
Manageme
nt System

IMPASS

DDMS -
Design
and Data
Manageme
nt System

24/7

100.0%

4 Hr

5

Yes

Yes

Yes

JSC-IRD-
DDMSD1

JSC-IRD-
DDMSD1

JSC-IRD-
DDMSD2

JSC-IRD-
DDMSSI

JSC-IRD-
DDMSS2

JETS
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JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)
NNJO04JAS3C

Title

Current
Contract
Identifier

Systems
are in bold
type with
system
elements
listed
helow.

Bldg.
Location

Room

Princip
al
Period
Of
Perfor
mance
(PPP)

Minimum
Availabil
ty

Hardwar
e
Maximu
m Time
to
Repair

Operatio
ns
Require
d,
Shifts/W
k

S’W
Release
Suppor

t yn

Tier 2
Suppo
rt yn

Suppo
rt yn

JSC-IRD-
DDMSP1

ISC-IRD-
DDMSP2

JSC-IRD-
DDMSP3

JSC-IRD-
DDMSP4

General
Systems
Support

IMPASS

Video
Servers

ISC-ISD-
VIDO03

JETS
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JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)

NNJ04JAS53C
Title Current Systems Bldg. Room | Princip S/'W | Tier2 ID
Contract | are in bold | Location al Minimum | Hardwar | Operatio | Release | Suppo | Suppo
Identifier | type with Period | Availabili e ns Suppor [ rt y/n | rt y/n
system of ty Maximu | Require | t y/n
elements Perfor m Time d,
listed mance to Shifts/W
below. (PPP) Repair k
JSC-ISD-
VID04
Human IMPASS Still
Space Digital
Flight Imaging
Imaging System
Operation
s
JSC-ISD-
DILO2
General DSSSC CFO Bldg.46 | RM 2477 99.9% 4 Hr 5 Yes Yes Yes
Systems Systems 300
Support
JSC-FMD- | Bldg 46 RM
PRICEO1 154
JETS 21




JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)

NNJ04JAS3C
Title Current Systems Bldg. Room | Princip S/W | Tier 2 ID
Contract | are in bold | Location al Minimum | Hardwar | Operatio | Release | Suppo | Suppo
Identifier | type with Period | Availabili e ns Suppor | rt y/n | rt yn
system of ty Mazximu | Require | t y/n
clements Perfor m Time d,
listed mance to Shifts/'W
below. (PPP) Repair k
JSC-FMD- RM
PRICE(2 300
General IMPASS | IRD CSS N/A 24/7 99.9% 4 Hr 5 Yes Yes Yes
Systems
Support
NAME Hummerl Bldg. 46 | Rm.
CHANGE (REM- 300
in PRD-CTX)
{Parenthes
is)
NAME Hummer?2
CHANGE (REM-
PRD-ARS)
NAME Hummer3
CHANGE (REM-
STG-CTX)
JETS 22




JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)

NNJ04JAS3C
Title Current Systems Bldg. Room | Princip S/W | Tier2 ID
Contract | are in boid | Location al Minimum | Hardwar | Operatio | Release | Suppo | Suppo
Identifier | type with Period | Availabili e ns Suppor | rt y/n | rt y/n
system of ty Maximu | Require [ t y/n
elements Perfor m Time d,
listed mance to Shifts/W
below. (PPP) Repair k
NAME Hummer4
CHANGE (REM-
STG-ARS)
NAME Hummer3
CHANGE (REM-
DEV-CTX)
NAME Hummer6
CHANGE (REM-
DEV-ARS)
NAME Hummer7
CHANGE (Remedy-
SQL1)
NEW Remedy-
SYSTEM SQL2

RealSecure was identified in Attachment J-7. RealSecure is now known as SiteProtector. Detailed below are the individual

elements comprising SiteProtector:

Name

Oty

JETS
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JSC Enabling Technology and Security (JETS)
- Muniz Engineering, Inc. (MEI)
NNJO04JAS3C

ISS Proventia

ISS Network Sensors

ISS DB Server

ISS APP Server

ISS Event Collector

Site Protector Console
ISS Management Console
Spare Network Sensors

— b N e e e

JETS 24



JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)

NNJ04JAS53C

12. Thé following items listed in Attachments J-7, J-8, and J-9 are no longer supported:

Titl | Current Contract Systems are in Bldg. | Roo
e Identifier bold type with Locati| m
system elements on
listed below.
ITSSC (PKI JSC-ISD-RA2
Systems)
NACC Tab CISDTSO and
CISDDVM
DDMS DDMS13
DDMS DDMS14
Graphics and DTé6135-4
Duplication/Printing
Servers

Video Servers

JSC_TVOPS_SRV

JETS
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JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)

NNJO04JAS3C
IMPASS (Contract IMPASS003
Admin)
IMPASS (Contract | IMPASSWEB BD
Admin) N
IMPASS (Contract | JSCIMPASSBDN
Admin)
IMPASS (Contract | JSCIMPASSCFG1
Admin)
IMPASS (Contract | JSCIMPASSWEB
Admin) SER
IMPASS (Contract JSCIMPASSWW
Admin) Wil

13. The following items have changed location since the baseline provided in Attachment J-7.

NONE

JETS
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Muniz Engineering, Inc. (MEI)
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Appendix A. Current IT Security Plans
SubTasks I/'T SECURITY PLAN # | COMMENT
1.0 Engineering Computation SPIA0003
Facility
2.0 CFO Systems SPLA0002 Controlled by CFO office
3.0 IRD IT Security Systems SPIA0003
4.0 [RD CSS§ SPIA0005
5.0 IRD Web SPIACOOS
6.0 CR 945 SPAAD0O2 Controlled by CIO office
7.0 NetlQ SPIA0002
8.0 SIDD SPIA0013
9.0 CSM SPIA0002
10.0 NASAPOST SPIAQ007
11.0 Network Misc. SPIA0006, SPIA0007
12.0 EDCC SPIAOQ00S
13.0 DDMS SPIA0005
14.0 Library Systems SPIA0005
15.0 Still Digital Imagery SPIA0001
Systems
16.0 Video Servers SPIA0001, SPIAQ01S
17.0 Graphics and Du-Print SPIA0001
Servers
18.0 PAO Systems SPIA0001
19.0 JSC Search SPIA0002
20.0 IMPASS Development SPIAQQOS
JETS 27




National Aeronautics and Space Administration
Lyndon B. Jehnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 2 of

1. Order No.
JETS-0PS05-1T-02

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Contract No.: NNJ04JA53C

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Karen Adams

Tel No.: 281-483-1863 Fax: 281-483-7890

E-mail: _karen.d.adams@nasa.gov

4. Ship To:

Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696

Mark For: Accountable Property

Order No.: JETS-OPS05-IT-02, NNJO4JA53C

5. Contractor:

Muniz Engineering, Inc.
16903 Buccaneer Lane, Suite 200
Houston, Texas 77058

6. Deliver On or Before:

F.Q.B. Point: Destination

Discount Terms: Net 30 Days.

Phone: 281-483-1863  xn/a Fax: 281-483-7890

TIN: 76-0359413 CAGE CODE: 0xBY8

7. BILLING ADDRESS:

NASA Johnson Space Center

Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

Order No.: JETS-OPS05-IT-02, NNJ04JA53C

8. Type of Order:

[0 PURCHASE: Please fumish the following in
accordance with the conditions specified on this order.
Reference:

O

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number:

9. Written acceptance of this order by contractor [ ]is, [P] ] is not 10. Name: Jessica C. Miller
required. Sign below if required and return to contracting officer.
Name: {(Person authorized to sign)
Signature: Date: Signature: Original signed /s/ J. Miller . Date: 8/31/04
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY uNIT QUANTITY
NO. DESCRIFTION oroerep | UNT PRICE AMOUNT ACCEPTED
Consolidated Information Resources Directorate (IRD) Storage Area Network
1 Adm (CISAN) Administration 1 Lot $230,52097
Estimated Cost: $217,604.43
Maximum Award Fee $12,916.54
Total Estimated Cost and Fee  $230,520.97
12. For JSC Internal Use Only: 13. Total
Requisition No.: N/A [0 comMP. [J PART. PPC: N/A
. $230,520.97
Rissue To: IA/Glenn Robinson
14. Quantities in “"Quantity Accepted” Column Have Been
]:] INSPECTED |:| ACCEPTED |:| RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:

OTHERWISE NOTED.

Date

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)

Authorized U.S. Government Representative




1. Task Order Number/Title

JETS-OPS05-IT-02 - Consolidated Information Resources Directorate (IRD) Storage
Area Network (CISAN) Administration

2. Technical Monitor Representative (TMR)

Primary: 1T4/Hung Luu
Alternate: 1T4/Hector Rodriguez

3. Narrative Task Description

The contractor shall be responsible for the operation and storage component system
management of the CISAN Systems, as specified in the JETS Statement of Work (SOW)
Section 4.2, 4.3, and 4.3.2.

The individual components of the CISAN include Storage Arrays, tape backup systems,
fiber channel switches, related cables, and the SAN management software for the
following systems: Engineering Computation Facility (ECF), Consolidated Storage
Management (CSM), Design and Data Management System (DDMS), and Shuttle
Interagency Debris Database (SIDD) as baselined in Attachment J-7.

All storage systems functions defined in this task order shall be reported at the subtask
level. Subtasks correspond to the equivalent tabs seen in Attachment J-7 spreadsheet and
are defined as follows:

Subtask 1.0  ECF Systems 25% MA 75% OA
" Subtask 2.0 CSM Systems 100% 1A
Subtask 3.0 Help Desk 100% IA

The Contractor shall provision storage allocations per approved Service Requests (SRs)
in the Customer Service Systems (CSS) within 10 business days, including any access
rights required, if unallocated storage is available. If unallocated storage is not available,
then provisioning shall be completed within 10 business days of storage becoming
available. The contractor shall prepare and submit any Outsourcing Desktop Initiative
for NASA (ODIN) SRs for network modifications or JETS SRs for Central Computing
Facility (CCF) power or fiber modifications needed to provision new requirements. All
SRs must be approved by IRD.

The contractor shall manage zoning on the CISAN fabric to maintain isolation between
SAN resources and their related end user systems. Any zoning required to enable
provisioning shall also be completed within the same 10 business days.

\
In addition, the contractor shall maintain a configuration-managed architecture diagram
of the CISAN, as well as a configuration-managed document listing the hardware model
numbers and serial numbers of all CISAN components, applicable software license



codes, reboot procedures, backup procedures, restore procedures, and the procedures to
open maintenance trouble calls.

The Contractor shall monitor the performance of the CISAN components using the
Government-supplied Veritas SANPoint Control application, and implement any tuning
changes through approved Server Operations Configuration Control Board (SOCCB)
Change Requests (CRs). '

The Contractor shall collect CISAN performance data for trend analysis, and provide on-
line summaries.

The Contractor shall perform problem identification, resolution and root cause analysis.

The contractor shall perform this task in compliance with configuration management, 508
compliance, export control, property control and safety requirements as specified in the
contract. The contractor must adhere to the standard IRD practices and procedures as
outlined in the Server Operations Management Plan (SOMP) of the SOCCB.

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM - 5:00 PM in order to accomplish successful day-to-day CISAN operations.

The contractor shall provide support to the user community for issues that are related to
the CISAN, including receiving and documenting incoming calls and requests, handling
CISAN-related calls that are forwarded from associate contractors, and working directly
with end-users and associate contractors as required to resolve user-reported issues.
Based on the current environment, it is estimated that eight (8) hours per week are
currently required for the investigation and resolution of user-reported issues. The
contractor shall respond to each call within one (1) business hour.

The Contractor shall also provide the initial layout and maintain the configuration
drawings for the CISAN fiber layout.

The Contractor shall attend monthly status meetings with the COTR or his/her designee.
These meetings will status the previous month’s accomplishments, next month’s planned
tasks, and technical, personnel, and budget issues. Corrective actions, if warranted, for
issues shall be discussed during this meeting.

The Contractor shall attend weekly status meetings with the TMR for this Task Order.
The Contractor shall assist the Government in performing technical, security assessment
related to system changes and upgrades, for developing or updating JSC Information
Technology Security Plans. The contractor is responsible for Appendix A security plans.

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and

- manage the work detailed in this Task Order, the contractor shall perform all the Contract



Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality .

3.3  Records Management

3.4  Work Authorizations

3.5  Facility Management

3.6  Property Management

3.7 JETS Metrics

4. Period of Performance

The services in this Task Order shall be performed from 9/1/04 through 9/30/05.

5. Training

The contractor shall propose training for personnel assigned to this task required to
maintain competency on the assigned systems. The Program Manager shall coordinate
all training request via e-mail with the COTR or his/her designee prior to expenditure of
funds.

6. Deliverables Required

The contractor shall provide online monthly reports on storage statistics to include the
amount of used storage, amount of available storage, and which organizations are using

the storage for chargeback purposes.

The contractor shall maintain a current Security Plan for the CISAN, as specified in Data
Requirements Document (DRD) 14 IT Security Plans.

Initial submittal of CISAN fiber layout shall be 60 days from Contract start. The
Contractor shall deliver CISAN fiber layouts within 30 days from updates to the system.

The contractor shall provide a monthly summary report for any unplanned outages.

The Contractor shall include the CISAN components in the physical inventory plan
submitted per DRD 19,

The Contractor shall include the CISAN components in the facility layout and power
distribution drawings provided per DRD 18.

The Contractor shall include CISAN status reports provided per DRD 07.



The Contractor shall include safeguards for the CISAN in the hurricane plan provided per
DRD 17.

The Contractor shall include availability metrics for the CISAN provided per DRD 03.

The Contractor shall include CISAN performance management and capacity plan
provided per DRD 11.

The Contractor shall update and submit security plans for approval per DRD 14.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database.

8. Metrics
The contractor shall provide monthly Customer Satisfaction and System Availability
metrics as specified in DRD 03 Metrics Reports. Availability metrics shall clearly

contrast a system’s availability with unscheduled and schedule outages.

9. Total Cost Summary and Cost Phasing by Month

Cost: $217,604.43
Maximum Award Fee: $12,916.54
Total Cost: $230,520.97

Monthly Cost Phasing — See Attachment 1

Revision Summary of Task Order

Previous Value Rev # Vaiue New Value

Cost
Fee

Total Cost and Fee




Appendix A

SubTasks I/'T SECURITY PLAN # COMMENT
1.0 Engineering SPIA0O0OS

Computation Facility

Systems '

2.0 CSM Systems SPIA0005




National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1 of 7

1. Order No.
JETS-OPS05-IP-01, Revision 1
Contract No.: NNJ0O4JA53C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Karen Adams

Tel No.: 281-483-1863
E-mail: karen.d.adams@nasa.gov

Fax: 281-483-7890

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-OPS05-IP-01, Revision 1 NNJO4JA53C

5. Contractor:

Muniz Engineering, Inc.
16903 Buccaneer Lane, Suite 200
Houston, Texas 77058

Phone: 281-483-1863 X n/a Fax: 281-483-7890

TIN: CAGE CODE:

6. Deliver On or Before: See attached schedule of delivery
F.0.B. Peint; Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LLF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-OPS05-IP-01, Revision 1 NNJ04JA53C

8. Type of Order:

[[J PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

(] DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number:

9. Written acceptance of this order by contractor [[] | s, [ ] is not
required. Sign below if required and retum to contracting officer.

Name: (Person authorized to sign)

Signature:

Date:

10. Name: Jessica C. Miller

Date:
CONTRACTING OFFICER

Signature:

11. Schedule

ITEM

DESCRIPTION
NO. S O

QUANTITY UNIT

QUANTITY
Al N
ORDERED UNIT MOUNT

ACCEPTED

1 Boundary Services Systems Daily Operations

Subtask Description(s).

Estimated Cost: 838577142

Maximum Award Fee S25216.40

Total Estimated Cost and Fee  $410.987.82

PRICE
1 LoT S410.987.82

12. For JSC Internal Use Only:
Requisition No.: n/a

Rissue To: |A/Glenn Robinson

O comp. [

13. Total
PART. PPC: n/a

$ 5410,987.82

14. Quantities in “Quantity Accepted” Column Have Been
[C1 INSPECTED ] ACCEPTED |

TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS
OTHERWISE NOTED.

RECEIVED

BY:

___Authorized U.S. Government Representative " Date

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1005)




JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)
NNJ04JAS3C

1. Task Order Number/Title

JETS-OPS05-IT-02 Revision 1 -Consolidated Information Resources Directorate (IRD)
Storage Area Network (CISAN) Administration

2. Technical Monitor Representative (TMR)

Primary: IT4/Hung Luu
Alternate: IT4/Hector Rodriguez

3. Narrative Task Description

The contractor shall be responsible for the operation and storage component system
management of the CISAN Systems, as specified in the JETS Statement of Work (SOW)
Section 4.2, 4.3, and 4.3.2.

The individual components of the CISAN include Storage Arrays, tape backup systems,
fiber channel switches, related cables, and the SAN management software for the
following systems: Engineering Computation Facility (ECF), Consolidated Storage
Management (CSM), Design and Data Management System (DDMS), and Shuttle
Interagency Debris Database (SIDD) as baselined in Attachment J-7.

All storage systems functions defined in this task order shall be reported at the subtask
level. Subtasks correspond to the equivalent tabs seen in Attachment J-7 spreadsheet and
are defined as follows:

Subtask 1.0  ECF Systems 25% MA 75% OA
~ Subtask 2.0 CSM Systems 100% IA
Subtask 3.0 Help Desk 100% IA

The Contractor shall provision storage allocations per approved Service Requests (SRs)
in the Customer Service Systems (CSS) within 10 business days, including any access
rights required, if unallocated storage is available. If unallocated storage is not available,
then provisioning shall be completed within 10 business days of storage becoming
available. The contractor shall prepare and submit any Qutsourcing Desktop Initiative
for NASA (ODIN) SRs for network modifications or JETS SRs for Central Computing
Facility (CCF) power or fiber modifications needed to provision new requirements, All
SRs must be approved by IRD.

The contractor shall manage zoning on the CISAN fabric to maintain isolation between
SAN resources and their related end user systems. Any zoning required to enable
provisioning shall also be completed within the same 10 business days.

JETS 2



JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)
NNJ04JAS53C

In addition, the contractor shall maintain a configuration-managed architecture diagram
of the CISAN, as well as a configuration-managed document listing the hardware model
numbers and serial numbers of all CISAN components, applicable software license
codes, reboot procedures, backup procedures, restore procedures, and the procedures to
open maintenance trouble calls.

The Contractor shall monitor the performance of the CISAN components using the
Government-supplied Veritas SANPoint Control application, and implement any tuning
changes through approved Server Operations Configuration Contro! Board (SOCCB)
Change Requests (CRs).

The Contractor shall collect CISAN performance data for trend analysis, and provide on-
line summaries.

The Contractor shall perform problem identification, resolution and root cause analysis.

The contractor shall perform this task in compliance with configuration management, 508
compliance, export control, property control and safety requirements as specified in the
contract. The contractor must adhere to the standard IRD practices and procedures as
outlined in the Server Operations Management Plan (SOMP) of the SOCCB.

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM - 5:00 PM in order to accomplish successful day-to-day CISAN operations.

The contractor shall provide support to the user community for issues that are related to
the CISAN, including receiving and documenting incoming calls and requests, handling
CISAN-related calls that are forwarded from associate contractors, and working directly
with end-users and associate contractors as required to resolve user-reported issues.
Based on the current environment, it is estimated that eight (8) hours per week are
currently required for the investigation and resolution of user-reported issues. The
contractor shall respond to each call within one (1) business hour.

The Contractor shall also provide the initial layout and maintain the configuration
drawings for the CISAN fiber layout.

The Contractor shall attend monthly status meetings with the COTR or his/her designee.
These meetings will status the previous month’s accomplishments, next month’s planned
tasks, and technical, personnel, and budget issues. Corrective actions, if warranted, for
issues shall be discussed during this meeting.

The Contractor shall attend weekly status meetings with the TMR for this Task Order.

JETS 3



JSC Enabling Technology and Security (JETS) -
Muniz Engineering, Inc. (MEI)
NNJ04JAS3C

The Contractor shall assist the Government in performing technical, security assessment
related to system changes and upgrades, for developing or updating JSC Information
Technology Security Plans. The contractor is responsible for Appendix A security plans.

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
32 Quality

3.3  Records Management

34 Work Authorizations

3.5  Facility Management

3.6  Property Management

3.7 JETS Metrics

4. Period of Performance

‘The services in this Task Order shall be performed from 9/1/04 through 9/30/05.

5. Training

The contractor shall propose training for personnel assigned to this task required to
maintain competency on the assigned systems. The Program Manager shall coordinate
all training request via e-mail with the COTR or his/her designee prior to expenditure of
funds. -

6. Deliverables Required

The contractor shall provide online monthly reports on storage statistics to include the
amount of used storage, amount of available storage, and which organizations are using

the storage for chargeback purposes.

The contractor shall maintain a current Security Plan for the CISAN, as specified in Data
Requirements Document (DRD) 14 IT Security Plans.

Initial submittal of CISAN fiber layout shall be 60 days from Contract start. The
Contractor shall deliver CISAN fiber layouts within 30 days from updates to the system.

JETS 4



JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)
NNJ04JAS53C

The contractor shall provide a monthly summary report for any unplanned outages.

The Contractor shall include the CISAN components in the physical inventory plan
submitted per DRD 19.

The Contractor shall include the CISAN components in the facility layout and power
distribution drawings provided per DRD 18.

The Contractor shall include CISAN status reports provided per DRD 07.

The Contractor shall include safeguards for the CISAN in the hurricane plan provided per
DRD 17.

The Contractor shall include availability metrics for the CISAN provided per DRD 03.

The Contractor shall include CISAN performance management and capacity plan
provided per DRD 11.

The Contractor shall update and submit security plans for approval per DRD 14,

7. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requlres a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database.

JETS 5



JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)
NNJ04JA53C

8. Metrics

The contractor shall provide monthly Customer Satisfaction and System Availability
metrics as specified in DRD 03 Metrics Reports. Availability metrics shall clearly
contrast a system’s availability with unscheduled and schedule outages,

9. Total Cost Summary and Cost Phasing by Month

Cost: $223,113.35
Maximum Award Fee:  $13,241.40
Total Cost: $236,354.75

Monthly Cost Phasing — See Attachment 1

Revision Summary of Task Order

Revision 1 corrects the estimated cost for Program Management costs omitted in the
original Task Order.

Previous Value Rev # Value New Value
Cost $ 217604431 % 5,508.92 |'§ 223,113.35
Fee $ 12,816.54 | $ 32486 % 13,241.40
Total Costand Fee | $ 230,52097 | $ 5,833.78 | $ 236,354.75

JETS -6



JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)

NNJ04JAS53C
Appendix A
SubTasks I/T SECURITY PLAN # COMMENT
1.0 Engineering SPIA00OS
Computation Facility
Systems
2.0 CSM Systems SPIA0005

JETS 7



SUBTASKS
OPS05-IT-02

iSept-04 |Oct-04 [Nav-04 [Dec-04 [Jan-05 [Feb-05 [Mar-05 |Apr-05 [May-05 TJun-05 [Jul-05 [Aug-05 [Sept-05 [TOTAL

Divectlabg = =~~~

Subcontrac

G&A
Subtotat

Materials
Travel
Training
Equipmen
Subfotal

Avaitable A

!

Total Cost ) 1 $236,354.75

Attachment 1



Lyndon B, Johnson Space Center
Houston, TX 77058

National Aeronautics and Space Administration

ORDER FOR SUPPLIES OR SERVICES Page 1of &

1. Order No.
JETS-0PS05-IT-03
Contract No.: NNJO4JA53C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS {15 CFR 700) DO-C9

3. Issuing Office:
‘NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Karen Adams

Tel No.: 281-483-1863
E-maii:  karen.d.adams@nasa.gov

Fax: 281-483-7890

4. Ship To:

Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696

Mark For: Accountable Property

Order No.: JETS-OPS05-1T-03, NNJ04JAS3C

5. Contractor:

Muniz Engineering, Inc.
16903 Buccaneer Lane, Suite 200
Houston, Texas 77058

6. Deliver On or Before:
F.O.B. Point: Destination

Discount Terms: Net 30 Days.

Phone: 281-483-1863 xn/a i
Email: karen.d.adams@nasa.gov Fax: 281-483-7890

TIN: CAGE CODE:

7. BILLING ADDRESS:

NASA Johnson Space Center

Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

Order No.: JETS-OPS05-17-03, NNJ04JA53C

8. Type of Order:

[[] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

O

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number:

OTHERWISE NOTED.

9. Written acceptance of this order by contractor [L] ]is, [[X] ] is not 10. Name: Jessica C. Miller
required. Sign below if required and return to contracting officer.
Name: {Person autherized to sign)
Signature: Date: Signature: Original signed /s/ J. Miller  Date: 8/31/04
CONTRACTING OFFICER
11. Schedule .
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION QRDERED UNIT PRICE AMOUNT ACCEPTED
1 Network Traffic Monitoring and Analysis 1 LOT $ 102,779.50
Estimated Cost: $96.753.10
Maximum Award Fee 56,026.40
Total Estimated Cost and Fee  $102,779.50
12. For JSC Internal Use Only: 13. Total
Requisition No.: N/A [0 coMP. [J PART. PPC: NIA g
102,779.50
Rissue To: IA/Glenn Robinson :
14. Quantities in “Quantity Accepted” Column Have Been
(] INSPECTED [] ACCEPTED [J  RECENVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS 8Y;

Authorized U.S. Government Representative

Date

JSC Form 1428 (Rev March 3, 2004) {(MS Word August 1005)




1. Task Order Number/Title
JETS- OPS05-IT-03 - Network Traffic Monitoring and Analysis
2. Technical Monitor

Primary: IT2/Jose Nunez
Alternate: IT4/Hector Rodriguez

3. Narrative Task Description

The Contractor shall provide the Government with assessment, definition, planning,
implementation, analysis, administration and ongoing operations of the Network
Engineering group network traffic monitoring systems in accordance with SOW 5.1.

The Contractor shall perform network traffic monitoring, network traffic analysis,
network testing and network troubleshooting on the Johnson Space Center Integrated
Network System (JSC INS) which includes the Isolation Network, the Wide Area
Network (WAN) Interface. Upon request, the Contractor shall monitor traffic and
analyze other on-site networks. Data obtained from the monitoring process shall be
analyzed and archived to provide historical statistics and data for trend analysis.
Graphical reports of this data shall be generated and presented to appropriate personnel as
requested by the COTR or his/her designee.

The Contractor shall perform hardware and software requirements definition and
operations for new network traffic monitoring, network traffic analysis, modeling, and
management systems. The Government estimates 3 hardware or software monitoring
system changes shall be implemented during performance of this task order. In addition,
the contractor shall develop and meet project schedules for the implementation of the
new systems. Schedules shall be coordinated with the COTR or his/her designee.

The contractor shall monitor traffic using the following systems but not limited to only
these systems.

Niksun NetVRC 3.0 (2 units)
Solarwinds/Orion Network Performance Monitor (1 unit)
MRTG (1 unit)

Big Brother BB19C (1 unit)

NAI Gigabit Sniffer (2 units)

NALI Portable Sniffer (2 units)

IPAQ Pocket PC NAI Wireless Sniffer (1 unit)
Portable Computer (Dolch Sniffer) (1 unit)
NetOptics Tap (3 units)

NAI Server ADP 10/100 Sniffer Pod (2 units)
NAI Server ADP FDDI Sniffer Pod (2 units)

The Contractor shall perform assessment, analysis and troubleshoot issues regarding
network traffic monitoring tools and their respective operating systems ( Windows
NT/2000/2003/XP, Unix and Linux ).



The Contractor shall maintain a thorough understanding of existing and emerging IT
Internet technologies by providing training to each network analyst in the appropriate
classes in order to develop solutions to implement customer’s requirements. In addition
the contractor shall propose new ideas in which the JSC Network Traffic Monitoring,
Management and Operations can be improved.

The Contractor shall provide technical support to review boards such as the Network
Access Control Board (NACB), the Information Resources Directorate Control Board
(IRD ICB) and others as necessary to provide technical expertise for project design
alternatives, provide status of the project implementation, and ensure all project tasks are
meeting milestones. The contractor shall assist the Government in preparing
presentations in support of the above mentioned boards,

The Contractor shall meet with technical, managerial and computer security personnel
from customer organizations to understand and report on detailed computer network
connectivity requirements.

The Contractor shall comply with all JSC IT policies and ensure that IRD management
approves all information before it is disseminated external to IRD.

The contractor shall maintain personnel onsite Monday through Friday, 8:00 AM — 5:00
PM excluding federal holidays in order to accomplish successful day-to-day operations of
the network traffic monitoring, analysis, modeling and management systems listed above.
In addition, the Contractor shall provide 24/7 on-call support for all security related
incidents which may adversely affect the JSC institutional network. The 24/7 on-call
support shall be accomplished via a Government-provided pager.

The contractor shall provide support to the network engineering team for issues that are
related to Network Connectivity, including documenting requests to troubleshoot network
connectivity issues, and working directly with end-users and associated contractors as
required to resolve them. In addition, the contractor shall provide an electronic report
documenting issue, data gathering, analysis results and recommendations within five (5)
business days of initial data capture. For issues in which the five (5) business day metric
is not met the contractor shall provide a rationale for not meeting the metric.

The contractor shall respond (make contact with the customer and gather problem
description and schedule time for monitoring) to each troubleshooting request within one
(1) business day.

The Contractor shall monitor network traffic on a daily basis using the network traffic
monitoring tools provided by IRD. In addition the Contractor shall investigate and report
any traffic anomalies found to the COTR or her/his designee within four (4) hours.

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract



Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1  Safety, Health and Environmental Compliance
3.2 Quality

3.3 Records Management

3.4  Work Authorizations

3.5  Facility Management

3.6  Property Management

3.7 JETS Metrics

4. Period of Performance
The services in this task order shall be performed from 9/1/04 through 9/30/05.
5. Deliverables Required

The contractor shall provide project status, as specified in DRD-07 Contractor Status
Report.

The contractor shall provide a monthly report with the number of user’s problem requests
and time spent identifying, analyzing, and recommending a solution.

The contractor shall develop and submit a weekly electronic report using the network
traffic monitoring tools provided by IRD, with daily traffic statistics for the following
main network links. The report shall be available by Monday close of business day, This
list is subject to change based on requirement needs.

¢ 46 1 and Core 46

e 46 2 and Core 46

e Core 46 and Isocore 46
¢ Isocorc 46 and Isowan
¢ Core 46 Span Port

®

Isocore 46 Span Port
The following network statistics shall be included in the report but not limited to:

Number discards per day

Number errors per day

Average utilization percentage per day
Peak utilization percentage per day

In addition any anomalies found shall be documented in this report.

The contractor shall provide an electronic report per support task assigned by the network
engineering team documenting issue, data gathering, analysis results and
recommendations within five (5) business days of initial data capture.

6. Travel



Training shall include attendance by one individual at the annual InterOPS
training/conference. The Program Manager shall coordinate all training request via e-
mail with the COTR or his/her designee prior to expenditure of funds.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to submission
into the JETS online system. Data that contains sensitive information shall be processed
by the JETS Program Manager or Task Coordinator and shall not be entered into the
JETS online database.

8. Metrics

Network traffic report shall be delivered close of business day each Monday 95% of the
time.

The analysis report shall be delivered within five (5) business days 95% of the time.

9. Total Cost Summary and Cost Phasing by Month

Cost: $96,753.10
Maximum Award Fee: $6,026.40
Total Cost: $102,779.50

Monthly Cost Phasing — See Attachment 1

Revision Summary of Task Order

Previous Value Rev # Value New Value
Cost
Fee

Total Cost and Fee



National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of 6

1. Order No.
JETS-QOPS05-IT-03, Revision 1
Contract No.: NNJ04JA53C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office: -

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Karen Adams

Tel No.: 281-483-1863
E-mail: karen.d.adams@nasa.gov

Fax: 281-483-7890

4. Ship To: :
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.:  JETS-OPS05-IT-03, Revision 1 NNJ04JA53C

5. Contractor:

Muniz Engineering, Inc.
16903 Buccaneer Lane, Suite 200
Houston, Texas 77058

Phone: 281-483-1863  xn/a Fax: 281-483-7890

TIN: CAGE CODE:

6. Deliver On or Before: See attached schedule of delivery
F.O.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Altn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.:  JETS-OPS05-IT-03, Revision 1 NNJ04JA53C

| 8. Type-of Order:

[ ] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

B DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number:

9. Written acceptance of this order by contractor {[] ] is, [ ] is not 10. Name: Jessica C. Miller
required. Sign below if required and retum to contracting officer.
Name: {Person authorized to sign)
Signature: Date: Signature: Date:
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED UNIT PRICE AMOUNT ACCEPTED
1 Network Tratfic Monitoring and Analysis 1 LOT $123.334.14
Estimated Cost: $116,009.56
Maximum Award Fee $7.324.58
Total Estimated Cost and Fee  $123,334.14
12. For JSC Internal Use Only: 13. Total
Requisition No.: nl/a [ coMP. [J PART. PPC:nla
$123.334.14
Rissue To: IA/Glenn Robinson
14. Quantities in "Quantity Accepted” Column Have Been
] INSPECTED [C] ACCEPTED [J  RECEIVED
TO CONFORM TQ THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED.
Authorized U.S. Government Representative Date

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1395)



1. Task Order Number/Title
JETS- OPS05-IT-03 Revision 1 - Network Traffic Monitoring and Analysis
2. Technical Monitor

Primary: IT2/Jose Nunez
Alternate: [T4/Hector Rodriguez

3. Narrative Task Description

The Contractor shall provide the Government with assessment, definition, planning,
implementation, analysis, administration and ongoing operations of the Network
Engineering group network traffic monitoring systems in accordance with SOW 5.1.

The Contractor shall perform network traffic monitoring, network traffic analysis,
network testing and network troubleshooting on the Johnson Space Center Integrated
Network System (JSC INS) which includes the Isolation Network, the Wide Area
Network (WAN) Interface. Upon request, the Contractor shall monitor traffic and
analyze other on-site networks. Data obtained from the monitoring process shall be
analyzed and archived to provide historical statistics and data for trend analysis.
Graphical reports of this data shall be generated and presented to appropriate personnél as
requested by the COTR or his/her designee.

The Contractor shall perform hardware and software requirements definition and
operations for new network traffic monitoring, network traffic analysis, modeling, and
management systems. The Government estimates 3 hardware or software monitoring
system changes shall be implemented during performance of this task order. In addition,
the contractor shall develop and meet project schedules for the implementation of the
new systems. Schedules shall be coordinated with the COTR or his/her designee.

The contractor shall monitor traffic using the following systems but not limited to only
these systems.

Niksun NetVRC 3.0 (2 units) _
Solarwinds/Orion Network Performance Monitor (1 unit)
MRTG (1 unit)

Big Brother BB19C (1 unit)

NAI Gigabit Sniffer (2 units)

NAI Portable Sniffer (2 units)

IPAQ Pocket PC NAI Wireless Sniffer (1 unit)
Portable Computer (Dolch Sniffer) (1 unit)
NetOptics Tap (3 units)

NAI Server ADP 10/100 Sniffer Pod (2 units)
NAI Server ADP FDDI Sniffer Pod (2 units)

The Contractor shall perform assessment, analysis and troubleshoot issues regarding
network traffic monitoring tools and their respective operating systems { Windows
NT/2000/2003/XP, Unix and Linux ).



The Contractor shall maintain a thorough understanding of existing and emerging IT
Internet technologies by providing training to each network analyst in the appropriate
classes in order to develop solutions to implement customer’s requirements. In addition
the contractor shall propose new ideas in which the JSC Network Traffic Monitoring,
Management and Operations can be improved.

The Contractor shall provide technical support to review boards such as the Network
Access Control Board (NACB), the Information Resources Directorate Control Board
(IRD ICB) and others as necessary to provide technical expertise for project design
alternatives, provide status of the project implementation, and ensure all project tasks are
meeting milestones. The contractor shall assist the Government in preparing
presentations in support of the above mentioned boards.

The Contractor shall meet with technical, managerial and computer security personnel
from customer organizations to understand and report on detailed computer network
connectivity requirements. ‘

The Contractor shall comply with all JSC IT policies and ensure that IRD management
approves all information before it is disseminated external to IRD.

The contractor shall maintain personnel onsite Monday through Friday, 8:00 AM — 5:00
PM excluding federal holidays in order to accomplish successful day-to-day operations of
the network traffic monitoring, analysis, modeling and management systems listed above.
In addition, the Contractor shall provide 24/7 on-call support for all security related
incidents which may adversely affect the JSC institutional network. The 24/7 on-call
support shall be accomplished via a Government-provided pager.

The contractor shall provide support to the network engineering team for issues that are
related to Network Connectivity, including documenting requests to troubleshoot network
connectivity issues, and working directly with end-users and associated contractors as
required to resolve them. In addition, the contractor shall provide an electronic report
documenting issue, data gathering, analysis results and recommendations within five (5)
business days of initial data capture. For issues in which the five (5) business day metric
is not met the contractor shall provide a rationale for not meeting the metric.

The contractor shall respond (make contact with the customer and gather problem
description and schedule time for monitoring) to each troubleshooting request within one
(1) business day.

The Contractor shall monitor network traffic on a daily basis using the network traffic .
monitoring tools provided by IRD. In addition the Contractor shall investigate and report
any traffic anomalies found to the COTR or her/his designee within four (4) hours.

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract



Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1  Safety, Health and Environmental Compliance
3.2 Quality

3.3  Records Management

3.4  Work Authorizations

3.5 Facility Management

3.6 Property Management

3.7 JETS Metrics

4. Period of Performance
The services in this task order shall be performed from 9/1/04 through 9/30/05.
5. Deliverables Required

The contractor shall provide project status, as specified in DRD-07 Contractor Status
Report.

The contractor shall provide a monthly report with the number of user’s problem requests
and time spent identifying, analyzing, and recommending a solution.

The contractor shall develop and submit a weekly electronic report using the network
traffic monitoring tools provided by IRD, with daily traffic statistics for the following
main network links. The report shall be available by Monday close of business day. This
list is subject to change based on requirement needs.

46 1 and Core 46
46_2 and Core 46
Core 46 and Isocore 46
Isocore 46 and Isowan
Core 46 Span Port
Isocore 46 Span Port

The following network statistics shall be included in the report but not limited to:

Number discards per day

Number errors per day

Average utilization percentage per day
Peak utilization percentage per day

In addition any anomalies found shall be documented in this report,

The contractor shall provide an electronic report per support task assigned by the network
engineering team documenting issue, data gathering, analysis results and
recommendations within five (5) business days of initial data capture,

6. Travel



Training shall include attendance by one individual at the annual InterOPS
training/conference. The Program Manager shall coordinate all training request via e-
mail with the COTR or his/her designee prior to expenditure of funds.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to submission
into the JETS online system. Data that contains sensitive information shall be processed
by the JETS Program Manager or Task Coordinator and shall not be entered into the
JETS online database.



8. Maetrics

Network traffic report shall be delivered close of business day each Monday 95% of the
time, ' '

The analysis report shall be delivered within five (5) business days 95% of the time.

9. Total Cost Summary and Cost Phasing by Month

Cost; $116009.56
Maximum Award Fee: $7.324.58
Total Cost: $123,334.14

Monthly Cost Phasing — See Attachment 1
Revision Summary of Task Order

Revision 1 corrects the estimated cost for Program Management costs omitted in the
original Task Order.

Previous Value Rev # Value New Value
Cost 3 96,753.10 §  19,256.46 $ 116,009.56
Fee $ 6,026.40 $ 1,298.18 § 7,324.58

Total Costand Fee $ 102,779.50 § 20,554.64 $§ 123,334.14



OPS05-T-03

Sept-04

|Oct-04

[Nov-04

[Dec04

|Jan-05

[Feb-05

[Mar-05

[Apr-05

[May-05

[Jun-05

|Direct Labor
Subcontract Labor
G&A

Subtotai Labor

Materials
Travel
Training
EquipmentMaintenani
Subtotal Non-Labor

Available Fee

Total Cost and Fee

Attachment 1

| Jul-05

[Auc-05 |Seot-05

[TOTAL

_ $123.334.14

1



National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 10of 5

1. Order No.
JETS-OPS05- IT-04
Contract No.: NNJ044A53C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. lIssuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Karen Adams

Tel No.: 281-483-1863
E-mail: _karen.d.adams@nasa.gov

Fax: 281-483-7890

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-OPS05-T-04, NNJO4JA53C

5. Contractor:

Muniz Engineering, Inc.
16903 Buccaneer Lane, Suite 200
Houston, Texas 77058

Phone: 281-483-1863  xn/a Fax: 281-483-7890

TIN: CAGE CODE:

6. Deliver On or Before:

F.Q.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-OPS05-IT-04, NNJ04JA53C

8. Type of Order:

[0 PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

[C] DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions ¢ontained an this form and is issued subject to the
terms and conditions of contract number:

9. Written acceptance of this order by contractor [ ] is, [ 1is not 10. Name: Jessica C. Miller
required. Sign below if required and retum to contracting officer,
Name: (Person authorized to sign)
Signature: Date: Signature: Original signed /s/ J. Miller  Date: 8/31/04
CONTRACTING OFFICER
11. Schedule
ITEM . : : QUANTITY UNIT QUANTITY
o DESCRIPTION OROERED UNIT PRICE AMOUNT ACCEPTED
1 Hardware and Software Maintenance Agreements 1 LOT $315.894.88
Estimated Cost: $306,352.65
Maximum Award Fee $9.542.23
Total Estimated Cost and Fee  $315.,894.88
12. For JSC Internal Use Only: 13. Total
Regquisition No.: N/A [1 COMP. [] PART. PPC: N/A
) . $315.894.88
Rissue To: IA/Glenn Robinson
14. Quantities in “Quantity Accepted” Column Have Been
[] INSPECTED [[] ACCEPTED [] RECENED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:

OTHERWISE NOTED.

Authorized U.S. Government Representative

Date

J8C Form 1429 (Rev March 3, 2004) (MS Word August 1995)




1. Task Order Number/ Title
JETS-OPS05-1T-04 — Hardware and Software Maintenance Agreements
2. Technical Monitor Representative (TMR)

Primary: IT4/ Robert T Anderson
Alternate: IT4/Hector Rodriguez

3. Narrative Task Description

The Contractor shall track hardware warranties and software licenses, renewal of
hardware maintenance, software licenses, and software support contracts, for the systems
specified in the Information Resources Directorate (IRD) Maintenance Database, which
was baselined in Attachments J-8 and J-9 of the JETS contract, and are amended by the
changes in Item 11 of this task order. The Contractor shall also negotiate and establish
maintenance agreements and software license and support renewals with the vendors and
report status of this activity per DRD-07 (Contractor Status Report). This Task Order
shall be accomplished in accordance with Statement of Work area 4.3.1

Additional hardware and software may be added and deleted during the term of the task
order, the Contractor shall ensure additions and deletions are posted to the IRD
Maintenance Database within 7 calendar days from the receipt of an approved IRD
Service Request (SR) in the Customer Service System (CSS).

The contractor shall provide a point of contact for IRD customers to coordinate the
maintenance schedules. This includes stand-alone equipment located in Attachment J -9,
the designated non-IRD Hardware List.

All hardware and software maintenance functions defined in this task order shall be
reported at the subtask level. Subtasks 1 through 21 correspond to 21 tabs seen in
Attachment J-7 spreadsheet and are defined as follows:

Subtask 1.0  Engineering Computation Facility

Subtask 2.0  CFO Systems ' LA
Subtask 3.0  IRD IT Security Systems IA
Subtask 4.0 IRD CSS 1A
Subtask 5.0 [IRD Web IA
Subtask 6.0 CR 945 A
Subtask 7.0  NetIQ IA
Subtask 8.0 SIDD IA
Subtask 9.0 CSM TA
Subtask 10.0 NASAPOST IA
Subtask 11.0 Network Miscellaneous IA
Subtask 12.0 EDCC 1A
Subtask 13.0 DDMS IA
Subtask 14.0 Library Systems IA
Subtask 15.0  Still Digital Imagery Systems [A
Subtask 16.0 Video Servers IA

Subtask 17.0 Graphics and Du-Print Servers IA



Subtask 18.0 PAO Systems AP
Subtask 19.0 JSC Search _ IA
Subtask 20.0 IMPASS Development IA
Subtask 21.0 Reserved

Additionally, for the items contained in Attachment J-9, Non-IRD Hardware
Maintenance, and Attachment J-8, under the MISC area, the following Subtasks are
defined:

Subtask 22.0 CA Org CA
Subtask 23.0 EA Org EA
Subtask 24.0 JA Org JA

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1  Safety, Health and Environmental Compliance
3.2 Quality

3.3  Records Management

3.4  Work Authorizations

3.5  Facility Management

3.6  Property Management

3.7 JETS Metrics

4. Performance Standards
None.

5. Period of Performance

The services in this Task Order shall be performed from 9/1/04 through 9/30/05.
This task order includes Hardware and Software maintenance agreements to be renewed
from 9/1/04 - 11/30/04.

6. Deliverables Required

Within 30 days of Contract start, the Contractor shall provide a Maintenance Agreement
and License Renewal Plan for items listed in the IRD Maintenance Database, baselined in
Attachments J-8 and J-9 of the JETS contract per DRD-01 (Management Plan) and
amended by changes in Item 11 of this Task Order.

Starting at 30 days from Contract start, the Contractor shall provide monthly reports on
License Renewal and Maintenance agreement changes for the hardware and software
baselined in Attachments J-8 and J-9 and amended by changes in Item 11 of this Task
Order, and update the IRD Maintenance database within seven business days of a change
in status.



Current
Contract
Identifier

DSSSC

Area

DSSSC

Misc.

Misc.

7. Travel

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

8. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order.  The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database.

9, Metrics

100% on time completion of software license renewals and hardware maintenance
agreements before expiration of current agreements.

10. Total Cost Summary and Cost Phasing by Month

Cost: $306,352.65
Maximum Award Fee: $9,542.23
Total Cost: $315,894.88

Monthly Cost Phasing — See Attachment 1

Revision Summary of Task Order

Previous Value Rev # Value New Value

Cost
Fee

Total Cost and Fee

11. Software Modifications to J-8

The Attachment J-8 Software list is amended as follows:

¢ The items listed under Area as “Misc.” is replaced in its entirely by the
following list:

Cperating

System
COTS Software Name and © and Org CPU Serial
Version Version Ptatform Level of Support Code Number
Process (TGV) MNST 2656 VAX8410ARD  Productmaint. only for EC "~ gp AG03716428
Process (TGV) MNST 2656 Product maint. only forES g AB0200072M

MV 3100 MODAL2

NEMS
Tag

1115543

1004116



DSSSC
DSSSC
DSSSC

DSSsSC
DSSSC
DSSsC

DSSSC
DSSSC
DSSSC

DSSSC
DSSsSC
D3SSC
DSSsC
DSSsC
DSSSC
DSSSC
DSSSC

Misc.
Misc.
Misc.

Misc.
Misc.
Misc.

Misc.
Misc.
Misc.

Misc.
Misc.
Misc.
Misc.
Misc.
Misc.
Misc.
Misc.

Process (TGY) MNST
Process (TGV) MNST
Process {TGV) MNST

DataViews DV Tools MNT2 AA BB
DEC VAX SSS VAX 4000-200
DEC VAX/VMS EXT MDDS

DEC DECNET ROUTER

- DEC VMS S88 VAX 4000-500

DEC DECSERVER 300 SSS

DEC PW LM CCS W/D MDDS
DEC ULTRIX WS VS2000 SNS/OS
DEC ULTRIX WS MDDS

Process (TGV) MNST

Process (TGV) MNST

Process (TGV) MNST

Raxco Perfect Disk

Wingra NSR 900

* The following items listed for the ECF Area are changed from Full

2656
2656
2656

830490660
930490860

930490660
93049066D
930490660

930490660
93049066D
930450660
2656
2656
2656

J469

MV 3100 MODAL3
V54060 MODALS
AXP 4610 MODALS

MVII
4000-200 ESTL1

4000-200 ESTL1
4000-500
ASD1/ASD
4000-500
ASD1/ASD
4000-500
ASD1/ASD
4000-500
ASD1/ASD

VSTN 2000 UL
VSTN 2000 UL
VAX 4200 ESTLt
VAX 4500 ASAD1
Mv 3100 CAD1
Vax 4500 ASD1
MV 4500

support to Full* support:

Basic MSC/Nastran
MSC/Nastran Superelement Option
MSC/Nastran Aeroelasticity
MSC/Nastran Design Opt Option
MSC/Nastran Add CPU Min outside basic

Product maint. only for ES
Product maint. only for ES
Product maint. only for ES

Product maint. only for EV
Product maint. only for EV
Product maint. only for EV

Product maint. only for EV
Product maint. only for EV
Product maint. onfy for EV

Product maint. only for EV

Product maint. only for EV
Product maint. only for EV
Product maint. only for EV
Product maint. only for EV
Product maint. only for EV
Product maint. only for EV
Product maint. only for EV

EA
EA
EA

EA
EA
EA

EA
EA
EA

EA
EA
EA
EA
EA
EA
EA
EA

ABU2000758
AB22106LFS
AB31904ALC

WF6501186
N123771716
N123771716

ABB833040548
AB83304054S
N123771716
KA232U7495
AB025001vV2
KA232U7499
KA232U7498

e 200 Client Access Licenses for Windows Server 2003 for the Neoteris
system need to be purchased and added to the software licenses to be
tracked in the IRD Maintenance Database.

Hardware Modifications to J-9

* Allitems listed in the Non-IRD Hardware List are replaced by the list
contained in JETS-OPS05-1T-04 Attachment 2.xls, attached to this Task

Ordet.

1004113
1238793
1202070

130233

1233812
1004602
1233612
1233812



National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of 5

1. Order No.
JETS-OPS05-IT-04, Revision 1
Contract No.: NNJ04JAS3C

2, Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Karen Adams

Tel No.: 281-483-1863
E-mail: karen.d.adams@nasa.qov

Fax: 281-483-7890

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property
Order No.: JETS-OPS05-iT-04, Revision 1 NNJ04JA53C

5. Contractor:

Muniz Engineering, Inc.
16903 Buccaneer Lane, Suite 200
Houston, Texas 77058

Phone: 281-483-1863 xn/a Fax: 281-483-7890

TIN: CAGE CODE:"

6. Deliver On or Before: See attached schedule of delivery
F.O.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No: JETS-OPS05-IT-04, Revision 1 NNJ04JAS3C

8. Type of Order:

[ PURCHASE: Please furnish the following in
accordance with the conditions specified on this order,
Reference:

(<] DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number:

9. Written acceptance of this order by contractor [ ] ] is, [X] ] is not 10. Name: Karen Adams
required. Sign below if required and return to contracting officer.
Name: (Person authorized to sign)
Signature: Date: Signature: __/s/ K. Adams Date: 1/19/05
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED UNIT PRICE AMOUNT ACCEPTED
1 Hardware and Software Maintenance Agreements 1 LOT $331.075.28
Revision 1
Estimated Cost: $321,533.05
Maximum Award Fee $9.542.23
Total Estimated Cost and Fee ~ $331.075.28
12. For JSC Internal Use Only: 13. Total
Requisition No.: n/a [J COMP. [J PART. PPC:nla $331,075.28
Rissue To: IA/Glenn Robinson
14. Quantities in “Quantity Accepted” Column Have Been
(] INSPECTED [] ACCEPTED [[] RECENED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED.
Authorized U.S, Government Representative Date

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)



1. Task Order Number/ Title
JETS-OPS05-IT-04, Revision 1 - Hardware and Software Maintenance Agreements
2. Technical Monitor Representative (TMR)

Primary: IT4/ Robert T Anderson
Alternate: IT4/Hector Rodriguez

3. Narrative Task Description

The Contractor shall track hardware warranties and software licenses, renewal of
hardware maintenance, software licenses, and software support contracts, for the systems
specified in the Information Resources Directorate (IRD) Maintenance Database, which
was baselined in Attachments J-8 and J-9 of the JETS contract, and are amended by the
changes in Item 11 of this task order. The Contractor shall also negotiate and establish
maintenance agreements and software license and support renewals with the vendors and
report status of this activity per DRD-07 (Contractor Status Report). This Task Order
shall be accomplished in accordance with Statement of Work area 4.3.1

Additional hardware and software may be added and deleted during the term of the task
order, the Contractor shall ensure additions and deletions are posted to the IRD
Maintenance Database within 7 calendar days from the receipt of an approved IRD
Service Request (SR) in the Customer Service System (CSS).

The contractor shall provide a point of contact for IRD customers to coordinate the
maintenance schedules. This includes stand-alone equipment located in Attachment J -9,
the designated non-IRD Hardware List.

All hardware and software maintenance functions defined in this task order shall be
reported at the subtask level. Subtasks 1 through 21 correspond to 21 tabs seen in
Attachment J-7 spreadsheet and are defined as follows:

Subtask 1.0 Engineering Computation Facility

Subtask 2.0  CFO Systems LA
Subtask 3.0 IRD IT Security Systems [A
Subtask 4.0 IRD CSS IA
Subtask 5.0 IRD Web IA
Subtask 6.0 CR 945 IA
Subtask 7.0 NetIQ IA
Subtask 8.0 SIDD 1A
Subtask 9.0 CSM IA
Subtask 10.0 NASAPOST IA
Subtask 11.0 Network Miscellaneous IA
Subtask 12.0 EDCC 1A
Subtask 13.0 DDMS 1A
Subtask 14.0 Library Systems IA
Subtask 15.0 Still Digital Imagery Systems IA
Subtask 16.0  Video Servers [A

Subtask 17.0 Graphics and Du-Print Servers 1A



Subtask 18.0 PAO Systems AP
Subtask 19.0 JSC Search IA
Subtask 20.0 IMPASS Development IA
Subtask 21.0 Reserved

Additionalty, for the items contained in Attachment J-9, Non-IRD Hardware
Maintenance, and Attachment J-8, under the MISC area, the following Subtasks are
defined:

Subtask 22.0 CA Org CA
Subtask 23.0 EA Org EA
Subtask 24.0 JA Org JA

The contractor shail perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality

3.3 Records Management

3.4  Work Authorizations

3.5  Facility Management

3.6  Property Management

3.7 JETS Metrics

4, Performance Standards
None.

5. Period of Performance

The services in this Task Order shall be performed from 9/1/04 through 9/30/05.
This task order includes Hardware and Software maintenance agreements to be renewed
from 9/1/04 — 11/30/04.

6. Deliverables Required

Within 30 days of Contract start, the Contractor shall provide a Maintenance Agreement
and License Renewal Plan for items listed in the IRD Maintenance Database, baselined in
Attachments J-8 and J-9 of the JETS contract per DRD-01 (Management Plan) and
amended by changes in Item 11 of this Task Order.

Starting at 30 days from Contract start, the Contractor shall provide monthly reports on
License Renewal and Maintenance agreement changes for the hardware and software
baselined in Attachments J-8 and J-9 and amended by changes in Item 11 of this Task
Order, and update the [IRD Maintenance database within seven business days of a change
in status.



7. Travel

' The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds,

8. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order.  The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database.

9. Metrics

100% on time completion of software license renewals and hardware maintenance
agreements before expiration of current agreements.

10. Total Cost Summary
Cost: $321,533.05
Maximum Award Fee: $9,542.23
Total Cost: $331,075.28

Revision Summary of Task Order

Revision 1 - Annual TrackWise Renewal of Product Support for 80 Designated
TrackWise Licenses and TrackWise Customer Access

Previous Value Rev 1 Value New Value
Cost 306,352.50 15,180.55 321533.05
Fee 9,542.23 0 9542.23
Total Cost and Fee 315,804.73 15,180.55 331,075.28

11. Software Modifications to J-8

The Attachment J-8 Software list is amended as follows:
e The items listed under Area as “Misc.” is replaced in its entirely by the
following list:



Current
Contract
Identifier

DSSSC

DSSSC
DSSSC
DSSSC
DSSSC

DSSSC
DSSsC
DSSSC

DSSSC
DS3SC
DSSSC

DSSSC
DSSSC
DSSSC
DSssC
DSSSsC
DSSsSC
DSSSC
DSSSC

Area

Misc.

Misc.
Misc.
Misc.
Misc.

Misc.
Misc.
Misc.

Misc.
Misc.
Misc.

Misc.
Misc.
Misc.
Misc.
Misc.
Misc.
Misc.
Misc.

COTS Software Name and
Version

Process (TGV) MNST

Process (TGV) MNST
Process (TGV) MNST
Process {TGY) MNST

" Process {TGV) MNST

DataViews DV Tools MNT2 AA BB
DEC VAX SSS VAX 4000-200
DEC VAX/VMS EXT MDDS

DEC DECNET ROUTER
DEC VMS 8SS VAX 4000-500
DEC DECSERVER 300 SSS

DEC PW LM CCS W/D MDDS
DEC ULTRIX WS V82000 SNS/OS
DEC ULTRIX WS MDDS

Process (TGV) MNST

Process (TGY) MNST

Process (TGV) MNST

Raxco Perfect Disk

Wingra NSR 900

e The following items listed for the ECF Area are changed from Full

Operating
System
and
Version

2656

2656
2656
2656
2656

93049066D
930490660

930490660
930490860
930490660

93049066D
93049066D
93048066D
2656
2656
2656

J469

Platform
VAX 6410 ARD

MV 3100 MODAL2
MV 3100 MODAL3
V54060 MODAL5

AXP 4610 MODALS

MV
4000-200 ESTL

4000-200 ESTLA
4000-500
ASD1/ASD
4000-500
ASD1/ASD
4000-500
ASD1/ASD
4000-500
ASD1/ASD

VSTN 2000 UL
VSTN 2000 UL
VAX 4200 ESTL1
VAX 4500 ASAD1
MV 3100 CAD1
Vax 4500 ASD1
MV 4500

support to Full* support:
e Basic MSC/Nastran

Level of Support

Product maint.

Product maint.
Product maint.
Product maint.
Product maint.

Product maint.
Product maint.
Product maint.

Product maint.
Product maint.
Product maint.

Product maint.

Product maint.
Product maint.
Product maint.
Product maint.
Product maint.
Product maint.
Product maint.

MSC/Nastran Superelement Option
MSC/Nastran Aeroelasticity
MSC/Nastran Design Opt Option
MSC/Nastran Add CPU Min outside basic

only for EC

onty for ES
only for ES
only for ES
only for ES

only for EV
only for EV
cnly for EV

only for EV
only for EV
only for EV

only for EV

only for EV
onty for EV
only for EV
only for EV
only for EV
only for EV
only for EV

Org
Code

EA

EA
EA
EA
EA

EA
EA
EA

EA
EA
EA

EA
EA
EA
EA
EA
EA
EA
EA

CPU Serial
Number

AGO3718428

AB0200072M
ABD2000758
AB22106LFS
AB31904ALC

WF6501186
N123771716
N123771716

ABB83304054S
ABB33040548
N123771716
KA232U7499
AB025001v2
KA232U7499
KA232U7499

e 200 Client Access Licenses for Windows Server 2003 for the Neoteris
system need to be purchased and added to the software licenses to be
tracked in the IRD Maintenance Database.

Hardware Modifications to J-9

e  All items listed in the Non-IRD Hardware List are replaced by the list
contained in JETS-OPS05-I1T-04 Attachment 2.xls, attached to this Task

Order,

NEMS
Tag

1115543

1004116
1004113
1238793
129297¢

139233

1233812
1604602
1233812
1233812



National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of &

1. Order No.
JETS-OPS05-IT-04, Revision 2

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Contract No.: NNJ0O4JA53C

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. lIssuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Karen Adams

Tel No.: 281-483-1863

Fax: 281-483-7890
E-mail; _ karen.d.adams@nasa.gov

4. Ship To:

Transportation Officer, Building 421

NASA Johnson Space Center

Houston, TX 77058-3696

Mark Faor: Accountable Property

Order No.:  JETS-OPS05-1T-04, Revision 2 NNJ04JA53C

5. Contractor:

Muniz Engineering, Inc.
16903 Buccaneer Lane, Suite 200
Houstan, Texas 77058

6. Deliver On or Before: See attached schedule of delivery

F.Q.B. Point: Destination

Discount Terms: Net 30 Days.

Phone: 281-483-1863 xnfa Fax: 281-483-7890

TIN: CAGE CCDE:

7. BILLING ADDRESS:

NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
' Houston, TX 77058-3696
Order No.: JETS-OPS05-T-04. Revision 2 NNJ0O4JAS3C

8. Type of Order:

[] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

J

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number:

OTHERWISE NOTED.

9. Written acceptance of this order by contractor [] ] is, [[X] ] is not 10. Name: Jessica C. Miller
required. Sign below if required and return to contracting officer.
Name: (Person autherized to sign)
Signature: Date: Signature: _/s/ J. Miller Date: 4/8/05
CONTRACTING OFFICER
11. Schedule
ITEM - QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED UNIT PRICE AMOUNT ACCEPTED
1 Hardware and Software Maintenance Agreements 1 LOT $1,171,211.61
Estimated Cost: $1,164,438.86
Maximum Award Fee $6,772.75
Total Estimated Cost and Fee  $1,171,211.61
12. For JSC Internal Use Only: 13. Total
Requisition No.: nfa (] comMP. [ PART. PPC: nja
$1,171,211.61
Rissue To: IA/Glenn Robinson
14. Quantities in "Quantity Accepted” Column Have Been
|:| INSPECTED [:] ACCEPTED |:] RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:

Authorized U.S. Government Representative

Date

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)




1. Task Order Number/ Title
JETS-OPS05-IT-04, Revision 3 — Hardware and Software Maintenance Agreements
2. Technical Monitor Representative (TMR)

Primary: IT4/ Robert T Anderson
Alternate: IT4/Hector Rodriguez

3. Narrative Task Description

The Contractor shall track hardware warranties and software licenses, renewal of
hardware maintenance, software licenses, and software support contracts, for the systems
specified in the Information Resources Directorate (IRD) Maintenance Database, which
was baselined in Attachments J-8 and J-9 of the JETS contract, and are amended by the
changes in Item 11 of this task order. The Contractor shall also negotiate and establish
maintenance agreements and software license and support renewals with the vendors and
report status of this activity per DRD-07 (Contractor Status Report). This Task Order
shall be accomplished in accordance with Statement of Work area 4.3.1

Additional hardware and software may be added and deleted during the term of the task
order, the Contractor shall ensure additions and deletions are posted to the IRD
Maintenance Database within 7 calendar days from the receipt of an approved IRD
Service Request (SR) in the Customer Service System (CSS).

The contractor shall provide a point of contact for IRD customers to coordinate the
maintenance schedules. This includes stand-alone equipment located in Attachment J-9,
the designated non-IRD Hardware List.

All hardware and software maintenance functions defined in this task order shall be .
reported at the subtask level. Subtasks 1 through 21 correspond to 21 tabs seen in-
Attachment J-7 spreadsheet and are defined as follows:

Subtask 1.0  Engineering Computation Facility MA, OA

Subtask 2.0 CFO Systems LA
Subtask 3.0 IRD IT Security Systems IA
Subtask 4.0 IRD CSS IA
Subtask 5.0 IRD Web IA
Subtask 6.0 CR 945 IA
Subtask 7.0 NetlQ IA
Subtask 8.0 SIDD IA
Subtask 9.0 CSM 1A
Subtask 10.0 NASAPOST 1A
Subtask 11.0 Network Miscellaneous [A
Subtask 12.0 EDCC IA
Subtask 13.0 DDMS IA
Subtask 14.0 Library Systems IA
Subtask 15.0 Still Digital Imagery Systems IA
Subtask 16.0 Video Servers IA

Subtask 17.0 Graphics and Du-Print Servers 1A



Subtask 18.0 PAO Systems AP
Subtask 19.0 JSC Search IA
Subtask 20.0 IMPASS Development IA
Subtask 21.0 Reserved

Additionally, for the items contained in Attachment J-9, Non-IRD Hardware
Maintenance, and Attachment J-8, under the MISC area, the following Subtasks are
defined:

Subtask 22.0 CA Org CA
Subtask 23.0 EA Org EA
Subtask 24.0 JA Org , JA

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

31 Safety, Health and Environmental Compliance
32 Quality

3.3  Records Management

3.4  Work Authorizations

3.5  Facility Management

3.6  Property Management

3.7 JETS Metrics

4. Performance Standards
None.

5. Period of Performance

The services in this Task Order shall be performed from 9/1/04 through 8/30/05,



6. Deliverables Required

Within 30 days of Contract start, the Contractor shall provide a Maintenance Agreement
and License Renewal Plan for items listed in the IRD Maintenance Database, baselined in
Attachments J-8 and J-9 of the JETS contract per DRD-01 (Management Plan) and
amended by changes in Item 11 of this Task Order.

Starting at 30 days from Contract start, the Contractor shall provide monthly reports on
License Renewal and Maintenance agreement changes for the hardware and software
baselined in Attachments J-8 and J-9 and amended by changes in Item 11 of this Task
Order, and update the IRD Maintenance database within seven business days of a change
in status.

7. Travel

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

8. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. ~ The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database.

9, Metrics

100% on time completion of software license renewals and hardware maintenance
agreements before expiration of current agreements.

10. Total Cost Summary
Cost: $1,164,438.86
Maximum Award Fee: $ 6,772.75
Total Cost: $1,171,211.61

Revision Summary of Task Order



Current
Contract
Identifier

DSSSC

DSSSC
DSSSC
DSSSC
DSSSC

DSSSC
DSssC
DS3SC

DSSSC
DSSSC
DSSSC

DSSSC
DSSSC
DSSSC
DS8SSC
DSSSC
DSSSC
DSSSC
DSSSC

Revision 2 corrects the estimated cost for Program Management Costs previously omitted and
extends the period of performance through 8/31/05.

Revision 1 - Annual TrackWise Renewal of Product Support for 80 Designated TrackWise
Licenses and TrackWise Customer Access

Area

Misc.

Misc.
Misc.
Misc.
Misc.

Misc.
Misc.
Misc.

Misc.
Misc.
Misc.

Misc.
Misc.
Misc.
Misc.
Misc.
Misc.
Misc.

Misc.

\

Previous Value Rev 2 New Value
Cost $ 321,533500% 842,005.36 | $ 1,164,438.85
Fee $ 0,542231% (2,769.48)| $ 6,772.75
Total Costand Fee | $§ 331,075.28|$ 840,136.33 | $ 1,171,211.61

11. Software Modifications to J-8

The Attachment J-8 Software list is amended as follows:
* The items listed under Area as “Misc.” is replaced in its entirely by the
following list:

COTS Software Name and
Version

Pracess (TG} MNST

Process {TGV) MNST
Process (TGV) MNST
Process (TGV) MNST
Process (TGV) MNST

DataViews DV Tools MNT2 AA BB
DEC VAX SSS VAX 4000-200
DEC VAX/VMS EXT MDDS

DEC DECNET ROUTER
DEC VMS 5SS VAX 4000-500
DEC DECSERVER 300 SSS

DEC PW LM CCS W/D MDDS
DEC ULTRIX WS V82000 SNS/OS
DEC ULTRIX WS MDDS

Process (TGV) MNST

Pracess (TGV) MNST

Process (TGV) MNST

Raxco Perfect Disk

Wingra NSR 900

e The following items listed for the ECF Area are changed from Full

‘Operating

System
and
Version

2656

2656
2656
2656
2656

930490660
93049066D

93049066D
930490660
93049066D

93048066D
93049066D
93049068D
2656
2656
2656

J469

Platform
VAX 6410 ARD

MV 3100 MODAL2
MV 3100 MODAL3
VS4060 MODALS

AXP 4610 MODALS

MV I
4000-200 ESTL1

4000-200 ESTL1
4000-500
ASD1/ASD
4000-500
ASD1/ASD
4000-500
ASD1/ASD
4000-500
ASD1/ASD

VSTN 2000 UL
VSTN 2000 UL
VAX 4200 ESTL1
VAX 4500 ASAD1
MV 3100 CAD1
Vax 4500 ASD1
MV 4500

support to Full* support:
¢ Basic MSC/Nastran
¢ MSC/Nastran Superelement Option

Level of Support

Product maint

Product maint.
Product maint.
Product maint.
Product maint.

Product maint.
Product maint.
Product maint.

Product maint.
Product maint.
Product maint.

Product maint.

Product maint.

Product maint
Product maint.
Product maint.
Product maint
Product maint
Product maint

. only for EC

only for ES
only for ES
only for ES
only for ES

only for EV
only for EV
only for EV

only for EV
only for EV
only for EV

only for EV

only for EV
. only for EV
. only for EV
.only for EV
. only for EV
. only for EV
. only for EV

Org
Code

EA

EA
EA
EA
EA

EA
EA
EA

EA
EA
EA

EA
EA
EA
EA
EA
EA
EA
EA

CPU Serial
Number

AGQ3716428

AB0200072M
AB0200075S
ABZ2106LFS
AB31904ALC

WF8501186
N123771716
N123771716

AB83304054S
AB833040543
N123771716
KA232U7499
ABO2500IV2
KA232U7499
KA232U7499

NEMS
Tag

1115543

1004116
1004113
1238793
1292970

139233

1233812
1004602
1233812
1233812



¢ MSC/Nastran Aeroelasticity
MSC/Nastran Design Opt Option
e MSC/Nastran Add CPU Min outside basic

e 200 Client Access Licenses for Windows Server 2003 for the Neoteris
system need to be purchased and added to the software licenses to be
tracked in the IRD Maintenance Database.

Hardware Modifications to J-9

e Allitems listed in the Non-IRD Hardware List are replaced by the list
contained in JETS-OPS05-IT-04 Attachment 2 .xls, attached to this Task
Order.,



Naticnal Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 10of 6

1. Order No.
JETS-OPS05-IT-04, Revision 3
Contract No.: NNJ04JA53C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696 .
Org./Buyer; Karen Adams

Tel No.: 281-483-1863
E-mail: _karen.d.adams@nasa.gov

Fax: 281-483-7890

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property
Order No,:  JETS-OPS05-1T-04, Revision 3

NNJO4JAS3C

5. Contractor:

Muniz Engineering, Inc.
16903 Buccaneer Lane, Suite 200
Houston, Texas 77058

Phone; 281-483-1863 xn/a Fax; 281-483-7890

TIN: CAGE CODE:

6. Deliver On or Before: See attached schedule of delivery
F.O.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-OPS05-IT-04, Revision 3
NNJ04JAS3C

8. Type of Order:

[J PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:;

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number:

9. Written acceptance of this order by contractor [[] | is, { ] is not 10. Name: Karen D. Adams
required. Sign below if required and retum to contracting officer.
Name: (Person authorized to sign)
Signature: Date: Signature: _/s/ K. Adams Date: 4/22/05
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED UNIT PRICE AMOUNT ACCEPTED
1 Boundary Services Systems Daily Operations 1 LoT $1.171,211.61
Cost: $ 1,164,438.86
Maximum Award Fee: $6772.75
Totat Cost: $ 1,171,211.61
12, For JSC Internal Use Only: 13. Total
Requisition No.: n/a 0 COMP. [ PART. PPC: n/a
i $1,171,211.61
Rissue To: IA/Glenn Robinson
14. Quantities in "Quantity Accepted” Column Have Been
[] INSPECTED ] ACCEPTED []  RECENVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:

OTHERWISE NOTED.

Authorized U.S. Government Representative Date

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)




1. Task Order Number/ Title
JETS-OPS05-1T-04, Revision 3 — Hardware and Software Maintenance Agreements
2. Technical Monitor Representative (TMR)

Primary: IT4/ Robert T Anderson
Alternate: IT4/Hector Rodriguez

3. Narrative Task Description

The Contractor shall track hardware warranties and software licenses, renewal of
hardware maintenance, software licenses, and software support contracts, for the systems
specified in the Information Resources Directorate (IRD) Maintenance Database, which
was baselined in Attachments J-8 and J-9 of the JETS contract, and are amended by the
changes in Item 11 of this task order. The Contractor shall also negotiate and establish
maintenance agreements and software license and support renewals with the vendors and
report status of this activity per DRD-07 (Contractor Status Report). This Task Order
shall be accomplished in accordance with Statement of Work area 4.3.1

Additional hardware and software may be added and deleted during the term of the task
order, the Contractor shall ensure additions and deletions are posted to the IRD
Maintenance Database within 7 calendar days from the receipt of an approved IRD
Service Request (SR) in the Customer Service System (CSS).

The contractor shall provide a point of contact for IRD customers to coordinate the
maintenance schedules. This includes stand-alone equipment located in Attachment J -9,
the designated non-IRD Hardware List. :

All hardware and software maintenance functions defined in this task order shall be
reported at the subtask level. Subtasks 1 through 21 correspond to 21 tabs seen in
Attachment J-7 spreadsheet and are defined as follows:

Subtask 1.0 Engineering Computation Facility MA, OA

Subtask 2.0  CFO Systems LA
Subtask 3.0 IRD IT Security Systems IA
Subtask 4.0 IRD CSS [A
Subtask 5.0 IRD Web IA
Subtask 6.0 CR 945 IA
Subtask 7.0 NetIQ IA
Subtask 8.0 SIDD 1A
Subtask 9.0 CSM A
Subtask 10.0 NASAPOST IA
Subtask 11.0 Network Miscellaneous [A
Subtask 12.0 EDCC IA
Subtask 13.0 DDMS IA
Subtask 14.0 Library Systems IA
Subtask 15.0 Still Digital Imagery Systems IA
Subtask 16.0 Video Servers IA

Subtask 17.0  Graphics and Du-Print Servers [A



Subtask 18.0 PAO Systems AP
Subtask 19.0 JSC Search IA
Subtask 20.0 IMPASS Development IA
Subtask 21.0 Reserved

Additionally, for the items contained - in Attachment J-9, Non-IRD Hardware
Maintenance, and Attachment J-8, under the MISC area, the following Subtasks are
defined: '

Subtask 22.0 CA Org CA
Subtask 23.0 EA Org EA
Subtask 24.0 JA Org JA .

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration: ‘

3.1  Safety, Health and Environmental Compliance
3.2 Quality

3.3 Records Management

3.4  Work Authorizations

3.5 Facility Management

3.6 Property Management

3.7 JETS Metrics

4. Performance Standards
None.

5. Period of Performance

The services in this Task Order shall be performed from 9/1/04 through 9/30/05.



6. Deliverables Required

Within 30 days of Contract start, the Contractor shall provide a Maintenance Agreement
and License Renewal Plan for items listed in the IRD Maintenance Database, baselined in
Attachments J-8 and J-9 of the JETS contract per DRD-01 (Management Plan) and
amended by changes in Item 11 of this Task Order.

Starting at 30 days from Contract start, the Contractor shall provide monthly reports on
License Renewal and Maintenance agreement changes for the hardware and software
baselined in Attachments J-8 and J-9 and amended by changes in Item 11 of this Task
Order, and update the IRD Maintenance database within seven business days of a change
in status.

7. Travel

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

8. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order.  The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database.

9. Metrics

100% on time completion of software license renewals and hardware maintenance
agreements before expiration of current agreements.

10. Total Cost Summary

Cost: $1,164,438.86
Maximum Award Fee; $ 6,772.75
Total Cost: $1,171,211.61

Revision Summary of Task Order



Current
Contract
Identifier

DSSSC

DSSSC
DSSsC
DSSSC
DSSSC

DSSSC
DSSSC
DSSsC

DSSSC
DSssC
DSSSC

DS8SsC
DSSsC
DSSSC
DSSSC
DSSSC
DSSSC
DSSSC
DSSSC

Revision 3 reconciles the period of performance with the total cost. The period of performance
for this Task Order is 9/1/04 through 9/30/05.

Revision 2 corrects the estimated cost for Program Management Costs previously omitted and
extends the period of performance through 8/31/05.

Revision 1 - Annual TrackWise Renewal of Product Support for 80 Designated TrackWise
Licenses and TrackWise Customer Access

Area

Misc.

Misc.

Misc.

Misc.
Misc.

Misc.
Misc.
Misc.

Misc.
Misc.
Misc.

Misc.
Misc,
Misc.

Misc.

Misc.
Misc.

Misc.
Misc.

Previous Value

Revision 3

Current Value

$  1,164,438.86

- $ 1,164,438.86

- 18

6,772.75

$
$ 6,772.75 | $
§ 117121161 (%

- $ 1,171,211.61

11. Software Modifications to J-8

The Attachment J-8 Software list is amended as follows:
e The items listed under Area as “Misc.” is replaced in its entirely by the

following list:
Operating
System
COTS Software Name and and
Versicn Version
Process (TGV) MNST 2656
Process {TGV) MNST 2656
Process (TGY) MNST 2656
Process (TGV) MNST 2656
Process (TGV) MNST 2656
DataViews DV Tools MNT2 AA BB
DEC VAX SSS VAX 4000-200 930490680
DEC VAXAVMS EXT MDDS 93049066D
DEC DECNET ROUTER 93049066D
DEC VMS SSS VAX 4000-500 83049066D
DEC DECSERVER 300 SSS 93049066D
DEC PW LM CCS W/D MDDS 93049066D
DEC ULTRIX WS V82000 SNS/OS  93048066D
DEC ULTRIX WS MDDS 930490660
Process (TGV) MNST 2656
Process (TGV) MNST 2656
Process (TGV) MNST 2656
Raxco Perfect Disk
Wingra NSR 800 J469

e The following items listed for the ECF Area are changed from Full

Platform
VAX 6410 ARD

MV 3100 MODAL2
"MV 3100 MODAL3
V84060 MODALS

" AXP 4610 MODALS

MVl
4000-200 ESTL1

4000-200 ESTL1
4000-500
ASD1/ASD
4000-500
ASD1/ASD
4000-500
ASD1/ASD
4000-500
ASD1/ASD

VSTN 2000 UL
VSTN 2000 UL
VAX 4200 ESTL1
VAX 4500 ASAD1
MV 3100 CAD1
Vax 4500 ASD1
MV 4500

support to Full* support:
e Basic MSC/Nastran

Level! of Support

Product maint

Product maint.
Product maint.
Product maint.
Product maint.

Product maint.
Product maint.
Preduct maint.

Product maint.
Product maint.
Product maint.

Product maint.

Product maint.
Product maint.

Product maint
Product maint
Product maint
Product maint
Product maint

.only for EC

only for ES
only for ES
only for ES
only for ES

only for EV
only for EV
only for EV

only for EV
only for EV
only for EV

only for EV

only for EV
only for EV
. only for EV
. only for EV
. only for EV
. only for EV
. only for EV

Org
Code

EA

EA
EA
EA
EA

EA
EA
EA

EA
EA
EA

EA
EA
EA
EA
EA
EA
EA
EA

CPU Serial
Number

AG03716428

AB0200072M
AB02000758
AB22106LFS
AB31904ALC

WF6501186
N123771716
N123771716

AB833040545
AB83304054S
N123771716
KA232U7499
AB025001v2
KA232U7499
KA232U7499

NEMS
Tag

1115543

1004116
1004113
1238793
1292970

139233

1233812
1004602
1233812
1233812



MSC/Nastran Superelement Option
MSC/Nastran Aeroelasticity
MSC/Nastran Design Opt Option
MSC/Nastran Add CPU Min outside basic

e 200 Client Access Licenses for Windows Server 2003 for the Neoteris
system need to be purchased and added to the software licenses to be
tracked in the IRD Maintenance Database.

Hardware Modifications to J-9
» All items listed in the Non-IRD Hardware List are replaced by the list

contained in JETS-OPS05-I1T-04 Attachment 2.xls, attached to this Task
Order.



National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES Page 1of 4

1. Order No.
JETS-PRJ0S-IP-01
Contract No.: NNJO4JA53C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:

Houston, TX 77058-3696
Org./Buyer: Karen Adams

Tel No.: 281-483-1863
E-mail: karen.d.adams@nasa.gov

Fax: 281-483-7890

NASA Johnson Space Center, 2101 Nasa Parkway

4, Ship To:
Transportation Officer, Building 421
‘NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-PRIOS-IP-01-, NNJO4JA53C

5. Contractor:

Muniz Engineering, Inc.
16903 Buccaneer Lane, Suite 200
Houston, Texas 77058

Phone: 281-483-1863 X n/a
Emaii: karen.d.adams@nasa.gov

TIN: CAGE CODE:

Fax: 281-483-7890

6. Deliver On or Before:
F.O.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-PRIOS-IP-0L, NNJ04JAS3C

8. Type of Order:
[J PURCHASE: Please furnish the following in

Reference:

accordance with the conditions specified on this order.

Name: {Person authorized to sign)

9. Written acceptance of this order by centractor [(J 1is, [X 1is not
required. Sign below if required and retumn to contracting officer.

10. Name: Jessica C. Miller

Signature: Date: Signature:
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY uNIT QUANTITY
NO. DESCRIPTION ORDERED UNIT PRICE AMOUNT ACCEPTED
1 Security Data Warchouse 1 LoT $33.429.69
This is a Firm fixed Price Task Order.
Total Firm Fixed Price $33.429.69
12. For JSC Internal Use Only: 13. Total
Requisition No.: N/A [J CoMP. T[] PpaRT. PPC: N/A
_ , $33.429.69
Rissue To: IA/Glenn Robinson
14, Quantities in “Quantity Accepted” Column Have Been
[] INSPECTED [ AccepTED [0  RECEVED
TO CONFORM TO THE CONTRACT,
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED.
*_-x—‘_—.-—
Authorized U.S. Government Representative Date 1

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)




1. Task Order Number/Title
JETS-PRJO3-IP-01 - Security Data Warehouse (SDW)
2. Technical Manager’s Representative (TMR)

Primary: Robert Hennan (IP)
Alternate: Paul T. Wilson (IP)

3. Narrative Task Description

The contractor shall be responsible for completing the SDW Project. The closeout of
the SDW project requires migration of the current pilot system to the Government
furnished operational platform.

The contractor shall be responsible for integrating additional data sources as directed by
the TMR. The additional data sources shall include System Management Server (SMS),
Patchlink Inventory, Domain Controller event logs, and the Asset Management System
(AMS) Network Configuration Control Project (NCCP) data. (SMS, AMS-NCCP data
sources are available via the ODIN contract).

The contractor shall continue to be responsible for the operations and maintenance of the
pilot system through the transition to the production environment. Specifically the
contractor shall ‘
¢ Operate and maintain the pilot system (Including, loading data, performing data
integrity checks, and performing data validation,)
Support ad-hoc reporting as directed by the COTR/or his/her designee
¢ Generation of standard reports including
o Vulnerability reduction program
o JSC System Inventory
o System History
o Login History

The contractor shall be responsible for coordinating and creating all project-related
documentation, including schedules, readiness reviews, and supporting Information
Resources Directorate (IRD) meetings as required to successtully accomplish this Task
Order.

As requested by the COTR or his/her designee, the contractor shall perform security
awareness training, provide technical support, and share technical knowledge as needed
to support the overall improvement of Information Technology (IT) security at the
Center.

The contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her demgnee to support
IT security incident, investigations and forensics analyses.

4. Key Schedule Milestones / Completion Date



The items in this Task Order shall be completed by 03/30/05. An updated Project Plan
shall be delivered to the COTR or his/her designee within 30 calendar days from task
order start.

5. Deliverables Required

The contractor shall complete the SDW Project in accordance with the major milestones
of the project plan as per JSC-49861 IRD Project Life Cycle Guidelines.

Activity Planned Completion
Date
Project Plan Deliverable 9/30/04
Project Plan Approval 10/7/04
System Requirements Review 10/21/04
Deployment Plan 10/21/04
Critical Design Review 12/08/04
Test Plan and User Guide 1/21/05
System Administration/Programmer’s Guide  1/21/05
System Test Review 1/28/05
Customer Acceptance Test Results 2/4/05
'Operational Readiness Rev1ew 3/3/05
Operational 3/30/05

6. Special Requirements
None
7. Metrics

None



8. Firm Fixed Price Milestone Payments

Progress payments are based upon completion of the following project plan milestones.

9/7/04 Project Plan Approval
10/21/04 System Requirements Review
12/8/04 Critical Design Review
1/28/05 System Test Review

3/3/05 Operational Readiness Review
3/30/05 Operational

Summary of Task Order



National Aeronautics and Space Administration
Lyndan B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES Page 1of 4

1. Order No.
JETS-PRJ05-IP-01, Revision 1
Contract No.: NNJ04JA53C

2. Date of Crder
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:
NASA Johnson Space Center, 21
Houston, TX 77058-3696
Org./Buyer: Karen Adams

Tel No.: 281-483-1863
E-mail: karen.d.adams@nasa.qoy

Fax; 281-483-7890

01 Nasa Parkway

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property
Order No.: JETS-PRJO5-IP-01, Revision 1 NNJO4JA53C

5. Contractor:

Muniz Engineering, Inc.
16803 Buccaneer Lane, Suite 200
Houston, Texas 77058

Phone: 281-483-1863  x n/a
Email: karen.d.adams@nasa.gov

TIN: CAGE CODE:

Fax: 281-483-7890

6. Deliver On or Before:
F.0.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS;:
NASA Johnson Space Center
Aftn: LF231/Accounts Payabie Group
Houston, TX 77058-3696
Order No.: JETS-PRJ05-IP-01, Revision 1 NNJ04JA53C

8. Type of Order:

[ PURCHASE: Please fumish the following in

accordance with the conditions specified on this order.

Reference:

(] DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number:

9. Written acceptance of this order by contractor [ ] ] is, [B] jis not
required. Sign below if required and retum to contracting officer.

Name: (Person authorized to sign)

Signature: Date:

10. Name: Karen D. Adams

Signature:
CONTRACTING OFFICER

Date

11. Schedule

ITEM

NO DESCRIPTION

QUANTITY
ORDERED

UNIT
PRICE

QUANTITY
ACCEPTED

UNIT AMOUNT

1 Security Data Warehouse

Revision |

This is a Firm fixed Price Task Order.

Total Firm Fixed Price $36.428.91

1 LOT $36.428.91

12. For JSC Internal Use Only:
Requisition No.: N/A

Rissue To: |A/Glenn Robinson

13. Total

[J coMP. [J PART.  PPC:NA

$36.428.91

14.
[] iNsPECTED [J ACCEPTED
TO CONFORM TO THE CONTRACT.

ACCEPTANCE WILL BE AT JSC UNLESS
OTHERWISE NOTED.

Quantities in "Quéntity Accepted” Column Have Been

1

RECEIVED :

BY:

Authorized U.S. Government Representative Date

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)




1. Task Order Number/Title
JETS-PRJO5-IP-01, Revision 1 - Security Data Warehouse (SDW)
2. Technical Manager’s Representative (TMR)

Primary: Robert Hennan (IP)
Alternate: Paul T. Wilson (IP)

3. Narrative Task Description

The contractor shall be responsible for completing the SDW Project. The closeout of
the SDW project requires migration of the current pilot system to the Government
furnished hardware platform. The contractor shall be responsible for the procurement of
two copies of the Red Hat Linux Enterprise AS operating system for the production and
development platform.

The contractor shall be responsible for integrating additional data sources as directed by
the TMR. The additional data sources shall include System Management Server (SMS),
Patchlink Inventory, Domain Controller event logs, and the Asset Management System
(AMS) Network Configuration Control Project (NCCP) data. (SMS, AMS-NCCP data
sources are available via the ODIN contract).

The contractor shall continue to be responsible for the operations and maintenance of the
pilot system through the transition to the production environment. Specifically the
contractor shall
¢ Operate and maintain the pilot system (Including, loading data, performing data
integrity checks, and performing data validation,)
Support ad-hoc reporting as directed by the COTR/or his/her de51gnee
¢ Generation of standard reports including
o Vulnerability reduction program
o JSC System Inventory
o System History
o Login History

The contractor shall be responsible for coordinating and creating all project-related
documentation, including schedules, readiness reviews, and supporting Information
Resources Directorate (IRD) meetings as required to successfully accomplish this Task
Order.

As requested by the COTR or his/her designee, the contractor shall perform security
awareness training, provide technical support, and share technical knowledge as needed
to support the overall improvement of Information Technology (IT) security at the
Center.

The contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support
IT security incident, investigations and forensics analyses.



4. Key Schedule Milestones / Completion Date

The items in this Task Order shall be completed by 03/30/05. An updated Project Plan

shall be delivered to the COTR or hi

order start.

5. Deliverables Required

s/her designee within 30 calendar days from task

The contractor shall complete the SDW Project in accordance with the major milestones
of the project plan as per 1SC-49861 IRD Project Life Cycle Guidelines,

Activity Planned Completion
Date
Project Plan Deliverable 9/30/04
Project Plan Approval 10/7/04
System Requirements Review 10/21/04
Deployment Plan 10/21/04
Critical Design Review 12/08/04
Test Plan and User Guide 1/21/05
System Admini stration/Programmer’s Guide  1/21/ 05
System Test Review 1/28/05
Customer Acceptance Test Results 2/4/05
Operational Readiness Review 3/3/05
Operational 3/30/05

6. Special Requirements
None

7. Mefrics

None

8. Firm Fixed Price Milestone Payments

Progress paymrents are based upon completion of the following project plan milestones,

10/7/04 Project Plan Approval
10/21/04 System Requirements Review
12/8/04 Critical Design Review
1/28/05 System Test Review

3/3/05 Operational Readiness Review

3/30/05 Operational



National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES Page 1 of 4

1. Order No.
JETS-PRJ05-1P-01, Revision 2
Contract No.: NNJO4JAS3C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:
NASA Johnson Space Center, 21
Houston, TX 77058-3698
Org./Buyer: Karen Adams

Fax: 281-483-7890

P L Lol .51 5

Ted No.: 281-483-1863
E-mail; karen.d.adams@nasa.gov

01 Nasa Parkway

4, Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property
Order No.: JETS-PRJ05-IP-01, Revision 2 NNJ04JAS3C

5. Contractor:

Muniz Engineering, Inc.
16903 Buccaneer Lane, Suite 200
Houston, Texas 77058

Phone: 281-483-1863  xn/a

TIN: CAGE CODE:

Fax: 281-483-7890

6. Deliver On or Before: See attached schedule of delivery
F.O.B. Point: Destination

Discount Terms; Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-PRJ05-IP-01, Revision 2 NNJ04JAS3C

8. Type of Order:
[] PURCHASE: Please furnish the following in

accordance with the conditions specified on this order.

Reference;

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number:

9. Written acceptance of this order by contractor [[] ] is, [X] 1is not
required. Sign below if required and retum to contracting officer.

Name: {Person authorized to sign)

Signature: Date:

10. Name: Jessica C. Miller

Signature: Date:

CONTRACTING OFFICER

11. Schedule

ITEM

NO DESGRIPTION

QUANTITY
ORDERED

UNIT
PRICE

QUANTITY
ACCEPTED

UNIT AMOUNT

1 Security Data Warehouse

Revision 2

This is a Firm fixed Price Task Oider

Total Estimated Cost and Fee $44.538 40

1 LOT $44,538.40

12. For JSC Internal Use Only:
Requisition No.: n/a

Rissue To: {A/Glenn Robinson

13. Total

[0 comMP. [J PART. PPC: n/a

$44,538.40

14.
[] INSPECTED [J ACCEPTED
TO CONFORM TO THE CONTRACT.

ACCEPTANCE WILL BE AT JSC UNLESS
OTHERWISE NOTED,

Quantities in “Quantity Accepted” Column Have Been

(|

RECEIVED

BY:

Authorized U.S. Government Representative Date

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1895)




1. Task Order Number/Title
JETS-PRJO5-IP-01, Revision 2 - Security Data Warehouse (SDW)
2. Technical Manager’s Representative (TMR)

Primary: Robert Hennan (IP)
Alternate: Paul T. Wilson (IP)

3. Narrative Task Description

The contractor shall be responsible for completing the SDW Project. The closeout of
the SDW project requires migration of the current pilot system to the Government
furnished hardware platform.. This shall inctude a production system and a separate
development system. The contractor shall be responsible for the procurement of two
copies of the Red Hat Linux Enterprise AS operating system for the production and
development platform.

The contractor shall be responsible for integrating additional data sources as directed by
the TMR. The additional data sources shall include System Management Server (SMS),
Patchlink Inventory, Domain Controller event logs, and the Asset Management System
(AMS) Network Configuration Control Project (NCCP) data, (SMS, AMS-NCCP data
sources are available via the ODIN contract). White Sands Test Facility (WSTF)
databases shall be integrated with the SDW. The WSTF databases shall include DHCP
logs, login-scripts, PatchLink Inventory, and scan data.

The contractor shall provide support to the Institute for Defense Analysis (IDA)
personnel in a collaborative study defined by a Space Act Agreement between IDA and
JSC. The collaboration will include integration of IDA’s distributed cyber defense tool

with the SDW’s Application Programming Interface (API). This support is expected to
- require an average of 6 hours per week beginning 2/14/05, and continuing through the
entire period of this Task Order. This activity shall include prototyping of incident
response scenarios using the integrated tools.

The contractor shall continue to be responsible for the operations and maintenance of the
pilot system through the transition to the production environment. Specifically the
contractor shall
¢ Operate and maintain the pilot system (Including, loading data, performing data
integrity checks, and performing data validation,)
¢ Support ad-hoc reporting as directed by the COTR/or his/her designee
e Generation of standard reports including
o Vulnerability reduction program
o JSC System Inventory
o System History
o Login History

The contractor shall be responsible for coordinating and creating all project-related
documentation, including schedules, readiness reviews, and supporting Information



Resources Directorate (IRD) meetings as required to successfully accomplish this Task
Order. :

As requested by the COTR or his/her designee, the contractor shall perform security
awareness training, provide technical support, and share technical knowledge as needed
to support the overall improvement of Information Technology (IT) security at the
Center.

The contractor shall provide all information (such as lbg files, system configuration
information, and system backups) requested by the COTR or his/her designee to support
IT security incident, investigations and forensics analyses.

4. Key Schedule Milestones / Completion Date

The items in this Task Order shall be completed by 08/31/05. An updated Project Plan
shall be delivered to the COTR or his/her designee within 30 calendar days from task
order start.

5. Deliverables Required

The contractor shall complete the SDW Project in accordance with the major milestones
of the project plan as per JSC-49861 IRD Project Life Cycle Guidelines.

Activity Planned Completion
Date
Project Plan Deliverable 9/30/04
Project Plan Approval 10/7/04
System Requirements Review . 10/21/04
Deployment Plan 10/21/04
Critical Design Review | 12/08/04
Initial Test Plan and User Guide 1/21/05
System Test Review 1/28/05
Initial System Administration/Programmer’s Guide 3/21/05
Transition to new hardware platform 6/16/05
Incident/Event Data Model 6/30/05
Updated Test Plan and User Guide 7/28/05
Updated System Administrator’s Programmer’s Guide 8/11/05
Data Loader Test Results - 8/15/05
Customer Acceptance Test Results 8/30/05
Operational Readiness Review 9/15/05
Operational 9/30/05

The contractor shall install the Government furnished production and development
hardware in one of the Boundary Services cabinets. This shall include integration of the
equipment with the existing KVM switch, electrical power, and network switch. The
contractor shall ensure that the hardware BIOS is up to date and will configure the RAID
systems for the internal disks as well as the external disk enclosure included with the



production platform. The installation and configuration of the Operating System for the
two platforms are excluded from this task order.

6. Metrics

None

8. Firm Fixed Price Milestone Payments

Progress payments are based upon completion of the following project plan milestones.

10/7/04 Project Plan Approval
10/21/04 System Requirements Review

12/8/04 Critical Design Review

12/28/04 CDR Sofiware Purchase

6/16/05 Transition to New Hardware

6/30/05 Incident/Event Data Model IDA Support
7/14/05 WSTF Data Integration

7/28/05 Updated Test Plan and User Guide
8/11/05 Updated System Administrator’s Programmers Guide
8/25/05 Data Loader Test Results

9/15/05 Operational Readiness Review

9/30/05 Operational

Balance of milestone payments to be proposed by contractor based on revised schedule:
Revision 2 - Addition of WSTF support, Department of Defense collaboration project
and migration to new development and production platforms.

Revision 1 — Addition of Red Hat Enterprise Operating System (2 copies)-
Summary of Task Order
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National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of 7

2. Date of Qrder
See date in block 10

1. Order No.
JETS-PRJ06G-IT-01
Contract: NNJ04JA53C

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-Cg

3. Issuing Office:
NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Ann E. Bronson

Tel No.: 281-483-9889
E-mail: _ann.e.bronson@nasa.gov

Fax: 281-483-4066

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Housten, TX 77058-3696
Mark For. Accountable Property

Order No.: JETS-PRJ0B-IT-01

5. Contractor:

Muniz Engineering, Inc.

2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-283-6031 X n.a. Fax: 281-283-56162

TIN: CAGE CODE:

6. Deliver On or Before:
F.Q.B. Point; Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-PRJ06-IT-01

8. Type of Order:; )

[[] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number:

9. Written acceptance of this order by contractor [[] } is, X ]is not 10. Name: Ann E. Bronson
required. Sign below if required and retum to contracting officer.
Name: (Person authorized to sign)
Signature: _ Date: Signature: Date:
CONTRACTING OFFICER
: 11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED UNIT PRICE AMOUNT ACCEPTED
1 Design Data Management Systems (DDMS) Server 1 LOT 13,946.87
Estimated Cost: $12,913.76
Maximum Award Fee: $ 1,033.11
Total Estimated Costand Fee:  $13,946.87
12. For JSC Internal Use Only: 13. Total
Requisition No.: n.a, O comP. [ PART. PPC;
, . $ 13,048.87
Rissue To: [A/Glenn Robinson
14. Quantities in “Quantity Accepted” Column Have Been
[] INSPECTED ] ACCEPTED []  RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED. ’
Authorized U.S. Government Representative Date

JSC Form 1429 (Rev November 10, 2004) (MS Word August 1995)
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National Aercnautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1 of 13

1. Order No.

: 2. Date of Order
JETS-OPS06-1C-01

See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NQ,

Contract: NNJ04JAS3C

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Ann E. Bronson

Tel No,: 281-483-9889
E-mail: _ann.e bronson@nasa.gov

Fax: 281-483-4066

4. Ship To:

Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696

Mark For: Accountable Property

Order No.: JETS-OPS06-IC-01

5. Contractor;

Muniz Engineering, Inc.
2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

6. Deliver On or Before:
F.0.B. Point. Destination

Discount Terms: Net 30 Days.

Phone: 281-283-6031 x Fax: 281-283-6162

TIN: CAGE CODE:

7. BILLING ADDRESS:

NASA Johnson Space Center

‘Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

Order No.: JETS-OPS06-1C-01

8. Type of Order:

[[] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number: NNJO4JAS3C

9. Written acceptance of this order by contractor {{_] ] is, [[X] } is not 10. Name: -
required. Sign below if required and return to contracting officer.
Name: (Person authorized to sign) Original signed by Jessica C. Miller 10/27/05
Signature: Date: Signature: Date:
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED UNIT PRICE AMOUNT ACCEPTED
1 EVA Office Information Technolegy Services 1 lot 89,878.67
Estimated Cost; $84,125.59
Maximum Award Fee: $ 5,753.08
Total Estimated Cost and Fee: $89,878.67
12. For JSC Internal Use Only: 13. Total
Requisition No.: 1 comMP. [ PART. PPC:
89,878.67
Rissue To: 1A/Glenn Robinson
14. Quantities in “Quantity Accepted” Column Have Been
[] INSPECTED [] ACCEPTED [[] RECEIVED
TO CONFORM TQO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
THERWISE NOTED.
Authorized U.S. Government Representative Date

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)




JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

Task Order Approvals
Task Order: JETS-OPS06-IC-01 — EVA Office Information Technology Services

Approved Technical Evaluation Received

Performance Period: October 1, 2005 — August 31, 2006

Funding Organization(s):

Task Order Value:
Cost: $84,125.59
Maximum Award Fee $ 5,753.08
Total Cost: $89,878.67
Approved By:
JSC JETS Budget Analyst Date
Approved By:
JSCJETS TMR Date
~ Approved By: |
‘ JSC JETS COTR Date
Approved By:
Manager, IT Information Technology Division Date
Approved By:
JSC JETS Contracting Officer Date
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JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

1. Task Order Number/Title
JETS-OPS06-IC-01 - EVA Office Information Technology Services
2. Technical Monitor Representative (TMR)

Primary: Greg Lestourgeon/XA
Alternate: Dianne L. Robinson/IC

~ 3. Narrative Task Description

a. The Contractor shall be responsible for the daily IT support of the EVA Office (Code XA),
as specified in the JETS Statement of Work (SOW) areas 4.2, 4.3,4.4,5.0,5.2,5.4, and 5.5.

b. The Contractor shall provide support to ODIN and OneEVA for obtaining the concurrence
of the Contracting Officer’s Technical Representative (COTR) or his/her designee to perform all
scheduled hardware and software upgrades, maintenance outages, and software patch
installations.

c. The Contractor shall be responsible for coordinating with associate contractors for all
applicable software upgrades, maintenance outages, and software patch installations.

d. The Contractor shall provide technical expertise at IRD boards and meetings, such as the
Network Access Control Board (NACB). The NACB typically meets once each week for one to
three hours. Additional ad-hoc special NACB meetings and other working group meetings may
be required, generally not exceeding two to three hours per week. In addition, the Contractor
shall attend the IT Steering Council (meets twice monthly) and the IRD Customer Forum (meets
once a month). The Contractor shall report back to the organization any issues which will
impact the organization. Information on IT events or new capabilities will either be distributed
via email or discussed during staff meetings.

e. The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM —
5:00 PM in order to accomplish successful day-to-day IT operations. In addition, the Contractor
shall provide 24/7 on-call support for all security-related incidents which may adversely affect
the EVA Office. The 24/7 on-call support shall be accomplished via a Contractor provided
pager. If the Contractor detects or is notified via Government provided automated means (such
as an e-mail or pager alert) of a potential security issue, the Contractor shall notify the JSC IT
Security Office by calling the IT Security Duty Phone and coordinating as required with
associate contractors. The Contractor shall assist all members of the EVA Office in reducing the
number of unsolicited emails and work with the Consolidated Help Desk if a virus is suspected
on a user workstation.

f.  The Contractor shall provide support to the EVA Office user community working directly
with end-users and associate contractors to resolve user-reported issues. Based on the current

environment, approximately sixteen (20) hours per week are required for the investigation and
resolution of user-reported issues. The Contractor shall make contact with the end-user within
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JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

one (1) business day of a reported issue. The Contractor shall coordinate with off-site personnel
assigned to the EVA Office and assure commonality of hardware/software.

g. The Contractor shall be responsible for assisting in the installation and use of Public Key
Infrastructure (PKI).

h. The Contractor shall provide support for the maintenance of the ODIN laptop loan pool for
the EVA office. This will include ensuring that ODIN has the correct information for log
tracking (user and due date), configuring the laptops for individual users and ensuring wipe and
load are performed when laptops are returned (if necessary). The Contractor shall provide
support for users to check out end-user take-home software and maintain a log of checked out
software.

i.  The Contractor shall maintain and assure the accuracy of the Customer Service System
(CSS) database. The Contractor shall receive all requirements for new IT or telephone
equipment and write all Service Requests (SR’s) required to obtain the IT or telephone
equipment. The contractor shall write all SR’s for moves within the EVA Office. The
Contractor shall write all SR’s for new ID’s or changes to existing ID’s. The Contractor shall
review all SR’s written for off-site EVA Office personnel to assure accuracy and where new
items are being purchased, assure these are in compliance with the EVA Office IT Plan and
provide for commonality between on-site hardware and software.

j.  The Contractor shall provide support for obtaining for all file access rights for any share
directory and maintain records. The Contractor shall be knowledgeable of the XA Web site and
do routing updates, and minor programming changes.

k. The Contractor shall review file storage usage for all EVA Office employees and advise
when usage is 80% maximum. The contractor shall assist employees in efficient use of home
directories. The Contractor shall provide assistance to employees in backing up data on
individual hard drives, CD’s or other media. The Contractor shall assist users in the use of their
workstations/phones/printers/DVD/CD burners/scanners, etc.

1. The Contractor shall gather requirements from all members of the EVA Office and
coordinate with management. After approval of requested items has been received, the
Contractor shall write the IT Plan and present to both EVA Office management and the JSC
Chief Information Officer.

m. The Contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support IT
security incidents, investigations and forensics analyses. The Contractor shall provide assistance
on reducing unsolicited email and respond to all virus incidents. The Contractor shall assure all
office workstations have the latest anti-virus software loaded. The Contractor shall provide
check-out copies of those items which are allowed for home use and maintain log records.

n.  The Contractor shall maintain a current Security Plan for the EVA Office, as required by
IRD. The Contractor shall perform all duties as the Organizational Computer Security
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JSC Enabling Technology and Security (JETS)
NNJ04JAS53C

Representative (OCSR) as defined by IRD, and coordinate with the Organizational Computer
Security Manager (OCSM).

0. The Contractor shall maintain a configuration-managed diagram of the EVA Office, as well
as a configuration-managed document listing pertinent information, such as locations, hardware
tag numbers, cable and jack numbers, of all EVA Project Office components, with applicable
software license codes. ‘

p. The Contractor shall be knowledgeable of the XA Web site, perform routine updates, and
work with other IRD contractors to perform programming changes.

q. The Contractor will be provided office space, computer and phone in the EVA Office (this
will be their permanent office).

r.  The Contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the required
services described in this Task Order. In addition, to effectively perform and manage the work
detailed in this Task Order, the contractor shall perform all the Contract Management functions
detailed in Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality

3.3 Records Management

3.4 Work Authorizations

3.5 Facility Management

3.6 Property Management

3.7 JETS Metrics

4. Period of Performance

The services in this Task Order shall be performed from October 1, 2005 through August 31,
2006.

5. Deliverables Required

a) Security Plan reviews and updates for the EVA Office,

b) Support to the CFO Office for developing the IT Plan for the EVA Office.

¢) Configuration-managed diagram of JETS-managed IT equipment for the EVA Office.

d) Configuration-managed document listing pertinent information of all JETS-managed
equipment in the EVA Office IT components and telephone equipment and applicable software
license codes. The applicable items should be recorded and maintained in the IRD maintenance
database.
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JSC Enabling Technology and Security (JETS)
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6. Special Requirements

The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The Contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information can be processed
outside of the JATS system.

7. Metrics
The Contractor shall provide monthly Customer Satisfaction and System Availability metrics as
specified in DRD-03 Metrics Reports. Availability metrics shall clearly contrast a system’s

availability with unscheduled and scheduled outages.

8. Total Cost Summary and Cost Phasing by Month

Cost: $84,125.59
Maximum Award Fee: $ 5,753.08

Total Cost: $89,878.67

Monthly Cost Phasing — See Attachment 1
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National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1 of 40

1. Order No.
JETS-OPS06-IM-03

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NOC.

Contract: NNJ04JAS3C

Certified for National Defense under DPAS {15 CFR 700) DO-C9

Muniz Engineering, Inc.
2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

3. lIssuing Office: . 4. Ship To: ' o
NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
Org./Buyer: Ann E. Bronsan Houston, TX 77058-3696

Mark For: Accountable Property

Tel No.: 281-483-9889 Fax: 281-483-4066 Order No.: JETS-OPSO6-1M-03

E-mail. _ann.e.bronson@nasa.gov

5. Contractor: 6. Deliver On or Before:

F.O.B. Point: Destination

Discount Terms: Net 30 Days.

Phone: 281-283-6031 xn.a. Fax: 281-283-6162

TIN: CAGE CODE:

7. BILLING ADDRESS:

NASA Johnson Space Center

Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696 )
Order No.: JETS-OPS06-IM-03

8. Type of Order:

[J PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

X

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number:

9. Written acceptance of this order by contractor [ }is, [B] ]is not

required. Sign below if required and return to contracting officer.
Name: (Person authorized to sign)

Signature: Date:

10. Name:

Signature; Date:

CONTRACTING OFFICER

11. Schedule

ITEM

NO. DESCRIPTION

QUANTITY
ORDERED

UNIT
PRICE

QUANTITY
ACCEPTED

UNIT AMOUNT

Integratio, Process and Mnagement Support

Estimated Cost: $265,358.67

Maximum Award Fee: $ 17.935.18

Total Estimated Cost and Fee: $283,293.85

N

1 LOT $283,293.85

12. For JSC Internal Use Only:
Requisition No.: n.a.

Rissue To: IA/Glenn Robinson

] comp.

13. Total
[0 PART. PPC:

$ 283,293.85

14. Quantities in “Quantity Accepted” Column Have Been
D INSPECTED |:| ACCEPTED |:|
TO CONFORM TO THE CONTRACT.

ACCEPTANCE WILL BE AT JSC UNLESS
OTHERWISE NOTED.

RECE!VE

BY:

D

Authorized U.S. Government Representative Date

JSC Form 1429 (Rev November 10, 2004) (MS Word August 1995)
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National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of 13

1. Order No.
JETS-OPS06-IM-04
Contract: NNJ04JA53C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WI|TH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Ann £, Bronson

Tel No.: 281-483-9889
E-mail: __ann.e.bronson@nasa.gov

Fax: 281-483-4066

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-OPSO8&-IM-04

5. Contractor:

Muniz Engineering, Inc,
2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-283-8031 X Fax: 281-283-6162

TIN: CAGE CODE:

6. Deliver On or Before:
F.0.B. Point: Destination

Discount Terms; Net 30 Days.

7. BILLING ADDRESS:
NASA Jehnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-OPS06-IM-04

8. Type of Order:

[C] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

DELIVERY: Except for the Terms and Conditions of Purchase

Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number: NNJ04JA53C

9. Written acceptance of this order by contractor [] ]is, [B4 ] is not

) . 10. Name:
required. Sign below if required and return to contracting officer. .
Name: (Person authorized to sign) COriginal signed by Ann E. Bronson 10/28/05
Signature: Date: Signature: Date:
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIFTION oroerep | UM PRICE AMOUNT -1 accepTeED
1 IT Security System Qperations 1 lot $800,905.36
Estimated Cost: $751,708.82
Maximum Award Fee: $ 49,196.54
Total Estimated Cost and Fee: $800,905.36
12. For JSC Internal Use Only: 13. Total
Requisition No.: [0 COMP. [ PART. PPC:
) , $ $800,905.36
Rissue To: IA/Glenn Robinson
14. Quantities in “Quantity Accepted” Column Have Been
[:] INSPECTED |:] ACCEPTED D RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
THERWISE NOTED.
Authorized U.8. Government Representative Date

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)




JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

Task Ovrder Approvals

Task Order: JETS-OPS06-IM-04 — IT Security System Operations

Approved Technical Evaluation Received _ October 25, 2005

Performance Period: October 1,2005 — August 31, 2006

- Funding Organization(s):

Task Order Value:
Cost: $795,302.36
Maximum Award Fee $ 5,603.00
Total Cost: $800,905.36
Approved By:
JSC JETS Budget Analyst Date
Approved By:
JSCJETS TMR Date
Approved By:
JSCJETS COTR Date
Approved By:
Manager, IT Information Technology Division Date
Approved By:
JSC JETS Contracting Officer Date
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JSC Enabling Technology and Security (JETS)
-NNJ04JAS3C

1. Task Order Number/Title
JETS-OPS06-IM-04 - IT Security System Operations
2. Technical Monitor Representative (TMR)

See Contracting Officer’s letter for TMR’s for this task order.
Primary: Sandra Price/IP
Alternate: Robert Hennan/IP

3. Narrative Task Description
Subtask 1 - IT Security System Operations for Johnson Space Center (JSC)

a. The Contractor shall be responsible for the daily operation of the following systems,
as listed in the Information Resources Directorate (IRD) Systems Maintenance Database
as IT Security. Daily operation, as specified in the JETS Statement of Work (SOW)
Section 5.0, include the monitoring of system activity and performance, review of logs,
configuration changes and management (including user accounts), performing system
upgrades, reporting, system engineering, and ensuring documentation. It is the
Government’s intent to retire the PPTP and Webproxy servers in 2006. The functionality
of these servers will migrate to the Neoteris server, It is the Government’s intent to
replace the NFR this fiscal year.

e Firewall Systems
o Outer Firewall (Primary)
Outer Firewall (Secondary)
Inner Firewall (Primary)
Inner Firewall (Secondary)
. Special Purpose Firewall
o Backup/Development Firewall
e Web Filter system
o Websense
¢ Network Intrusion Detection (NID) systems
o RealSecure SiteProtector
o Network Flight Recorder (NFR)
o Netscreen IDP(replacement for NFR)
e Virtual Private Network (VPN) systems
o IPsec VPN Server (Primary)
[Psec VPN Server (Secondary)
Point-to-Point Tunneling Protocol (PPTP) Server
RaptorMobile-EC VPN Server
Webproxy Server
Neoteris System
InfoExpress Server

o 0 O O

o 0 0O O 0 O0
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e Support systems
o Firewall Administrative System
Firewall Log Servers
Backup Firewall Log Servers
Firewall Log Processing Server
Log Archive/Analysis Server
o Radius Authentication Server
e Public Key Infrastructure (PKI) systems
Security Data Warehouse (SDW)
Network Analyzer systems
o NetContExt (Content Analyzer)
o NetContExt (Network Traffic Recorder)

o]
@]
o]
o

b. The Contractor shall provide daily review and analysis of the firewall and other
log files, coordinating as required with the appropriate IRD Security personnel, associate
contractors, and the user community to identify and resolve security problems and
configuration issues. The Contractor shall provide support to the user community for
issues that are related to the IT Security System, including receiving and electronic
tracking of incoming calls and requests, handling related calls that are forwarded from
associate contractors, and working directly with end-users and associate contractors to
resolve user-reported issues. Based on the current environment, approximately sixteen
(16) hours per week are required for the investigation and resolution of user-reported
issues. The Contractor shall make contact with the end-user within one (1) business day
of a reported issue.

c. The Contractor shall be responsible for the revalidating, development and testing
of Public Key Infrastructure (PKI) installation packages. It is estimated that
approximately six PKI packages (four quarterly-load packages, two special-purpose
development packages) will be required each year.

d. The Contractor shall be responsible for security scanning that includes:

(1) Regular network using the Internet Security Systems (ISS) Scanner or its
replacement, nmap, wireless and other scanning tools as specified by the IRD
IT Security Office. The network vulnerability scanning is to be performed per
the quarterly requirements defined by the NASA Code V Vulnerability
Reduction Guidance (updated yearly). This memo can be found on the JSC
webpage under the IT Security section, NASA I/T policy & directives.

(2) Scans on any new system installed at the Center, in support of web
registration, and on an ad-hoc basis due to security threats or data calls.

(3) Network Mapper (NMAP) and wireless scanning will be performed
quarterly or as determined by the IT Security Office.
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e. The Contractor shall be responsible for generating the following reports and
providing them to TMR.
(1) As part of IT Security scanning activities, Ad-hoc reports in a format to be
determined by the IRD Information Technology (IT) Security Office based on
the specifics of each individual security situation. It is estimated that the
contractor shall provide two (2) such reports per month.
(2) Network security and wireless security audit reports electronically
(3) Security Data Warehouse (SDW) ad hoc reports as requested by TMR.
Worst case would be about generation of 100 standard reports including:
Vulnerability reduction program, JSC System Inventory System History and
Login History.

f, The Contractor shall assist the IRD IT Security Office in the resolution of security
incidents as requested by the TMR to support IT security investigations and forensics
analyses.

(1) This includes providing all information such as log files, system

configuration information, and system backups.

(2) Reviewing NASIRC bulletins and providing data analysis.

g The Contractor shall perform protocol studies to assist the IRD IT Security Office
in determining possible security issues as requested by the TMR.
(1) This includes reviewing firewall log for a specified time period
determined by the TMR.
(2) Reviewing firewall rules associated with protocols
(3) Provide presentations on the findings to the TMR and presenting to IRD
I/T Security Office personnel.

h. The Contractor shall use the JSC IT Security Systems to assist the IRD IT
Security Office in the resolution of virus-related issues. The Contractor shall be
responsible for processing alerts from the antivirus products (Symantec) and assisting
users in the resolution of virus-related issues on a daily basis. The processing of alerts
will entail verifying infection and /or origin of viruses. If an infection has occurred, the
contractor shall contact the user and Organization Computer Security Manager (OCSM)
for repair. Notification to the user and OCSM should be done by phone and email.

Sample of Virus alert notification

Symantec

Virus Name: Downloader.Trojan

Computer: “computer name”

Location: D:\documents and settings\mwaid\Local Settings\Temporary Internet
Files\Contene.IES\CROVE6FI\NETWIN\[1].CHM
Requested Action: Clean

Actual Action; Quarantine

Date: 08/16/2004 Time: 01:59:57 PM

Source: Norton AntiVirus Corporate Edition

User Name: “domain userid”
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1.

The Contractor shall be responsible for the operations and maintenance of the

Security Data Warehouse (SDW) application. This includes loading data, performing
data integrity checks, and performing data validation, support ad-hoc reporting (described
in item 5¢). The contractor shall be responsible for adding new capabilities as directed by
the TMR to the SDW as workload permits. It is currently anticipated that not more than
10 new capabilities shall be implemented. The Contractor shall provide user support to
those stakeholders utilizing the data warehouse.

j

The Contractor shall provide the following support

(1) Personnel onsite Monday through Friday 8:00 AM — 5:00 PM in order to
accomplish successful day-to-day operations.

(2) 24/7 on-call support for all security-related incidents which may adversely
affect the IT Security System or the JSC Institutional Networks. The 24/7 on-

«call support shall be accomplished via a Government-provided Firewall

Security Phone. If the contractor detects or is notified via Government
provided automated means (such as an e-mail or pager alert) of a potential
security issue, the contractor shall notify the JSC IT Security Office by calling
the IT Security Duty Phone and coordinating as required with associate
contractors,

(3) The Contractor shall be responsible for the installation, implementation,
and daily operations of the new NID system equipment.

(4) Arrange and conduct meetings (approximately one per month) to inform
the user community of upcoming IT Security System capabilities and events,
(5) Provide technical expertise at IRD boards and meetings, such as the
Network Access Control Board (NACB) and the IRD Control Board (ICB).
The NACB typically meets once each week for one to three hours; the [CB
typically meets once each week for two to three hours.

(6) Conduct or attend additional ad-hoc special NACB meetings and other
working group meetings, generally not exceeding two to three hours per week.
(7) Asrequested by the TMR with e-mail notification to the COTR, perform
security awareness training, provide technical support, and share technical
knowledge and process improvements as needed to support the overall
improvement of Information Technology (IT) security at the Center. The
Security awareness training provided shall include items such as brief
overviews of training classes and seminars attended, as well as trip reports.
(8) Provide inputs, as requested by TMR, for IT Security Systems
documentation, procedures (such as Red Book), schedules, project plans,
budget planning, and strategic planning,

(9) Obtain the concurrence of the TMR and provide e-mail notification to the
Contracting Officer’s Technical Representative (COTR) to perform all
scheduled hardware and software upgrades, maintenance outages, and
software patch installations. _

(10) Coordinate with associate contractors for all applicable software
upgrades, maintenance outages, and software patch installations.

(11) Provide inputs and technical assessment to the TMR for incorporation
into the Security Plan for the IT Security System, as specified in DRD-14 IT
Security Plans.
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(12) Maintain a configuration-managed architecture diagram of the IT
Security System, as well as a configuration-managed document listing the
hardware model numbers and serial numbers of all IT Security System
components, applicable software license codes, reboot procedures, backup
procedures, restore procedures, and the procedures to open maintenance
trouble calls. All applicable data shall be updated and maintained in the IRD
Maintenance Database.

(13) Maintain configuration of the IT Security System devices in the IRD
Development Lab. Coordinate test activities with the IRD Lab managers and
TRM. Provide support to testing activities as requested by the TMR.

k. The Contractor shall perform all the management functions, including technical
and business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

(1) Safety, Health and Environmental Compliance
(2) Quality

(3) Records Management

(4) Work Authorizations

(5) Facility Management

(6) Property Management

(7) JETS Metrics

Subtask 2: IT Security System Operations for White Sands Test Facility (WSTF)

a. The Contractor shall provide the items of Subtask 1 (excluding 10a) for the IT
Security Services at WSTF which include:
e Firewall Systems
o Primary WSTF Institutional Firewall
o Secondary WSTF Institutional Firewall
¢ NID systems
¢ Support systems
o BrightStore Enterprise Tape Backup System (StorageTek L40
Library) SDLT 320 Tapes
o WSTF Institutional Firewall Management Station
o WSTF Institutional Firewall Log Processing
e SDW
O nmap scanning server

(1) The Contractor shall maintain adequate personnel onsite during WSTF’s
work schedule in order to accomplish successful day-to-day operations as
detailed above.
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(2) As a part of contingency operation activities, the contractor shall be
responsible for operations of the IT Security System at WSTF.

(3) The Contractor shall be responsible for performing OCSR tasks and
activities, in accordance with JPR 2810.1B. OCSRs do not have the policy-
making role and responsibility of an Organizational Computer Security
Manager (OCSM) because they are not a civil servant. The OCSR is to
provide assistance in creating and implementing policy; however,
organizational management must approve policy. OCSR tasks include, but
are not limited to the following:

i.  Developing a management control and communications process to
ensure that the organization’s I/T security program is implemented
consistent with the current edition of JPG 2810.1.

ii.  Serving as the organization’s representative to the JSC I/T Security
Committee, representing the organization’s director or office chief
on all I/T security matters, and coordinating that organization’s
vote on matters of I/T security policy.

ili.  Reporting suspected I/T security incidents to the ITSM and the
organization’s director or office chief.

iv.  Reporting periodically to the ITSM and the organization’s director
or office chief on the status of I/T security planning in that
organization,

v.  Reviewing annually the IT Security Plans for the organization's
systems.

vi.  Submitting electronic and printed copies of each I/T Security Plan
to the ITSM. If the contingency plan is set out in a separate
document, that document must also be submitted to the ITSM
since it is an integral part of the security plan.

vii.  Serving as the organization’s representative to the Network Access
Control Board unless the organization has named another
individual to be the representative.

viii.  The contractor shall assist in writing and maintaining the security
plan for the organization system.

4. Period of Performance

The services in this Task Order shall be performed from October 1, 2005 through August
31, 2006.

5. Deliverables Required

a) Inputs to the Security Plan for the IT Security System, as specified in DRD-14 IT
Security Plans.

b) Configuration-managed architecture diagram of the IT Security System.

¢) Configuration-managed document listing the hardware model numbers and serial
numbers of all IT Security System components, applicable software license codes, reboot
procedures, backup procedures, restore procedures, and the procedures to open
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maintenance trouble calls. The applicable items should be recorded and maintained in the

IRD Maintenance Database.

d) Change control procedures and configuration management plan for the IT Security
System. TMR approval required within 30 calendar days of Task Order start.

€) Monthly activity report.

f) Monthly reports of IT Security System related calls and service requests

g) Scanning reports for each scan that is performed.

e) A memorandum as directed by the IRD IT Security Office for each quarterly scan,

web registration, organizational and incident investigation scan that is performed. The

appropriate IRD IT Security management signature shall be obtained for each

 memorandum.

f) Network security and wireless security audit reports electronically to IRD IT Security

personnel.

g) Monthly reports of firewall requests.

6. Training

Training shall include annual attendance by one individual to the Network-+Interop
training/conference.

The Program Manager shall coordinate all training request via e-mail with the TMR and
provide e-mail notification to the COTR prior to expenditure of funds.

7. Special Requirements

The contractor shall utilize the JATS database to track action items pertaining to this task
order. The contractor shall evaluate the sensitivity of all data prior to submission into the
JATS online system. Data that contains sensitive information shall be processed by the
JETS Program Manager or Task Coordinator and shall not be entered into the JETS
online database.

8. Metrics

The Contractor shall provide monthly Customer Satisfaction and System Availability
metrics as specified in DRD-03 Metrics Reports. Availability metrics shall clearly
contrast a system’s availability with unscheduled and scheduled outages. In addition, the
contractor shall provide the following metrics monthly to the TMR:

e # of system DRs opened + closed per week (by category) on IRD
IT Security systems

e #of customer systems configuration anomalies opened + closed
(potential — customer time to closure)

Average # of firewall sessions. (Accepted + dropped)
CPU utilization and through-put of firewalls
Utilization of VPN servers by # of average, max, min
simultaneous users (PPTP, Neoteris, InfoExpress)

e Websense
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o {# of blocked attempts per category .

o # of hits + # of users and utilization of other categories
(Top 20)

o #ofhits +# of users + # of bytes transferred

9. Total Cost Summary and Cost Phasing by Month

Cost: $751,708.82
Maximum Award Fee: $ 49,196.54
Total Cost: $800,905.36

Monthly Cost Phasing — See Attachment 1
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National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1 of 13

1. Order No.
JETS-OPS06-IM-05

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Contract: NNJ04JA53C

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office;

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Ann E. Bronson

Tel No.: 281-483-9889

Fax: 281-483-4066
E-mail: ann.e.bronson@nasa.gov

4. Ship To:

Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696

Mark For: Accountable Property

Order No.: JETS-OPS06-IM-05

5. Contractor:

Muniz Engineering, Inc.
2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

6. Deliver On or Before:

F.0.B. Point: Destination

Discount Terms: Net 30 Days,

Phone: 281-283-6031

X Fax: 281-283-6162

TIN: CAGE CODE:

7. BILLING ADDRESS:

NASA Johnson Space Center

Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

Order No.: JETS-OPS06-iM-05

8. Type of Order:

[[] PURCHASE: Please fumish the following in
accordance with the conditions specified on this order,
Reference:

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number: NNJO4JAS3C

9. Wiritten acceptance of this order by contractor [[] ] is, [X] ] is not

. 10. Name:
required. Sign below if required and retum to contracting officer.
Name: (Person authorized to sign) Original signed by Jessica C. Miller 10/27/65
Signature: Date: Signature: Date:
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED unNIT PRICE AMOUNT ACCEPTED
1 Organizaticnal Computer Security Representative (OCSR) Services 1 lot $98,783.21
Estimated Cost: $92,464.82
Maximum Award Fee: $ 6,318.3¢
Total Estimated Cost and Fée: $98,783.21
12. For JSC Internal Use Only: . 13. Total
Requisition No.: [J COMP. [J PART. PPC:
. ) $ $o8,783.21
Rissue To: 1A/Glenn Robinson
14. Quantities in “Quantity Accepted” Column Have Been
[] INSPECTED [0 ACCEPTED [0 RecEnvED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
THERWISE NOTED.
Authorized U.S. Government Representative Date

JSC Form 1428 (Rev March 3, 2004) (MS Word August 1985)
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Task Order Approvals

Task Order: JETS-OPS06-IM-05 — Organizational Computer Security Representative (OCSR)
Services

Approved Technical Evaluation Received _QOctober 18, 2005

Performance Period: October 1, 2005 — August 31, 2006

Funding Organization(s):

Task Order Value:
Cost: $92,464.82
Maximum Award Fee $ 6,318.39
Total Cost: $98,783.21
Approved By:
JSC JETS Budget Analyst Date
Approved By:
JSC JETS TMR Date
Approved By:
JSCJETS COTR Date
Approved By:
Manager, IT Information Technology Division Date
Approved By:

JSC JETS Contracting Officer Date
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1. Task Order Number/Title
JETS-OPS06-IM-05 — Organizational Computer Security Representative (OCSR) Services
2.  Technical Monitor Representative (TMR)

Primary: Robert Hennan/IP
Alternate: Wayne Miner/IP

3. Narrative Task Description

The Contractor shall be responsible for performing OCSR tasks and activities, in accordance
with JPR 2810.1C, as revised, JETS Statement of Work (SOW) Section 3.0b (for organizational
support) and 4.4 for the following JSC organizations:

a. AA — Office of the Director of JSC

b. AB — Office of Deputy Director of JSC
c. AC — Associate Director (Management)
d. AD — External Relations Office

e. AE — Education Office

f. AG - Office of the Chief Engineer

g. AJ — Office of Equal Opportunity and Diversity
h. AL — Office of Chief Counsel

i. AP — Office of Public Affairs

j. BA — Office of Procurement

k. HA - Technology Transfer

l. YA — Exploration Programs Office

OCSR’s do not have the policy-making role and responsibility of an Organizational Computer
Security Manager (OCSM) because they are not a civil servant. The OCSR is to provide
assistance in creating and implementing policy; however, organizational management must
approve policy. OCSR task include, but not limited to the following:

a. Developing a management control and communications process to ensure that the
organization’s I/T security program is implemented consistent with the current
edition of JPG 2810.1.

b. Serving as the organization’s representative to the JSC I/T Security Committee,
representing the organization’s director or office chief on all I/T security matters,
and coordinating that organization’s vote on matters of I/T security policy.

¢. Reporting suspected I/T security incidents to the ITSM and the organization’s
director or office chief.

d. Reporting periodically to the ITSM and the organization’s director or office chief
on the status of /T security planning in that organization.

¢. Reviewing annually the IT Security Plans for the organization’s systems.
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f. Submitting electronic and printed copies of each I/T Security Plans to the ITSM. If
the contingency plan is set out in a separate document, that document must also be
submitted to the ITSM since it is an integral part of the security plan.

g. Serving as the organization’s representative to the Network Access Control Board
unless the organization has named another individual to be the representative.

4. Period of Performance

The services in this task order shall be performed from October 1, 2005 through August 31,
2006.

5. Deliverables Required

e Periodic status to ITSM on organization’s security plans
e Organization’s Security Plans ’

6. Special Requirements

¢ The Contractor shall utilize the JSC Action Tracking System (JATS) to track action
items pertaining to this task order. The Contractor shall evaluate the sensitivity of
all data prior to submission into the JATS system. Data that contains sensitive
information can be processed outside of the JATS system.

e Knowledge of and skill of NASA Information Technology Security Requirements
and policies.
7. Metrics
100% On-time delivery of products identified in Section 5.0 of the Task Order per the due dates.

- 8. Total Cost Summary and Cost Phasing by Month

Cost: $92,464.82
Maximum Award Fee: $ 6,318.39
Total Cost: $98,783.21

Monthly Cost Phasing — See Attachment 1
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National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1 of 13

1. Order No.
JETS-OPS06-1P-01
Contract: NNJO4JAS3C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Ann E. Bronson

Tel No.: 281-483-9889

E-mail: ann.e.bronson@nasa.gov

Fax: 281-483-4066

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-OPSO6-1P-01

5. Contractor:

Muniz Engineering, Inc.
2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-283-6031 xn.a. Fax: 281-283-8162

TIN: CAGE CCDE:

6. Deliver On or Before:

F.Q.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-OPS06-I1P-01

8. Type of Order;

[ PURCHASE: Please furnish the following in
accordance with the conditions specified on this erder.
Reference:

[X] DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number:

9. Written acceptance of this order by contractor [ ] }is, {{X] ] is not

! ! ) . 10. Name:
required. Sign below if required and return te contracting officer.
Name: (Person authorized to sign)
Signature: Date: Signature: Date:
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION oroerep | N PRICE AMOUNT ACCEPTED
1 IT Security System Operations 1 LOT $800,905.36
Estimated Cost: $795,302.36
Maximum Award Fee: $ 5,603.00
Total Estimated Cost and Fee: $800,905.36
12. For JSC Internal Use Only: 13. Total
Requisition No.: n.a. (0 comp. [ PART. PPC:
. . : $ 800,905.36
Rissue To: IA/Glenn Robinson
14. Quantities in “Quantity Accepted” Column Have Been
[ INSPECTED ] ACCEPTED ]  RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED.
Authorized U.S. Government Representative Date

JSC Form 1429 (Rev November 10, 2004) (MS Word August 1995)
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National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of 5

1. Order No.
JETS-OPS06-IP-05
Contract: NNJ0O4JAS3C

2. Date of Order
See datein block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Ann E. Bronson

Tel No.: 281-483-9889
E-mail: _ann.e.bronson@nasa.gov

Fax: 281-483-4066

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-OPSQ6-1P-05

5. Contractor:

Muniz Engineering, Inc.
2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-283-6031  xn.a. Fax: 281-283-6162

TIN: CAGE CODE:

6. Deliver On or Before:
F.Q.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-OPS06-IP-05

8. Type of Order:

(] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number:

9. Written acceptance of this order by contractor [] 1is, [ ] is not

_ . . 10. Name:
required. Sign below if required and return to contracting officer.
Name: {Person autharized to sign)
Signature: Date: Signature: Date:
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION oroerep | UNT PRICE AMOUNT ACCEPTED
1 Organizational Computer Security Representative (OCSR) Services 1 LOT $98,783.21
Estimated Cost: $92,464.82
Maximum Award Fee: $ 6,318.39
Total Estimated Cost and Fee: $98,783.21
12. For JSC Internal Use Only: 13. Totai
Requisition No.: n.a. [0 coMP. [] PART. PPC:
. , $ 08,783.21
Rissue To: IA/Glenn Rabinson
14. Quantities in “Quantity Accepted” Column Have Been
[:] INSPECTED |___| ACCEPTED |:| RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED.
Authorized U.S. Government Representative Date

JSC Form 1429 (Rev November 10, 2004) (MS Word August 1995}
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National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of 13

1. Order No.
JETS-OPS06-IT-01
Contract: NNJ04JA53C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. lIssuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Ann E. Bronson

Tel No.: 281-483-9889
E-mail: __ann.e.bronson@nasa.gov

Fax: 281-483-4066

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-OPSO8-IT-01

5. Contractor:

Muniz Engineering, Inc.
2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-283-6031 X Fax: 281-283-6162

TIN: CAGE CODE:

6. Deliver On or Before:
F.0.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-OPS06-IT-01

8. Type of Order:

[[] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

Xl DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number: NNJ04JAS3C

9. Written acceptance of this order by contractor [] ) is, [ ] is not

! ! . . 10. Name:
required. Sign below if required and return to contracting officer.
Name: (Person authorized to sign) Original signed by Jessica C. Miller 10/27/05
Signature: Date; “ Signature: Date:
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED NI PRICE AMOUNT ACCEPTED
1 System Administration and Sustaining Engineering 1 lot 1,724,463.50
Estimated Cost: $1,617,807.08
Maximum Award Fee: $ 106,656.42
Total Estimated Cost and Fee:  $1,724,463.50
12. For JSC Internal Use Only: 13. Total
Requisition No.: [0 COMP. [ PART. PPC:
. y 1,724,463.50
Rissue To: 1A/Glenn Robinson
14. Quantities in “Quantity Accepted” Column Have Been
[[] INSPECTED [] ACCEPTED [  RECENVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
THERWISE NOTED.
Authorized U.8. Government Representative Date

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)
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Task Order; JETS-OPS06-IT-01 — System Administration and Sustaining Engineering

Approved Technical Evaluation Received

Task Order Approvals

QOctober 19, 2005

Performance Period: October 1, 2005 — August 31, 2006

Funding Organization(s):

Task Order Valille:

Cost: $1,617,807.08
Maximum Award Fee $ 106,656.42
Total Cost: $1,724,463.50
Approved By:
JSC JETS Budget Analyst Date
Approved By:
JSCJETS TMR Date
Approved By:
JSC JETS COTR Date
Approved By:
Manager, IT Information Technology Division Date
Approved By:
JSC JETS Contracting Officer Date
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1. Task Order Number/ Title
JETS-OPS06-IT-01 - System Administration and Sustaining Engineering
2. Technical Monitor (TMR)

Primary: Ruben Reyes (IT4)
Alterate: Hector Rodriguez (IT4)

3. Narrative Task Description

The Contractor shall perform system administrative and sustaining engineering functions on
IRD-managed systems as identified in the Information Resources Directorate (IRD) Maintenance
Database and in accordance with JETS Statement of Work (SOW) areas 4.2, 4.3, and 4.3.2. The
contractor shall use best practices, as defined by leading software manufacturers such as
Microsoft, Sun, Red Hat, etc, to maintain these systems at their optimal performance, maximum
availability, and security integrity.

The IT-01 TMR (Technical Monitor Representative) shall be responsible for adding and deleting
systems from the IRD Maintenance Database. The contractor shall be responsible for
maintaining the accuracy of the data in this database and notify the Government of any
discrepancy. All changes to the database shall be in accordance with baselined IRD
configuration control documents, JSC 29173, IRD Configuration Management Plan.

The systems in this task order al;e categorized by work function and shall be reported at the
subtask level. The following is a definition of the subtasks:

Subtask 1.0 Engineering Computation Facility OA MA
Subtask 2.0 CFO Systems LA
Subtask 3.0 IRD IT Security Systems IA
Subtask 4.0 IRD CSS/ CR 945 IA
Subtask 5.0 IRD Web 1A
Subtask 6.0 Reserved

Subtask 7.0 NetlQ IA
Subtask 8.0 Consolidated Systems IA
Subtask 9.0 CSM (consolidated storage mgmt) IA
Subtask 10.00 NASAPOST TIA
Subtask 11.0  Network Miscellaneous IA
Subtask 12.0  Reserved 1A
Subtask 13.0 DDMS/EDCC 1A
Subtask 14.0  Imagery Systems 1A
Subtask 15.0  Reserved

Subtask 16.0  Reserved

Subtask 17.0  Reserved

Subtask 18.0  PAO Systems AP
Subtask 19.0  JSC Search IA
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Subtask 20.0  Reserved
Subtask 21.0  Reserved

The Contractor shall perform the following system administration functions:

o 0 0 O

O 0 o0

User account (USERIDY) administration

Shared folder setup

Access control rights management

Daily review of system/security logs for issues. If a security issue is discovered, the
contractor shall immediately notify, by phone, the TMR, the IRD OCSM (organizational
computer security manager), the COTR, and the IT Security Manager (ITSM) and follow up
by email

Data transmission among systems

Creation and deletion of network printer queues

System and data backups/restores

Virus protection and scans. The system administrator shall ascertain that systems, assigned
to them, are patched against the latest vulnerabilities identified by the IRD Security Office
(IP) prior to the quarterly scan performed by IP

The contractor shall perform problem identification/resolution and root cause analysis in
accordance with IRD’s corrective action process

Hardware and software upgrades (including operating systems, security vulnerability
repairs), as well as the installation, configuration, operation and maintenance of all assigned
software pertaining to Microsoft (MS) Windows Server software (such as NT, 2000, 2003,
etc), ORACLE, Prolntralink, NetlQ AppManager, Apache, MS SQL, MS 1IS, Linux, and
Unix systems

Contractor shall be responsible for system retirements, including removing and excess old
equipment. Contractor shall be responsible for the replacement system build and deployment.
Any hardware acquisition may be initiated under a separate task order or task order revision.
Comply with all current JSC IT policies and procedures, including JSC 29638, the Server
Operations Management Plan (SOMP) , JSC 29788, General Operating Procedures (GOP)
for B46 Central Computing Facility , and IRD’s Project Management and Configuration
Management procedures

Ensure that IRD management approves all information disseminated external to IRD;
Maintain system performance of all systems in accordance with the performance and
availability requirements identified in the Information Resources Directorate (IRD)
Maintenance Database

Maintain a thorough understanding of existing and emerging IT/Internet technologies by
training each system administrator in server related classes

The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM -
5:00 PM in order to accomplish successful day-to-day systems administration functions.

The systems noted in this task order may be located within IRD or organizations located on-site
JSC facilities.
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The Contractor shall be responsible for coordinating, as required, with associated contractors to
ascertain potential impacts to the applications that are running on the IRD-managed systems and
to obtain TMR concurrence with an e-mail to the COTR for all scheduled hardware and software
upgrades, planned maintenance outages, break-fix repairs, and software patch installations. The
contractor shall provide patch management for all systems in accordance to I/T security
requirements and SOMP guidelines.

The Contractor shall provide online system status for all systems managed under this task order.
The Contractor shall provide full administrator level access to the Government and authorized
contractors for all systems managed under this task order as approved by the COTR or his/her
designee.

The Contractor shall provide sustaining engineering for all systems identified in the Information
Resources Directorate (IRD) Maintenance Database. For hardware systems and stand-alone
equipment, sustaining engineering shall include preventive maintenance and repair, ordering of
replacement parts and spares, and system software and firmware updates under existing
maintenance warranties or Government-provided maintenance contracts.

The Contractor shall maintain server and peripherals data in the IRD Maintenance Database.
This includes all required fields of the database, which include server name, location, IP address,
point of contacts, NASA Equipment Management System (NEMS), and service tags or serial
numbers of all equipment in the system.

The Contractor shall coordinate outages with affected customers as per the IRD standard
notification process as outlined in the Server Operations Management Plan (SOMP), ISC-29638
document.

The Contractor shall maintain a current Security Plan, as specified in Data Requirements
Document (DRD) 14, IT Security Plans.

The Contractor shall attend weekly status meetings with the COTR or his/her designee. These
meetings will status the previous week’s accomplishments, next week’s planned tasks, and
technical, personnel, and budget issues. Corrective actions, if warranted, for issues shall be
discussed during this meeting. On the first weekly meeting of the month, the performance
standards, depicted in paragraph 3.7 of the SOW, shall be discussed along with plans for
improving the standards.

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the Contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1  Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
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34  Work Authorizations
3.5  Facility Management
3.6  Property Management
3.7 JETS Metrics

4, Performance Standards

A system administrator shall be required to demonstrate knowledge appropriate for those tasks.
This demonstration, referred to as the NASA System Administrator Security Certification, is a
NASA funded two-tier assessment to verify that system administrators are able to:

¢ Demonstrate knowledge in system administration for the operating systems for which they have
responsibility. '

e Demonstrate knbwledge in the understanding and application of Network and Internet Security.

Certification is granted upon achieving a score above the certification level on both an Operating
System test and the Network and Internet Security Test. The Certification earned under this
process will be valid for three years. The NASA Chief Information Officer (CIO) has established
the criteria for this skills assessment. The objectives and procedures for this certification can be
obtained by contacting the IT Security Awareness and Training Center at (216) 433-2063. The
contractor shall register all system administrators through the IRD Organizational Computer
Security Manager (OCSM).

System Administrators shall also comply with personnel security investigations requirements as
specified in JPG 2810.1. The Contractor’s system administrators shall acquire IT security
training in accordance with the JSC Policy Directive (JPG) 2810.1, JSC IT Security Handbook.

s. Training

The Contractor shall propose training for system administrators to maintain competency on the
assigned systems. The Program Manager shall coordinate all training request via e-mail with
the TMR and provide e-mail notification to the COTR prior to expenditure of funds.

0. Period of Performance

The services in this task order shall be performed from October 1, 2005 through August 31,
2005.

7. Deliverables Required

For systems identified in the Information Resources Directorate (IRD) Maintenance Database,
the contractor shall develop and maintain all deliverables and documentation as required by the
SOMP,

The Contractor shall provide a physical inventory plan per DRD 19.

The Contractor shall provide facility layout and power distribution drawings per DRD 18.
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The Contractor shall provide status reports per DRD 07.

The Contractor shall provide a hurricane plan per DRD 17.

The Contractor shall provide metrics report per DRD 03.

The Contractor shall provide performance management and capacity plan per DRD-11.
The Contractor shall update and submit security plans for approval per DRD 14,

8. Special Requirements

At the direction of the TMR or COTR, work duties may be prioritize to satisfy an emergency
customer need. For example, installation of an emergency security patch for all servers by a
certain timeframe. This waives the three day customer notification requirement.

The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information may be processed
outside of the JATS system.

9, Metrics

The Contractor shall provide monthly metrics on Customer Satisfaction, System Administrator
Productivity, System Availability, data restore time, time to repair hardware, and time taken to
return to service as specified in DRD-03 Metrics Reports, Availability metrics shall clearly
contrast a system’s availability with unscheduled and scheduled outages.

Definition of the availability metric uses the following formula:

Principal Period of Performance (PPP) less unscheduled outages (UQO) quantity divided by
Principal Period of Performance

or
Auvailability = ((PPP-UO)/PPP).

10.  Total Cost Summary and Cost Phasing by Month

Cost: $1,617,807.08
Maximun Award Fee: $ 106,656.42
Total Cost: $1,724,463.50

Monthly Cost Phasing — See Attachment 1
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National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1 of 13

1. Order No.
JETS-OPS06-IT-02
Contract: NNJ04JAS3C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer; Ann E. Bronson

Tel No.. 281-483-9889
E-mail. _ann.e.bronson@nasa.qgov

Fax: 281-483-4066

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-OPSO6-1T-02

5. Contractor:

Muniz Engineering, Inc.
2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-283-6031 X Fax: 281-283-6162

TIN: CAGE CODE:

6. Deliver On or Before:
F.Q.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696 -
Order No.: JETS-OPS06-IT-02

8. Type of Order:

[[] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number: NNJ04JA53C

9. Written acceptance of this order by contractor [ 1is, [ 1is not

4 : 10. Name:
required. Sign below if required and return to contracting officer.
Name: (Person authorized to sign) Original signed by Greg J. Della Longa 10/27/05
Signature: Date: Signature: Date:
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED UNIT PRICE AMOUNT ACCEPTED
1 Consolidated Information Resources Directorate (IRD) Storage Area 1 lot 210,156.33 ‘
Network {CISAN) Administration
Estimated Cost: $199,250.50
Maximum Award Fee: $ 10,905.83
Total Estimated Cost and Fee:  $210,156.33
12. For JSC Internal Use Only: 13. Total
Requisition No.: O comp. [0 PART. PPC:
; . 210,156.33
Rissue To: IA/Glenn Robinson
14. Quantities in "Quantity Accepted” Column Have Been
[] INSPECTED [C] ACCEPTED [] RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
THERWISE NOTED.
Authorized U.S. Government Representative Date

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1895)
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Task Order Approvals

Task Order: JETS-OPS06-IT-02 - Consolidated Information Resources Directorate (IRD)
Storage Area Network (CISAN) Administration

Approved Technical Evaluation Received October 24, 2005

Performance Period: October 1, 2005 — August 31, 2006

Funding Organization(s):

Task Order Value:
Cost: $199,250.50
Maximum Award Fee $ 10,905.83
Total Cost: $210,156.33
Approved By:
JSC JETS Budget Analyst Date
Approved By:
JSCJETS TMR Date
Approved By: ,
JSC JETS COTR  Date
Approved By:
Manager, IT Information Technology Division Date
Approved By: ‘
JSC JETS Contracting Officer Date
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1. Task Order Number/Title

JETS-OPS06-IT-02 - Consolidated Information Resources Directorate (IRD) Storage Area
Network (CISAN) Administration '

2. Technical Monitor Representative (TMR)
Primary: Hung V. Luu/IT2
3. Narrative Task Description

The Contractor shall be responsible for the operation and storage component system
management of the CISAN Systems, as specified in the JETS Statement of Work (SOW) Section
42,43, and 4.3.2.

The individual components of the CISAN include storage arrays, tape backup systems, master
backup servers, media servers, fiber channel switches, related cables, backup tapes, and the SAN
management software as baselined in IRD Maintenance database.

The Contractor shall provision storage allocations per approved Service Requests (SRs) in the
Customer Service Systems (CSS) within 10 business days, including any access rights required,
if unallocated storage is available. If unallocated storage is not available, then provisioning shall
be completed within 10 business days of storage becoming available. The Contractor shall
prepare and submit any Outsourcing Desktop Initiative for NASA (ODIN) SRs for network
modifications or JETS SRs for Central Computing Facility (CCF) power or fiber modifications
needed to provision new requirements. All SRs must be approved by TMR.

The Contractor shall manage zoning on the CISAN fabric to maintain isolation between SAN
resources and their related end user systems. Any zoning required to enable provisioning shall
also be completed within the same 10 business days.

In addition, the Contractor shall maintain the configuration-managed architecture diagram of the
CISAN, as well as the configuration-managed document listing the hardware model numbers and
serial numbers of all CISAN components. This also includes the installation procedures,
applicable software license codes, reboot procedures, backup procedures, restore procedures, and
the procedures to open maintenance trouble calls.

The Contractor shall follow the IRD Configuration Management (CM) Project Management
process to make any approved changes of the baselined architecture. The Contractor shall
submit a Change Request (CR) to reflect the changes after the implementation within 7 business
days.

JETS 3



JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

The Contractor shall monitor the performance of the CISAN components using the Government-
supplied Veritas Command Central Storage application.

The Contractor shall collect CISAN performance data for trend analysis, and provide on-line
summaries. The Contractor shall submit a report that has the data parameters for trend analysis
to the TMR for approval 60 days after initiation of this Task Order. - :

The Contractor shall perform problem identification, resolution, root cause analysis, and
corrective action, if necessary.

The Contractor shall backup and restore the systems and servers as defined in the IRD
Maintenance database per the Server Operations Management Plan (SOMP), JSC 29638.

For data restoration, the Contractor shall restore the data based on the following formulas, in
addition to a two hour response window for the request:
» Data backed up within the last 14 days. The minimum restoration rate is 1,500
MB per minute.
o Data backed up between 15 days to 30 days ago. The minimum restoration rate is
800 MB per minute.
e Data backed up more than 30 days ago. The minimum restoration rate is 24 hours
plus 800 MB per minute.

For example, if 10 GB of data was backed up within the last 14 days, then the restoration of that
data must be completed in 2 hours, 7 minutes, (2 hrs +10 GB/(1.5 GB/min)).

The Contractor shall perform this task in compliance with configuration management, 508
compliance, export control, property control and safety requirements as specified in the contract.
The contractor must adhere to the standard IRD practices and procedures as outlined in SOMP of
the SOCCB.

The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM —
5:00 PM Central Standard Time in order to accomplish successful day-to-day CISAN operations.

The Contractor shall provide support to the user community for issues that are related to the
CISAN, including receiving and documenting incoming calls and requests, handling CISAN-
related calls that are forwarded from associate contractors, and working directly with end-users
and associate contractors as required to resolve user-reported issues. Based on the current
environment, it is estimated that eight (8) hours per week are currently required for the
investigation and resolution of user-reported issues. The contractor shall respond to each call
within one (1) business hour.

The Contractor shall attend monthly status meetings with the COTR or his/her designee. These
meetings will status the previous month’s accomplishments, next month’s planned tasks, and
technical, personnel, and budget issues. Corrective actions, if warranted, for issues shall be
discussed during this meeting.
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The Contractor shall attend weekly status meetings with the TMR for this Task Order.

The Contractor shall assist the Government in performing technical, security assessment related
to system changes and upgrades. The Contractor shall assist the Government in developing or
updating JSC Information Technology Security Plans related to IT-02 systems. The contractor
shall also be responsible for meeting the requirements of the I/'T Security Plans, related to IT-02
systems. :

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality

3.3  Records Management

34  Work Authorizations

3.5  Facility Management

3.6  Property Management

3.7 JETS Metrics

4. Period of Performance
The services in this Task Order shall be performed from October 1, 2005 through August 31, 2006.
5. Training

The Contractor shall propose training for personnel assigned to this task required to maintain
competency on the assigned systems. The Program Manager shall coordinate all training request
via e-mail with the TMR and provide e-mail notification to the COTR prior to expenditure of
funds.

6. Deliverables Required

The Contractor shall provide online monthly reports on storage growth trend statistics to include
the amount of used storage, amount of available storage, and which organizations are using the
storage.

The Contractor shall provide a monthly summary report for any unplanned outages occurring
during previous month.

The Contractor shall provide a monthly summary report for the status of server backups for all
JETS-maintained servers, and tape usage per Data Requirements Document (DRD) 21.
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The Contractor shall maintain an inventory of the backup tapes for the CISAN. If additional
tapes are required, the contractor shall purchase the tapes, and cleaning cartridges to meet the
requirements. All purchases must be coordinated through the TMR,

If additional fibers are needed, the Contractor shall procure the additional fibers. All purchases
must be coordinated through the TMR.

The Contractor shall include availability metrics for the CISAN provided per DRD 03.
The Contractor shall include CISAN status reports provided per DRD 07.

The Contractor shall include CISAN performance management and capacity plan provided per
DRD 11.

The Contractor shall maintain a current Security Plan for the CISAN, as specified in DRD 14 IT
Security Plans.

The Contractor shall include safeguards for the CISAN in the hurricane plan provided per DRD
17.

The Contractor shall include the CISAN components in the facility layout and power distribution
drawings provided per DRD 18.

The Contractor shall include the CISAN components in the physical inventory plan submitted
per DRD 19.

The Contractor shall update the CISAN components firmware and software in accordance with
the JSC Information Technology Security Handbook, JPR 2810.1, and System Operations
Management Plan, JSC 29638, guidelines,

7. Special Requirements

At the direction of the TMR or COTR, work duties may be prioritize to satisfy an emergency
customer need. For example, installation of an emergency security patch for all servers by a
certain timeframe. This waives the three day customer notification requirement.

The contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information can be processed
outside of the JATS system.

8. Metrics
The Contractor shall provide monthly Customer Satisfaction and System Availability metrics as

specified in DRD 03 Metrics Reports, and other reports as defined in Section 6. Availability
metrics shall clearly contrast a system’s availability with unscheduled and schedule outages.
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9. Total Cost Summary and Cost Phasing by Month
Cost $199,250.50
Maximum Award Fee: $ 10,905.83
Total Cost: $210,156.33

Monthly Cost Phasing — See Attachment 1
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Maximum Award Fee: $ 611993
Total Estimated Cost and Fee: $102,592.67
12. For JSC Internal Use Only: 13. Total
Requisition No.: [J ComMP. [J PART. PPC:
. _ $102,592.67
Rissue To: IA/Glenn Robinson
14. Quantities in “Quantity Accepted” Column Have Been
E] INSPECTED D ACCEPTED |:| RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
THERWISE NOTED,
Authorized U.S. Government Representative Date

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)




JSC Enabling Technology and Security (JETS)

NNJ04JAS3C

Task Order: JETS-OPS06-IT-03 — Network Traffic Monitoring and Analysis

Approved Technical Evaluation Received

Task Order Approvals

October 19, 2005

Performance Period: October 1, 2005 — August 31, 2006

Funding Organization(s):

Task Order Value:
Cost: $ 96,472.74
Maximum Award Fee $ 6,119.93
Total Cost: $102,592.67
Approved By: :
JSC JETS Budget Analyst Date
Approved By:
JSC JETS TMR Date
Approved By:
JSCJETS COTR Date
Approved By: &
Manager, IT Information Technology Division Date
Approved By:
JSC JETS Contracting Officer Date
JETS 2



JSC Enabling Technology and Security (JETS)
NNJ4JASIC

1. Task Order Number/Title
JETS-OPS06-1T-03 — Network Traffic Monitoring and Analy31s

2. Technical Monitor Répresentative (TMR)
IT2/Jose A. Nunez-Zapata

3. Narrative Task Description

The Contractor shall provide the Government with assessment, definition, planning,
implementation, analysis, administration and ongoing operations of the Network Engineering
group network traffic monitoring systems in accordance with SOW 5.1.

The Contractor shall perform network traffic monitoring, network traffic analysis, network
testing and network troubleshooting on the Johnson Space Center Integrated Network System
(JSC INS) which includes the Isolation Network and the Wide Area Network (WAN) Interface.
Upon request, the Contractor shall monitor traffic and analyze other on-site networks. Data
obtained from the monitoring process shall be analyzed and archived to provide historical
statistics and data for trend analysis. Graphical reports of this data shall be generated and
presented to appropriate personnel as requested by the COTR or his/her designee.

The Contractor shall perform hardware and software requirements definition and operations for
new network traffic monitoring, network traffic analysis, modeling, and management systems.
The Government estimates 3 hardware or software monitoring system changes shall be
implemented during performance of this task order. In addition, the Contractor shall develop and -
meet project schedules for the implementation of the new systems. Schedules shall be
coordinated with the COTR or his/her designee.

The Contractor shall monitor traffic using the following systems but not limited to only these
systems:

Niksun NetVRC 3.0 (2 units)

Solarwinds/Orion Network Performance Monitor (1 unit)
MRTG (1 unit)

Big Brother BB19C (1 unit)

NAI Gigabit Sniffer (2 units)

NAI Portable Sniffer (2 units)

IPAQ Pocket PC NAI Wireless Sniffer (1 unit)

Portable Computer (Dolch Sniffer) (1 unit)

NetOptics Tap (3 units)

NAI Server ADP 10/100 Sniffer Pod (2 units)

The Contractor shall perform assessment, analysis and troubleshoot issues regarding network
traffic monitoring tools and their respective operatlng system (Windows NT/2000/2003/XP,
Unix and Linux).
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JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

The Contractor shall maintain a thorough understanding of existing and emerging IT Internet
technologies by providing training to each network analyst in the appropriate classes in order to
develop solutions to implement customer’s requirements. In addition the Contractor shall
propose new ideas in which the JSC Network Traffic Monitoring, Management and Operations
can be improved.

The Contractor shall provide technical support to review boards such as the Network Access
Control Board (NACB), the Information Resources Directorate Control Board (IRD ICB) and
others as necessary to provide technical expertise for project design alternatives, provide status
of the project implementation, and ensure all project tasks are meeting milestones. The
Contractor shall assist the Government in preparing presentations in support of the above
mentioned boards,

The Contractor shall meet with technical, managerial and computer security personnel from
customer organizations to understand and report on detailed computer network connectivity
requirements.

The Contractor shall comply with all JSC IT policies and ensure that IRD management approves
all information before it is disseminated external to IRD.

The Contractor shall maintain personnel onsite Monday through Friday, 8:00 AM — 5:00 PM
excluding federal holidays in order to accomplish successful day-to-day operations of the
network traffic monitoring, analysis, modeling and management systems listed above. In
addition, the Contractor shall provide 24/7 on-call support for all security related incidents which
may adversely affect the JSC institutional network. The 24/7 on-call support shall be
accomplished via a Government-provided pager.

The Contractor shall provide support to the network engineering team for issues that tare related
to the network connectivity, including documenting requests to troubleshoot network
connectivity issues, and working directly with end-users and associated Contractors as required
to resolve them. In addition, the Contractor shall provide an electronic report documenting issue,
data gathering, analysis results and recommendations within five (5) business days of initial data
capture. For issues in which the five (5) business day metric is not met the Contractor shall
provide a rationale for not meeting the metric.

The Contractor shall respond (make contact with the customer and gather problem description
and schedule time for monitoring) to each troubleshooting request within one (1) business day.

The Contractor shall monitor network traffic on a daily basis using the network traffic
monitoring tools provided by IRD. In addition, the Contractor shall investigate and report any
traffic anomalies found to the COTR or her/his designee within four (4) hours.
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The Contractor shall provide any necessary materials (e.g. fiber patch cables, labeling materials)
needed for the completion of work on this task order. The Program Manager shall coordinate
material purchase requests via e-mail with the TMR and provide e-mail notification to the COTR
or his/her designee prior to expenditure of funds.

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the Contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality

3.3  Records Management

3.4  Work Authorizations

3.5  Facility Management

3.6  Property Management

3.7  JETS Metrics

4 Period of Performance

The services in this task order shall be performed from October 1, 2005 through August 31,
2006.

5. Deliverables Required
The Contractor shall provide project status, as specified in DRD-07 Contractor Status Report.

The Contractor shall communicate user problem requests to the TMR and provide status on
efforts spent analyzing and resolving the issues.

The Contractor shall develop and submit a weekly electronic report using the network traffic
monitoring tools provided by IRD, with daily traffic statistics for the distribution layer network
links. The report shall be available by Monday close of business day. The report shall contain
the following metrics data. This report is subject to change based on requirement needs.

Data Communications Metrics
* Device Availability: is measured in terms of lost service connections as a percentage of
the total network devices
o Percentages will be coded according to severity Green (everything is OK), Yellow
(several devices were down) and Red (major Network problem)
= Green — 0% > Device Availability Metric < 2%
*  Yellow —- 2% > Device Availability Metric < 5%
* Red - Device Availability > 5%
e Traffic Integrity: is measured at the distribution layer in terms of the parameters below:
o Daily Number of Network Segments with Frame Discards vs. total segments

o Daily Number of Network Segments with Frame Errors vs. total segments
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o Daily Number of Network Segments with over 60% Bandwidth Utilization
Averaged over Five Minutes vs. total segments
= Percentages will be coded Green (everything is OK), Yellow (several
devices were down) and Red (major Network problem)
- Green — 0% > Traffic Integrity Metric < 2%
- Yellow — 2% > Traffic Integrity Metric < 5%
- Red — Traffic Integrity Metric > 5%
. Response Time: Number of Instances for which Packet Delay between B46 and
all distribution layer network devices is greater than 100ms
o Data will be coded according to severity Green (everything is OK), Yellow
(several devices were down) and Red (major Network problem)
*=  Green— 0 > Response Time < 5§
* Yellow -5 > Response Time < 10
* Red - Response Time Metric > 10

In addition any traffic anomalies found during that week shall be documented in this report.

The Contractor shall provide an electronic report per support task assigned by the network
engineering team documenting the issue, data gathering, analysis results and recommendations
within five (5) business days of initial data capture, unless otherwise directed by TMR.

6. Travel

Training shall include attendance by one individual at an annual network training/conference
(Interop). The Program Manager shall coordinate all training request via e-mail with the TMR
and provide e-mail notification to the COTR prior to expenditure of funds.

7. Special Requirements
None
8. Metrics

Network traffic report shall be delivered close of business day each Monday 95% of the time.,
The analysis report shall be delivered within five (5) business days 95% of the time.

9. Total Cost Summary and Cost Phasing by Month

Cost: $ 96,472.74
Maximum Award Fee: $ 6,119.93
Total Cost: $102,592.67

Monthly Cost Phasing — See Attachment I
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National Aeronautics and Space Administration

Lyndon B. Johnson Space Center ORDER FOR SUPPLIES OR SERVICES Page 1of 13

Houston, TX 77058
1. Order No. 2. Date of Order
JETS-OPS06-IT-04 See date in block 10

Contract: NNJO4JA53C

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700} DO-C9

3. Issuing Office:
NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Ann E. Bronson

Tel No.: 281-483-0889 Fax: 281-483-4066
E-mail: _ann.e.bronson@nasa.gov

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-OPSQ8-IT-04

5. Contractor:

Muniz Engineering, Inc.

2525 Bay Area Boulevard, Suite 300
Houston, TX 770568

Phone: 281-283-6031 x Fax: 281-283-6162

TIN: CAGE CODE:

8. Deliver On or Before:
F.O.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Atin: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-OPS06-IT-04

8. Type of Order:
[] PURCHASE: Please furnish the following in

accordance with the conditions specified on this order.

X

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to

Reference: instructions contained on this form and is issued subject to the
terms and conditions of contract number: NNJ04JAS53C
9. Written acceptance of this order by contractor [ ] 1is, [ ]is not 10. Name:
required. Sign below if required and retum to contracting officer.
Name: (Person authorized to sign) Original signed by Jessica C. Miller 10/27/05
Signature: Date: Signature: Date:
CONTRACTING OFFICER :
1. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED UNIF PRICE AMOUNT ACCEPTED
1 Hardware and Software Maintenance Agreements 1 lot 1,167,945.19
Estimated Cost: $1,161,730.67
Maximum Award Fee: $ 621452
Total Estimated Cost and Fee: $1,167,945.19
12. For JSC Internal Use Only: 13. Total
Requisition No.: ] comp. [ PART. PPC:
1,167,945.19
Rissue To: IA/Glenn Robinson
14. Quantities in “Quantity Accepted” Column Have Been
[j INSPECTED |:| ACCEPTED D RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
THERWISE NOTED.
Authorized U.S. Government Representative Date

JSC Form 1429 {Rev March 3, 2004} {MS Word August 1895)




JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

Task Order Approvals
Task Order: JETS-OPSO6-IT-04 — Hardware and Software Maintenance Agreements

Approved Technical Evaluation Received _QOctober 25, 2005

Performance Period: October 1, 2005 — August 31, 2006

Funding Organization(s):

Task Order Value:
Cost: $1,161,730.67
Maximum Award Fee $  6,214.52
Total Cost: $1,167,945.19
Approved By:
JSC JETS Budget Analyst Date
Approved By:
JSCJETS TMR Date
Approved By:
JSCJETS COTR Date
Approved By:
Manager, IT Information Technology Division Date
Approved By:
JSC JETS Contracting Officer Date

JETS 2



JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

1. Task Order Number/ Title
JETS-OPS06-IT-04 — Hardware and Software Maintenance Agreements
2. Technical Monitor Representative (TMR)

Primary: Robert T. Anderson/IT4
Secondary:  Hector Rodriguez/IT4

3. Narrative Task Description

The Contractor shall track hardware warranties and software licenses, renewal of hardware
maintenance, software licenses, and software support contracts, for the systems specified in the
Information Resources Directorate (IRD) Maintenance Database (IRDMDB). The Contractor
shall also negotiate and establish maintenance agreements and software license and support
renewals with the vendors and report status of this activity per DRD-07 (Contractor Status
Report). This Task Order shall be accomplished in accordance with Statement of Work area
4.3.1

Additional hardware and software may be added and deleted during the term of the task order.
The Contractor shall ensure additions and deletions are posted to the IRD Maintenance Database
within 7 calendar days from the receipt of an approved IRD Service Request (SR) in the
Customer Service System (CSS) and concurrence from the TMR of this Task Order.

The Contractor shall provide a point of contact for IRD customers to coordinate the maintenance
schedules. This includes stand-alone equipment and software located in the IRDMDB under the
JETS Non-IRD CA, JETS Non-IRD EA, and JETS Non-IRD JA systems.

All hardware and software maintenance functions defined in this task order shall be reported at
the subtask level defined as follows:

Subtask 1.0 Engineering Computation Facility MA, OA

Subtask 2.0 CFO Systems LA
Subtask 3.0  IRD IT Security Systems IA
Subtask 4.0 IRD CSS/CR945 IA
Subtask 5.0 IRD Web IA
Subtask 6.0 Reserved

Subtask 7.0  NetlQ IA
Subtask 8.0  Consolidated Systems [A
Subtask 9.0 CSM IA
Subtask 10.0 NASAPOST IA
Subtask 11.0 Network Miscellaneous IA
Subtask 12.0 Reserved

Subtask 13.0 DDMS/EDCC ‘ TA
Subtask 14.0 Imagery Systems IA

JETS 3



JSC Enabling Technology and Security (JETS)

NNJ04JAS3C
Subtask 15.0 Reserved
Subtask 16.0 Reserved
Subtask 17.0 Reserved
Subtask 18.0 PAO Systems AP
Subtask 19.0 JSC Search IA

Subtask 20.0 Reserved
Subtask 21.0 Reserved

Additionally, for the items contained in the IRDMDB under “Systems” JETS Non-IRD CA,
JETS Non-IRD EA, and JETS Non-IRD JA, the following Subtasks are defined, respectively:

Subtask 22.0 CA Org CA
Subtask 23.0 EA Org EA
Subtask 24.0 JA Org JA

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration;

3.1  Safety, Health and Environmental Compliance
3.2 Quality

3.3 Records Management

34  Work Authorizations

3.5  Facility Management

3.6 Property Management

3.7  JETS Metrics

4. Performance Standards
None.
s. Period of Performance

The services in this task order shall be performed from October 1, 2005 through August 31,
2006.

6. Deliverables Required

The Contractor shall provide a Maintenance Agreement and License Renewal Plan for items
listed in the IRDMDB per DRD-01 (Management Plan).

The Contractor shall provide monthly reports on License Renewal and Maintenance agreement
changes for the hardware and software baselined in the IRDMDB,

JETS 4



JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

The Contractor will provide monthly reports on the 30-60-90 day maintenance agreement/license
renewal plan for review at a joint NASA/JETS meeting.

7. Travel

The Program Manager shall coordinate all training request via e-mail with the TMR and provide
e-mail notification to the COTR prior to expenditure of funds.

8. Special Requirements

- The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The Contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information can be processed
outside of the JATS system.

9, Metrics

On a monthly basis, the Contractor shall report metrics specifying
1. Number of licenses and maintenance agreements renewed on time.
2. List of licenses and maintenance agreements renewed on time.
3. Number of licenses and maintenance agreements not renewed on time.
4. List of licenses and maintenance agreements not renewed on time.

The Contractor shall achieve 100% on time completion of software license renewals and
hardware maintenance agreements before expiration of current agreements.

10.  Total Cost Summary and Cost Phasing by Month

Cost: $1,161,730.67
Maximum Award Fee; $ 6,214.52
Total Cost: $1,167,945.19

Monthly Cost Phasing — See Attachment 1

JETS 5



Attachment A
SUBTASKS
Summary OPS08-1T-04

[Oct-05 {Nov-05

|Dec-05

lJan-06

[Feb-06 [Mar-06

[Apr-06

[May-06

Direct Labor
Subcontract
G&A

Subtotal Labor

Materials

Travel

Training

Equipment/Mairtenance
Subtotal Non-Labor

Available Fee
Subtotal Cost & Fee

New Mexico Gross Receipts Tax
Total Cost and Fee

MEI Propristary

. JJunoB

[3-66

TAug-06

[Sept-06

[TOTAL 1

$1.167,945.19 _



Nahonal Aeronautics and Space Adminisiration
Lyndon B Johnson Space Center
Houston TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1 of 20

1. Order No.
JETS-0OPS06-1T-04 REV 2
Contract: NNJ04JAS3C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway -
Houston, TX 77058-3696
Org./Buyer: Cody Corley

Tel No.: 281-483-3147
E-mail: __cody.corley-1@nasa.gov

Fax: 281-483-4068

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-OPSQ6-IT-04

5. Contractor:

Muniz Engineering, Inc.
2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-283-6031 x Fax: 281-283-8162

TiN: CAGE CODE:

6. Deliver On or Befora:

F.0.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Altn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-OPS06-IT-04

8. Type of Order:

[C] PURCHASE: Please furnish the following in

! accordance with the conditions specified on this order.
' Reference: ’

] DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number: NNJ0O4JAS3C

m\

L J8C Form 1429 (Rev March 3. 2004) (MS Word August 1995)

9. Written acceptance of this order by contractor [[] ] is, {J ]is not 10. Name:
required. Sign below if required and return to contracting officer.
Name: (Person authorized to sign) Y,
Signature: Date: Signatura\%. 41% L ”L Arg;, Date: @Z 2 7/ o
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO DESCRIPTION ORDERED uNIT PRICE AMOUNT ACCEPTED
1 Hardware and Software Maintenance Agreements Delta of $194,029.84. 1 lot 194.029.84
Was: Now:
Estimated Cost; $1,111,730.67 $1,305,760.51
Maximum Award Fee: $ 6,214.52 6,214.52
Total Estimated Cost and Fee:  $1,117,845.19 $1,311,975.03
12. For JSC Internal Use Only: 13. Total
Requisition No.: [0 comMpP. [ PART. PPC:
194,029.84
Rissue To: {A/Steve Guy
t4. Quantities in "Quantity Accepted” Column Have Been
D INSPECTED [:] ACCEPTED D RECEIVED
TO CONFORM TG THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
THERWISE NOTED. .
Authorized U.S. Government Representative Date




National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of 5

1. Order No.
JETS-0OPS06-1T-05

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WiTH ORDER NO.

Contract: NNJO4JA5S3C

Certified for National Defense under DPAS (15 CFR 700) DO-CS

3. Issuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696

Org./Buyer: Rosalie Garpentier

Tel No.: 281-244-7147 Fax: 281-483-4173
E-maik: rosalie;carpentier-1@nasa.gov

4. Ship To:

Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696

Mark For; Accountable Property

Order No.: JETS-OPS06-1T-05

5. Contractor:

ME| Technologies, Inc.
2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

6. Deliver On or Before: 8/31/068
F.O.B. Point: Destination

Discount Terms: Net 30 Days.

Phone: 281-283-6031 X Fax; 281-283-6162

TIN: CAGE CODE:

7. BILLING ADDRESS:

NASA Johnson Space Cenler

Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

Order No.: JETS-OPS06-IT-05

8. Type of Order:

7] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

DELIVERY: Except for the Terms and Conditions of Purchase

. Order listed on the following page, this delivery order is subject to

instructions contained on this form and is issued subject to the
terms and conditions of contract number: NNJ04JA53C

9. Written acceptance of this order by contractor [[1 ] is, [Bg ] is not 10. Name: Frances L.Mahan
required. Sign below if required and return to contracting officer.
Name: (Person authorized to sign) ‘ _ j
Signature: Date: Signatures—Atel7] lea . J %Lﬂ Date.‘# /2[0&’
. CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED UNIT PRICE AMOUNT ACCEPTED
1 Active Directory Administration (see attached Task Order pgs 1-4) 1 JOB
Estimated Cost: $105,130.67
Maximum Award Fee: $6,654.10
Total Estimated Cost and Fee: $111,784.77
12. For JSC Internal Use Only: . 13. Total
Requisition No.: N/A O comP. [l PART. PPC:__
. $ 11178477
Rissue To: IC/Steven A. Guy
14. Quantities in "Quantity Accepted” Column Have Been
[] INSPECTED [ AcCEPTED [] RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT 4SC UNLESS BY:
OTHERWISE NOTED.
Authorized U.S. Government Representative Date

JSC Form 1428 (Rev November 10, 2004) (MS Word August 1995)




JSC Enabling Technology and Security (JETS)

NNJ04JAS3C

Task Order Approvals

Task Order: JETS-OPS06-IT-05 — Active Directory

Approved Technical Evaluation Received 3/14/06

Performance Period: Mareh 1, 2006 — August 31, 2006
Funding Organization(s): IT4

Task Order Value: §

Cost: $105,130.67
Maximum Award Fee $6,654.10
Total Cost: $111,784.77
l -
Approved By: /‘4—/ He c/ é/ /-) J/Z@@/ 1’/’/ / 7/ € g
JSC JETS Budget Analyst Date
Approved By: %/ @/ / Aﬂ ‘/// A
JSC JETS T™ Date
Approved By: o “ / / / oG
| S—JSCYETS TOER Date
)
Approved By: \ﬁlﬂd/} Ceo j ﬁzta/étﬁ'\- L/ / S
JSC JETS Contracting Officer Date



JSC Enabling Technology and Security (JETS)
NNJO4JAS3C

1. Task Order Number/ Title
JETS-OPS06-IT-05 — Active Directory Administration

2. Technical Monitor (TMR)
Primary: Micheal D. Nevills

3. Narrative Task Description ‘
The Contractor shall be responsible for the daily support to the IRD Active Directory Official as
described in the JETS Statement of Work (SOW) areas 4.1 and 4.3.2. Supported activities
include integrating the JSC forest, switching the JSC forest to native mode, developing
standards, proposing policy, providing engineering assessments, and implementing security and
situational awareness as it relates to the Active Directory (AD) service across the Johnson Space
Center environment. These responsibilities shall be accomplished within a wide array of
Windows-based and non-Windows based software and hardware.

The Contractor shall evaluate and propose a method for retiring JSC’s organizational legacy NT4
domains for integration within the JSC Forest.

The contractor shall support the following meetings as requested by the TMR in order to develop
and maintain baseline architecture documentation of the JSC Active Directory.

JSC Active Directory Working Group

NASA Active Directory Working Group

Network Access Control Board (NACB)

IRD Configuration Control Board (ICB)

Information Technology Security Council (ITSC)
Server Operations Configuration Control Board (SOCCB)
IRD/ODIN weekly tag ups

Cyber Identity Management System (CIMS)

NASA Integrated Services Environment Project (NISE)
NASA Account Management System (NAMS).

Other meetings as required by the TMR

The Contractor shall be responsible for interacting with JSC contractors, JSC organizations, and
other NASA centers to assess potential impacts to the JSC Active Directory service.

The Contractor shali follow the IRD Configuration Management (CM) Project Management
process to recommend any changes to the baseline architecture by submitting change requests
and bringing forth items for information and decision to the [IRD Control Board.

The Contractor shall propose weekly and summary reports to assess the status of the JSC forest
integration, switching the JSC domains to native mode, the development of standards, and
development of baseline architecture documentation for the JSC Active Directory service 60

JETS-OPS06-1T-05 3
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NNJ04JA53C

calendar days after the start of this task order. The report final format with actual content shall
be submitted 30 days from the time official concurrence from the TMR is obtained.

The Contractor shall review their reports with the TMR at the weekly TMR tag ups.
The contractor shall submit summary reports once per month.

The Contractor shall perform a trend analysis of performance and based on their analysis of
performance, user and system demands, and issues, shall recommend JSC AD modifications.
Justification for recommendations shall include cost and schedule assessments, and shall address
operational, and policy standards. '

The Contractor shall also document, submit, and maintain for TMR evaluation and concurrence
the JSC Active Directory policy, operating procedures, architecture, and implementation and
operational standards. The first draft of these documents shall be submitted 60 days from the
start of this task order. The standards shall include criteria for addressing waivers for
noncompliance with policies or procedures.

The Contractor shall write and submit the AD inputs to the appropriate Security Plan.
The Contractor shall report any variation to JSC Active Directory policies to the TMR.

Demand for this expertise will take place primarily onsite Monday through Friday 8:00 AM —
5:00 PM Central Standard Time.

The Contractor shall attend monthly status meetings with the COTR or his/her designee. These
meetings will status the previous month’s accomplishments, next month’s planned tasks, and
technical, personnel, and budget issues. Corrective actions, if warranted, for issues shall be
discussed during this meeting.

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
32  Quality

33 Records Management

3.4  Work Authorizations

3.5 Facility Management

3.6  Property Management

3.7 JETS Metrics

4. Period of Performance
The services in this Task Order shall be performed through August 31, 2006.

JETS-0OPS06-1T-05 4



JSC Enabling Technology and Security (JETS)
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5. Training
The Contractor shall propose training for personne! assigned to this task required to maintain
competency on the assigned systems. The TMR shall approve training request in advance.

6. Deliverables Required

The Contractor shall develop processes and methods of test, validation, and change management
of change to the JSC forest, including organizational units (OU) and child domains.

The Contractor shall develop and maintain baseline architecture documentation of JSC forest,
including diagrams, as built configurations (which includes settings), naming standards, protocol
standards, organizational unit (OU) & child domain standards, system administrator standards,
GPO standards, system logging standards.

The Contractor shall provide engineering assessments of change proposals for both JSC and
Agency projects as they relate to Active Directory.

The Contractor shall develop, maintain, and propose policies for consistent management
standardization security and situational awareness.

The Contractor shall develop a proposed schedule for initial baseline of each of these
deliverables and for moving JSC to native mode.

‘The Contractor shall provide weekly and summary status information on these deliverables and
maintain this information within the IRD institutional share. At times, these statuses shall be
provided upon request to the TMR.

The Contractor shall maintain a current Security Plan for the AD directory as specified in DRD
14 IT Security Plans.

7. Special Requirements

At the direction of the TMR or COTR, work duties may be prioritized to satisfy emergency
customer needs.

The contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system, Data that contains sensitive information can be processed
outside of the JATS system.

Detailed knowledge of Active Directory

8. Metrics

The Contractor shall provide monthly Customer Satisfaction and System Availability metrics as
specified in DRD 03 Metrics Reports, and other reports as defined in Section 6.

JETS-OPS06-1T-05 . 5
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National Aeronartlss and Space Adrinislteion
Lyndon B. Johnsan Spate Ganter QORDER FOR SUPPLIES OR SERVICES Page 1of @
Huuston, TX 77058

NASA Johnson Space Genter, 210 Nasa Parkway
Houston, TX 77058-360¢
Org./Buyer: Bi2iairenla Anumels

1. Ordar No, 2. Date of Ordsr . ‘ !

JETS-ADOT-0! Sae date In Block 10 NOTE: MARK A!.L PACKAGES AND Pf.PERS WITH CRDER NO.
Contrack NNJOAJASIC Cerlified for National Defense under DPAS {15 CFR 700) DO-C9
3. lesuing Office: 4. Ship To:

Transportation Officer, Bullding 421
NASA Johnson Space Center
Houslgn, TX 77058-3696

“Te! No.: 281-483.4144 Fax: 231:483-4173
| E-mal metretie.ragumals@nass.gay

Mark-Fors-Accountable Property

Ordoer No.: JETS-ARST-01

5. Conlrastor:

MEi Technologies, ine.

2525 Bay Area Boulsvard, Sulte 300
Houston, TA 77058

8. Deliver On or Belore: pa/anzno?

F.0.B. Paint: Dasfination
Oiscount Terms: Net 30 Days,

Phons: 281-283-6015 % Fax: 284-283-6170

TIN: CAGE CODE:~

7. BRUNG ADDRESS:

NASA Johnson Space Center

Aftn: LF231/Accounts Payable Group
Houston, TX 77058-3508

Crder No.: JETS-ADO7.01

8, Type of Orden

[J PURCHASE: Please fumish the following in
accordance with the conditions specified on thig ordar,
Reforence’

DELIVERY: Exceptfor the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructiong contained on ihig form and js fsaued subjact fo the

. terms and condttione of contract number: NNJOAJAB3C

CTHERWISE NOTED.

8. Written acceptance of this order by coniractor ] ]is, (B4 ] is not 10. Name: Frances L.Mahan
required, Sign below if required and retum to contracting officer,
Narme: {Person authorized to $lgn) PPY Y ;o
" Ay . i e T
Signeture: Date; Signatiter .o LA N 208 L&@s‘mﬁlﬁf’ o7
CONTRACTING OFFICER
11. Schedule
M ] GUANTITY UNIT QUANTITY
NO. DESCRIFTION orperep | T PRICE AMOUNT 1 jaompep
1 Technical Assistance 1 JOB
Estimated Cost: § TE320.47
Maximum Award Fos: § 401438
Tetal Bstimatsd Cosi and Fes: $30.234.82
12, For J8G Intermal Use Only: 13, Total
Requisition No.: A T comp. [ PART. PPC:
" . 8 30,234.82
Risgus To: 1T4/Nicholas H. Mesioh
14. Quantities i “Guantity Accepted” Column Have Been
[ INSPECTED [J AccepreD  [1 RECENED
TO QONFORM TQ THE CONTRACT.
ACCEPTANCE WILL BE AT JSCUNLESS BY:

Authorized U.8, Governmant Nepreseniative

Latg

JEC Form 1428 (Rav Novembar 40, 20083 (M5 Word August 1596)
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Task Order Approvals
Task Orders JETS-ADO7-01 — Technical Assistance
Approved Techeical Evaluation Recelved
Performance Period; February 15, 2007 - September 30, 2007
Funding Organization(s):
Task Order Valupe:
Cost: $75,320.47 -
Maximum Award Fee 4,914.35
Total Cost; $80,234.82
Approved By: éMO fO .Zé ¢
JSCTETS Budget Analyst © ‘Date
Approved By: mo—o /gm QPN (1§ 200 Vi
JSC JETS TMR Date
Approved By: % ///%/L ,75‘4”/2 ﬂ'?
JSC JETS COTR Date

Approved By, ¢

» %4)27 l Q7
ormation Technology Bivision Date
J ' '
ES e R 73
Approved By?‘;_n,_w»ﬂfﬁ’i’?’i, Ly 'j% )/y h«éim ‘%’ﬁda ﬁi L
Da

- JSC JETS Contracting Officer
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1, Task Order Nomber/Title

JBTS-AL07-01 - Technical Assistance

2. Technical Monitor Representative (TMR)

Primary: Thorton E. Dyson/IM
Alternate: Richard Slater/IM

3, Narrative Task Description

The contractor shall provide technical and administrative support for information technology
activities and infrastructure of the External Relations Office, Tasks include:

+

Represent the External Relations Office and its component organizations (Public Affairs,
Education, Technology Transfer, University Affairs, Space Flight Awareness) to the JSC
Information Resources Directorate in all matters relating to IT security, development of
ITAs between External Relations and IRD, implementation of 1T security upgrades and
changes to systems operated by External Relations (web sites and systems such as the
PAO Television System and the Education Distance Learning System). This includes the
normal OSCM/OSCO-type duties and representation at requiréd TT meetings and boards
1o assure compliance with all IT security and reporfing requirements,

Prepate responses for data calls, annual IT Plans, inventories of systems and similar
activities for IT systems operated by External Relations.

Develop a detailed understanding of the function and operating details of the information
technology systems maintained by External Relations, Apply expertise in information
technology and knowledge of IT management requirements to gnsure that External
Relations is responsive to all IT reporting and IT security implementation requirements,
developing and shepherding through the approval process all of the External Relations IT
plans for C&A (Certification and Accreditation).

Establish systern sectrity baselines and maintain responsibility for ongoing monitoring of
seeurity conirols for Bxternal Relations Office IT systems, assuring a continuous state of
compliance with all IT security repulations and requirements,

Provide periodic reports to External Relations managers on the state of regulatory
compliance, plan development and approval status and sigrificant issues relating to IT
management.

e
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Note: The intent of the required tasks described in this document is to have the contractor take
responsibility for the necessary actions to ensure External Relations systems are in compliance
with IT security requirements, This includes: 1) identifying and documenting existing controls;
2) identifying additional controls and procedures required to satisfy JT security requirements; 3)
developing security plans, risk assessments, and contingency plans to address any identified

Tiske; and 4) eruning that the §ytems 2 In compliance with 1T secuity requiremernty:

The Contractor shall perform all the management functions, inclnding technical and businass
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Complience
3.2 Quality

3.3 Records Management

3.4 Work Authorizations

3.5 Pacility Management

3.6 Property Management

3.7 JETS Metrics

4, Peried of Performance

The servioes in this Task Order shall be performed from February 15, 2007 through September
30, 2007.

8, Deliverables Required

1y Weekly summary of activities to the organization and TMR

2) Monthly stetus reports of ongoing or recently completed projects

3) Complete systems certification and accreditation documents, controt validations, and the
required submission package. This should include:

» IT Security control check list, using NIST 800-53, with system confrol validations
and detailed control narratives

+ Process analysis and procedures development to address any identified IT security
control weaknesses

« Risk nssessment to identify organizational mitigated risks, accepted risks, and
residual risks

s+ Development of 3 security plen for each system with detailed system control
baselines with reference to evidence

« Applicable contingency plans

» Applicable system development life cycle plan

Ly
1
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+ Ongoing monitoring plans to ensure the organizational systems ate in compliance
with quarterly and annual certification requirements
+  POAM ~Plan for Action and Milestone

6. Special Requirements

The Contractor shall uilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The Contractor shall evalnate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information cun be processed
outside of the JATS system.

7. Metrics

The Conractor shall provide inpuis to the monthly certification and accreditation (C&A) score
card status report, This report will demonstrate whether C&A tasks are completed on schedule.
In addition, the final C&A report will demonsirate the final completion of the tasks for the period
of performance. )
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National Aeronautics and Space Adminisiration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 10of 5

1. Qrder No.
JETS-AHO7-01
Contract: NNJ04.JAS3C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C

3. Issuing Office:

NASA Jchnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Matrenia R. Anumele

Tel No.: 281-483-4144 Fax: 281-483-4173
E-maii: mairenia.r anumele@nasa gov

4, 8hip To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-AH07-01

5. Contractor:

MEI Technologies, Inc.
2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-283-6015  x Fax: 281-283-6170

TIN: CAGE CODE:

6. Deliver On or Before: D9130/2007
F.0.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-AHOT-01

8. Type of Order:

PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number: _NNJO4JAS3C

9. Written acceptance of this order by contractor L1 1 is, [B ] is not
required. Sign below if required and retumn to contracting officer.

10. Name: Frances L.Mahan

Name: (Person authorized to sign)

Signature: Date:

Signaturem™

CONTRACTING OFFICER

Date%

11. Schedule

iTEM

3 PT
NO. DESCRIPTION

QUANTITY
QRDERED

UNIT
PRICE

UNIT

QUANTITY

AMOUNT ACCEPTED

1 Technical Assistance

Estimated Cost: $ 42,572.01

Maximuni Award Fee: § 2,704.54

Total Estimated Cost and Fee: S 45,283.55

1 JOB

12, For JSC internal Use Only:
Requisition No.: N/A

Rissue To: IT4/Nicholas H. Mesich

] cowmp.

[1 PART. PPC:

13. Total

$ 45,283.55

t4. Quantities in "Quantity Accepted” Column Have Been

[] INSPECTED ] ACCEPTED ]

TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS
OTHERWISE NOTED.

RECEIVED

BY:

Authorized U.S, Government Reprasentative

Date

S8C Form 1429 (Rev November 10. 2004) (MS Word August 1995)
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Task Order Approvals
Task Ovder: JETS-AH07-01 ~ Technical Assistance

Approved Technical Evaluation Received May 17,2007

Performance Period: May 21, 2007~ September 30, 2007

Funding Organization{s):

Task Order Value:
Cost: $42,579.01
Maximum Award Fee 2.704.54
Total Cost: $45,283.55

: | P \/‘; o /. }/w
Approved By: ///.a;//}/ fﬁ/ 4 / /)ﬂﬁ/ﬁi&j é/ g!;@{/

7SC JETS Budget Analyst

Approved By:W ‘

JSCIETS COTR - Date
" / : “'Mm"““\\
Approved BT . )
“:ﬁn?vm L=rformation Technology Division
Approved Bv\wa% j %/é‘/\ |
JSC JETS Contracting Officer Date
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National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Housten, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of 12

1. Order No.
JETS-IM07-01
Contract: NNJ04JA53C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO,

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:

Houston, TX 77058-3696
Org./Buyer: Cody Corley

Tel No.: 281-483-3147
E-mail: cody.corley-1@nasa gov

Fax: 281-483-4173

NASA Johnson Space Center, 2101 Nasa Parkway _

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-IM07-01

5. Confractor:

MEI Technologies, Inc.
2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone; 281-283-6015  x Fax: 281-283-6170

TIN: CAGE CQODE:

6. Deliver On or Before: 09/31/2007

F.Q.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-IMO7-01

8. Type of Order:

[C] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the

terms and conditions of contract number: _NNJ04JAS3C

- OTHERWISE NOTED.

9. Written acceptance of this order by contractor {{]]1s, (B4 ] is not 10. Name: Frances L.Mahan
required. Sign below if required and retum to contracting officer.
Name: {Person authorized to sign) .
Signature: Date: Signa%%MiMDate:/ v/fol
ONTRACTING OFFICER
11. Schedule ‘
ITEM QUANTITY .UNIT QUANTITY
NO. DESCRIPTION oroeren | M7 PRICE AMOUNT ACCEPTED
1 Network and Security Services 1 JOB
Estimated Cost: $ 1,156,097.26
Maximum Award Fee: $ 73,052.02
Total Estimated Cost and Fee: $ 1,229,149.28
12. For JSC Internal Use Only: 13. Total
Requisition No.: N/A [0 comMmpP. [J PART. PPC:
$ 1,229.140.28
Rissue To: IC/Steven A. Guy
14. Quantities in “Quantity Accepted” Column Have Been
[:j INSPECTED D ACCEPTED D RECENED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY;

Authorized U.S. Government Representative Date

JSC Form 1429 (Rev November 10. 2004) {MS Word August 1995)




JSC Enabling Technology and Security (JETS)
NNJ04JA53C

Task Order Approvals
Task Order: JETS-IM07-01 — Network and Security Services

Approved Technical Evaluation Received _ October 18, 2006

Performance Period: October 1, 2006 — September 30, 2007
Funding Organization(s):

Task Order Value:

Cost: $ 1,156,097.26
Maximum Award Fee: $ 73.052.02
Total Cost: $ 1,229,149.28

JETS 1



JSC Enabling Technology and Security (JETS)
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1. Task Order Number/Title
JETS-IM07-01 - Network and Security Services
2. Technical Monitor Representative (TMR)

See Contracting Officer’s letter for TMR’s for this task order.
Primary: Luke Drury/IM
Alternate: Rick Slater/IM

3. Narrative Task Description

a.  The Contractor shall be responsible for the daily operation of the following
systems, as listed in the Information Resources Directorate (IRD) IT Inventory Database
as IT Security. Daily operation, as specified in the JETS Statement of Work (SOW)
Section 5.0, include the monitoring of system activity and performance, review of logs,
configuration changes and management (including user accounts), performing system
upgrades, reporting, system engineering, and ensuring documentation. It is the
Government’s intent o retain the PPTP systems as a contingency capability in case of
Pandemic events. The primary VPN capability of JSC will be the Juniper IVE.

Firewall Systems
o Outer Firewall (Primary)
Outer Firewall (Secondary)
Inner Firewall (Primary)
Inner Firewall (Secondary)
Special Purpose Firewall
o Backup/Development Firewalls
¢ Content Monitoring and Fillering systems
o Websense
o NetContExt (Content Analyzer)
o SurfControl
¢ Network Intrusion Detection (NID) systems
o RealSecure SiteProtector
o Netscreen IDP (replacement for NFR)
e Virtual Private Network (VPN) systems
o Point-to-Point Tunneling Protocol (PPTP) Server
o Juniper IVE System
s Support systems
o Firewall Administrative System
Firewall Log Servers
Backup Firewall Log Servers
Firewall Log Processing Server
Log Archive/Analysis Server
o IT Sccurity investigation support system
URL and Consolidated Logging systems (LogLogic)

0000

00O
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¢ Public Key Infrastructure {PKI) systems
e Sccurity Data Warehouse (SDW)
¢ Vulnerability reduction systems, currently Internet Security Scanner to be replaced by
Foundstone.
e Network Analyzer systems
o NetContExt (Network Traffic Recorder)
o Perimeter logging systcms

b. The Contractor shall provide daily review and analysis of the firewall and other
log files, coordinating as required with the appropriate IRD Security personnel, associate
contractors, and the user community to identify and resolve security problems and
configuration issues. The Contractor shall provide support to the user community for
issues that are related to the IT Security Systems, including receiving and electronic
tracking of incoming calls and requests, handling related calls that are forwarded from
associate contractors, and working directly with end-users and associate contractors to
resolve user-reported issues. Based on the current environment, approximately sixteen
(16) hours per week are required for the investigation and resolution of user-reported
issues. The Contractor shall make contact with the end-user within one (1) business day
of a reported issue.

c. The Contractor shall be responsiblc for the revalidating, development and testing
of Public Key Infrastructure (PKI) installation packages. It is estimated that
approximately six PKI packages (four quarterly-load packages, two special-purpose
development packages) will be required each year.

d. The Contractor shall be responsible for supporting security scanning that includes:
(1) Regular network scans using the Internet Sccurity Systems (ISS) Scanner
or its replacement, nmap, wireless and other scanning tools as specified by the
JSC Office of the CIO. The network vulnerability scanning is to be performed
per the quarterly requirements defined by the NASA OCIO Vulnerability
Reduction Guidance (updated yearly). This memo can be found on the JSC
webpage under the IT Security section, NASA I/T policy & directives.

(2) Scans on any new system installed at the Center, in support of web
registration, and on an ad-hoc basis due to security threats or data calls.
(3) Network Mapper (NMAP) and wireless scanning will be performed
monthly or as determined by the IT Security Office,

(4) Monthly full scans of all hosts with firewall rules allowing for access
from outside of the JSC address space.

c. The Contractor shall support the transition from Internet Security Systems (ISS)
Scanner to McAfee Foundstone Scanner which shall include:
(1) The transition of current data models to support the new data structures
requircd for Foundstone
(2) The parallel/comparison scanning between ISS and Foundstone
(3) Assist in the update scanning processes and procedures

JETS 3
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f. The Contractor shall be responsible for generating the following reports and
providing them to the TMR.
(1) As part of IT Security scanning activities, Ad-hoc reports in a format to be
determined by the IRD Information Technology (IT) Office of the CIO based
on the specifics of each individual security situation. It is estimated that the
contractor shall provide two (2) such reports per month.
(2) Network security and wireless security audit reports electronically
(3) Security Data Warehouse (SDW) ad hoc reports as requested by TMR.

g. The Contractor shall assist the JSC Office of the CIO in the resolution of security
incidents as requested by the TMR to support IT security investigations and forensics
analyses. ‘
(1) This includes providing all information such as log files, system
configuration information, and system backups.

(2) Provide analysis of IT Security logs and information as requested by the
TMR to assist in the identification and resolution of IT Security
investigations. ‘

(3) Reviewing NASIRC bulletins and providing data analysis.

h. The Contractor shall perform protocol studies to assist the Office of the CIO in
determining possible security issues as requested by the TMR.
(1) This includes reviewing firewall log for a specificd time period
determined by the TMR.
{2) Reviewing firewall rules associated with protocols.
(3) Reviewing other IT Security data sources.
(4) Provide presentations on the findings to the TMR and presenting to IRD
IT Security personnel.

i. The Contractor shall use the JSC IT Security Systems to assist the JSC Office of
the CIO in the resolution of virus-related issues. The Contractor shall be responsible for
processing alerts from the antivirus products (Symantec) and assisting users in the
resolution of virus-related issues on a daily basis. The processing of alerts will entail
verifying infection and /or origin of viruses. If an infection has occurred, the contractor
shall contact the user and Organization Computer Security Official (OCSO) for repair.
Notification to the user and OCSO should be done by phone and email.

Sample of Virus alert notification:

Symantec

Virus Name: Downloader. Trojan

Computer: “computer name”

Location: D:\documents and settings\mwaid\Local Settings\Temporary Internct
Files\Contene.I[ES\CR9VE6F ANETWIN\[1].CHM
Requested Action: Clean

Actual Action; Quarantine

Date: 08/16/2004 Time: 01:59:57 PM

Source: Norton AntiVirus Corporate Edition

User Name: “domain userid”

JETS 4
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)

The Contractor shall be responsible for the operations and maintenance of the

Security Data Warehouse (SDW) application. This includes loading data, performing
data integrity chiecks, and performing data validation, support ad-hoc reporting (described
in item 5¢). The contractor shall be responsible for adding new capabilities as directed by
the TMR to the SDW as workload permits. It is currently anticipated that not more than
10 new capabilities shall be implemented. The Contractor shall provide user support to
those stakeholders utilizing the data warchouse.

k.

The Contractor shall provide the following support

(1) Personnel onsite Monday through Friday 8:00 AM — 5:00 PM in order to
accomplish successful day-to-day operations.

(2) 24/7 on-call support for all security-related incidents which may adversely
affect the IT Security Systems or the JSC Institutional Networks. The 24/7
on-call support shall be accomplished via a Government-provided Firewall
Security Duty Phone. If the contractor detects or is notified via Government
provided automated means (such as an e-mail or pager alert) of a potential
security issue, the contractor shall notify the JSC Office of the CIO by calling
the IT Security Duty Phone and coordinating as required with associate
contractors.

(3) The Contractor shall be responsible for the installation, implementation,
and daily operations of the new NID system equipment.

(4) Arrange and conduct meetings (approximately one per month) to inform
the user community of upcoming IT Security Systems capabilities and events.
(5) Provide technical expertise at IRD boards and meetings, such as the
Network Access Control Board (NACB) and the IRD Control Board (ICB).
The NACB typically meets once each week for one to three hours; the ICB
typically meets once each week for two to three hours.

(6) Conduct or attend additional ad-hoc special NACB meetings and other
working group meetings.

(7) As requested by the TMR with e-mail notification to the COTR, perform
sccurity awareness training, provide technical support, and share technical
knowledge and process improvements as needed to support the overall
improvement of Information Technology (IT) security at the Center. The
Security awareness training provided shall include items such as brief
overviews of training classes and seminars attended, as well as trip reports.
(8) Provide inputs, as requested by TMR, for IT Security Systems
documentation, procedures (such as Red Book), schedules, project plans,
budget planning, and strategic planning.

(9) Obtain the concurrence of the TMR and provide e-mail notification to the
Contracting Officer’s Technical Representative (COTR) to perform all
scheduled hardware and software upgrades, maintenance outages, and
software patch installations.

(10) Coordinate with associate contractors for all applicable software
upgrades, maintenance outages, and software paich installations.

JETS
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(11) Provide inputs and technical assessment to the TMR for incorporation
into the Security Plan for the IT Security System, as specified in DRD-14 IT
Security Plans.

(12) Maintain a configuration-managed architecture diagram of the IT
Security System, as well as a configuration-managed document listing the
hardware model numbers and serial numbers of all IT Security System
components, applicable software license codes, reboot procedures, backup -
procedures, restore procedures, and the procedures to open maintenance
trouble cails. All applicable data shall be updated and maintained in the IRD
Inventory Database.

(13) Maintain configuration of the IT Security System devices in the IRD
Development Lab. Coordinate test activities with the IRD Lab managers and
TMR. Provide support to testing activities as requested by the TMR.

(14) Transition of currently supported applications from the current hardware
to newly requisitioned hardware in the new task yeat.

1 The Contractor shall be responsible for maintaining the NFR-URL logging
systems, used for logging HTTP request information on the JSC institutional networks.
The contractor shall be responsible for managing the storage and organization of the
resultant log files.

m. The Contractor shall be responsible for managing the log collection systems; this
includes user creation, deletion, and the control of access to log entries. The contractor
shall patch the systems with all vendor supplicd updates and fixes. The contractor shall
be responsible for maintaining the end-user system configuration documents that describe
how to transmit and retrieve logs to and from the system.

n. The Contractor shall be responsible for network traffic and session summary
logging at the JSC institutional network boundaries. This includes managing the
resultant pcap files, log files, file manipulation scripts, and administering the session
summary database. The Contractor shall maintain a web based graphical user-interface
to the scssion summary database.

0.  The Contractor shall be responsible for maintaining the JSC IT Security Incident
Tracking system. The contractor shall support application configuration, user
management, and database maintenance for the system. This includes custom
configuration of the tracking system to support encrypted communications and
notifications.

p- The Contractor shall be responsible for maintaining the JSC IT Security
Knowledgebase system. The contractor shall support application configuration, user
management, and database maintenance for the system. The contractor shall support
multiple instances of the application as necessary to support all JSC IT Security
functions.

JETS 6
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q.

The Contractor shall be responsible for network content management. This

includes the maintenance of network traffic content filtering and monitoring systems.
The contractor shall manage the databases used for logging and configuration and the
scripts used to extract and backup the daily system configuration.

r.

The Contractor shall perform all the management functions, including technical

and business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

S.

(1) Safety, Health and Environmental Compliance
(2) Quality

{3) Records Management

(4) Work Authorizations

(5) Facility Management

(6) Property Management

(7) JETS Metrics

The Contractor shall provide the items listed above (a-1, excluding 10a) for the IT

Security Services at WSTF which include:

e Firewall Systems
o Primary WSTF Institutional Firewall
o Secondary WSTF Institutionai Firewall
o NID systems
e Support systems
o BrightStore Enterprise Tape Backup System (StorageTek L40
Library) SDLT 320 Tapes
o WSTF Institutional Firewall Management Station
o WSTF Institutional Firewall Log Processing
s SDW
o nmap scanning server

(1) The Contractor shall maintain adequate personnel onsite during WSTF’s
standard work schedule in order to accomplish successful day-to-day
operations as detailed above.

(2) As a part of contingency operation activities, the contractor shall be
responsible for operations of the IT Security System at WSTF.

JETS
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4, Period of Performance

The services in this Task Order shall be performed from October 1, 2006 through
September 30, 2007.

5. Deliverables Required

a) Inputs to the Security Plan for the IT Security System, as specified in DRD-14 IT

Security Plans.

b) Configuration-managed architecture diagram of the IT Security System.

¢) Configuration-managed document listing the hardware model numbers and serial

numbers of all IT Security System components, applicable software license codes, reboot

procedures, backup procedures, restore procedures, and the procedures to open

maintenance trouble calls. The applicable items should be recorded and maintained in the

IRD Inventory Database.

d) Change control procedures and configuration management plan for the IT Security
System. TMR approval required within 30 calendar days of Task Order start.

e) Monthly activity report.

f) Monthly reports of IT Security Systems related calls and service requests

g) Scanning reports for each scan that is performed.

e) A memorandum as directed by the JSC Office of the CIO for each quarterly scan, web

regisiration, organizational and incident investigation scan that is performed. The

appropriate IRD IT Security management signature shall be obtained for each

memorandum.

f) Network security and wireless sccurity audit reports electronically to IRD IT Security

personnel.

g) Monthly reports of firewall requests.

6. Training

Training shall include annual attendance by one individual to the Netwark-+Interop
training/conference.

The Contractor shall coordinate all training request via e-mail with the TMR and provide
e-mail notification to the COTR prior to expenditure of funds.

7. Special Requirements

The contractor shall utilize the JATS database to track action items pertaining to this task
order. The contractor shall evaluate the sensitivity of all data prior to submission into the
JATS online system. Data that contains sensitive information shall be processed by the
JETS Program Manager or Task Coordinator and shall not be entered into the JETS
online database.

8. Metrics
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The Contractor shall provide monthly Customer Satisfaction and System Availability
metrics as specified in DRD-03 Metrics Reports. Availability metrics shall clearly
contrast a system’s availabilily with unscheduled and scheduled outages. In addition, the
contractor shall provide the following metrics monthly to the TMR:
e # of system DRs opened -+ closed per week (by category) on IRD
IT Security systems
e # of customer systems configuration anomalies opened + closed
(potential — customer time to closure)
e Average # of firewall sessions. (Accepted + dropped)
CPU utilization and through-put of firewalls
e Utilization of VPN servers by # of average, max, min
simultaneous users (PPTP, Juniper IVE)
e Websense
o # ofblocked attempts per category
o # ofhits -+ # of users and utilization of other categories
(Top 20)
o #ofhits + # of users + # of bytes transferred

9, Total Cost Summary and Cost Phasing by Month

Cost: $ 1,156,097.26
Maximum Award Fee: 3 73.052.02
Total Cost: $ 1,229,149.28

Monthly Cost Phasing — See Attachment A
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Task Order Approvals

Task Order: JETS-IM07-02 — Technical Assistance

Approved Technical Evaluation Received: October 18, 2006

Performance Period: October 1, 2006 — September 30, 2007

Funding Organization(s):

Task Order Value:
Cost: $ 442,402.08
Maximum Award Fee: $ 29.791.58
Total Cost: $ 472,193.66
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1. Task Order Number/Title
JETS-IM(7-02 — Technical Assistance
2. Technical Monitor Representative (TMR)

Primary: Thornton E. Dyson/IM
Alternate: Polly J. Steele/IM

3. Narrative Task Description

The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM —
5:00 PM in order to accomplish successful day-to-day operations as detailed below.

The Contractor shall be responsible for supporting IRD Management tasks and activities, in
accordance with JETS SOW area 6.0, including, but not limited to the following:

a, Process Flow and Board Charter Support
The Contractor shall draft process flows and charters for NASA approval for supported
activities.

b. Exhibit 300 Support '

The Contractor shall be responsible for consulting on the Exhibit 300s that will be representing
JSC to NASA Headquarters and if necessary, the Office of Management and Budget. The
Contractor shall be responsible for quality control review on all of the associated documentation
and submittal.

The Contractor shall assess the JSC organizations’ developed Exhibit 300s for a comprehensive
ISC product (preliminary review with comments and recommendations, and offer best practice
solutions, where needed). The Contractor shall assess the JSC organizations’ developed Exhibit
300s and provide recommendations on the preparation and integration of a comprehensive JSC
submittal to NASA Headquarters. The Contractor shall provide JSC with additional Exhibit 300
review support and additional recommendations in response to NASA Headquarters review and
various ad hoc inquires through submittal and pass-back process with Office of Management and
Budget (OMB).

The planned Exhibit 300s for JSC includes the JSC - Flight Operations, JSC - Integrated
Planning System, JSC - Mission Control Center, JSC - Software Development/Integration
Laboratory, JSC - Space Shuttle Program Flight Software, JSC - Space Shuttle Program
Integration, JSC - Space Station Production Facility, and the JSC - Space Station Training
Facility. The support for this effort does not require any travel. It is possible that a deviation in

the number and content of Exhibit 300s may occur. Thus, the Contractor should plan for a total
of 8 - 9 Exhibit 300s.

The planned Exhibit 300s includes Kennedy Space Center’s (KSC) Space Shuttle Program
Ground Operations, Launch Control System, Integrated Logistics and Shuttle Processing
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Support. It is possible that a deviation in the number and content of Exhibit 300s may occut.
Thus, the Contractor should plan for a total of 5 - 7 Exhibit 300s. For KSC, the Contractor shall
provide consultation services for existing Exhibit 300’s as well as on a new Exhibit 300 for
Ground Cameras. The support for this effort may require travel,

c. IRD administrative support .
The Contractor shall be responsible for administrative support for IRD meetings, including, but
not limited to the:

Weekly
. Network Access Control Board (NACB)

Bi-weekly
. Application Control Board (ACB)

Monthly
. Birds of a Feather (BOF)
. Organizational Computer Security Officials Meeting (OCSO)
. Information Technology Steering Council (ITSC)

The Contractor shall be responsible, at a minimum, for creating agendas (through civil servant
input); writing minutes, posting approved minutes, tracking action items; supporting the
definition, documentation and implementation of process flows and charters for the supported
IRD meetings. The Contractor shall also be responsible for tracking data related to management
support such as the timeliness of handling customer funded Change Requests (CR’s). CR
processing shall be per the IRD Configuration Management Plan, JSC 29173. The IRD CM Plan
can be found at the following link; http:/stic.jsc.nasa.gov/dbase/dis/jsc/isc29173f.doc. For
JATS, the Contractor shall be responsible for entering and tracking actions received from the
CIOQ’s Actions Registry.

d. Network Access Control Board (NACB) Support

The Contractor shall be the primary focal point with the various Service Request (SR) writers
and customers for NACB information and processes. The Contractor will work with customers
in helping them understand and follow the processes defined by the NACB including, but not
limited to:

1. Describe minimum technical requirements for SR’s that come through the NACB
to customers

2. Coordinate interaction between customers and NACB board members regarding
technical requirements for the Service Request (SR).

3. Coordinate with Customers and NACB voting members for time critical Service
Requests (Known as Type II SR’s)

4, Manage the NACB SR database (includes agenda, minutes, etc.)

5. Review all NACB SR’s and referenced IT Security Plans to ensure that the
requested service has been appropriately documented within the organization IT
security plans.

6. Re-scheduling SR’s with interim approval to return to the NACB
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The Contractor shall be responsible for the enhancement and maintenance of NACB tools,
including the Service Request (SR) expiration proccss.

e. Website Registration Process for JSC
The Contractor shall be responsible for the website registration process. Specifically:

1. Enhance & manage Web site registration system and process
Act as the primary interface between customers and the NACB by helping them
to understand the website registration policy and processes. ,

3. Manage user accounts on LIFT Machine (Server based tool for checking 508
compliance in Web sites)

4. Review and provide recommendation for approval of the LIFT scan results for
Web site registrations

5. Ah-hoc reports

The Contractor shall be responsible for the enhancement and maintenance of tools, including the
JSC Web Registration process.

The Contactor shall track metrics associated with website registration including:
1. Number of accounts on the LIFT machines

f. Supporting IRD’s change management process.

The Contractor shall be the IRD central “clearinghouse” for routing, tracking and statusing all
CR’s submitted to IRD, including determining the intended control board or management forum,
and tracking associated actions. CR processing shall be per the IRD Configuration Management
Plan, JSC 29173,

g. IT Security Policy Waiver tracking and reporting

The Contractor shall be the IRD central “clearinghouse” for routing, tracking and statusing all IT
Security related waivers submitted to IRD, including refining the IRD waiver proccss
(http://cio.jsc.nasa.gov/Center/its/Process/ WaiverProcess.htm) , creating common templates,
determining the appropriate review authority, and tracking associated actions. The Contractor
shall be responsible for the enhancement and maintenance of tools provided by the government.

h. CPIC support

The contractor shall support the JSC CPIC process by working with JSC organizations to collect
the needed ITPOP data, entering the data collected from center organizations into the agency
ProSight application, verifying the accuracy by reconciling Prosight fields to input sources, and
understanding the formulas upon which calculated fields are populated. The data will be entered
from spreadsheets and other types of reports. Coordination with HQ and Center personnel is
required to clear up discovered discrepancies.

i IRM Planning support
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The contractor will support the JSC IT planning process by working with the JSC organizations
to develop their yearly IT plans in conjunction with their CPIC inputs. Once the IT plans are
submitted and approved by the JSC CIO, the contractor will track the organizational adherence
with the plans during the rest of the year. The contractor shall maintain accurate records of the
PRs and CRs that are routed thru the office.

Je Privacy Act support

The contractor shall support the center in the development, submittal, and management of
Privacy Act Assessments (P1A). The contractor will assist customers with completing their
Privacy Impact Assessments (PIAs), archive completed PIAs, and assist the JSC Privacy Act
Manager (PAM) with completing data calls from HQ by developing the needed questionnaires
and other data sources, coordinating with JSC organizations in supplying the resulting data,
consolidating the final data into a JSC report for final approval by the JSC PAM and CIO.

k. IT asset tracking support

The contractor shall work with the JSC IT Asset Manager to support data calls, maintain the data
in the ITAM portal web-based application, draft quarterly updates of the software inventory,
determine organizational allocations of invoices quarterly, track PRs and POs generated by the
organizations to pay for software licenses.

L Organizational Computer Security Representative (OCSR) Services

The Contractor shall be responsible for performing OCSR tasks and activities, in accordance
with JPR 2810.1C, as revised and JETS Statement of Work {(SOW) Section 6.0 for the following
JSC organizations:

a. AA — Office of the Director of JSC

b. AB — Office of Deputy Director of JSC
¢. AC - Associate Director (Management)
d. AD - External Relations Office

¢. AE — Education Office

f. AG - Office of the Chief Engineer

g. AJ - Office of Equal Opportunity and Diversity
h. AL — Office of Chief Counsel

i. AP — Office of Public Affairs

j. BA - Office of Procurement

k. HA - Technology Transfer

1. YA — Exploration Programs Office

j. RA-White Sands Test Facility

- Contractor OCSO’s do not have the policy-making role and responsibility of an Organizational
Computer Security Official (OCSO) because they are not a civil servant. The OCSO is to
provide assistance in creating and implementing policy; however, organizational management
must approve policy. OCSO task include, but not limited to the following:
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a. Developing a management control and communications process to ensure that the
organization’s I/T security program is implemented consistent with the current
edition of JPG 2810.1.

b. Scrving as the organization’s representative to the JSC I/T Security Committee,
representing the organization’s director or office chief on all I/T security matters,
and coordinating that organization’s vote on matters of I/T security policy.

c¢. Reporting suspected I/T security incidents to the ITSM and the organization’s
director or office chief.

d. Reporting periodically to the ITSM and the organization’s director or office chief
on the status of I/T security planning in that organization.

e. Reviewing annually the IT Security Plans for the organization’s systems.

f. Submitting electronic and printed copies of each I/T Security Plans to the ITSM. If
the contingency plan is set out in a separate document, that document must also be
submitted to the ITSM since it is an integral part of the security plan.

g. Serving as the organization’s representative to the Network Access Control Board
unless the organization has named another individual to be the representative.

m, Management Functions

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
32 Quality

3.3  Records Management

3.4  Work Authorizations

3.5  Facility Management

3.6  Property Management

3.7  JETS Metrics

4. Key Schedule Milestones / Completion Date

The services in this task order shall be performed from October 1, 2006 through September 30,
2007.

5. Deliverables Required

e Comprehensive analysis of exhibit 300°s for completeness and quality including
assistance in interpreting OMB (Office of Management and Budget) and NASA
Headquarters guidance and providing suggested boiler template language to
organizations for exhibit 300’s.

e The deliverables consist of analysis for multiple completed Exhibit 300s and
suppotting documentation.

e Agendas, minutes, action item reports for supported meetings
e Draft process flows and charters {or supported activities
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® The contractor shall provide weekly status to the Deputy Chief Information Officer
(D-CIO) to address potential changes in assumptions and methodology, current
accomplishments and finding, and external issues that may hinder the advanced
development.

e Monthly report on the Number of accounts on the LIFT machines.

e Monthly report which integrates the ODIN patchlink and the organizational reports
for patchlink waived systems into a final report describing the state of patches for the
center based on the patch management objectives for that month.

e Draft of a monthly memo from the JSC CIO to the Agency CIO documenting the
patch status each month.

& Periodic status to I'TSM on organization’s security plans
Organization’s Security Plans

6. Training

The Program Manager shall coordinate all training request via e-mail with the COTR or his/her
designee prior to expenditure of funds.

7. Special Requirements

The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The Contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information can be processed
outside of the JATS system.

“Expert knowledge of and skill in using the Microsoft Office suite with emphasis on Excel and
Access is required.

Extended hours may be required and should be coordinated with TMR.

Travel may be required under this task order to assist in the development of the Exhibit 300
documentation. The Contractor shall anticipate three one-week trips to NASA Kennedy Space
Center during the period of July 2007 to September 2007 for one individual.

Knowledge of and skill of NASA Information Technology Security Requirements and policies.
8. Metrics

a. 100% On-time delivery ol products per the due dates specified in referenced CPIC and IT
POP processes.

100% meeting coverage.

Completed analysis of Exhibit 300 Submittals.

LIFT accounts created with 24 hours of receiving request 99% of the time.

Posting of meeting actions two working days after meeting 95% of the time.

Meeting minutes shall be available 2 working days after the meeting for NASA approval.

™o an o
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g. Posting of meeting minutes two working days from NASA approval 95% of the time.
k. 100% On-time delivery of Organization Security Plans.

9. Total Cost Summary and Cost Phasing by Month

Cost: $ 442,402.08
Maximum Award Fee: $ 29,791.58
Total Cost: $ 472,193.66

Monthly Cost Phasing — See Attachment A
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terms and conditions of contract number: NNJO4JIAS3C

8. Wiitten acceptance of this order by contractor [ 1is, [0 1is nat 10. Name: Frances L. Mahan
required. Sign below if required and retum fo contracting officer,
Name: {Person authorized 1o sign) 0 3
E— | ./ /.};f | 3
Signaturs: Date: Signature™= AL 4 H &,5 . 1 Date: 07
CONTRACTING OFFICER.
11, Schedule
ITEM . QUANTITY ; UNIT ] QUANTITY
NO. DESCRIPTION ORDERED UNIT PRICE AMOUNT ACCEPTED
1 Network and Security Services 1 Jos: 276,000.66
This task Is to mest the requirements as proposed for SR#163858 ISAL
Firewall. and SR #104155 Juniper Uograde
TO Value: Was: This Action: New Total:
Est, Cost: $1087,841.00 $276,00058 §2,263,84166
Max. Award Fee: & 7584184 $ 000 & 7584184
Total Est. Cost & Fes: §$ 2,053,682.84 $27600085 § 2,339,683.50
12. For.JSC Internal Use Only: 13. Total
Requisition No,: N/A [0 comP. [ PART. PPRC:
‘ ‘ $ 275,000.66
Rissue To: ITAG/Nichlos H. Meslch
14, Quaniities in "Quantity Accapted” Column Have Been
] INSPECTED [ ACCEPTED 71 RECEIVED
TO CONFORM TQ THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:

OTHERWISE NOQTED.

Autherzed U.S. Government Representative Date

JSC Farm 1428 (Rev Navember 10, 2004} IMS Word August 1898




National Aeronautics end Space Adminisiration
Lynden B, Johnson Space Center
Houston, TX 77038

ORDER FOR SUPPLIES OR SERVICES

Page 1 of 1

1. Order No.
JETS-IMO7-01 Rev. 4

2. Déate of Order
See Block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Confract: NNJO4JAB3C

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. lssuing Office: 4,

NASA Johnson Space Center, 2101 Nasa Parioway
Houston, TX 77058-3696
Org./Buyet: Matrenia R. Anumele/BJ2

Tel No.: 2814834144 Fax: 281-483-4173

E-mail: _matrenia.ranumele@nasa agy

Ship To: :
Transportation Officer, Bullding 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For. Accountable Property

Order No.: JETS-IM07-01 Rev 4

5. Contractor:

ME! Technologies, Inc.

2625 Bay Area Boulevard, Suite 300
Houston, TX 77058

6.

Deliver On or Before: 0g9/21/2007

F.0.B. Point: Dastination

Discount Terms: Net 30 Days.

accordance with the conditions specified on this ordar.
Reference;

7. BILLING ADDRESS:
. - . " NASA Johnson Space Center
Phone: 281-283-801 Fax; 281-283-8170
hane: 28 > @ 2888 Attn: LF231/Accounts Payable Group
Housten, TX 77058-3696
TiN: CAGE CODE: Order No.: JETS-IM07-01 Rev 4
i
8. Type of Order:
[ ] PURCHASE: Please fumish the following in DELIVERY: Except for the Terms and Conditions of Purchase

Order listed on the following pags, this delivery order s subject to
instructions conteined on this form and is issued subject to the
terms and conditions of contract number: NNJ04JAS3C

8. Written acceptance of this order by contractor [] 1is, [ ] is not 10. Name: Frances L. Mahan
required, Sign below ¥ required and return o contracting officer.
Name: {Person authorized to sign)
Signature: Date: Signatur‘a\%%fz j 1,(_1. Lﬁ Date: /{/ & {07
CONTRACTING OFFICER
11. Schedule
ITEM P QUANTITY LNSY ’ QUANTITY
NG, DESCRISTION orogrEn | M7 PRICE AMOUNT ACCERTED
1 Network and Security Services 1 JOB 11.137.57
This task is added to meet the requirements as proposed for SR#103787
Storage Uparade for Forensics Server. (Correction to Mod. 68)
TO Value: VWas: This Action: New Total:
Est. Cost: $ 2,263,841.66 § 1113757 §2,274,976.23
Max. Award Fee; § 7584184 § 008 § 75821.84
Total Est. Cost& Fee: §  2,338,883.50 & 11,137.587  §2,350,821.07
12. For JSC intemnal Use Only: ) 13, Total
Requisition No.: N/A [0 comp. [ PART. PPC: s
» 11,137.87
Rissue Tq: 1T4C/Nichlos H. Measloh
t4. Quantities in "Quantity Accepted” Column Have Been
] INSPECTED [ ] ACCEPTED [  RECEWVED
TO CONFORM 7O THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED. e
Authorized U. 8. Government Repraseniative Diate

JBC Form 1428 (Rev November 10, 2004} (MS Word August 1985)




National Aerorautics and Space Administration
Lyndon B. Johnson Space Cenler
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1 of 11

1. Order No.
JETSATO7-01

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Contract: NNJO4JAS3C

Certified for National Defense under DPAS {15 CFR 700) DO-C9

3. lIssuing Office:
NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Cody Corley

Tel No.: 281-483-3147
E-mail. _cody.corley-1@nasa.gov

Fax: 281-483-4173

4. Ship To: .

Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696

Mark For: Accountable Property

Order No.: JETS-IT07-01

5. Contractor:

MEI Technologies, Inc.

2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

6. Deliver On or Before: 09/31/2007
F.Q.B. Point: Destination

Discount Terms: Net 30 Days.

Phone: 281-283-6015  x Fax: 281-283-6170

TIN: CAGE CODE:

7. BILLING ADDRESS:

NASA Johnson Space Center

Attn: LF231/Accounts Payable Group
Houstan, TX 77058-3696

Order No.: JETS-IT07-01

8. Type of Order:

(C] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number: NNJ04JA53C

OTHERWISE NOTED.

9. Written acceptance of this order by contractor {[J [is, [ ] is not 10. Name: Frances |.Mahan
required. Sign below if required and return to contracting officer.
Name: (Person authorized to sign)
Signature: Date: Signature; 7o . Date: 11‘124 O
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY UNIT QUANTITY
NC. LESCRIPTION ORDERED UNIT PRICE AMOUNT ACCEPTED
1 System Support 1 JoB
Estimated Cost: $ 2,303,365.34
Maximum Award Fee: $ 149,026.56
Total Estimated Cosl and Fee: $ 2,452,391.90
12. For JSC Internal Use Only: 13. Total
Requisition No.: N/A [l comp. [ PART. PPC;
, $ 2.452,391.90
Rissue To: IC/Steven A, Guy
14. Quantities in “Quantity Accepted” Column Have Been
|:] INSPECTED D ACCEPTED [:] RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:

Authorized U.S. Government Representative

Date

JSC Farm 1429 (Rev November 10, 2004) (MS Word August 1995)




JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

Task Order Approvals
Task Order: JETS-IT07- 01 — System Support

Approved Technical Evaluation Received: QOctober 18, 2006

Performance Period: QOctober 1, 2006 — September 30, 2007

Funding Organization(s):

Task Order Value:
Cost: ‘ $ 2,303,365.34
Maximum Award Fee $ 149.026.56
Total Cost: $ 2,452,391.90

JETS 1



JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

1. Task Order Number/ Title‘
JETS-IT07-01 - System Support
2. Technical Monitor (TMR)

Primary: Ruben Reyes (IT4)
Alternate:

3.  Narrative Task Description

The Contractor shall perform system administrative and sustaining engineering functions on
IRD-managed systems as identified in the Information Resources Directorate (IRD) Inventory
Database and in accordance with JETS Statement of Work (SOW) areas 4.1.1, 4.2.1, 4.3.1, and
4.3.3. The contractor shall use best practices, as defined by leading software manufacturers such
as Microsoft, Sun, Red Hat, etc, to maintain these systems at optimal performance levels, while
maximizing availability, and ensuring security integrity.

The TMR (Technical Monitor Representative) shall be responsible for adding and deleting
systems from the IRD Inventory Database. The contractor shall be responsible for maintaining
the accuracy of the data in this database and notifying the Government of any discrepancies. All
changes to the database shall be in accordance with baselined IRD configuration control
documents, ISC 29173, IRD Configuration Management Plan.

The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM -
5:00 PM in order to accomplish successful day-to-day systems administration functions.

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the Contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
32 Quality

33 Records Management

3.4  Work Authorizations

3.5  Facility Management

3.6  Property Management

3.7 JETS Metrics

3.1 Subtask 4.1.1 System Infrastructure Development
The Contractor shall provide support for new systems (¢.g. Foundstone, CFO CBOT,

Constellation budget office toolbox, EA Proficiency, etc.) including build-outs and hand-overs to
Applications group. This support includes the submission of necessary SRs and documentation

JETS 2



JSC Enabling Technology and Security (JETS)
' NNJO4JAS3C

to provide power, network, operating system installation, vulnerability scanning, and the
installation of tools, such as NetIQ, Patchlink, CIS Benchmarks, etc. The Contractor shall
provide a schedule for these activities as part of managing customer expectations.

3.1 Subtask 4.2.1 Systems Administration

The Contractor shall perform the following system administration functions:

0 0 00

© 00O

User account (USERID) administration

Shared folder setup

Access control rights management (except for user permissions on FS01 and FS03)

Daily review of system/security logs for issues. If a security issue is discovered, the
contractor shall immediately notify, by phone, the TMR and the IT Security Manager
(ITSM). A follow-up cmail will also include the COTR and Alternate COTR.

Data transmission among systems

Creation and deletion of network printer queues

System and data backups/restores

Virus protection and scans. The system administrator shall ensure that systems, assigned to
them, are patched against the latest vulnerabilities identified by the IRD Security Office
(IM) prior to the quarterly scan performed by IM

The contractor shall perform problem identification/resolution and root cause analysis in
accordance with IRD’s corrective action process

Hardware and software upgrades (including operating systems, security vulnerability
repairs), as well as the installation, configuration, operation and maintenance of all assigned
software pertaining to Microsoft (MS) Windows Server software (such as NT, 2000, 2003,
etc), ORACLE, SAMBA, Prolntralink, NetIQ AppManager, Apache, MS SQL, MS IIS,
Linux, and Unix systems will be addressed between JETS and JIMMS as specified in the
associated Associate Contractor Agreement.

The Contractor shall be responsible for system retirements, including removing and
excessing old equipment, The Contractor shall be responsible for the replacement system
build and deployment.

Comply with all current JSC IT policies and procedures, including JSC 29638, the Server
Operations Management Plan (SOMP) , JSC 29788, General Operating Procedures (GOP)
for B46 Central Computing Facility, and IRD’s Project Management and Configuration
Management procedures

Ensure that IRD management approves all information disseminated externally

Maintain system performance of all systems in accordance with the performance and
availability requirements identified in the Information Resources Directorate (IRD) Inventory
Database -

Maintain a thorough understanding of existing and emerging IT/Internet technologies by
training each system administrator in server related classes

3.2 Subtask 4.3.1 Systems Sustaining Engineering

The Contractor shall provide sustaining engineering for all assigned systems identified in the
Information Resources Directorate (IRD) IT Inventory Database. For hardware systems and
stand-alone equipment, sustaining engineering shall include preventive maintenance and repair,

JETS 3



JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

ordering of replacement parts and spares, and system software and firmwarc updates under
existing maintenance warranties or Government-provided maintenance contracts.

The Contractor shall be responsible for coordinating, as required, with associated contractors to
ascertain potential impacts to the applications that are running on the IRD-managed systems and
to obtain TMR concurrence for all scheduled hardware and software upgrades, planned
maintenance outages, break-fix repairs, and software patch installations. The contractor shall
provide patch management for all systems in accordance to I/T security requirements and SOMP
guidelines.

The Contractor shall provide daily status for all systems managed under this task order prior to
the morning status meeting. The Contractor shall provide full administrator level access to the
Government and authorized contractors for all systems managed under this task order as
approved by the COTR or his/her designee.

The Contractor shall maintain server and peripherals data in the IRD Inventory Database. This
includes all required fields of the database, which include server name, location, IP address,
point of contacts, NASA Equipment Management System (NEMS), and service tags or serial
numbers of all equipment in the system.

3.3 Subtask 4.3.3 Systems Problem Resolution

The Contractor shall perform and report problem resolution in accordance with JSC corrective
action procedure System Level Procedure (SLP) 4.14. The Contractor shall track, resolve, and
report on anomalies associated with systems. '

The Contractor shall coordinate outages with affected customers as per the IRD standard
notification process as outlined in the Server Operations Management Plan (SOMP), J SC-29638
document.

The Contractor shall maintain a current Security Plan, as specified in Data Requirements
Document (DRD) 14, I/T Security Plans.

The Contractor shall attend weekly status meetings with the COTR or his/her designee. These
meetings will status the previous week’s accomplishments, next week’s planned tasks, and
technical, personnel, and budget issues. Corrective actions, if warranted, for issues shall be
discussed during this meeting. On the first weckly meeting of the month, the performance
standards, depicted in paragraph 3.7 of the SOW, shall be discussed along with plans for
improving the standards. '

4, Performance Standards

A system administrator shall be required to demonstrate knowledge appropriate for those tasks.
This demonstration, referred to as the NASA System Administrator Security Certification, isa
NASA funded two-tier assessment to verify that system administrators are able to:

JETS 4



JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

e Demonstrate knowledge in system administration for the operating systems for which they have
responsibility.

* Demonstratc knowledge in the understanding and application of Network and Internet Security.

Certification is granted upon achieving a score above the certification level on both an Operating
System test and the Network and Internet Security Test. The Certification earned under.this
process will be valid for three years. The NASA Chief Information Officer (CIO) has established
the criteria for this skills assessment. The objectives and procedures for this certification can be
obtained by contacting the IT Security Awareness and Training Center at (216) 433-2063. The

contractor shall register all system administrators through the IRD Organizational Computer
Sceurity Manager (OCSM).

System Administrators shall also comply with personnel security investigations requirements as
specified in JPG 2810.1. The Contractor’s system administrators shall acquire IT security
training in accordance with the JSC Policy Directive (JPG) 2810.1, JSC IT Security Handbook.
S. Training

The Contractor shall propose training for system administrators to maintain competency on the
assigned systems. The Program Manager shall coordinate all training request via e-mail with

the TMR and provide e-mail notification to the COTR prior to expenditure of funds.

0. Period of Performance

The services in this task order shall be performed from October 1, 2006 through September 30,
2007.

7. Deliverables Required

For systems identified in the Information Resources Directorate (IRD) Inventory Database, the
contractor shall develop and maintain all deliverables and documentation as required by the
SOMP.

The Contractor shall provide a physical inventory plan per DRD 19.

The Contractor shall provide facility layout and power distribution drawings per DRD 18.

The Contractor shall provide status reports per DRD 07.

The Contractor shall provide system accounting data as described in Systems Accounting Data
(ECF) (DRD 22) to be collected and summarized by user, organization, and program supported.
Additionally, the MSC/NASTRAN application shall be tracked in the same way.

The Contractor shall provide a hurricane plan per DRD 17.

The Contractor shall provide metrics report per DRD 03.

JETS 5



JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

The Contractor shall provide performance management and capacity plan per DRD-11.

The Contractor shall update and submit security plans for approval per DRD 14.

8. Special Requirements

At the direction of the TMR or COTR, work duties may be prioritized to satisfy an emergency
customer need. For example, installation of an emergency security patch for all servers by a
certain timeframe. This waives the three day customer notification requirement.

The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order.  The contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information may be processed
outside of the JATS system.

9. Metrics

The Contractor shall provide monthly metrics on Customer Satisfaction, System Administrator
Productivity, System Availability, data restore time, time to repair hardware, and time taken to
return to service as specified in DRD-03 Metrics Reports. Availability metrics shall clearly
contrast a system’s availability with unscheduled and scheduled cutages.

Definition of the availability metric uses the following formula:

Principal Period of Performance (PPP) less unscheduled outages (UO) quantity divided by
Principal Period of Performance

Qor
Availability = (PPP-UO)/PPP).

10.  Total Cost Summary and Cost Phasing by Month

Cost: $ 2,303,3065.34
Maximum Award Fee $  149,026.56
Total Cost: $ 2,452,391.90

Monthly Cost Phasing — See Attachment A

JETS )



Nationa! Asronautics and Space Adminisiretion
Lyndan 8. Johnson Space Cener
Housion, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of 1

1. Order No.
JETS-ITO7-01 Rev 4

2. Date of Order
Sse date in biozk 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Coptract: NNI04JARZC

Certified for National Defense under DPAS (15 CFR 700) BC-C8

3. lssuing Office:
NASA Johnson Space Center, 2101 Masz Parkway
Houston, TX 77058-3696
Org./Buyer: 8J2/Matrenia R Anumels

Tei No.: 2814834144 Fax: 281-483-4173
E-mail: matrenia.r anumels@nasa.qov

4. Ship To:

Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-38%6

Mark For: Accountable Property

Order No.: JETS-T07-01. Rev 4

5. Contractor:

ME! Technologiss, Inc.

2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

6. Deliver On or Before: 02131/2007 .
F.O.8. Point: Destination

Discount Terms: Net 30 Days.

Fhone: 281-283-6015 X Fax: 281-283-6170

TiN: CAGE CODE:

7. BILLING ADDRESS:

NASA Johnson Space Center

At LF231/Accounts Payable Group
Houston, TX 77058-3696

Order No.: JETS-ITO7-01, Rev 4

8. Type of Order:

{1 PURCHASE: Please furnish the following in
accordance with the conditions specified on this order,
Reference:

DELIVERY: Except for the Terms and Conditions of Purchase
Order listad on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number: NNJ04JAS3C

9. Written acceptance of this order by contractor [ 1's, [ ]1s not 10. Name: Frances L.Mahan
required. Sign below if réquired and retum to contracting officer. ‘
Name: {Person authorized to sign) d 1
Signature: Date: Signatures %QM_D:@:? 31/ o7
CONTRACTING OFFICER
11. Schedule
ITEM . QUANTITY uNIT QUANTITY
MO, OESCRIPTION oroerep | N PRICE AMQUNT ACCEFTED
1 System Support ‘ 1 JOB $41,777.82
This task is tc meet the requirements as proposed for SR# 102684
iR Camera, SR 102550 AM Transmitter, and SR 103767 Sterage Up-.
grade for Forensics Server
TQ Valug Was: This Action: New Totat:
Est Cost $2,387,405.83 $44,777.82 §2628,18365
Max. Award Fee: $ 14902638 3 0.00 S 448,026.56
Total Est. Cost & Fee: $273843238 $41,777.82 § 2,778,210.21
12. For JSC Internal Use COnly: 13. Total
Requisition No.:  NA ' {1 comp. [J 2ART PPC:
. . $41.777.82
Rissue Te: 1T4/Nighigs H. Mesloh
14. Quantities in “Quantily Accepted” Column Have Basn
[T INSPECTED "] ACGEPTED 7] RECEIVED
TO CONFORM TO THZ CONTRALT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED,
Authorized U8, Government Representative Date

S3C Form 1426 (Rev Movember 10, 2004) 048 Word Auguist 1685)




National Aercnautics and Space Administration
Lyndon 8. Johnsor Spece Center
Houstan, TX 77053

ORDER FOR SUPPLIES OR SERVICES

Page 1of 4

1. Order No,
JETS-T07-01 Rev 5

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NC.

Contract: NNJO4JASIC

Certified for National Dafanse under DPAS (15 CFR 700} DO-C8

3. Issuing Office:
NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3628
Org./Buyer: BJ2Matrenia R. Anumele

Tel No.: 281-483-4144 Fax: 281-483-4173

E-mail. mafreniaranumele@nasa gov

4, Ship To:

Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3636

Mark For: Accountable Property

Grder No.: JETS-IT07-01, Rev 5

5. Contractor:

MEI Technologies, inc.

2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

8. Deliver On or Beforae: 05/31/2007

F.Q.B. Point: Dastination

Discount Terms: Net 30 Days.

Phone: 281-283-6015 X Fax: 281-283-8170

TiN: CAGE CODE:

7. BILLING ADDRESS:

NASA Johnson Space Center

Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

Order No.: JETS-ITO7-01, Rev §

8. Type of Order:

] PURCHASE: Fiesase furnish the follewing in
accordance with the conditions specified on this order.
Reference:

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions containad on this form and is issued subject to the
terms and conditions of contract number: NNJ04JAB3C

3. Written acceptance of this order by contractor [ ]is, [ ] is not 10. Name: Frances L Mahan
required. Sign below if required and retum to contracting officer.
Name: {Person authorized 1o sign)
Signature; Date: Signatuios. “i&ﬂg:é M Date: { i[ége}')
CONTRACTING OFFICER
11. Schedule
1TEM QUANTTTY UNIT QUANTITY
NO. DESCRIPTION orogren | N0 PRICE AMOUNT AGCEPTED
1 Systern Support 1 Jos §38.888.19
Task order SR 103797 Storage Up-grade for Forensics Server is
removed from this task order in the amount of (§11.137.57) and added
to IMO7-0t. Sharepoint SR#101208 - §28,083.15 and Softgrid
SRE102533 - §22,940.82 in the amount of §51,025.78 are being added
to IT07-01. {Correction to Mod. 68)
TO Value Was: This Action: New Total;
Est. Cost: § 2,528,183.65 S 36,588.19 §2.689,071.84
Max, Award Fee: $ 14802655 S 0.00  § 1489026.56
Total Est. Cost & Fee: §2,778,210.21  539,888.18 § 2,R18,088.40
12. For JSC Internal Use Only: 13. Total
Requisition No.. N/A 0 comp. [ PART. PPC:_
. , $ 35,888.18
Rissue To: IT4/Nichlos H. Masloh '
14. Quantifies in “Quantity Accepted” Column Have Been
[] INSPECTED 1 ACCEPTED il RECENVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED,
Authorized 1J.5. Government Representative Date

J3C Form 1428 {Rev November 10, 2004) (1S Word August 1895)




National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 10of 9

2. Date of Order
See date in block 10

1. Order No.
JETS-ITO7-02
Contract: NNJ04JAS3C

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Cody Corley

Tel No.: 281-483-3147
E-mail: _cody.corley-1@nasa.gov

Fax: 281-483-4173

4. Ship To:
Transportation Oificer, Bullding 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-{T07-02

5. Contractor:
} MEI Technologies, !nc.

2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-283-6015 X Fax: 281-283-6170

TIN: CAGE CODE:

6. Deliver On or Before: 09/31/2007

F.0.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-IT07-02

8. Type of Order:

[(] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.

X DELWERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to

Reference: instructions contained on this form and is issued subject to the
terms and conditions of contract number: NNJ04JAS3C
9. Written acceptance of this order by contractor [[] ] is, [ ] is not 10. Name: Frances L.Mahan
required. Sign below if required and return to contracting officer.
Name: (Person authorized to sign) _ ,
Signature: Date: Signature,._j" Mmgﬂmdh Date: [ ¢0[ 1 O
CONTRACTING OFFICER
11. Schedule
STEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED unIi PRICE AMOUNY ACCEPTED
1 Storage Support 1 JOB
Estimated Cost: $ 353,745.95
Maximum Award Fee: $ 19,974.22
Total Estimated Cost and Fee: $ 37372017
12. For JSC internat Use Only: 13. Total
Requisition No.: N/A O comp. [ PART. PPC:
) $ 373,720.17
Rissue To: IC/Steven A. Guy
14. Quantities in "Quantity Accepted” Column Have Been
D INSPECTED D ACCEPTED L__] RECEIVED
TO CONFORM TC THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY.
QTHERWISE NOTED.
Authorized U.S. Government Representative Date

JSC Form 1429 (Rev November 10, 2004) (MS Word August 1995)




JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

Task Order Approvals

Task Ord_er: JETS-IT07-02 — Storage Support

Approved Technical Evaluation Received: October 18, 2006

Performance Period: October 1, 2006 — September 30, 2007

Funding Organization(s):

Task Order Value:
Cost: - $ 353,745.95
Maximum Award Fee $ 19974.22
Total Cost: $ 373,720.17

JETS 1



JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

1. Task Order Number/Title

JETS-IT07-02 — Storage Support

2. Technical Monitor Representative (TMR)
Primary: Hung V. Luw/IT2

3. Narrative Task Description

The Contractor shall be responsible for the operation and management of the Storage Systems, as
specified in the JETS Statement of Work (SOW) Section 4.2.2,4.3.2, and 4.3.4.

The individual Storage components include storage arrays, tape backup systems, master backup
servers, media servers, Fibre Channel switches, related cables, backup tapes, and the SAN
management software as baselined in IRD IT Inventory Database.

The Contractor shall perform this task in compliance with configuration management, 508
compliance, export control, property control and safety requirements as specified in the contract.
The contractor shall adhere to the standard IRD practices and procedures as outlined in SOMP of
the SOCCB.

The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM -
5:00 PM Central Standard Time in order to accomplish successful day-to-day Storage operations.

The Contractor shall attend monthly status meetings with the COTR or his/her designee. These
meetings will status the previous month’s accomplishments, next month’s planned tasks, and

~ technical, personnel, and budget issues. Corrective actions, if warranted, for issues shall be
discussed during this meeting.

The Contractor shall attend weekly status meetings with the TMR for this Task Order.

The Contractor shall assist the Government in performing assessments related to system changes
and upgrades. The Contractor shall assist the Government in developing or updating JSC
Information Technology Security Plans related to storage systems. The contractor shall also be
responsible for meeting the requirements of the I/T Security Plans, related to storage systems.

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required scrvices
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.4 Safety, Health and Environmental Compliance
3.5 Quality
3.6 Records Management
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3.7 Work Authorizations
3.8 Facility Management
3.9 Property Management
3.10 JETS Metrics

3.1 Subtask 4.2.2 Storage Administration

The Contractor shall be responsible for the administration, and operation for the IRD storage
components in accordance with the JETS Statement of Work (SOW) Section 4.2.2.

The Contractor shall provision storage allocations, per approved Service Requests (SRs) within
10 business days, including supplying any access rights required, if unallocated storage is
available. If unallocated storage is not available, then provisioning shall be completed within 10
business days of storage becoming available. The Contractor shall prepare and submit any
Outsourcing Desktop Initiative for NASA (ODIN) SRs for network modifications or JETS SRs
for Central Computing Facility (CCF) power or fiber modifications needed to provision new
requirements. All SRs must be approved by the TMR.

The Contractor shall manage zoning on the SAN fabric to maintain isolation between Storage
resources and their related end user systems. Any zoning required to enable provisioning shall
also be completed within the same 10 business days.

The Contractor shall monitor the performance of the Storage components using the Government-

supplied Symantec CommandCentral Storage, Symantec CommandCentral Service, and its
components.

The Contractor shall use the Symantec CommandCentral Service and its components to produce
online storage utilization, backup, and recovery reports for JETS servers that are connected to the

Consolidated Storage System components as defined in the IRD IT Inventory Database.

The Contractor shall backup and restore the systems and servers as defined in the IRD Inventory
Database per the Server Operations Management Plan (SOMP), JSC 29638.

The Contractor shall retain system sceurity logs (Application, Security, and System) at least six
months (Incremental daily and full backup weekly).

The Contractor shall also keep monthly DR tapes off-site for | year.

The Contractor shall backup up the Operating System, system states, and system services at least
monthly (and when modified).

The Contractor shall backup user/application data based on user requirements.

For data restoration, the Contractor shall restore the data based on the following formulas, in
addition to a two hour response window for the request;

JETS 3



JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

¢ Data backed up between 1 day to 30 days ago. The minimum restoration rate is 2
hours plus 400 MB per minute.

e Data backed up more than 30 days ago. The minimum restoration rate is 24 hours
plus 400 MB per minute.

For example, if 10 GB of data was backed up within the last 30 days, then the restoration of that
data must be completed in 2 hours, 25 minutes, (2 hrs +10 GB*(2.5 min/GB)).

The Contractor shall provide support to the user community for issues that are related to the
SAN, including receiving and documenting incoming calls and requests, handling SAN-related
calls that are forwarded from associate contractors, and working directly with end-users and
associate contractors as required to resolve user-reported issues. Based on the current
environment, it is estimated that eight (8) hours per week are currently required for the
investigation and resolution of user-reported issues. The contractor shall respond to each call
within one (1) business hour.

3.2 Subtask 4.3.1 Storage Sustaining Engineering

The Contractor shall be responsible for maintaining the IRD storage components in accordance
with the JETS Statement of Work (SOW) Section 4.3.2.

In addition, the Contractor shall maintain the configuration-managed architecture diagram of the
CISAN, as well as the configuration-managed document listing the hardware model numbers and
serial numbers of all CISAN components. This also includes the installation procedures,
applicable software license codes, reboot procedures, backup procedures, restore procedures, and
the procedures to open maintenance trouble calls.

The Contractor shall follow the IRD Configuration Management (CM) Project Management
process to make any approved changes of the baselined architecture. The Contractor shall
submit an IRD Change Request (CR) to reflcct the changes to the baseline within 7 days.

The Contractor shall also monitor the performance of the storage components. The Contractor
shall provide support for backup/restore software, nearline sofiware, storage management
software, and server utilization software. The Contractor shall also be responsible for
implementing software updates per the SOMP,

The Contractor shall collect CISAN performance data for trend analysis, and provide on-line

summaries. The Contractor shall submit a report that has the data parameters for trend analysis
to the TMR for approval 60 days after initiation of this Subtask.

3.3 Subtask 4.3.4 Storage Problem Resolution

The Contractor shall be responsible for providing corrective action support for the IRD storage
components in accordance with the JETS Statement of Work (SOW) Section 4.3.4.
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The Contractor shall perform and report problem resolution in accordance with JSC corrective
action procedure System Level Procedure (SLP) 4.14. The Contractor shall track, resolve, and
report on anomalies associated with Storage systems.

4. Period of Performance

The services in this Task Order shall be performed from October 1, 2006 through September 30, 2007,
5. Training

The Contractor shall propose training for personnel assigned to this task required to maintain
competency on the assigned systems. The Program Manager shall coordinate all training request
via e-mail with the TMR and provide ¢-mail notification to the COTR prior to expenditure of
funds.

6. Deliverables Required

The Contractor shall provide online monthly reports on storage growth trend statistics to include
the amount of used storage, amount of available storage, and which organizations are using the
storage.

The Contractor shall provide a monthly summary report for any unplanned outages occurring
during previous month.

The Contractor shall maintain a physical inventory of the backup tapes and Fibre Channel cables
for the Storage systems. If additional tapes, HBA cards, Fibre Channel cables or cleaning
cartridges are required, the contractor shall purchase the materials to meet the requirements. All
purchases must be coordinated through the TMR.

The Contractor shall include availability metrics for the CISAN provided per DRD 03.
The Contractor shall include CISAN status reports provided per DRD 07.

The Contractor shall include CISAN performance management and capacity plan provided per
DRD 11.

The Contractor shall maintain a current SPIA 5004 for the IRD Data Storage and Backup
Systems, as specified in DRD 14 IT Security Plans.

The Contractor shall include safeguards for the CISAN in the hurricane plan provided per DRD
17.

The Contractor shall include the CISAN components in the facility layout and power distribution
drawings provided per DRD 18.

The Contractor shall include the CISAN components in the physical inventory plan submitted
per DRD 19.
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The Contractor shall provide a monthly summary report for the status of server backups for all
JETS-maintained servers, and tape usage per Data Requirements Document (DRD) 21.

The Contractor shall update the CISAN components firmware and software in accordance with
the JSC Information Technology Sccurity Handbook, JPR 2810.1, and System Operations
Management Plan, JSC 29638, guidelines.

7. Special Requirements

At the direction of the TMR or COTR, work duties may be prioritized to satisfy an emergency
customer need. For example, installation of an emergency security patch for all servers by a
certain timeframe. This waives the three day customer notification requirement.

The contractor shall utilize the JSC Action Tracking System (JATS}) to track action items
pertaining to this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information can be processed
outside of the JATS system.

8. Metrics
The Contractor shall provide monthly Customer Satisfaction and System Availability metrics as

specified in DRD 03 Metrics Reports, and other reports as defined in Section 6. Availability
metrics shall clearly contrast a system’s availability with unscheduled and schedule outages.

9. Total Cost Summary and Cost Phasing by Month

Cost: $ 353,745.95
Maximum Award Fee $ 1997422
Total Cost: $ 373,720.17

Monthly Cost Phasing — See Attachment A
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Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of 1
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Certified for National Defense under DPAS (15 CFR 700) DO-C8
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NASA Johnson Space Center, 2101 Nasa Parkway
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4, ShipTo:

Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3688

Mark For: Accountable Property

Order No.: JETS.T07-02 Rev, 1

5. Contractor:

ME! Technologies, Inc.

2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

6. Deliver On or Before: 09/31/2007
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NASA Johnson Space Center
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X
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1. Order No.
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Task Order Approvals
Task Order: JETS-IT07-03 - Network Performance Monitoring

Approved Technical Evaluation Received: October 12, 2006

Performance Period: October 1, 2006 — September 30, 2007

Funding Organization(s):

Task Or.der Value:
Cost: $ 113,377.15
Maximum Award Fee $ 6.852.51
Total Cost: $ 120,229.66
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1. Task Order Number/Title
JETS-IT07-03 — Network Performance Monitoring

2. Technical Monitor Representative (TMR)
1T2/Jose A. Nunez-Zapata

3. Narrative Task Description

The Contractor shall provide the Government with assessment, definition, planning,
implementation, analysis, administration and ongoing operations of the Network Engineering
group network traffic monitoring systems in accordance with SOW 4.4,

The Contractor shall perform network traffic monitoring, network traffic analysis, network
testing and network troubleshooting on the Johnson Space Center Integrated Network System
(JSC INS) which includes the Isolation Network and the Wide Area Network (WAN) Interface.
Upon request, the Contractor shall monitor traffic and analyze other on-site networks. Data
obtained from the monitoring process shall be analyzed and archived to provide historical
statistics and data for trend analysis. Graphical reports of this data shall be generated and
presented to appropriate personnel as requested by the COTR or his/her designee.

The Contractor shall perform hardware and software requirements definition and operations for
new network traffic monitoring, nctwork traffic analysis, modeling, and management systems.
The Government estimates 3 hardware or software monitoring system changes shall be
implemented during performance of this task order. In addition, the Contractor shall develop and
meet project schedules for the implementation of the new systems. Schedules shall be
coordinated with the COTR or his/her designee.

The Contractor shall monitor traffic. Monitoring shall be accomplished through the use of (but
shall not be limited to) the following systems:

Niksun NetVRC 3.0 (2 units)

Solarwinds/Orion Network Performance Monitor (1 unit)

MRTG (1 unit)

Big Brother BB19C (1 unit)

NAI Gigabit Sniffer (2 units)

NAI Portable Sniffer (1 units)

NetOptics Tap (3 units)

e Qut of Band Monitoring Network (OOBMON)

o Gigamon, GigaVUEs and Fluke Network, Link Analyzers

The Contractor shall perform assessment, analysis and troubleshoot issues regarding network
traffic monitoring tools and their respective operating system (Windows NT/2000/2003/XP,
Unix and Linux).
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The Contractor shall maintain a thorough undcerstanding of existing and emerging IT Internet
technologies by providing training to each network analyst in the appropriate classes in order to
develop solutions to implement customer’s requirements. In addition the Contractor shall
propose new ideas in which the JSC Network Traffic Monitoring, Management and Operations
can be improved.

The Contractor shall provide technical support to review boards such as the Network Access
Control Board (NACB), the Information Resources Directorate Control Board (IRD ICB) and
others as necessary to provide technical expertise for project design alternatives, provide status
of the project implementation, and ensure all project tasks are meeting milestones. The
Contractor shall assist the Government in preparing presentations in support of the above
mentioned boards.

The Contractor shall meet with technical, managerial and computer security personnel from
customer organizations to understand and report on detailed computer network connectivity
requirements.

The Contractor shall comply with all JSC IT policies and ensure that IRD management approves
all information before it is disseminated externally.

The Contractor shall maintain personnel onsite Monday through Friday, 8:00 AM — 5:00 PM
excluding federal holidays in order to accomplish successful day-to-day operations of the
network traffic monitoring, analysis, modeling and management systems listed above. In
addition, the Contractor shall provide 24/7 on-call support for all security related incidents which
may adversely affect the JSC institutional network. The 24/7 on-call support shall be
accomplished via a Government-provided pager.

The Contractor shall provide support to the network engineering team for issues that are related
to the network connectivity, including documenting requests to troubleshoot network
conneclivity issues, and working directly with end-users and associated Contractors as required
to resolve them. In addition, the Contractor shall provide an electronic report documenting
issues, data gathering, analysis results and recommendations within five (5) business days of
initial data capture. For issues in which the five (5) business day metric is not met the Contractor
shall provide a rationale for not meeting the metric.

The Contractor shall respond (make contact with the customer, gather the problem description
and schedule time for monitoring) to each troubleshooting request within one (1) business day.

The Contractor shall monitor network traffic on a daily basis using the network traffic
monitoring tools provided by IRD. In addition, the Contractor shall investigate and report any
traffic anomalies found to the COTR or her/his designee within four (4) hours.

The Centractor shall provide any necessary materials (e.g. fiber patch cables, labeling matertals)
needed for the completion of work on this task order. The Program Manager shall coordinate
material purchase requests via e-mail with the TMR and provide e-mail notification to the COTR
or his/her designee prior to expenditure of funds.
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The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the Contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
32 Quality

33 Records Management

34  Work Authorizations

3.5  Facility Management

3.6  Property Management

3.7  JETS Metrics

4. Period of Performance
The services in this task order shall be performed from October 1, 2006 through August 31,
2007.

5. Deliverables Required
The Contractor shall provide project status, as specified in DRD-07 Contractor Status Report.

The Contractor shall communicate user problem requests to the TMR and provide status on
efforts spent analyzing and resolving the issues.

The Contractor shall develop and submit a weekly electronic report using the network traffic
monitoring tools provided by IRD, with daily traffic statistics for the distribution layer network
links. The report shall be available by Monday close of business day. The report shall contain
the following metrics data. This report is subject to change based on requirement nceds.

Data Communications Metrics

» Device Availability: is measured in terms of lost service connections as a percentage of
the total network devices
o Percentages will be coded according to severity Green (everything is OK), Yellow
(several devices were down) and Red (major Network problem)
= Green — 100% > Device Availability Metric > 98%
*  Yellow - 98% > Device Availability Metric > 95%
» Red - Device Availability < 95%
e Traffic Integrity: is measured at the distribution layer in terms of the parameters below:
o Daily Number of Network Segments with Frame Discards vs. total segments
o Daily Number of Network Segments with Frame Errors vs. total segments
o Daily Number of Network Segments with over 60% Bandwidth Utilization
Averaged over Five Minutes vs. total segments
= Percentages will be coded Green (everything is OK), Yellow (several
devices were down) and Red {major Network problem)
- Green — 0% < Traffic Integrity Metric <2%
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- Yellow ~ 2% < Traffic Integrity Metric < 5%
- Red — Traffic Integrity Metric > 5%
. Response Time: Number of Instances for which Packet Delay between B46 and
all distribution layer network devices is greater than 50ms
o Data will be coded according to severity Green {everything is OK), Yellow
(several devices were down) and Red (major Network problem)
* Green— 0 < Response Time < 5
»  Yellow — 5 <Response Time < 10
» Red — Response Time Metric > 10

In addition any traffic anomalies found during that week shall be documented in this report.

The Contractor shall provide an electronic report per support task assigned by the network
engineering team documenting the issue, data gathering, analysis results and recommendations
within five (5) business days of initial data capture, unless otherwise directed by TMR.

6. Training -

Training shall include attendance by one individual at an annual network training/conference
(Cisco Networkers) and one monitoring tool training (Fluke Networks Analyzers). The Program
Manager shall coordinate all training request via e-mail with the TMR and provide e-mail
notification to the COTR prior to expenditure of funds.

7. Special Requirements
None
8. Metrics

Network traffic report shall be delivered close of business day each Monday 95% of the time.
The analysis report shall be delivered within five (5) business days 95% of the time.

9. Total Cost Summary and Cost Phasing by Month

Cost: $ 113,377.15
Maximum Award Fee $  6.852.51
Total Cost: $ 120,229.66

Monthly Cost Phasing — See Attachment A
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Name: _______ (Person authorized to sign} \9.
Signature: Dats: Signature: A4 {j-:j'a mﬁ,ﬁate‘g Z?[Z 57
CONTRACTING OFFICER ’
11. Schedule
TEM . o QUANTITY UNIT . QUANTITY
MO, DESCRIFTION ORDERED NI, PRICE AMOURT ACCEPTED
This task Is to meet the requirements as proposed for Sharepaint Server =
1 Assessment #101208 and Softarid Assessment #102333 ! OB $51,025.76
TO Valug: Was: This Action: kew Total:
Est. Cost: $ 1,223,350.50 § 51,026.78 § 1,274,376.26
Max. Award Fee: § 693034 & 600 & 693034
Total Est. Cost & Fee: § 1,230,280.64 § 5102576 8 1,281,306.60
12. For JSC Internal Use Oniy: 13. Total
Reguisition No..  N/A 1 comp. [ PART. PPCi__
. . . $ 51,025,786
Rissua To: {T4/Nicholas H. Mesloh

14. Quantities in "*Quantity Accepted” Column Have Been
[} INSPECTED "] ACCEPTED [ RECEWED
TO CONFORM TO THE CONTRACT.

ACCEPTANCE WILL BE AT JSC UNLESS BY: -
OTHERWISE NCTED.

Authorized U.8. Government Represeniaiive

Date

JSC Form 1429 (Rev Novembaer 10, 2004} (M5 Word August 1825)




Nationat Aeronautics and Space Administration
Lynden B. Johnson Space Center

ORDER FOR SUPPLIES OR SERVICES

Contract: NNJ04JAS3C

Page 1of 6
Houston, TX 77068
1. Order No. 2. Date of Order ;
JETS.TO7-04 See date in black 10 NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Cody Corley

Tel No.: 281-483-3147
E-mail: cody.corley-1@nasa.gov

Fax: 281-483-4173

4, Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-IT07-04

5. Contractor:

MEI Technologies, Inc.
2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-283-6015 X Fax: 281-283-6170

TIN: CAGE CODE:

6. Deliver On or Before: 09/31/2007

£.0.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-iT07-04

8. Type of Order:

[(] PURCHASE: Please furnish the foliowing in
accordance with the conditions specified on this order.
Reference:

DELIVERY: Except for the Terms and Conditions of Purchase
Crder listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number: NNJ04JA53C

9. Written acceplance of this order by contracter [{]]1s, [ ] is not 10. Name: Frances L.Mahan
required. Sign below if required and return to contracting officer.
Name; (Person authorized to sign)
Signature: Date: Signatire: Mﬁ& Date: [[/2 [ot
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY uNIT QUANTITY
NO. PESCRIPTION oroeren | M7 PRICE AMOUNT ACGEPTED
1 Maintenance Agreements and License Renewals 1 JOB
Estimated Cost: $ 1,223,350.50
Maximum Award Fee: 3 6,930.34
Total Estimated Cost and Fee; $ 1.230,280.84
12. For JSC Internat Use Only: 13. Total
Requisition No.: N/A {1 coMP. [ PART. PPC. ___
, $ 1,230,280.84
Rissue To: IC/Steven A. Guy
14. Quantities in “Quantity Accepted” Column Have Been
D INSPECTED D ACCEPTED L—_| RECEIVED
TO CONFORM TQ THE CONTRACT,
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED.
Authorized U.S. Government Representative Date

JSC Form 1429 (Rav November 10, 2004) {MS Word August 1995)




JSC Enabling Technology and Security (JET'S)
NNJO4JAS3C

Task Order Approvals
Task Order — JETS-IT07-04 Maintenance Agreements and License Renewals

Approved Technical Evaluation Received: October 18, 2006
Performance Period: October 1, 2006 — September 30, 2007

Funding Organization(s):

Task order Value:

Cost: $ 1,223,350.50
Maximum Award Fec $ 693034
Total Cost: $ 1,230,280.84

JETS 1



JSC Enabling Technology and Security (JETS)
NNJO4JAS3C

1. Task Number/Title

JETS-IT(7-04 Maintenance Agreementis and License Renewals
2. Technical Monitor Representative (TMR)

Primary: Juan Galvez/IT4

3. Narrative Task Description

The Contractor shall track hardware warranties and software licenses, renewal of hardware
maintenance, software licenses, and software support contracts, for the systems specified in the
Information Resources Directorate (IRD) IT Inventory Database. The Contractor shall also
negotiate and establish maintenance agreements and software license and support renewals with
the vendors and report status of this activity per DRD-07 (Contractor Status Report). This task
order shall be accomplished in accordance with Statement of Work element 4.3.5.

Additional hardware and software may be added and deleted during the term of the task order.
The Contractor shall ensure additions and deletions are posted to the IRD IT Inventory Database
within 7 calendar days from the receipt of an approved IRD Service Request (SR) in the
Customer Service System (CSS) and concurrence from the TMR of this task order.

The Contractor shall provide a point of contact for IRD customers to coordinate the maintenance
schedules.  This includes stand-alone equipment and software located in the IT Inventory
Database under the JETS Non-IRD EA, and JETS Non-IRD JA systems.

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task order. In addition, to cffectively perform and manage the work detailed in
this Task order, the contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality

33 Records Management

3.4 Work Authorizations

3.5 Facility Management

3.6 Property Management

3.7 JETS Metrics

4. Performance Standards

None.

JETS 2



JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

5. Period of Performance

The services in this task order shall be performed from October 1, 2006 through September 30,
2007.

6. Deliverables Required

The Contractor shall provide a Maintenance Agreement and Licensc Renewal Plan for assigned
items listed in the IT Inventory Database per DRD-01 (Management Plan).

The Contractor shall provide monthly reports on License Rencwal and Maintenance agreement
changes for the hardware and software in the IT Inventory Database. These reports shall include
the amount of non-labor cost for each of the following systems:

Engineering Computation Facility MA, OA
CFO Systems LA
IRD IT Security Systems IA
IRD CSS/CR945 IA
IRD Web 1A
NetiQ 1A
Consolidated Systems 1A
CSM IA
NASAPOST ‘ 1A
Network Miscellaneous 1A
DDMS/EDCC IA
Imagery Systems TA
PAQ Systems AP
JSC Search IA
EOC - JA
EA Org EA
JA Org JA

The Contractor shall provide monthly reports on the 30-60-90 day maintenance
agreement/license renewal plan for review at a joint NASA/JETS meeting.

7. Training

The Program Manager shall coordinate all training request via e-mail with the TMR and provide
e-mail notification to the COTR prior to expenditure of funds.

8. Special Requirements

The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The Contractor shall evaluate the sensitivity of all data prior to

JETS 3



JSC Enabling Technology and Security (JET'S)
NNJ04JAS53C

submission into the JATS system. Data that contains sensifive information can be processed
outside of the JATS system.

9, Metrics

On a monthly basis, the Contractor shall report metrics specifying
1. Number of licenses and maintenance agreements renewed on time.
2. List of licenses and maintenance agreements renewed on time.
3. Number of licenses and maintenance agreements not renewed on time.
4. List of licenses and maintenance agreements not renewed on time.

The Contractor shall achieve 100% on time completion of software license renewals and
hardware maintenance agreements before expiration of current agreements.

10.  Total Cost Summary and Cost Phasing by Month

Cost: $ 1,223,350.50
Maximum Award Fee 5 6,930.34
Total Cost: $ 1,230,280.84

Monthly Cost Phasing — See Attachment A

JETS 2



—t 28% 483 4173 8. BH PROCUREMENT NASA BLDG 45 LIB, RM102 01:50:08 p.m. ‘ 08-18.2007 g ——
Nalipnal Avronaulics and Space Adminisiration
Lyncoa B, dohnson Spacs Canler ORDER FOR SUPPLIES OR SERVICES Page 1of 1
Houston, TX 77068
1. Order No. 2. Date of Qrger .
JETS-T07-04 Rey 3 Sea date in block 0 NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NC.

Contract: NNJD4JABIC

Certified for National Defense undsr DPAS {15 CFR 700) DO-CS

3. (ssuing Office;

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3606

Org./Buyer, Bia/Matrenia R, Anumeig

Tel No.: 281-483.4144 Fax; 281-483-4173

E-mail; malenia ranumele @nasa aov

4. Ship To:

Transportation Officer, Buliding 421
MNABA Johnsen Space Center :
Housten, TX 77053-3586

Mark For: Accountable Property -

Order No.: JETS-ITO7-04 Rev 3

5. Conlractor;

ME Technologies, Inc,
2525 Bay Area Boutevard, Suits 300
Heuston, TX 77058

8. Deliver On or Before: 09/31/2007
F.0.B. Paint; Destination

Discount Terms: Net 30 Days.

Phone: 284-283-8015  x Fax: 281-283-6170

TIN: CAGE CODE:

7. BILLING ADDRESS:

NASA Johnson Space Center |
Atint LF231/Accounts Payabils Group
Houston, TX 77058-3688
Order No.: JETS-T07-04 Rev 3 |

8. Type of Order:

] PURCHASE: Please fumish the following in
accordance with fhe conditions specified on this order.
Reference; .

DELIVERY: Except for the Terms and Conditions of Purchase
Crder listed on the following page, this delivery order is subject to
instructions contained on this form and Is issued subject to the
terms and condifions of confract number: NNJO4JASIC

9. Wiitten acceptance of this order by contractor [ ] Is, [59 1 16 tot 10. Name: Franges L.Mahan
required, Sign below if required and refum to contracting officer. 1
Name: {Person authorized to sign)
Signature: Date: Signatuwy}_{ﬂ_&n Date:c[}[lj / o7
CONTRACTING OFFICER
11. Schedule ) ,
ITEM . QUANTITY UNIT QUANTIFY
O, CESCRIFTION ORDEREDS UNIT mRIcE AMOUNT ACCEPTED
This task is to meet the requirements s proposed for Sarly Renswals :
! SR# 101122, 1 Jos $736,784.50
TO Value: Was: This Action:  New Total:
Esi, Cost: § 127437626 §738,784.50 $2,013,180.76
Max. Award Few: $ 653034 § 000 & 893034
Total Est. Cost & Fee: § 1,281,306.60  §738,7B4.50 §2.020,081.10
12, Feor JSC Internal Use Only: 13. Total
Reguisition No.:  N/A O comp. [J PaART. PPC:_
. o 738,784.50
Rissue To: [T4/Nichnlas H. Mesioh
14. Quantities in “Quantity Accepled” Column Have Been
[ wsPeCTED [T} accepreED [ Recewven
TO CONFORM TQ THE CONTRAST,
ACCEFTANCE WILL BE AT J3C UNLESS BY:
QTHERVFISE NOTED.
Authorized U.S, Govemmant Repressntative Jaile

JBC Form 1428 {Rev November 10, 20043 (M5 Word Angust 1885}




National Agronautics and Space Adminisiration
Lyndon B, Johnson Space Centay
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of 1

1. Order No.
JETSATO7-04 Rev 4
Contract NNJO4JAS3IC

2. Date of Order
See date in block 15

NOTE: MARK AlL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. lssuing Office:
NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3686
Org./Buyer: Bi2/Matreniz R, Anumale

Tel No.: 281-483-4144 Fax 281-483-4173

E-mail: _ratrenia t.anumele@nasa oy

4. Ship To:
Transportation Cfficer, Buiiding 421
NASA Johnson Space Center
Houston, TX 77058-3698
Mark For: Accountable Property

Order No.; JETS-T07-04 Rev &

5. Contractor;

ME! Technologies, Ing.

2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-283-8015 Fax: 281.283-8170

TiN: CAGE CODE:

8. Deliver On or Before: 0213172007
F.0.B. Point Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Spacé Center
Attn: LF231/Aceounts Payabie Group
Houston, TX 77058-3696
Order No.: JETS-IT07-04 Rev 4

8. Type of Crder:

[[] PURCHASE: Please furnish the following in
accordance with the conditions specified on this arder.
Reference:

D3 DELIVERY: Exceptfor the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
Instructions contained on this form and is issued subject to the
terms and conditions of contract number; NNJ04JAS3C

Name: {Person authorized to sign)

Signature: Date:

9. Written acceptance of this order by contractor [ Jis, [X ]is not
required. Sign below if required and retumn to contracting officer,

10. Name: Frances . Mahan

Signaturé‘.’\::}‘/tmu\? % Date: l@[ 07

CONTRACTING OFFICER

11. Schedule

1TER

5CR1
NG, DESCRIPTION

QUANTITY
QRDERED

UNIr
FRICE

QUANTITY

N
UNIT ACCEPTED

AMOUNT

{Correction to Mod, 68}

TO Value: Was: This Action:

Est Cost: § 2,013,180.78

Max, Awarg Fee: $ 503034 & 000

Total Est. Cost & Fee: §2,020,091.10

1 Sharepoint Server Assessment #101208 and Softgrid Assessment
#102533 are ramoved from this task order and added to IT07-04.

($51,025.76) §1,862,135.00

{$ 51,025.76) $1.869,065.34

1 JOB (851,025.75)

New Total:

§ 5930.34

12. For JSC Internal Use Onty:
Requisition No.: N/A

Rissue To: [T4/Nicholas H, Mesloh

{1 COomP.

13. Total
[ PART. PPC:

$ (51,025.78)

14. Quantities in "Quantity Accepted” Column Have Been

[:] INSPECTED E} ACCEPTED D

TO CONFORM TG THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS
OTHERWISE NOTED.

RECEIVED

BY:

Authorized U.S. Government Reprasentalive Date

JEC Form 1428 {Rev November 10, 2004) {8 Word August 1863)




May. 15 2007 9:20a

No. 6056 P 5

National Asrmnautics and Space Administration
Lynden B, Johngon Bpase Centge
Houslon, TX 77088

ORDER FOR S8UPPLIES OR SERVICES

Page 1of 7

Org /Buysr: BJo/Matrenia Anymela

Houston, TX 77068-3006

Tel No.: 281-483-0144 Fax 2814834173
E-mall:_matrenla.r snupefe@nasa.noy

1. Order No. 2. Date of Order .
JETEA0T-01 Ses date in biogk 10 NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NOQ.
Contract NNJOAJASIC Certified for National Defense under DPAS (15 CFR 700) DO-C9
3. lssuing Office; 4. Ship To:

NASA Jahnson Space Center, 2101 Naga Parkway Transportation Officer, Buliding 421

Mouston, TX 77058.3896 NASA Jonhnson Space Center

Mark-For--Aseountable Proparty
~ Order No.: JETEIAQT-0E

8, Contracton

MET Technolopies, Inc.
2525 Bay Area Boulevard, Suite 300
Houston, TX 770388

Phone: 281-283-8015  x Fox 2812836170

TN CABE CODE:

6. Doliver On or Before: Q9/30/2007
F.0.8. Point Deatination

Discount Tame: Net 3G Days,

7. BILLING ADDRESS:
NASA Johnson Space Canter

. Houston, TX 77058-3696
Qrder No.: JETS-JADZ-01

Attn: LF231/Accounts Payable Group

8. Typs of Order;
[ PURCHABE: Plaase fumish the following in

Rafarence:

accordance with the condifions specified on this order,

" DELIVERY: Except for the Terms and Conditions of Purchase

.- Crdar listed on the followl

page, this dalivery order is subject to

insfructions contained on this form and Is lsausd sudjsct to the
tarma and condiifons of aontract numbar: NNJO4JASIEC

Name: {Persen atthorized 1o sign)
Signature; Date;

9. Writien accaptancs of this order by contractor (L] ] s, {5 116 not
reauirad. Sign beiow if required and retum to contracting officer.

10. Name: Frances han

dled

TCON

TRACTING GFFICER

Date:-ﬁéé fe7

11. Sghedule

ITEM ;
oy DESCRIPTION

QUANTITY UNIT
UNIT PRICE

GUANTITY

IMOUNT | etepren

1 Tochnical Asslstance

Betimated Cost: $ 148,982.24

Maxdmum Award Fag: 3 9.830.8%

Tola) Estimated Costand Fest  § 158,593.08

1 JOB

12, ForJ&C Intemal Uss Cniy:
Requisition No: NA

Rissue Te: T4/nicholas H. Mesloh

1 COMR,

1 PART. PPC:

13, Fetal

$ 158,505,05

14, Quaniiies in "Quantity Accepled” Column Have Been
[[] INSPECTED [} ACCerTED [:]
TO CONFORM TO THE CONTRACT.

ACCEPTANCE WILL BE AT JSC UNLEDS
OTHERWISE NOTED.

RECEIVED

aY:

Authorized U8 (Bovernment Representative

Pate

JBU Form 1429 (Rev November 10, 2004) (M8 Wod Augus! 1995)



Moy, 15, 2007 9:21AM Ho. 6056 P 6

JSC Enabling Technology and Security (JETS)
NNJO4IAR3C :

Task Order Approvels

Task Orders JETS-JADT-01 — Technica) Assistance

Approved Technical Evalaation Received

Performance Period: February 15, 2007 - September 30, 2007

Funding Organization(s):

Fask Order Value:
Cost: $148,962.24
Maxinun Award Fee 9,630.81
Total Cost; $158,593.05

Approved By j /‘KM}’/ i; ;{2 ZO Z

ISCIETS Budget Analvst Date

Approved By: w )MJ Qm(. / g 2P0 7

JSCIETS TMR : "Date

Approved By%% /% % _35' e 0%
JSCIETS COTR Date

' S

Approved By: ™ \§ / E;l ZQ !
B ¢, [T uformation Technology Division Date

Approved B9jkwﬁ Ce vf f %&A@&L» ’;/} l / o/

JSC JETS Contracting Officer Date’

S

JETS



May, 15 2007 9:21AM No. 6056 P, 7

1. Task Order Nambor/Title

JETS-JAQ7-01 ~ Tochnical Assistance

2. Technical Monitor Representative (TMR)

Primary: Thorton B, Dyson/IM
Alternete: Richard Slater/TM

3, Narrative Task Deseription

The contractor shall provide support for information technolegy activities and infrestructure of
the Center Operations Directorate, Tasks include:

*  Reprosent the Center Operations Directorate and its component organizations (Logistics
Division, Environmental Office, Facilities Maintenance and Operations Division, .
Planning and Integration Office, Protective Services Division and all support contractors)
1o the ISC Information Resonrces Directorate in all matters relating to IT security,
development of TTA's between Center Operations and IRD, implementation of IT
security upgrades and changes to systems operated by Center Operations (web sites and
gysterns such as CBACS, EMCS, ¢te.), This may include the normal OSCM/OSCO-type
duties and representution at required IT meetings and boards to assure compliance with
all TT security and yeporting reguirsments,

*  Propare responses for data calls, annual IT Plans, inventories of systems and similar
activities for IT systems operated by Center Operations.

*  Develop 2 detailed understanding of the function and operating details of the information
technology systems maintained by Center Operations. Apply expertise in information
technology and knowledge of IT management requirements fo ensure that Center
Operations is responsive to all IT reporting and IT seenrity implementation requirements,
developing and shepherding through the approval process &1l of the Center Operations 1T
plans for C&A (Certification and Accreditation),

*  Malntain responsibility for monitoring seourity controls for Center Operafions
Directorate IT gystems, assnring a continnous state of compliance with all 1T security
regulations and requirements.

+  Provide periodic reports to Center Operations menagers on the state of regulatory
vomplignece, play development and approval status and significant issues relating to IT
management,

2

&
Pl
“
2



May. 15, 2007 9:21MM No. 6056 P 8

Note: The intent of the required tasks described in this document is to have the contractor take
responsibility for the necessary actions to ensure External Relations systems are in compliance
with IT security requirements, This includes: 1) identifying and docutnenting existing controls;
2) identifying additional controls and procedures required to satisfy IT security requirements; 3)
developing security plans, risk assessments, and contingency plans to address any identified

risks; and 4) ensuring that the systems are in compliance with IT security requirements,

(Inventory of the systems, web sites, etc., managed by Center Opstations to be appended to this
a8 gooh a8 it’s developed)

Thete will be five security plans that cover Center Opetations and its contractors, These security
plans are segregated into the following areas:

I8 Seowity

1. J8C addendum o NSFC-04-1654 CBACS plan.

Seourity Systern Name: J8C Center Premise Equipment (CPE) Security plan.
Security Plan number SPTAS001, OA-xxx-JSC-JA0001

This a subordinate plan to MSFC-04-1654 CBACS Security plan that covers the JSC
center equipment that works with the CBACS system (central servers and regional
SUTVELS)

Modarate lavel
Current secnrity plan is SPJA0001 SAC Security Plan dated 10/20/2005.

2. Seowrity Systems Name: J8 IT Systems
Moderats level
Current secnrity plans are as follows:
SPIAN010 Emergency Operations Center dated 09/29/2006

Security Plan Number: SPTAD00S Security Operstions System SOS dated
1071372005

Security Plan Number SPTA0009 JA Applications dated 11/01/06
Tnoludes only JS moderate level applications over to SPJAG010

Socurity Plan Number SPJA0005 JA Office Antomation dated 10/14/2005
Includes only JS minor systerns sich as fingerprint syster, eto,

JA Plans
3, Security Plan Number SPTA0004, OA-xxx-JSC-JAO004
Security Systom Name: JA 1T Systems
C&A date: 3/30/07

JETS ”



May. 15, 2007 9:21AM No. 6056 P 9

Ineludes Facility Center/GIS

Ineludes non-ODIN workstations, laptops, and attached devices that perform the desktop
function.

Cutrsnt security plans are as follows:

Security Plan Number SPJAC009 JA Applications dated 11/01/06
Inchides 41 JA applications over to SPJACO10
Seourity Plan Number SPTA000S JA Office Automation dated 10/14/2005

4, Seourity Plan Number 8PTA0002, OA-xx-JSC-TA0002 NIST
Security Plan for the C8C Data Centar, Rev € dated 10/17/2005
&A dater 1/19/07

low

5. Security Plan Number SFIAQ003, OA-xxx~J8C-JA0003, Rev C, NIST
Security Plan for Energy Management Control System (EMCS) dated 10/2072005
C&A date: 2/16/07

ow

The Contractor ghall perform all the management fimctions, including technical and business
managemment, necessary to plan, implement, track, report and deliver the required services
described in this Task Order, Tn addition, to effectively perform and manage the work detailed in
this Task Order, the contractor shall perform all the Conitact Management functions detailed in
Statement of Work avea 3.0 Contract Management and Administration:

3.1 Safety, Health and Bnvironmental Compliance

32 Quality

3.3 Records Mansgement
3.4 Work Authorizations
3.5 Pacility Managerment
3.6 Property Management
3.7 JETS Metrics

4, Period of Performance

The services in this Task Order shall be performed from February 15, 2007 throngh September
30, 2007,

%  Deltverables Required

1) Weekly summary of activities to the organization and TMR

b iy 2t

JBTS ‘ %



May, 15. 2007 9:22MM No. 6056 P 10

23 Monthly status reports of ongoing or recently completed projects
3} Complete systems certification and accreditation documents, control validations, and the
required submission package. This should include:

IT Security control cheek list, using NIST 800-53, with system control validations

and detailed contro} narratives -

Process analysis and procedures development to address any identified IT security
control weaknesses

Risk assessment to identify organizational mitigated risks, accepted risks, and
residual tisks

Development of a security plan for each system with detailed system control
bagelines with reference to evidence

Applicable contingensy plans

Applicable system development Jife oyele plan

Ongoing monitoring plaos to ensure the organizational systems are in compliance
with guarterly and apnual certification requivements

POAM - Plan for Action and Milestone

6, Special Requirements

The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertataing to this task order, The Contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that containg sensltive information can be processed
outside of the JATS system.

7. Metries

The Contractor shall provide inputs to the montlly certiflcation and acereditation (C&A) score
oard status report, This report will demonstrate whether C&A tasks are completed on schedule.
In addition, the final C&A report will demonstrate the final completion of the fasks for the period
of performance. ' .

h



National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77068

ORDER FOR SUPPLIES OR SERVICES

Page 1of 7

1. Grder No.
JETS-XA07-01
Contract: NNJ04JAS3C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office;

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Cody Corley .

Tel No.: 281-483-3147
E-mail: _cody.corley-1@nasa.qov

Fax: 281-483-4173

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houstan, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-XA07-01

5. Contractor:

MEI Technologiss, Inc.
2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-283-6015  x Fax: 281-283-6170

TIN: CAGE CODE:

6. Deliver On or Before: 09/31/2007
F.0.B. Point; Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
. Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-XA07-01

8. Type of Order:

[] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

" DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the

terms and conditions of contract number: NNJ04JAS3C

Name: (Person authorized to sign)

Signature: Date:

9. Written acceptance of this order by contractor [[] is, [[X] ] is not
required. Sign below if required and retum to contracting officer.

10. Name: Frances L.Mahan

#1 Qajmﬂ, Date: [,{é’/dé

RACTING OFFICER

Signaturg; _ -
ONT

11. Schedule

1TEM

DESCRIPTION
NO.

QUANTITY
ORDERED

UNIT
PRICE

QUANTITY
ACCEPTED

UNIT AMOUNT

1 Technical Assistance

Estimated Cost: $ 143,466.21

Maximum Award Fee: $  9,300.99

Total Estimated Cost and Fee: $ 152,767.20

1 JO8

12. For JSC Internal Use Only:
Requisition No.: N/A

Rissue To: IC/Steven A. Guy

O cowmp.

13. Total
] PART. PPC:

$ 152,767.20

Quantities in "Quantity Accepted” Column Have Been
[] INSPECTED [T] ACCEPTED O

TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS
OTHERWISE NOTED.

14.

RECEIVED

BY:

Authorized U.S. Government Representative Date

JSC Form 1429 (Rev November 10, 2004) (MS Word August 1995)




JSC Enabling Technology and Security (JETS)
NNJ04JAS53C

Task Order Approvals
Task Order: JETS-XA07-01 — Technical Assistance

Approved Technical Evaluation Received: October 31, 2006

Performance Period: October 1, 2006 — September 30, 2007
Funding Organization(s):

Task Order Value:

Cost: $ 143,466.21
Maximum Award Fee $  9.300.99
Total Cost: $ 152,767.20
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JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

1. Task Order Number/Title
JETS-XA07-01 — Technical Assistance
2. Technical Monitor Representative (TMR)

Primary: Thorton E. Dyson/IM
Alternate: Dianne L. Robinson/IC

‘3. Narrative Task Description

-~ a. The Contractor shall be responsible for the daily IT support of the EVA Office (Code XA),
as specified in the JETS Statement of Work (SOW) area 6.0. '

b. The Contractor shall provide support to ODIN and OneEVA for obtaining the concurrence
of the Contracting Officer’s Technical Representative (COTR) or his/her designee to perform all
scheduled hardware and software upgrades, maintenance outages, and software patch
installations.

c. The Contractor shall be responsible for coordinating with associate contractors for all
applicable software upgrades, maintenance outages, and software patch installations.

d. The Coniractor shall provide technical expertise at IRD boards and meetings, such as the
Network Access Control Board (NACB). The NACB typically meets once each week for one to
three hours. Additional ad-hoc special NACB meetings and other working group meetings may
be required, generally not exceeding two to three hours per week. In addition, the Contractor
shall attend the IT Steering Council (meets twice monthly) and the IRD Customer Forum (meets
once a month). The Contractor shall report back to the organization any issues which will
impact the organization. Information on IT events or new capabilities wiil either be distributed
via email or discussed during staff meetings.

e. The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM —
5:00 PM in order to accomplish successful day-to-day IT operations. In addition, the Contractor
shall provide 24/7 on-call support for all sccurity-related incidents which may adversely affect
the EVA Office. The 24/7 on-call support shall be accomplished via a Contractor provided
pager. If the Contractor detects or is notified via Government provided automated means (such
as an e-mail or pager alert) of a potential security issue, the Contractor shall notify the JSC IT
Security Office by calling the IT Security Duty Phone and coordinating as required with
associate contractors. The Contractor shall assist all members of the EVA Office in reducing the
number of unsolicited emails and work with the Consolidated Help Desk if a virus is suspected
on a user workstation.

f.  The Contractor shall provide support to the EVA Office user community working directly
with end-users and associate contractors to resolve user-reported issues. Based on the current

environment, approximately twenty (20) hours per week are required for the investigation and
resolution of user-reported issues. The Contractor shal! make contact with the end-user within
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JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

one (1) business day of a reported issue. The Contractor shall coordinate with off-site personnel
assigned to the EVA Office and assure commonality of hardware/software,

g, The Contractor shall be responsible for assisting in the installation and use of Public Key
Infrastructure (PKI).

h. The Contractor shall provide support for the maintenance of the ODIN laptop loan pool for
the EVA office. This will include ensuring that ODIN has the correct information for log
tracking (user and due date), configuring the laptops for individual users and ensuring wipe and
load are performed when laptops are returned (if necessary). The Contractor shall provide
support for users to check out end-user take-home software and maintain a log of checked out
software.

i.  The Contractor shall maintain and assure the accuracy of the Customer Service System
database. The Contractor shall receive all requirements for new IT or telephone equipment and
write all Service Requests (SR’s) required to obtain the IT or telephone equipment. The
contractor shall write all SR’s for moves within the EVA Office. The Contractor shall write all
SR’s for new ID’s or changes to existing ID’s. The Contractor shall review all SR’s written for
off-site EVA Office personnel to assure accuracy and where new items are being purchased,
assure these are in compliance with the EVA Office IT Plan and provide for commonality
between on-site hardware and software.

j.  The Contractor shall provide support for obtaining all file access rights for any share
directory and maintain records.

k. The Contractor shall review file storage usage for all EVA Office employees and advise
when usage is 80% maximum. The contractor shall assist employees in efficient use of home
directories. The Contractor shall provide assistance to employees in backing up data on
individual hard drives, CD’s or other media. The Contractor shall assist users in the use of their
workstations/phones/printers/DVD/CD burners/scanners, €tc.

. The Contractor shall gather requirements from all members of the EVA Office and
coordinate with management. After approval of requested items has been received, the
Contractor shall write the IT Plan and present to both EVA Office management and the JSC
Chief Information Officer.

m. The Contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designec to support IT
security incidents, investigations and forensics analyses. The Contractor shall provide assistance
on reducing unsolicited email and respond to all virus incidents. The Contractor shall assure all
office workstations have the latest anti-virus software loaded. The Contractor shall provide
check-out copies of those items which are allowed for home use and maintain log records.

n. The Contractor shall maintain a current Security Plan for the EVA Office, as required by
IRD. The Contractor shall perform all duties as the Organizational Computer Security
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Representative (OCSR) as defined by IRD, and coordinate with the Organizational Computer
Security Manager (OCSM). :

0. The Contractor shall maintain a configuration-managed diagram of the EVA Officc, as well
as a configuration-managed document listing pertinent information, such as locations, hardware
tag numbers, cable and jack numbers, of all EVA Project Office components, with applicable
software license codes.

p. The Contractor shall be knowledgeable of the XA Web site, perform routine updates, and
work with other IRD contractors to perform programming changes.

g. The Contractor will be provided office space, computer and phone in the EVA Office (this
will be their permanent office).

r.  The Contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the required
services described in this Task Order. In addition, to effectively perform and manage the work
detailed in this Task Order, the contractor shall perform all the Contract Management functions
detailed in Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality

3.3 Records Management

3.4 Work Authorizations

3.5 Facility Management

3.6 Property Management

3.7 JETS Metrics

4. Period of Performance

The services in this Task Order shall be performed from October 1, 2006 through September 30,
2007.

5. Deliverables Required

a) Security Plan reviews and updates for the EVA Office.

b) Support IT Planning for the EVA Office.

¢) Configuration-managed diagram of JETS-managed IT equipment for the EVA Office.

d) Configuration-managed document listing pertinent information of all JETS-managed
equipment in the EVA Office IT components and telephone equipment and applicable software
license codes. The applicable items should be recorded and maintained in the IRD Inventory
Database.

JETS 4



JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

6. Special Requirements

The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The Contractor shall evaluatc the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information can be processed
outside of the JATS system.

7. Metrics
The Contractor shall provide monthly Customer Satisfaction and System Availability metrics as
specified in DRD-03 Metrics Reports. Availability metrics shall clearly contrast a system’s

availability with unscheduled and scheduled outages.

8. Total Cost Summary and Cost Phasing by Month

Cost: $ 143,466.21
Maximum Award Fee $  9.300.99
Total Cost: $ 152,767.20

Monthly Cost Phasing — See Attachment A
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Natonai Aeronaitics and Space Administratian
Lynden B, Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of 1

1. Order No.
1 JETS-PM-05-01

2. Date of Order
See date inblock 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NG

NASA Johnson Space Center, 2101 Nasa Pariavay
Houston, TX 7T7058-3808
Org/Buyer: Matreniz Anumete

Tel No» 2p1-483-4144 Fax: 2R1.483.4173
E-mail  matrenis ranumele@nass qov

Contract NNJO4JAS3C ‘ Certified for Nationa! Defense under DPAS (15 CFR 700) DO-CO
3. Issuing Office; 4. Ship Te: '

Transportation Offficer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3885

Mark For. Accountable Property

Order No.: JETS-PM-O8-01

5. Contractor

Wil Technologies, Inc.
Aitr Linda Slaman
2525 Bay Arsa Pouievard, Suite 300
Houston, TX 77058

§. Defiver On or Before: 00/20/2008

F.O.B. Paint: Destination

Discount Terms: Net 30 Davs.

-

Phons; 2810836155 % Fax 281-283-8182

TIN: CAGE CODE:

7. BILLING ADDRESS:

NASA Johnson Space Center

At LF231/Accounts Payebie Group
Houston, TX 770658-3698

Order No.: JETS-PM-08-01

8. Type of Order

[ PURCHASE: Pleass fumnish the following in
accordance with the conditions specified on this order.
Referance:_

Bd

DELIVERY: Except for the Terms and Conditions of Purchase
Order listzd on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and condifions of contract number NNJ04JAS3C

CTHERWISE NOTED.

9. Wiritten acceptance of this order by contractor [{] 1is, [IX 1is not 10. Name: Frances L Mahan
required. Sign below if required and return fo contracting officer.
Name: {Persan gutharized to sign) j v/ ,?‘/ y /
Signature; Date: Signaturw*{‘fw f‘.«/i’%,. Date: ?Qé/@?
CONTRACTING OFFICER
11. Schedile
TTEM N QUANTITY U i QUANTITY
s DESCRPTION oRpEREn | UNT pRICE AMOUNT ACCEPTED
1 Program Management Office 1 JOB -§929,420.48
Estimated Cost: § 87600357
Maximum Award Fee: $ 3341681
Totat Estimated Cost and Fae: 3 82642043
12, For JSC Internal Use Only: 13. Total
Requisition No.. M/A 7 coMP. [J PaRT PFC:
. o § 929,420.48
Rissue Tor IT4/Nicholas H. Mesioh
4. Quantiies in “Quantity Accepted” Column Have Been
] INsPECTED ] ACCEPTED [ RECEVED
TO CONFORM TG THE CONTRACT.
ACCEPTANCE WiLL BE AT JSC UNLESS B8Y:

~inhorized U.8. Government Representative

JST Form 1423 (Rev November 10, 2004) 348 Worg August 1963)




JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

1. Task Order Number/Title

JETS-PMO08-01 - Program Management Office (PMQ) Contract Management and
Administration

2. Technical Monitor Representative (TMR)

Primary: Nicholas Mesloh/IT
Alternate: Steven Guy/IM

3. Narrative Task Description

The contractor shall perform all the management functions, including technical and business
management, necessary 1o plan, implement, track, report and deliver the required services
described in the JETS Statement of Work (SOW). The Contractor shall manage the full system
life cycle for JETS systems, including design, acquisition, operations, and maintenance for
current, modified, and new systems identified under this contract in accordance with the NASA
approved Management Plan (DRD-01).

3.1  Safety, Health and Environmental Compliance

The Contractor shall ensure the protection of personnel, property, equipment, and the
environment in all Contractor products generated and activities undertaken for institutional and
space flight program objectives.

The Contractor shall comply with 2 NASA-approved safety, health and environmental
compliance plan as specified in DRD-06 (Safety, Health and Environmental Compliance Plan).
The Contractor shall develop and implement risk management techniques, including risk
assessment, to be applied to hazards identified from analyses of activities and products (DRD-01
Management Plan). The purpose of these risk management techniques is to eliminate or control
hazards as specified in NASA hazard reduction policies and requirements. The Contractor shall
develop and maintain a lessons-learned database per DRD-12 (Safety, Reliability and Quality
Assurance [SR&QA] Lessons Learned). Monthly safety and health metrics shall be provided per
DRD-13 (Safety and Health Metrics). The Contractor shall also provide a hurricane/severe
weather plan as specified in DRD-17 (Hurricane/Severe Weather/Emergency Plan) and conduct
and safety and health self-evaluation per DRD-15 (Safety and Health Program Self Evaluation).
The Contractor shall establish and maintain a Quality Management System (QMS) that complies
with ANSIISO/ASQC Q9001-2000. Alternately, the Contractor's QMS need not be certified if
the Contractor proposes to follow the JSC quality system in its entirety.

The Contractor shall perform safety walk-throughs, report safety issues, and address and resolve
close calls, under floor alarms, and facility outages.
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JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

3.2  Information Technology Security

The Contractor shall ensure that security plans and managed, updated and submitted for approval
per DRD 4.

3.3 Information Technology (IT) Capitol Planning and Investment Control (CPIC)
Planning

TBD

34 Quality

The contractor shall comply with its documented Quality Processes (DRD-08, Quality Processes
- Procedures). JSC will review these documents to ensure they do not conflict with the JSC
quality management system. The contractor shall submit and comply with the Government
approved Quality Plan as required in DRD-05 (Quality Plan).

3.5  Records Management

NASA-owned, Contractor-held records, regardless of physical format and as identified in task
orders, shall be managed by the Contractor in accordance with Title 36 of the Code of Federal
Regulations, Chapter XIIB, Records Management and NASA Policy Directive (NPD) 1440.6,
NASA Records Management Program. The Contractor shall maintain records appropriately and
administer the disposition of records and non-records in accordance with NPG 1441.1, NASA
Records Retention Schedules, which has been approved by the CO and the National Archives
and Records Administration. The Contractor shall provide details concerning on-site personnel
per DRD-10 (Reports, Onsite Contractor - Headcount). :

36 Work Authorizations

The CQ authorizes work via Task Orders. In addition to requirements identified in the SOW,
Task Orders will specify requirements, indicate schedules and identify required quality levels.

3.7  Facility Management

The Contractor shall be the alternate facility manager of Building 46. This requires performing
electrical management, initiating and tracking implementation of facility requests, performing
safety inspections, and coordinating installation and removal of systems. While performing
facility management functions, the contractor shall adhere to the Center Operations Directorate
(COD) Facility Manager Handbook and the Roles of a Facility Manager located in Attachment J-
3, Technical Library. For other facilities where the contractor has responsibility for equipment,
but is not the facility manager, the contractor shall comply with safety and facility rules,
restrictions and guidelines.
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3.7.1 Facility Layout Drawings

The Contractor shall conduct weekly inspections of Building 46 to determine modifications o
the layout of the facility. Modifications observed during the weekly inspections shall be
compiled and documented in both the electronic and hard copy facility drawings. Facility
Layout Drawings shall be provided and maintained by the contractor as specified in DRD-18
(Facility Layout Drawings).

JETS 4



JSC Enabling Technology and Security (JETS)
NNJO4JAS3C

3.7.2 Electrical Management

The Contractor shall perform installation of new circuits for computer systems as required to
accomplish the work defined in the Task Orders. The Contractor shall coordinate and schedule
higher voltage (480 volts and above) circuitry work with the JSC COD Facility Engineering
Electrical Branch. Coordination and scheduling activities shall include initiating and tracking
facility modification requests for electrical work. Prior to installation or removal of server
systems or network devices, the Contractor shall perform power resource analysis 10 assure
proper electrical power balancing across power distribution units, uninterruptible power supplies,
and the overall grid system for building 46. The contractor shall also provide power distribution
drawings per DRD JETS-18, Facility Layout Drawings. The Contractor shall perform and record
monthly preventive maintenance (PM) on power distribution units, power panels, alarm systems,
as well as all security and safety lighting and cameras within the computer systems facility in
Building 46.

As defined in the Task Order, PM shall be performed as recommended by the equipment
manufacturer or vendor. The documentation of PM shall be on a format chosen by the contractor
and submitted electronically to the CO and COTR on a monthly basis in the contractor status
report (DRD-07). The Contractor shall also inspect and coordinate PM for air handlers and
Uninterruptible Power Supply (UPS) systems in Building 46.

1.7.3 Installation and Removal

The Contractor shall coordinate the installation and removal of systems and equipment.

Removal shall include deletion of all sensitive data. Installation and removal activities require
coordination with the COD Facility Engineering Electrical Branch, the property custodian and
Organizational Computer Security Manager (OCSM). Coordination is also required with system
administrators to assure compliance with the Server Operations Management Plan (SOMP),
including NASA tagging of equipment and cables, logistics of delivery, placement, or removal of
equipment. The Contractor shall coordinate and expedite all under floor work, including excess
cable removal. In addition, the Contractor shall be responsible for initiating, tracking. and
expediting facility work, including work performed by JETS, by COD or other parties.

3.8  Property Management

The contractor shall provide a Physical Inventory Plan (DRD-19) to describe the method of
administering Government property. The contractor shall conduct inventories for the
government property identified in Attachments J-8 and J-10. The contractor shall serve as
property custodian for the Installation Accountable Government Property identified in
Attachment J-10. '

3.7 JETS Metrics

The Contractor shall calculate and report, metrics in accordance with DRD-03 (Metrics Reports).
Prior to the beginning of the Government Fiscal Year (FY), the Contractor shall recommend for
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CO approval any changes to metrics to be tracked and reported during the upcoming FY. The
government will evaluate the Contractor’s performance in accordance with the following table:

Performance | Baseline Basic Option 1 Option 2 | Option 3
Standard
Systems Minimum of | Contractor | Contractor to propose. Contractor shall
Administrator | 13 servers to propose. | work to increase efficiencies during the
Productivity course of contract performance.
System Per J-7 Contractor | Contractor to propose. Contractor shall
Availability to propose. | work to increase efficiencies during the
course of contract performance.
**Customer Minimum Minimum Minimum Minimum Minimum
Satisfaction score of 4 score of 4 score of 4 score of 4 score of 4
out of 5. out of 5. out of 5 out of 5. out of 5.
License 100% on 100% on 100% on 100% on 100% on
Renewals and  time time time time time
Maintenance
Agreements

**Customer Satisfaction scores are as listed in DRD-03 (Metrics Report).

4. Period of Performance

The services in this Task Order shall be performed from October 1, 2007 through September 30, 2008.
5. Training

The Contractor shall propose training for personnel assigned to this task required to maintain
competency on the assigned systems. The Program Manager shall coordinate all training request
via e-mail with the TMR and provide e-mail notification to the COTR prior to expenditure of
funds.

6. Deliverables Required

The contractor shall provide the following contract deliverables per the frequency specific in
each specific Data Requirements Document (DRD): :

a. Provide status reports in accordance with the Contractor Status Report (DRD-07 Contractor
Status Report),

b. Provide Information Technology Security Plans and Reports as defined in DRD-14 (Information
Technology System Security Plans and Reports).

¢. Create and maintain a Capital Planning and Investment Control process. (DRD-02 Capital
Investment Planning).
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d. Create, modify, maintain, and report resource information in accordance with the Plan (DRD-04,
Resource Management Plan; DRD-20, Supplemental Cost Report; and NASA Procedures and
Guidelines (NPG) 9501.2D NASA Contractor Financial Management Report).

e. Provide re-procurement data in accordance with DRD-16 (Re-procurement Data Package).

f.  Provide wage and salary data per DRD-09 (Wage/Salary and Fringe Benefit Data).

4o

Report system and equipment performance in accordance with the performance management
plan required by DRD-11 (Performance Management and Capacity Plan).

h. Perform configuration management for all systems in accordance with the Information
Resources Directorate (IRD) Configuration Management Plan Document JSC 29173,

i. Perform system development in accordance with the IRD Project Lifecycle Guidelines, provided
in draft form in Artachment J-3.

j. Provide Backup and Restore reporting in accordance with DRD-21 (Server Backup, Restore &
Tape Usage Report)

k. Provide ECF Accounting reporting in accordance with DRD-22 (Systems Accounting Data
(ECF)

For all documents referenced in the JETS contract, the contractor shall adhere to the most current
versions unless otherwise specified

7. Special Requirements

None

8. Metrics

The Contractor shall complete and submit the deliverables above per the frequency specified in
each DRD. In addition, the contractor shall provide inputs to Contract Surveillance Meetings

scheduled by the COTR.

9. Total Cost Summary and Cost Phasing by Month

Cost: $XXK,XX.XX
Maximum Award Fee: $ X XXX,.XX
Total Cost: SXXKXXX.XX

Monthiy Cost Phasing - See Attachment 1
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Task Order Approvals
Task Order: JETS-PM08-01 - Program Management Office

Approved Technical Evaluation Received

Performance Period: October 1, 2007 — September 30, 20608

Funding Organization(s):

Task Order Valae: Cost: $ 876,003.56
Maximum Award Fee: $ 53416951
Total Cost: $ 92942047

Approved By: /a/:%« % / %ﬁfé\ /g%%%'f

J8€ JETS Budget Analy

Approved %A < %/

205 07

JSCIETS TMR Date
Ty
Approved By #&/ s ' - C;; ‘Sff”/[ 4 7
JSC JETS COTR Date
Approved By: = ‘& \ e Q } S\\Q /0}
[T Infogmation Technology Division Date /

Approved %\Zii&%m{ )%/éiw 'gfg/ 3’8’/ 0/
aie

JSC JETS Contracting Officer
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i Haiona! Aerorpulios and Spass Admimistration
tyndon B, Johnson Space Sonter
Houston, TX 7758

ORDER FOR SUPPLIES OR SERVICES

Fage 1of 4

1. Qrder No.
JETS-IM08-01
Ceontrach; NNJQLIASEC

NOTE: MARK ALL PACKAGES AND PAPERS WiTH ORDER NG,

Certified for Nafional Defense under DRAS {15 CFR 700 DO-C&

3. issuing Office:
NASA Johnson Space Certer, 2101 Nasa Farkway
Houston, TX 77058-3588

Tel Mo 2814834124
 E-mall.codv.oodev-1@nasa gov

4. Ship To
Transporiation Officer, Bullding 427
NASA Johnson Space Center
Housion, TX 77058-3608
Mark For. Accountable Property

Crder No.: JETS-1408-01

5 Contracior,

WME] Technologies, inc.

Afin: Linda Slaman

2825 Bay Area Boulevard, Suiis 300
Houston, TX 77058 -

Phone: 281-2835158 x Fax 281-283-8162

TN CAGE CODE:

6. Deliver On or Before: 09/30/2008
F C.B. Point Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
At LF231/Accounts Payable Group
Houston, TX 77058-3568
Order No.: JETS-M0E-01

2. Type of Order,

[] PURCHASE. Piease furnish the foliowing in
accordance with the conditions specified on this order.
Reference:;

DELIVERY: Except forthe Tenns and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number: NNJO4JAS3C

CTHERWISE NOTED.

8. Written acceptance of this order by contracter [I] 1is, [B] is not 10. Name Francss L Mahan
required. Bign beiow i required and return fo contracting officar. ,
Name:, {Person authorized fo sign)
. "y
Signature: Date: Signatu%:\'ﬁw e, i, / ]/&j{gy\ Date:%ﬁ/ o7
CONTRACTING OFFICER ¥
11. Schedule
TTEM o CUANTITY i uNET _ QUANEITY
i DESCRIFTION Srosren | UNT PRICE AMOUNT ACCEPTED
1 Network and Security Services 1 JOB 1,416 .631.81
Estimated Costi: § 1,330,382.73
Maximum Awand Fes: $ 8824218
Tota! Estirnated Cost and Fee: § 141683181
12. For JBC internal Use Only: 13 Total
Requisition No.. N/A 3 CoMP. ] PART. FPC:
: . $ 1,418,631.91
Rissue To: iT4/Nicholes H. Mesioh
4. Quaniities in “Quantity Accepted” Column Have Been
[7] INSPECTED 7 ACCEFTED 1  mECEVED
T CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS 8Y:

Authorized U.8. Government Represaniative Dazte

JEC Form: 1429 (Rev November 10, 2004) (MS Word August 1995)




JSC Enabling Technology and Security (JETS)
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1. Task Order Number/Title
JETS-IM08-01 — Network and Security Services
Technical Monitor Representative {(TMR)

[N

See Contracting Officer’s letter for TMR s for this task order.
Primary: John Flood/TM
Alternate: ~ Luoke Drury /IM

3. Narrative Task Descrintion

a. The Contractor shall be responsible for the daily operation of the systems identificd
below and as listed in the Information Resources Directorate (IRD) IT Inventory
Database as IT Security. Daily operation, as specified in the JETS Statement of Work
(SOW) Section 5.0, include the monitoring of system activity and performance, review
of logs, configuration changes and management (including user accounts), performing
system upgrades, reporting, system engineering, and ensuring documentation is
complete, accurate, and up-to-date. It is the Government’s intent to retain the PPTP
systems as a contingency capability in case of Pandemic events. The primary VPN
capability of ISC will be the Juniper IVE.

(1) Firewall Systems
(a) ISC Firewall Systems

Outer Firewall (Primary)
Outer Firewall (Secondary)
Inner Firewall (Primary)
Inner Firewall (Secondary)
DMZ Firewall (Primary)
DMZ Firewall (Secondary)
Lab/Development Firewalls

¢« & & & &

(b) JSC Firewall Support Systems

e Inner Firewall Log Server
* Quter Firewall Log Server

{¢) WSTF Firewall Systems

s  WSTF Firewall (Primary)
»  WSTF Firewall (Secondary)

(d) WSTF Firewall Management Server
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(2)  Content Monitoring and Filtering systems
{2) SurfControl
¢ SurfControl Application Server-1
» SurfControl Application Server-2
¢  SurfControl Database Server
{b) Websense (To be replaced by SuwfControl)
{c) NetContExt (Content Analyzer)
(d) URL Logging Systems

¢ URNNID
¢ URLCMS

(e) JSC Proxy Systems

s Proxy Appliance Primary
» Proxy Appliance Secondary
¢ Proxy Reporting Server

(3) Network Intrusion Detection (NID) systems
(a) RealSecure SiteProtector

IS8 SiteProtector Application Server

INS Core ISS Network Sensor

ISO Core ISS Network Sensor

INS Building 1 and Wireless ISS Network Sensors
INS Building 2 and Poldev ISS Network Sensors
PSNa and SIP ISS Network Sensors

JSCMAN and PIP ISS Network Sensors

WSTF ISS SiteProtector Application Server

o« WSTF Network Sensor

(b} Netscreen Intrusion Detection and Prevention (IDP)

*

IDP Management Server

INS Core IDP Network Sensor

INS Building IDP Network Sensor

ISO Core IDP Network Sensor

PIP/SIP IDP Network Sensor
Wireless/PSNa/JSCMAN IDP Network Sensor

(c) NID Consoles (Quantity 5)

. & & o
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4)

(6)

Traffic Capturing and Analysis

{a) INS Buildings TCP-Dump and IPView data collectors

(b} ISO Core TCP-DUMP and IPView dara collectors

{c) SIP/PIP TCP-DUMP and IPView data collectors

{(d) NetContExt-NTR (to be replaced by IPView)

IT Security Support systems

(a) Boundary Services Log Repository and Gateway System
»* Two RAID Cabinets

(b) Boundary Services Backup Log Repository, Gateway Server and TCP-Dump
Data Storage

* 6 RAID Cabinets
(¢c) JSC IT Security Forensics Repository
(d) ISCIT Security File share
(e) Security Data Warehouse (SDW)
¢ SDW Production
e SDW Development
* RAID Cabinet
JSC Scanning Systems
(a) Foundstone
» TFoundstone Enterprise Manager
+ Foundstone Database
s Foundstone Scan Hngines (Quantity 6)
(b) Linux Scanners
¢ SO Linux Scanner
¢ INS Linux Scanner
Consolidated Logging systems {Loglogic) Production Support and Operations
Requirements need to be developed in order to understand the scope of work
associated with the Consolidated Logging Project.
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Logl.ogic L.X2000
Loglogic LX2000
Loglogic 1.X2000
Loglogic 1.X2000
Loglogic 1L.X2000
Loglogic LX2000
LogLogic LX1000
Logl.ogic ST3000
Loglogic ST3000

(8) = JSC Remote Access Systems

*« & & © & & & &

e Point-to-Point Tunneling Protocol (PPTP) Server (Primary)

e Point-to-Point Tunneling Protocol (PPTP) Server (Warm Backup)
s Juniper IVE System (Primary)

o Juniper IVE System (Secondary)

(9) Public Key Infrastructure (PKI) systems

» Profile Server cluster node 1
e Profile Server cluster node 2
s JSCRA Laptop

b. The Contractor shall provide daily review and analysis of the firewall and other log files,

coordinating as required with the appropriate IRD Security personnel, associate
contractors, and the user community to identify and resolve security problems and
configuration issues. The Contractor shall provide support to the user community for
issues that are related to the IT Security Systems, including receiving and electronic
tracking of incoming calls and requests, handling related calls that are forwarded from
associate contractors, and working directly with end-users and associate contractors to
resolve user-reported issues. Based on the current environment, approximately thirty
(30) hours per week are required for the investigation and resolution of user-reported
issues. The Contractor shall make contact with the end-user within one (1) business day
of a reported issue.

The Contractor shall be responsible for the revalidating, development and testing of
Public Key Infrastructure (PK1) installation packages. It is estimated that approximately
six PKI packages (four quarterly-load packages, two special-purpose development
packages) will be required each year,

. The Contractor shall be responsible [or supporting network security scanning and

vulnerability assessment that includes:

(1) Reguiar network scans using the Foundstone, nmap, wireless and other scanning
tools as specified by the JSC CIO Office. The network vulnerability scanning is
to be performed per the quarterly requirements defined by the NASA OCIO
Vulnerability Reduction Guidance (updated yearly). This memo can be found on
the JSC webpage under the IT Security section, NASA UT policy & directives
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3)

4)

(5)

(6)

7N

(12)

Software and hardware configuration vulnerability scans on devices connected to
JSC networks and report results to the TMR.

The Contractor shall evaluate and develop a monthly scanning plan of all systems
and provide scan trend analyses.

Coordinate and conduct vulnerability assessments or compliance scanning in
support ol Certification and Accreditation (C&A) and report completion and
results to the TMR.

Scans on any new system installed at the Center, in support of web registration,
and on an ad-hoc basis due to security threats or data calls.

Network Mapper (NMAP) and wireless scanning will be performed monthly or as
determined by the IT Security Office.

Monthly full scans of all hosts with firewall rules allowing for access from
outside of the JSC address space.

Compile and report Quarterly Vulnerability results to NASA and JSC
organizations.

Coordinate and validate with Center Organizations to remove or mitigate
identified vulnerabilities.

Perform security scanning to identity and remediate vulnerabilities.

When directed by higher authority, all information systems determined {0 be
compromised either through unauthorized access or malicious logic will be rebuilt
from original media, patched, and scanned for compliance before reintroduction
to the JSC network. The Contractor shall support the scanning of systems that
have been rebuilt as required.

Ensure all Information Systems, networks, and devices are scanned semi-annually
at a minimum, including, but not limited to, seanning for vulnerabilities, poor
security practices, noncompliance, backdoor connections, unauthorized modems,
and unauthorized network connections; take actions to eliminate and report all
violations. ‘

e. Web Access and Forward Prbxy — The Contractor shall:

(D

(2)

3)

“)

Provide the capability and features that allow users to access in-house and
external web content via a Forward Proxy.

Provide operational and maintenance support for the JSC WebProxy system to
provide indirect Internet access to JSC institutional server systems for system and
application update purposed.

Provide the capability for caching and proxy to enhance information access and
performance.

Assist customer with web applications as required.
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(5)  Proxy all Internet access through a centrally managed access point and isolate
from other JSC or NASA Information Systems by physical or technical means.

(6) Manage the list of allowed systems and sites for the proxy system.
(7)  Manage the storage and organization of the resultant log files.

(8)  Provide the TMR with monthly reports on Internet use based on management
requirements.

(9)  Report Internet use abusc in accordance with NASA and JSC policy.

f. The Contractor shall be responsible for generating the following reports and providing
them to the TMR.

(1)  As part of I'T Security scanning activities, Ad-hoc reports in a format to be
determined by the IRD Information Technology (IT) Office of the CIO based on
the specifics of each individual security situation. The contractor shall deliver bi-
monthly reports.

(2)  Network security and wireless security audit reports electronically monthly.

(3)  The contractor shall submit monthly Security Data Warehouse (SDW) ad hoc
reports.

The Contractor shall assist the JSC CIO Office in the resolution of security incidents as
requested by the TMR to support IT security investigations and forensics analyses.

Bl

(1)  This includes providing all information such as log files, system configuration
information, and system backups that the Contractor manages on behalf of the
government.

(2) Provide analysis of IT Security logs and information as requested by the TMR to
assist in the identification and resolution of IT Security investigations.
(3) Reviewing NASIRC bulletins and providing data analysis.

h. The Contractor shall support and assist the IT Security Manager in the collection of
electronic data obtained from workstations as requested by the TMR. This data
collection is to only be done by the contractor as directed by the TMR using tools
supplied by the Government. The Contractor will have individuals trained by JSC on the

use of the JSC tools for electronic data collection. All data is to be turned over to the
government when collected.

1. The Contractor shall perform protocol studies to assist the CIO Office in determining
possible security issues as requested by the TMR.

(1)  This includes reviewing firewall log for a specified time period determined by the
TMR.

(2) Reviewing firewall rules associated with protocols.

(3) Reviewing other IT Security data sources.

JETS 6



JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

(4)  Provide presentations on the findings to the TMR and presenting to IRD IT
Security personnel.

The Contractor shall use the JSC IT Security Systems to assist the JSC Office of the CIO
i the resolution of virus-related issues. The Contractor shall be responsible for
processing alerts from the antivirus products (Symantec) and assisting users in the
resolution of virus-related issues on a daily basis. The processing of alerts will entail
verifying infection and /or origin of viruses. If an infection has occurred, the contractor
shall contact the user and Organization Computer Security Official (OCSO) for repair.
Notification to the user and OCSO should be done by phone and email.

Sample of Virus alert notification:

Symantec

Virus Name: Downloader.Trojan

Computer: “computer name”

Logation: D:\documents and settings\mwaid\Local Settings\Temporary Internet
Files\Contene.|ES\CROVEBF1\NETWIN\1].CHM

Requested Action: Clean

Actual Action; Quarantine

Date: 08/16/2004 Time: 01:59:57 PM

Source: Norton AntiVirus Corporate Edition

User Name: “domain userid”

The Contractor shall be responsible for the operations and maintenance of the Security
Data Warehouse (SDW) application. This includes loading data, performing data
integrity checks, and performing data validation, support ad-hoc reporting (described in
item 5¢). The contractor shall be responsible for adding new capabilities as directed by
the TMR to the SDW as workload permits. It is currently anticipated that not more than
10 new capabilities shall be implemented. The Contractor shall provide user support to
those stakeholders utilizing the data warchouse.

The Contractor shall prbvidc the following support:

(1)  Personnel onsite Monday through Friday 8:00 AM — 5:00 PM in order to
accomplish successful day-to-day operations.

(2)  24/7 on-call support for all security-related incidents which may adversely affect
the IT Security Systems or the JSC Institutional Networks. The 24/7 on-call
support shall be accomplished via a Government-provided Firewall Security Duty
Phone. If the contractor detects or is notified via Government provided
automated means (such as an e-mail or pager alert) of a potential security issue,
the contractor shall notify the JSC Office of the CIO by calling the IT Security
Duty Phone and coordinating as required with associate contractors.

(3)  Arrange, support or conduct meetings as requested (no more than one per month)
to inform the user community of upcoming IT Security Systemns capabilities and
events.
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(4)

M

)

)

(10)

(1

Provide technical expertise at IRD boards and meetings, such as the Network
Access Control Board (NACB) and the IRD Control Board (ICB). The NACB
typically meets once each week for one to three hours; the ICB typically meets
once each week for two to three hours.

Conduct or attend additional ad-hoc special NACB meetings and other working
group meetings.

As requested by the TMR with e~-mail notification to the COTR., perform security
awareness training, provide technical support, and share technical knowledge and
process improvements as needed to support the overall improvement of
Information Technology (IT) security at the Center. The Security awarencss
training provided shall include items such as brief overviews of training classes
and seminars attended, as well as wrip reports.

Provide inputs, as requested by TMR, for IT Security Systems documentation,
procedures (such as Red Book), schedules, project plans, budget planning, and
strategic planning.

Obtain the concurrence of the TMR and provide e-mail notification to the
Contracting Officer’s Technical Representative (COTR) to perform all scheduled
hardware and software upgrades, maintenance outages, and software patch
installations.

Coordinate with associate contractors for all applicable software upgrades,
maintenance outages, and software patch installations.

Provide inputs and technical assessment to the TMR for incorporation into the
Security Plan for the IT Security System, as specified in DRD-14 IT Security
Plans.

Maintain a configuration-managed architecture diagram of the IT Security
System, as well as a configuration-managed document listing the hardware model
numbers and serial numbers of all IT Security System components, applicable
software license codes, reboot procedures, backup procedures, restore procedures,
and the procedures to open maintenance trouble calls. All applicable data shall be
updated and maintained in the IRD Inventory Database.

Maintain configuration of the IT Security System devices in the IRD
Development Lab. Coordinate test activities with the IRD Lab managers and
TMR. Provide support to testing activities as requested by the TMR.

Record all activity associated with any IT Seeurity Incident, IT Security Tasking
in support of IT Security Incidents, and/or IT Security Investigations through the
IT Security Incident Tracking System (ITSITS) aka MANTIS.

m. The Contractor shall be responsible for maintaining the NFR-URL logging systems,
used for logging HTTP request information on the JSC institutional networks. The
contractor shall be responsible for managing the storage and organization of the resultant
tog files.
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0.

t.

The Contractor shall be responsible for managing the log collection systems; this
includes user creation, deletion, and the control of access to log entrics. The contractor
shall patch the systems with all vendor supplied updates and fixes. The contractor shall
be responsible for maintaining the end-user system configuration documents that
describe how to transmit and retrieve logs to and from the system.

The Contractor shall be responsible for network traffic and session summary logging at
the JSC institutional network boundaries. This includes managing the resultant peap
files, log files, file manipulation scripts, and administering the session summary
database. The Contractor shall maintain a web based graphical user-interface to the
session summary database.

The Contractor shall be responsible for maintaining the JSCIT Security Incident
Tracking system. The contractor shall support application configuration, user
management, and database maintenance for the system. This includes custom
configuration of the tracking system to support encrypted communications and
notifications.

The Contractor shall be responsible for maintaining the JSC IT Security Knowledgebase
system. The contractor shall support application configuration, user management, and
database maintenance for the system. The contractor shall support multiple instances of
the application as necessary to support all JSC IT Security functions.

The Contractor shall be responsible for network content management. This includes the
maintenance of network traffic content filtering and monitoring systems. The contractor
shall manage the databases used for logging and configuration and the scripts used to
extract and backup the daily system configuration.

The Contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the
Contract Management functions detailed in Statement of Work area 3.0 Contract
Management and Administration:

(1) Safety, Health and Environmental Compliance
(2)  Quality

(3} Records Management

{4) Work Authorizations

(5) Facility Management

(6) Property Management

7y JETS Metrics

The Contractor shall provide the items listed above (a-1, excluding 10a) for the IT
Security Services at WSTF which include:

JETS
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(1} TFirewall Systems

» Primary WSTF Institutional Firewall

s Secondary WSTF Institutional Firewall
(2) NID systems
(3)  Support systems

s BrightStore Enterprise Tape Backup System (StorageTek L40 Library) SDLT
320 Tapes
e  WSTF Institutional Firewall Management Station
s  WSTEF Institutional Firewall Log Processing
(4) SDW
® nmap scanning server
(5)  The Contractor shall maintain day-to-day operations as detailed above at WSTF,
(6)  As apart of contingency operation activities, the contractor shall be responsible
for operations of the IT Security System at WSTE.
(7)  Evaluate and develop a transition plan, including schedule, system requirements

and hardware requirements for migrating the current remote access capability at
WSTF, cumrently managed by ODIN, to a JET'S supported remote access solution

4. Period of Performance

The services in this Task Order shall be performed from October 1, 2007 through September
30, 2008. '

5. Deliverables Required

H

Inputs to the Security Plan for the IT Security System, as specified in DRD-14 1T
Security Plans.

b. Configuration-managed architecture diagram of the IT Security System.

¢. Configuration-managed docurnent listing the hardware model numbers and serial
numbers of all IT Security System components, applicable software license codes,
reboot procedures, backup procedures, restore procedures, and the procedures to open
maintenance trouble calls. The applicable items should be recorded and maintained in
the IRD Inventory Database.

d. Change control procedures and configuration management plan for the IT Security
Systemn. TMR approval required within 30 calendar days of Task Order start.

e. Monthly activity report.

. Monthly reports of IT Security Systems related calls and service requests

g. Scanning reports for each scan that is performed.

h. A memorandum as directed by the JSC Office of the CIO for each quarterly scan, web
registration, organizational and incident investigation scan that is performed. The
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appropriate IRD IT Security management signature shall be obtained for each
memorandum.

1. Network security and wireless security audit reports electronically to IRD IT Security
personnel.

§- Monthly reports of firewall requests.
6. Training

a. Traiming shall include annual attendance by one individual to the Network-+Interop
training/conference.

b. The Contractor shall coordinate all training requests via e-mail with the TMR and
provide e-mail notification to the COTR prior to expenditure of funds.

7. Special Requirements

The contractor shall utilize the JATS database to track action items pertaining to this task
order. The contractor shall evaluate the sensitivity of all data prior to submission into the
JATS online system. Data that contains sensitive information shall be processed by the
JETS Program Manager or Task Coordinator and shall not be entered into the JETS online
database.

8. Metrics

The Contractor shall provide monthly Customer Satisfaction and System Availability
metrics as specified in DRD-03 Metrics Reports. Availability metrics shall clearly contrast
a system’s availability with unscheduled and scheduled outages. In addition, the contractor
shall provide the following metrics monthly to the TMR:

e # of system DRs opened + closed per week (by category) on IRD IT Security systems

e #of customer systems configuration anomalies opened + closed (potential — customer
time to closure)

s Average # of firewall sessions. (Accepted + dropped)

e CPU utilization and through-put of firewalls

s Utilization of VPN servers by # of average, max, min simultaneous users (PPTP,
Juniper IVE)

+ SurfControl
o # of blocked attempts per category
o # of hits + # of users and utilization of other categories (Top 20 )
o # of hits + # of users + # of bytes transferred

9. Total Cost Surnmary and Cost Phasing by Month

TBD
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1. Task Order Number/Title
JETS-IM08-02 — Technical Assistance
2. Technical Monitor Representative (IMR)

Primary: Ric Slater/IM
Alternate: Polly J. Steele/IM

3. Narrative Task Description

The Contractor shall maintain adequate personmel onsite Monday through Friday 800 AM ~
5:00 PM in order to accomplish successful day-to-day operations as detailed below.

The Contractor shall be responsible for supporting IRD Management tasks and activities, in
accordance with JETS SOW area 6.0, including, but not limited to the following:

a. Exhibit 300 Support
The Contractor shall support both JSC and KSC in activities resulting in passbacks for FY09
from OMB. This will include addressing and correcting issues brought on by submitted data.

The Contractor shall be responsible for consulting on the FY 10 Exhibit 300s that will be
representing JSC to NASA Headquarters and if necessary, the Office of Management and
Budget. The Contractor shall be responsible for quality control review on all of the associated
documentation and submittal. This task is for consultation only and does not include data entry
into Pro-Site. :

1) The Contractor shall assess the Johnson Space Center (JSC) and Kennedy Space
Center (KSC) organizations’ developed Exhibit 300s for a comprehensive product
(preliminary review with comments and recommendations, and offer best practice
solutions, where needed). The Contractor shall provide recommendations on the
preparation and integration of a comprehensive submittal to NASA Headquarters.
The Contractor shall provide additional Exhibit 300 review support and additional
recommendations in response to NASA Headqguarters review and various ad hoc
inquires through submittal and pass-back process with Office of Management and

Budget (OMB).
2} The 7 planned Exhibit 300s for JSC SOMD include:
a. Flight Operations
b. Integrated Planning System
c. Mission Contro] Center
d. Software Development/Integration Laboratory, JSC
e. Space Shuttle Program Flight Software
f.  Space Shuttle Program Integration

g. Space Station Production Facility
3) The support for the SOMD Exhibits at JSC do not require any travel.
4) The 4 planned Exhibit 300s for KSC includes:
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KSC Space Shuttle Program Ground Operations

Launch Control System

Integrated Logistics

Shuttle Processing Support

» Tm support for the KSC Exhibits may require travel.

6) 'The contractor should plan for the development of two new Exhibit 300s for SOMD;
one of which is for JSC and the other KSC. As requirements for Exhibit 300s vary
based on the phase the proposed investment is in of the investment life cycle (e.g.,
development, steady state or mixed lifecycle), the complexity and level of effort of
the Exhibit 300 would be greater on investments in the development stage versus
steady state.

7) The planned Exhibit 300s for ESMD are not currently defined. If requirements are
added to include the development of Exhibit 300s for ESMD, it will be completed
through a modification of this Task Order.

jp o T

b. IRD administrative support
The Contractor shall be responsible for administrative support for IRD meetings, including, but
not limited to the:

Weekly
. Network Access Control Board (NACB)

Bi-weekly
. Application Control Board (ACB)

Monthly (or as needed)
. Birds of a Feather (BOF)
. Organizational Computer Security Officials Meeting (OCSO)
. Information Technology Steering Council (ITSC)

The Contractor may be requested to support ad hoc meetings which will be coordinated with the
TMR or Alternate TMR on a case by case basis.

The Contractor shall be responsible, at a minimum, for creating agendas (through civil servant
input); writing minutes, posting approved minutes, tracking action items; supporting the
definition, documentation and implementation of process flows and charters for the supported
IRD meetings.

The Contractor shall also be responsible for tracking data related (o management support such as
the timeliness of handling customer funded Change Requests (CR’s). CR processing shall be per
the IRD Configuration Management Plan, JSC 29173, The IRD CM Plan can be found at the
following link; http://stic.isc.nasa. gov/dbase/iso9000/docs/IA/master.htm, For JATS, the
Contractor shall be responsible for entering and tracking actions received from the CIO’s
Actions Registry.

c. Network Access Control Board (NACB) Support
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The Contractor shall be the primary focal point with the various Service Request (SR) writers
and customers for NACB information and processes. The Contractor will work with customers
in helping them understand and follow the processes defined by the NACB including, but not
limited to:

1. Describe minimum technical requirements for SRs that come through the NACB
10 customers

2. Coordinate interaction between customers and NACB board members regarding
technical requirements for the Service Request (SR).

3. Coordinale with Customers and NACB voting members for time critical Service
Requests (Known as Type II SR’s)

4. Manage the NACB SR database (includes agenda, minutes, eic.)

5. Review all NACB SR’s and referenced IT Security Plans to ensurc that the
requested service has been appropriately documented within the organization IT
security plans.

6. Re-scheduling SR’s with interim approval to return to the N\ACB

The Contractor shail be responsible for the enhancement and maintenance of NACB tools,
including the Service Request (SR) expiration process.

d. Website Registration Process for JSC
The Contractor shall be responsible for the website registration process. Specifically:

1. Enhance & manage Web site registration system and process

2. Act as the primary interface between customers and the Applications Control
Board (ACB) by helping them to understand the website registration policy and
processes.

3. Manage user accounts on LIFT Machine (Server based tool for checking 508
compliance in Web sites)

4. Review and provide recommendation for approval of the LIFT scan results for

Web site registrations

Ah-hoc reports

6. Track and report center’s progress toward 100% of the yearly website
registrations.

 a

The Contractor shall be responsible for the enhancement and maintenance of tools, including the
JSC Web Registration process and the migration of JSC data to the agency solution for tracking
website registration.

The Contactor shall track monthly metrics associated with website registration including:

a} Number of accounts on the LIFT machines

b) Number of website awaiting registration

¢} Number of websites completed registration process

d) Number of websites awaiting registration due to export contrel signoff
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e Supporting IRD’s change management process.

The Contractor shall be the IRD central “clearinghouse” for routing, tracking and providing
status on all CR’s submitted to IRD, including determining the intended control board or
management forum, and tracking associated actions. CR processing shall be per the IRD
Configuration Management Plan, ISC 29173,

f. IT Security Policy Waiver tracking and reporting

The Contractor shall be the IRD central “clearinghouse” for routing, tracking and providing
status for all IT Security related waivers submitted to IRD, including refining the IRD waiver
process (http.//ird.js¢.nasa.gov/it_security/Process/Default.htm), creating common templates,
determining the appropriate review authority, and tracking associated actions. The Contractor
shall be responsible for the enhancement and maintenance of tools provided by the government.

g, CPIC support

The contractor shall support the JSC CPIC process by working with JSC organizations to collect
the needed ITPOP data, entering the data collected from center organizations into the agency
ProSight application, verifying the accuracy by reconciling Prosight fields to input sources, and
understanding the formulas upon which calculated fields are populated. The data will be entered
from spreadsheets and other types of reports. Coordination with HQ and Center personnel is
required to clear up discovered discrepancies.

h. IRM Planning support

The contractor will support the JSC I'T planning process by working with the JSC organizations
to develop their yearly IT plans in conjunction with their CPIC inputs. Once the IT plans are
submitted and approved by the JSC CIO, the contractor will track the organizational adherence
with the plans during the rest of the year. The contractor shall maintain accurate records of the
CRs that are routed thru the office.

i. - Privacy Act support

The contractor shall support the center in the development, submittal, and management of
Privacy Act Assessments (PAAs). The contractor will assist customers with completing their
Privacy Impact Assessments (P1As), archive completed PIAs, and assist the JSC Privacy Act
Manager (PAM) with completing data calls from HQ by developing the needed questionnaires
and other data sources, coordinating with JSC organizations in supplying the resulting data,
consolidating the final data into a JSC report for final approval by the JSC PAM and ClIO.

J IT asset tracking support

The contractor shall work with the JSC IT Asset Manager to support data calls, maintain the data
in the ITAM portal web-based application, draft quarterly updates of the software inventory,
determine organizational allocations of invoices quarterly, track PRs and POs generated by the
organizations to pay for software licenses.
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k.

Technical Assistance for Organizations

The intent of the required tasks described in this section is to have the contractor take
responsibility for the nccessary actions to cnsurc the organization’s systems are in compliance
with IT security requirements. This includes:

L)

2)
3)

4)

identifying and documenting existing controls;

identifying additional controls and procedures required to satisfy IT security
requirements;

developing security plans, risk assessments, and contingency plans to address any
identified risks; and

ensuring that the systems are in compliance with IT security requirements.

The contractor shall provide technical and administrative support for information technology
activities and infrastructure for the following JSC organizations

.

b.

e p o

AA ~ Office of the Director

a. AB - Office of Deputy Director of JSC

b. AC - Associate Director (Management)

c. Al - Office of Equal Opportunity and Diversity
d. AL - Office of Chief Counsel

AD — External Relations Office

a. AE — Education Office
b. AP - Office of Communications & Public Affairs
¢. AT - Technology Transfer & Commercialization Office

AH — Human Resources Office

JA — Center Operations Directorate
BA. - Office of Procurement

RA — White Sands Test Facility

Tasks include:

1)

3)

Represent the organization to the JSC Information Resources Directorate in all
matters relating to IT security, development of 1T As with IRD, implementation of IT
security upgrades and changes to systems operated by the organization. This includes
the normal OCSR duties and representation at required I'T meetings and boards to
assure compliance with all IT security and reporting requirements.

Prepare responses for data calls, annual IT Plans, inventories of systems and similar
activities for IT systems operated by the organization. (Security OCSR, Capital
Planning Investment Control (CPIC), 1T Planning, etc.}

Develop a detailed understanding of the function and operating details of the
information technology systems maintained by the organization. Apply expertise in
information technology and knowledge of IT management requirements to ensure that
the organization is responsive 1o all IT reporting and IT security implementation
requirements, deveioping and shepherding through the approval process all of the
organization’s IT plans for C&A (Certification and Accreditation).

JETS
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4) Establish system security baselines and maintain responsibility for ongoing
monitoring of security controls for organization’s IT systems, assuring a continuous
state of compliance with all IT security regulations and requirements.

5) Provide petiodic reports to organization managers on the state of regulatory
compliance, plan development and approval status and significant issues relating to
IT management.

OCSR’s do not have the policy-making role and responsibility of an Organizational Computer
Security Official (OCSO) because they are not a civil servant. The OCSR is to provide
assistance in creating and implementing policy; however, organizational management must
approve policy. OCSR tasks include, but not limited to the following:

The Contractor shall be responsible for performing OCSR tasks and activities, in accordance
with NPR 2810, as revised and JETS Statement of Work (SOW) Section 6.0,

1) Developing a management control and comrmunications process to ensure that
the organization’s I/T security program is implemented consistent with the
current edition of NPD 2810.1.

2) Serving as the organization’s representative to the JSC I/T Security Committee,
representing the organization’s director or office chief on all I/T security
matters, and coordinating that organization’s vote on matters of I/T security
policy.

3) Reporting suspected I/T security incidents to the ITSM and the organization’s
director or office chief. :

4) Reporting periodically to the ITSM and the organization’s director or office
chief on the status of I/T security planning in that organization.

5) Reviewing annually the IT Security Plans for the organization’s systems.

6) Submitting electronic and printed copies of each I/T Security Plans to the
ITSM. If the contingency plan is sct out in a separate document, that document
must also be submitted to the ITSM since it is an integral part of the security
plan.

7) Serving as the organization’s representative to the Network Access Control
Board unless the organization has named another individual to be the
representative.

L Contractor Support for MFR 137

The intent of the required tasks described in this section is to have the contractor take
responsibility for tracking the organization’s systems in compliance dispositioning listed
equipment to meet ISC’s goals for MFR137. The support includes the developing and tracking
of organizational and center metrics used as monthly reports to the ITSC and quarterly reports to
JSC Management Council on organization adherence to the MFR 137 transition.

Support is requested in order to perform the following functions:
o Validate disposition data entered into the Government reporting tool by
1) Verifying that waiver numbers submitted match the associated systems and that the
waiver has been approved
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2)

3)

Verifying that Out of Scope form numbers submitted match the associated systems
and that the Out of Scope form has been approved
Verifying that ODIN seat numbers submitted match the associated systems

* Providing charts for each of the five reporting periods. There will be a chart associated
with each JSC organization and contract in addition to two overall JSC status charts. The
organization/contractor charts will map their actual progress 1o the plan submitted as an
initial step in the transition process. The two overall JSC charts will show the center's
progress compared against (1) a straight line progress--20% dispositional each quarter,
and (2} the conglomeration of the organizations/contracts' initial plan.

m. Management Functions

The Contractor shall perform all the management functions, including technical and business .
management, necessary to plan, implement, track, report and deliver the required services
described tn this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

W W L L)

I

")
NS = N A SO S AL

b

Safety. Health and Environmental Compliance
Quality

Records Management

Work Authorizations

Facility Management

Property Management

JETS Metrics

4. Key Schedule Milestones / Completion Date

The services in this task order shall be performed from October 1, 2007 through September 30,

2008.

5. Deliverables Required

Comprehensive analysis of Exhibit 300s for completenéss and quality including
assistance in interpreting OMB (Office of Management and Budget) and NASA
Headquarters guidance and providing suggested boiler template language to
organizations for Exhibit 300s.

The deliverables consist of analysis for multiple completed Exhibit 300s and
supporting documentation.

Agendas, minutes, action item reports for supported meetings

Draft process flows and charters for supported activities

The contractor shall provide weekly status to the Deputy Chief Information Officer
(D-CIO) to address potential changes in assumptions and methodology, current
accomplishments and finding, and external issues that may hinder the advanced
development. ’

Monthly report on the Number of accounts on the LIFT machines.
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® Monthly report which integrates the ODIN Patchlink and the organizational reports
for Patchlink waived systems into a final report describing the state of patches for the
center based on the patch management objectives for that month.

® Draft of a monthly memo from the JSC CIO to the Agency CIO documenting the
patch status each month,

® Periodic status to ITSM on organization’s security plans
® Monthly and Quarterly MER 137 Metrics for the prospeciive boards.
® Security Plans for organization’s that are covered by Section k
¢ Section k - Complete systems certification and accreditation documents, control
validations, and the required submission package. This should include:
L. 1T Security control check list, using NIST 800-53, with system control
validations and detailed control narratives
2. Process analysis and procedures development to address any identified 1T
security control weaknesses
3. Risk assessment to identify organizational mitigated risks, accepted risks,
and residual risks
4. Development of a security plan for each system with detailed system
control baselines with reference to evidence
5. Applicable contingency plans
6. Applicable system development life cycle plan
7. Ongoing monitoring plans to ensure the organizational systems are in
compliance with quarterly and annual certification requirements
6.  Training

The Program Manager shall coordinate all training requests via e-mail with the COTR or his/her
designee prior to expenditure of funds.

7. Special Requirements

The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The Contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information can be processed

outside of the JATS system.

Expert knowledge of and skill in using the Microsoft Office suite with emphasis on Excel and
Access 1s required.

Knowledge of and skill of NASA Information Technology Security Requirements and policies.

Extended hours may be required and should be coordinated with TMR. Approval of over-time
can only be provided by the Contracting Officer.
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Travel may be required under this task order to assist in the development of the Exhibit 300
documentation. The Contractor shall anticipate three one-week trips to NASA Kennedy Space
Center.

Travel may be required for two one-week trips to NASA Kennedy Space Center for participation
in the annual IT Asset Management Conference and one one-week trip to the Glenn Research
Center for the annual Privacy Act Conference.

&, Metrics

4. 100% On-time delivery of products per the due dates specified in referenced CPIC and IT
POP processes.

100% meeting coverage.

Completed analysis of Exhibit 300 Submittals, '

LIFT accounts created with 24 hours of receiving request 99% of the time.

Posting of meeting actions two working days after meeting 95% of the time.

Meeting minutes shall be available 2 working days after the meeting for NASA approval.
Posting of meeting minutes two working days from NASA approval 95% of the time.
100% On-time delivery of Organization Security Plans.

ge T oL oo
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9. Total Cost Summary and Cost Phasing by Month
Cost:
Maximum Award Fee:

Total Cost:

Monthly Cost Phasing — See Attachment 1
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Task Order Approvals
Task Order: JETS-IM08-02 ~ Technical Assistance

Approved Technical Evaluation Received

Performance Period: October 1, 2007 — September 30, 2008

Funding Organization(s):

Task Order Value: Cost: $ 803,870.91
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Total Cost: $856,474.37
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/5C IETS Budget Aral Daté
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"Date
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1. Task Order Number/ Title
}'ETS-OPSOSJT’O[ - Systern Administration and Sustaining Engineering
2. Technical Monitor (TMR)

Primary: Ruben Reyes (IT4)
Alternate: Juan Galvez/ Hector Saenz (IT4)

3 Narrative Task Description

The Contractor shall perform system administrative and sustaining engineering functions on
IRD-managed systems as identified in the Information Resources Directorate (IRD) Inventory
Database and in accordance with JETS Statement of Work (SOW) areas 4.2.1, 4.3.1, and 4.3.3.
The contractor shall use best practices, as defined by leading software manufacturcrs such as
Microsoft, Sun, Red Hat, etc, to maintain these systems at their optimal performance, maximum
availability, and security integrity.

The contractor shall be tesponsible for adding and deleting systems from the IRD Inventory
Database. The contractor shall be responsible for maintaining the accuracy of the data in this
database and notify the Government of any discrepancy. All changes to the database shall be in
accordance with baselined IRD configuration control documents, JSC 29173, IRD Configuration
Management Plan, o '

The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM -
5:00 PM in order to accomplish successful day-to-day systems administration functions.

The systems noted in this task order may be located within IRD or organizations located on-site
at the JSC facilities.

3.1 Subtask 4.2.1 Systems Administration

3.1.1 Production/Development Systems
The Contractor shall perform the following system administration functions:

User account (USERID) administration

Shared folder setup

Access control rights management

Daily review of system/sccurity logs for issues. If a security issue is discovered, the
contractor shall immediately notify, by phone, the TMR, the IRD OCSM (organizational
computer security manager), the COTR, and the IT Security Manager (ITSM) and follow up
by email

0O 0 00
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Data transmission among systems

Creation and deletion of network printer queues

System and data backups/restores

Virus protection and scans. The system administrator shall ascertain that systems, assigned
to them, are patched against the latest vulnerabilities identified by the IRD Security Office
prior to the quarter]ly scan.

The contractor shall perform problem identification/resolution and root cause analysis in
accordance with IRD’s corrective action process

Hardware and software upgrades (including operating systems, security vulnerability
repairs), as well as the installation, configuration, operation and maintenance of all assigned
software pertaining to Microsoft (MS) Windows Server software (such as NT, 2000, 2003,
ete), ORACLE, Prolntralink, NetlQ AppManager, Apache, MS SQL., MS IIS, Linux, and
Unix systems

Contractor shall be responsible for system retirements, including removing and cxcess old
equipment. Contractor shall be responsible for the replacement system build and deployment.
Any hardware/software acquisition may be initiated under a separate task order or task order
revision.

Comply with all current JSC IT policies and procedures, including JSC 29638, the Server
Operations Management Plan (SOMP) , JSC 29788, General Operating Procedures (GOP)
for B46 Cenfral Computing Facility , and IRD’s Project Management and Configuration
Management procedures

Ensure that IRD management approves all information disseminated external to IRD;
Maintain system performance of all systems in accordance with the performance and
dvailability requirements identified in the Information Resources Directorate (IRD) Inventiory
Database

Maintain a thorough understanding of existing and emerging 1T/Internet technologies by
training each system administrator in server related classes

In comphiance with NASA Security policies, a requirement for continuous monitoring of C&A
systems will be performed on a monthly basis. A monthly meeting will be called to review the
security controls. Meeting minutes and presentations will be developed and reported to the IT
security office. Refer to NIST-800-37, paragraph 2.7 for further information.

3.1.2 IRD Lab Systems
The contractor shall perform IRD lab management duties. The duties are as follows:

s & =«

Act as the primary contact for management of the laboratory environment

Load OS on servers/desktops.

Patch OS servers/desktops.

Manage and update antivirus software on all systems.

Instail/Maintain CIS Benchmarks on all required devices.

Maintain tape backups of servers/desktops that currently require this service. (as specified in
Lab Request Form). This includes managing data backup application and tape rotation.
Perform troubleshoot, repair (Call-in) and track hardware and software (O/S) problems
(excluding software applications).
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¢ Coordinate any planned power and network outages with users.

e Manage the Lab software repository

Track all lab activities in Government-provided database

Report lab activitics on a monthly basis.

Generate Lab Metrics report.

Once it is no longer needed, excess old equipment.

Manage and schedule Lab resources in conjunction with TMR (TMR determines prioritics)
Assure all lab systems pass quarterly security scans

Coordinate network testing with Lab Network Manager (IT2)

L]

.« & * ® » @

The system availability and return to service metrics for the lab systems will be relaxed and any
failure will be worked on a best-effort basis. Generally, hours of operation are from 8:00 am
until 5:00 pm, Monday through Friday. After hours support will be limited to network or power
outages where certain systems will required to be brought back up after the outage.

3.2 Subtask 4.3.1 Systems Sustaining Engineering

The Contractor shall provide sustaining engincering for all systems identified in the Information
Resources Directorate (IRD) Inventory Database. For hardware systems and stand-alone
equipment, sustaining engineering shall include preventive maintenance and repair, ordering of
replacement parts and spares. and systern software and firmware updates under existing
maintenance warranties or Government-provided maintenance contracts.

The Contractor shall be responsible for coordinating, as required, with associated contractors to
ascertain potential impacts to the applications that are running on the IRD-managed systems and
to obtain TMR concurrence with an e-mail to the COTR for all scheduled hardware and software
upgrades, planned maintenance outages, break-fix repairs, and software patch installations. The
contractor shall provide patch management for all systems in accordance to I/T security
requirements and SOMP guidelines.

The Contractor shall provide online system status for all systems managed under this task order.
The Contractor shall provide full administrator level access to the Government and authorized
contractors for all systems managed under this task order as approved by the COTR or his/her
designee.

The Contractor shall maintain server and peripherals data in the IRD Inventory Database. This
includes all required fields of the database, which include server name, location, IP address,
point of contacts, NASA Equipment Management System (NEMS), and service tags or serial
numbers of all equipment in the system.

The contractor shall ensure that the server monitoring agent remains operational (i.e. collecting
data, generating events, monitoring server health, communicating with the server monitoring
infrastructure) on all JETS managed servers having that agent installed. In the case where agent
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issues involve the monitoring infrastructure, then JETS shall coordinate with the monitoring
infrastructure administrator.,

3.3 Subtask 4.4.1 Systems Problem Resolution

al
The Contractor shall perform and report problem resolution in accordance with JSC corrective
action procedure System Level Procedure (SLP) 4.14. The Contractor shall track, resolve, and
report on anomalies associated with systems.

The Contractor shall coordinate outages with affected customers as per the IRD standard
notification process as outlined in the Server Operations Management Plan (SOMPY), JSC--29638
document,

The Contractor shall coordinate changes to the system configurations, with respect to C&A, with
the ISSO and OSCO. Configuration changes shall be documented for inclusion in the security
plan updates.

The Contractor shall attend weekly status meetings with the COTR or his/her designee. These
meetings will status the previous week’s accomplishments, next week’s planned tasks, and
technical, personnel, and budget issues. Corrective actions, if warranted, for issues shall be
discussed during this meeting. On the first weekly meeting of the month, the performance
standards, depicted m paragraph 3.7 of the SOW, shall be discussed along with plans for
improving the standards.

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the Contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality

3.3  Records Management

3.4  Work Authorizations

3.5  Facility Management

3.6  Property Management

3.7 JETS Metrics

4, Performance Standards
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A system administrator shall be required to demonstrate knowledge appropriate for those tasks,

This demonstration, referred to as the NASA System Administrator Security Certification, is a

NASA funded two-tier assessment to verify that system administrators are able to:

+ Demonstrate knowledge in system administration for the operating systems for which they have
responsibility,

¢ Demonstrate knowledge in the understanding and application of Network and Intemet Security.

Certification is granted upon achieving a score above the certification level on both an Operating
System test and the Network and Internet Security Test. The Certification earned under this
process will be valid for three years. The NASA Chief Information Officer (CIO) has established
the criteria for this skills assessment. The objectives and procedures for this certification can be
obtained by contacting the IT Security Awareness and Training Center at (216) 433-2063. The
contractor shall register all system administrators through the IRD Organizational Computer
Security Manager (OCSM).

System Administrators shall also comply with personnel security investigations requirements as
specified in JPG 2810.1. The Contractor’s system administrators shall acquire IT security
training in accordance with the JSC Policy Directive (JPG) 2810.1, JSCIT Security Handbook.

5. Training

The Contractor shall propose training for system administrators to maintain competency on the
assigned systems. The Program Manager shall coordinate all training request via e-mail with
the TMR and provide e-mail notification to the COTR prior to expenditure of funds.

6. Period of Performance

The services in this task order shall be performed from October 1, 2007 through September 30,

2008.

7. Deliverables Required

For systems identified in the Information Resources Directorate (IRD) Inventory Database, the
contractor shall develop and maintain all deliverables and documentation as required by the
SOMP.

The Contractor shall provide a physical inventory plan per DRD 19.

The Contractor shall provide facility layout and power distribution drawings per DRD 18.

The Contractor shall provide status reports per DRD 07.
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The Contractor shall provide system accounting data as described in Systems Accounting Data
(ECF) (DRD-17) to be collected and summarized by user, organization, and program supported.
Additionally, the MSC/NASTRAN application shall be tracked in the same way.

The Contractor shall provide a hunicane plan per DRD 22.

The Contractor shall provide metrics report per DRD 03.

The Contractor shall provide performance management and capacity plan per DRD-11.

The Contractor shall update and submit security plans for approval per DRD 14.

8. Special Requirements

At the direction of the TMR or COTR, work duties may be prioritize to satisfy an emergency
customer need. For cxample, installation of an emergency security patch for all servers by a
certain timeframe. This waives the three day customer notification requirement.

The Contractor shall utilize the JSC Action Tracking System (JATS) to wack action items
pertaining to this task order. The contractor shall evaluate the sensitivity of all data prior to
submission inta the JATS system. Data that contains sensitive information may be processed
oulside of the JATS system.

9. Metrics

The Contractor shall provide monthly metrics on Customer Satistaction, System Administrator
Productivity, System Availability, data restore time, time to repair hardware, and time taken to
return to service as specified in DRD-03 Metrics Reports. Availability metrics shall clearly
contrast a system’s availability with unscheduled and scheduled outages.

Definition of the availability metric uses the following formula:

Principal Period of Performance (PPP) less unscheduled outages (UO) quantity divided by
Principal Period of Performance

or
Availability = (PPP-UQ)/PPP).
10.  Total Cost Summary and Cost Phasing by Month

Cost: $
Maximun Award Fee: 3
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Total Cost:

o5

Monthly Cost Phasing — See Attachment 1
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Task Order Approvals
Task Order: JETS-IT08-01 — System Support

Approved Technical Evaluation Received

Performance Period: October 1, 2007 — September 30, 2008

Funding Organization(s):

Task Order Value: Cost: $ 2,336,076,79
Maxlmum Award Fee: § 15459187
Total Cost: £2,490,672.93
Approved By: /% //9 %ﬂp‘/ | A @ Sev 7
JETS Budget Analy&t Dafe
Approved By: (ZW C}?"’" 2 &~0 ?
JSC JETS TME/ Date
Approved By: % s / CQC? i‘f’f‘d ?‘7
1SC JIETYCOTR Date

Approved By, {5

o ——_—
- ? N k?D; 7

Information Technology Division ate

Approved By, é{ﬁm ag w\% ﬂ Mb\w @ / 2§ / 07

JSC JETS Contracting Officer "Date
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Matiorel Aerorautics anc Space Adminisiranon
Lyndon B, Johnson Space Center
Housten, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of 1

1. Order No.
JETS-IT08-01 Rev. 1

2. Date of Order
See data in block 10

NOTE: MARK ALL PACKAGES AND PAFPERS WITH ORDER NO.

Contract: NNJO4JAR3C

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. lssuing Office:
NASA Johnscn Space Center, 2101 Nasa Parkway
Houston, TX 77058-3695
Org./Buyer Mattenia Anumele

Tel No.: 261-483-4144 Fax: 281-483-4173
E-mail.  matrenia.ranumele@nasa.aov

4. Ship To:
Transportation Officer, Building 421
NASA Johnso
Houston, TX 77058-3696
Mark For: Acgountable Property

Space Center

Order No.; JETIS-IT08-01 Rev. 1

5. Contracior:

ME! Technclogies, Inc.

Attn: Linda Slaman

2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

8. Deliver On or Before: 09/30/2008

F.Q.B. Point: Destination

Discount Terms: Nét 30 Days.

Phone: 281-283-8156  x Fax: 281-283-6162

TIN: CAGE CODE:

7. BILLING ADDRESS:

NASA Johmson Space Center

Attn: LF231/Accounts Pavable Group
Houston, TX 77058-3696

Order No..JJETS-1T08-01 Rev. 1

8. Type of Order: .

[] PURCHASE: Please furnish the following in
accorcance with the conditions specified on this order. -
Referencs:

DELIVERY: Bxcept for the Terms and Conditions of Purchase

Order listed on
instructions cantained on this form and is issued subject to the
terms and conditions of contract number. NNJ04JAS3C

the foliowing page, this delivery order is subject to

8. Written ecceptance of this order by contractor [ 1is, [Bd ] is not 10. Name: Frances L. Mahan
required. Sign below if required and return to contracting officer.
Name: . Person authorized to sign) S
— , T 50
Signature: Date: Signatuter. &7l g S A Daters Gl
CONTRACTING OFFICER f”
11, Schedule
ITEM QUANEITY . UNIT QUANTITY
O DESCRIPTICN ORDERED UNIT PRICE AMOUNT ACCEPTED
1 System Suppont 1 JOB 71,971.82
This task is added to meet the recuirements for COD Servers
SR#111049 as proposed,
TO Value: Was: This Action: New Total:
Est. Cost: § 2.336,076.79 § 57,641.85 §2,403,718.45
Max. Award Fee: $ 15459614 § 433026 S 15892840
Total Est. Cost & Fee: § 2.480,672.93  § 71,971.92 5 2,502.644.85
12. For JSC Internal Use Only: 13. Total
Requisition No.: N/A (J comp. [ PART. PPC
. . $ 7187152
Rissue To: T4/Hecolor Saenz,
14, Quantities in "Quantity Accepted” Coiumn Have Been
[T1 iNsPECTED [[] ACCEPTED [  RECEVED
TO CONFORM TO THE CONTRACT,
ACCEPTANCE Wil BE AT JSC UNLESS BY:

OTHERWISE NOTED.

Authorized U.S. Government Representative

__Date

J8C Farm 1428 (Rev November 10, 20045 (043 Word August 1965}
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ORDER FOR SUPPLIES OR SERVICES
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2. Date of Order
See dute i block 14

1 Order No
JETSTOSDY Rev 2

NOTE: MARK ALL PACKAGES ANE PAPERS WITH ORDER 8D

Contrach MNMNIDAIAAAC

Cembied o Natonal Defense uadar DEAg (15 CFR '?ffl)} D00 i

4. issuing Dffica:
NASA Johngon Space Center 23101 Nasa Parkway
Houston, TR 770583606

Crg Buyer. Bl2Humas Rangel

Fax 81

D el NG 281.244-6802
D E-matt nomers aanger ffhnass gov

4 ShpTo

Transportation Offices, Buitding 421
NASA Johasor Space Centar
Hagston TX 77958-3606

Mark For Accountable Proparty
Order No - JETST0R01 Rev 2

5 Contragtorn

MET Technologies. Inc.

2525 Bay Ares Boulevard, Sate 300
Houston, TX 77058

8. Dehver On or Before Q@i

Bag

Discount Terms: Net 30 Days

Phong 381-283-6013  x Fax ZBLZRL61M

7. BHUNG ADDRESS

NASA Johnson Space Center
Atin LE23VAccounts Payable Group
Houston, TX 77058.3696

OTHERWISE NOTED,

SYC o 1AZS tHew Movambe () 20041 ME Worg A mamt 1955

nivit FRegrasentaive Data

TN CAGE CODE Grcdar No. JETS-ITO8.-01 Rev 2
i
8 Type of Order
{1 PURCHASE: Plaase furmish the following in DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the condiions spucfied on this arder Qrder hsted un the ollowing page. this delivery order is subject 1o
Reference: instructions contained on this form and is issued subject o the
terms and conditions of contract number: NNJO4,IAL3C
9. Written acceptance of this order by contracter [T 1rs. [ 1is not 10. Name. Frances i Mahan i
required. Sign below if required and return 1o contracting officer - o }
Name: {Person authorized o sign)
Signature. Date: Signature™ /144 Cta Date: (f/ [8 }03
CONTRACTING OFFICER
11, Schedule
1 JETE Equivalent Person Move tram Task Order 1701 1o 102 1 JoB i$40,220.02)
(Mod 981
TO Valua Was This Agtion:  New Total:
Est Cost: $ 240371845  ($ 37588 80§ $2.368.129.8%
Max. Award Fee, $  B8G64A0 (5261128) § 15629518
Totat Est Cost & Fae.  $ 2562684485  ($40.220.02) $2.522.424 83
12, For J8C intgrnal Use C,)nbj’ 13 Tola
Requisition No~ NIA 1 coue ] PART. PRC:
) KRELT PR E
Rissue To: i Galvez
14, Quantities in "Quartily Acceptad” Column Have Baen -
[7] INsPECTED [ accepten M RECEINVED
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ACCEPTANCE WILL BE AT JBC UNLESS ay




Netional Asronsclics and Space Adminisiration
Lyndcn B. Johnson Space Center
Houston, TX 77088

ORDER FOR SUPPLIES OR SERVICES

Page 1of 1

2. Date of Crder
See date iy block 10

1. Order No.
JETSIT08-02

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Cepnfract NRJC4JASSC

Certified for National Defense under DFAS {15 CFR 7048} DO-CE

3. issuing Office:
NASA Jobnscn Space Center, 2101 Nesa Parkway
Houston, TX T7058-3588
Org./Buyer Matrenia Anumels

4. Ship To:

Transportetion Officer, Building 421
NASA Johnson Space Centar
Houston, TX 77058-3688

Mark For. Accountable Property

5. Deler On or Before: 09302008
F.Q.B. Point Destination

Discount Terms: Net 30 Days.

Tel No.; 281-483-4144 Fex: 28148324173
E-mail: mairenia ranumeleMnasa gov

5. Contractor

MEI Technologies, Inc.

Attn: Lindz Slaman

2625 Bay Ares Bouleveard, Suite 305

Houston, TX 77058

Phone: 281-2636188  x Fax: 281-283-8162
TIN: CAGE CODE:

7. BILLING ADDRESS:

NASA Jehnson Space Cenier

Aftn. LFZ231/Accounts Payable Group
Haouston, TX 77058-3688

Order No. JETS-IT08-02

8. Type of Order:

{1 PURCHASE: Please furnish the following in
accordance with the conditicns specified on this order.

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subjest to

Referencs; instructions contained on this form and is issued subject o the
terms and conditions of contract number, _NNJO4JAS3C
8. Written aceeptance of this order by contractor {1 ] is, (B4 1is not 10. Name: Frences L. Mahan
requirad. Sign below if required and refum to contracting officer.
Narne: {Person authorized fo sign)
Signature: Date: Signature% 4 Date%f/o?
CONTRACTING OFFICER
11. Schedule
o sesoneron aorn T [ 20 | e | S
i Storage Support 1 JOB $336,731.43
Estimated Cest $ 31878228
Madmum Award Fee! $ 17,962.14
Total Estimated Cost and Fae: 3 338731.43
12. For JSC Intemnal Use Only: 13, Totai
Requisition No.. N/A 0 comp. [ PART. PPCI___
$ 33573143
Rissue Ta iT4/Nicholas H. Mesieh
14. Quentities in “Quantity Accepted” Column Have Been
[} INSFECTED Ej ACCEPTED B RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT J3C UNLESS BY:
CTHERWISE NOTED.
Authorized U.8. Governiment Representative Date

JST Forrs 1428 (Rev November 10, 2004 (MS Word August 1865;
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1. Task Order Number/Title

JETS-OPS08-IT-02 - Consolidated Information Resources Directorate (IRD) Storage Arca
Network (CISAN) Administration — Consolidated Systems Management
(CSM)

2. Technical Monitor Representative (I'MR)

Primary: Hung V. Luw/IT4
Altermate; Hector Saenz/IT4

3. Narrative Task Description

The Contractor shall be responsible for the administration, operation, and development for IRD
storage component of the CISAN Systems, as specified in the JETS Statement of Work (SOW)
Section4.1.2,4.2.2,43.2 and 4.3.5.

The individual components of the CISAN include storage arrays, tape backup systems, virtual
tape libraries, master backup servers, media servers, fibre channel switches, related cables,
backup tapes, and the Storage management software as basclined in IRD Inventory Database.

The Contractor shall provision storage allocations per approved Service Requests (SRs) in the
Customer Service Systems (CSS) within 10 business days, including any access rights required,
if unallocated storage is available. If unallocated storage is not available, then provisioning shall
be completed within 10 business days of storage becoming available. The Contractor shall
prepare and submit any Outsourcing Desktop Initiative for NASA (ODIN) SRs for network
modifications or JETS SRs for Central Computing Facility (CCF) power or fiber modifications
needed to provision new requirements. All SRs must be approved by TMR.

The Contractor shall manage zoning on the CISAN fabric to maintain isolation between Storage
resources and their related end user systems. Any zoning required to enable provisioning shall
also be completed within the same 10 business days.

In addition, the Contractor shall maintain the configuration-managed architecture diagram of the
CISAN, as well as the configuration-managed document listing the hardware model numbers and
serial numbers of all CISAN components. This also includes the installation procedures,
applicable software license codes, reboot procedures, backup procedures, restore procedures, and
the procedures to open maintenance trouble calis.

The Contractor shall follow the IRD Configuration Management (CM) Project Management
process to make any approved changes of the baselined architecture. The Contractor shall
submit a Change Request (CR) to reflect the changes after the implementation within 7 business
days. -
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The Contractor shall monitor the performance of the CISAN components using the Government-
supplied Symantec CommandCentral Storage, Symantec Veritas Backup Reporter(VBR), and
Symantec Micro Measure applications.

‘The Contractor shall collect CISAN performance data for trend analysis, and provide on-line
summaries. The Contractor shall submit a report that has the data parameters for trend analysis
to the TMR for approval 60 days after initiation of this Task Order.

The Contractor shall perform problem identification, resolution, root cause analysis (RCA), and
corrective action, if necessary. The Contractor shall submit a RCA report if an incident occurs.

The Contractor shall backup and restore the systems and servers as defined in the IRD Inventory
Database per the Server Operations Management Plan (SOMP). JSC 29638.

The Contractor shall retain system security logs (Application, Security, and System) at least six
months.

The Contractor shall also keep monthly DR tapes off-site for 1 year.

The Contractor shall backup the Operating System, system states, and system services at least
monthly (and when modified).

The Contractor shall backup user/application data based on user requirements.

For data restoration, the Contractor shall restore the data based on the following formulas, in
addition to a two hour response window for the request during core business hours:
o Data backed up between 1 day to 30 days ago. The minimum restoration rate is 2
hours plus 400 MB per minute. '
e Data backed up more than 30 days ago. The minimum restoration rate is 24 hours
plus 400 MB per minute. -

For example, if 10 GB of data was backed up within the last 30 days, then the restoration of that
data must be completed in 2 hours, 25 minutes, (2 hrs +10 GB*(2.56 min/GB)).

The Contractor shall perform this task in compliance with configuration management, 508
compliance, export control, property control and safety requirements as specified in the contract.
The contractor must adhere to the standard IRD practices and procedures as outlined in SOMP of
the SOCCB.

The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM -~
5:00 PM Central Standard Time in order to accomplish successful day-to-day CSM operations.

The Contractor shall provide support to the user community for issues that are related to the
CISAN, including receiving and documenting incoming calls and requests, handling CISAN-
related calls that are forwarded from associate contractors, and working directly with end-users
and associate contractors as required (o resolve user-reported issues. Based on the current
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environment, it is estimated that eight (8) hours per week are currently required for the
investigation and resolution of user-reported issues. The contractor shall respond to each call
within one (1) business hour.

The Contractor shall attend monthly status meetings with the COTR or his/her designee. These
meetings will status the previous month’s accomplishments, next month’s planned tasks, and
technical, personnel, and budget 1ssues. Corrective actions, if warranted, for issues shall be
discussed during this meeting.

The Contractor shall attend weekly status meetings with the TMR for this Task Order.

The Contractor shall assist the Government in performing technical, security assessment related

to system changes and upgrades. The Contractor shall assist the Government in developing or
updating JSC Information Technology Security Plans related to Storage systems. The Contractor
shall also be responsible for meeting the requirements of the I/T Security Plan including the
Certification and Accreditation (C&A) process, related to CMS systems.

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, w effectively perform and manage the work detailed in
this Task Order, the contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
32 Quality

3.3 Records Management

3.4  Work Authorizations

3.5  Facility Management

3.6 Property Management

3.7  JETS Metrics

4. Period of Performance
The services in this Task Order shall be performed from October 1, 2007 through September 30, 2008.
5. Training

The Contractor shall propose training for personnel assigned to this task required to maintain
competency on the assigned systems. The Program Manager shall coordinate all training
requests via e-mail with the TMR and provide e-mail notification to the COTR prior to
expenditure of funds.

6. Deliverables Required
The Contractor shall use Government provided software to produce online storage utilization,

backup, and recovery reports for JETS servers that are connected to the CSM components as
defined in the IRD IT Inventory Database.
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The Contractor shall provide online monthly reports on storage growth trend statistics to include
the amount of used storage, amount of available storage. and which organizations are using the
storage.

The Contractor shall provide a monthly summary repoit for any unplanned outages occurring
during previous month.

The Contractor shall maintain a physical inventory of the backup tapes and fibre channel cables
for the CSM systems. If additional tapes are required, the contractor shall purchase the tapes,
and cleaning cartridges to meet the requirements. All purchases must be coordinated through the
TMR.

The Contractor shall maintain the system configuration of all CSM components which include
storage arrays, tape backup systems, virtual tape libraries, physical tape libraries, master backup
servers, media servers, and fiber channel switches.

It additional fibers are needed, the Contractor shall procure thé additional fibers. All purchases
must be coordinated through the TMR.

The Contractor shall include availability metrics for the CISAN provided per Data Requirements
Document (DRD) 03.

The Contractor shall include CISAN status reports provided per DRD 07,

The Contractor shall include CISAN performance management and capacity plan provided per
DRD 11.

The Contractor shall maintain a current Security Plan for the CISAN, as specified in DRD 14 IT
Security Plans.

The Contractor shall include safeguards for the CISAN in the hurricane plan provided per DRD
17.

The Contractor shall include the CISAN components in the facility layout and power distribution
drawings provided per DRD 18. :

The Contractor shall include the CISAN components in the physical inventory plan submitted
per DRD 19.

The Contractor shall provide a weekly summary report for the status of server backups for all
JETS-maintained servers, and tape usage per Data Requirements Document (DRD) 21.

The Contractor shall update the CISAN componenis firmware and software in accordance with
the JSC Information Technology Security Handbook, JPR 2810.1, and System Operations
Management Plan, JSC 29638, guidelines.
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7. Special Requirements

At the direction of the TMR or COTR, work duties may be prioritize to satisfy an emergency
customer need, For example, installation of an emergency security patch for all servers by a
certain timeframe. This waives the three day customer notification requirement.

The contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information can be processed
outside of the JATS system.

8. Metrics
The Contractor shall provide monthly Customer Satisfaction and System Availability metrics as

specified in DRD 03 Metrics Reports, and other repoits as defined in Section 6. Availability
metrics shall clearly contrast a system’s availability with unscheduled and schedule outages.

9. Total Cost Summary and Cost Phasing by Month

Cost: T BXXX,XX.XX
Maximum Award Fee: $ X, XXX,.XX
Total Cost: PRAX,XXK.XX

Monthly Cost Phasing — See Attachment 1
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Task Order Approvals
Task Order: JETS-IT08-02 — Storage Support

Approved Technical Evaluation Received

Performance Period: October 1, 2007 — September 30, 2008

Funding Organization(s}):

Task Order Value: Caost: $318,762.29
Maximum Award Fee: 2 17.969.14
Total Cost: $336,731.43

NNy Y

IETS Bldget “Anal§st
Approved By: q}f}ﬁd'i& Cfég // Jdo >N,
JSC JETS TMR ’ Date
Approved By%ﬁ% M ,;Q 1% %j “07
JSC JETS COTR Date
Approved By, - - C?/ &8 / o2
;f Information Techﬁ?ifagy Division Date

Approved By\_:i_;@ﬂ;@ggz/ /7%,/{&»-/ Cf{/ ﬁgé} 07}
Dat

JSC JETS Contracting Officer
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Page 1 of 1

2. Date of Order
See date in bleck 10

1. Order No.
JETS-T08-03
Contract: NNJC4JASEC

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NQ.

Certified for National Defense under DPAS (15 CFR 700) DO-C@

3. lssuing Office:
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Houston, TX 77058-3686
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4, Ship To:
Transporiation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3655
Mark Forr Accountable Properly
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5. Contractor

ME! Technologles, inc.
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2525 Bay Area Boulevard, Sufte 500
Houston, TX 77058
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TiN: CAGE CODE:
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7. BILLING ADDRESS:
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8. Type of Crder
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required. Sign below if required and return o contracting officer.
Name: {Peison authorized o sign) T
Signature: Cate: Bignature~— AL B 4ile g . % Dete: '?/;g/a 7
CONTRACTING OFFICER /
11. Schedule
TEM - QUANTITY . unty QUANTITY
NO, DESCRIFTICN UNIT i AMOUNT ACCESTED
1 Network Perfermance Monitoring 1 JOB $107,264.81
Estimated Cost: $ 101,181.88
Maximum Award Fee: § 8508313
Total Estimeted Cost and Fae: $ 107264.81
12. For JB8C Internal Use Only: 13. Totai
Requisition No.. NiA {7 comP. [ PART.  PPC:
. ) $ 107,264.84
Rissue Ter [T4MNicholas H. Masioh
14. Quaniities in “Quantiy Accedted” Column Have Been
D INSFECTED D ACCEFTED {:, RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JBC UNLESS BY:
OTHERWISE NOTED.
Authorized U.S. Gavernment Representative Dazte

JST Form 1423 (Rev November 10, 2004) {48 Word fugust 1885




JSC Enabling Téchnoiogy and Security (JETS)
NNJ04JAS3C

1. Task Order Number/Title
JETS-ITO7-03 — Network Performance Monitoring

2. Technical Monitor Representative (TMR)
IT2/Jose A. Nunez-Zapata

3 Narrative Task Description

The Contractor shall provide the Government with assessment, definition, planning,
implementation, analysis, administration and ongoing operations of the Network Engineering
group network traffic monitoring systems in accordance with SOW 4.4.

The Contractor shall perform network traffic monitoring, network traffic analysis, network
testing and network troubleshooting on the Johnson Space Center Integrated Network System
(JSC INS) which includes the Isolation Network and the Wide Area Network (WAN) Interface.
Upon request, the Contractor shall monitor traffic and analyze other on-site networks. Data
obtained from the monitoring process shall be analyzed and archived to provide historical
statistics and data for trend analysis. Graphical reports of this data shall be generated and
presented to appropriate personnel as requested by the COTR or his/her designee.

The Contractor shall perform hardware and software requirements definition and operations for-
new network traffic monitoring, network traffic analysis, modeling, and management systems.
The Government estimates 3 hardware or software monitoring system changes shall be
implemented during performance of this task order. In addition, the Contractor shall develop and
meet project schedules for the implementation of the new systems. Schedules shall be
coordinated with the COTR or histher designee.

The Contractor shail monitor traffic. Monitoring shall be accomplished through the use of (but
shall not be limited to) the following systems:

Niksun NetVRC 3.0 (2 units)
Solarwinds/Orion Network Performance Monitor (1 unit)
MRTG (I unit)
Big Brother BB4 (1 unit)
NetOptics Tap (3 units)
Out of Band Monitoring Network (OOBMON)
o Gigamon, GigaVUEs and Fluke Network, Link Analyzers

& & & @ o o

The Contractor shall perform assessment, analysis and troubleshoot issues regarding network
traffic monitoring tools and their respective operating system (Windows NT/2000/2003/XP,
Unix and Linux).

The Contractor shall maintain a thorough understanding of existing and emerging IT Internet
technologies by providing training to each network analyst in the appropriate classes in order to
develop solutions to implement customer’s requirements. In addition the Contractor shall

JETS 2



JSC Enabling Technology and Security (JETS)
NNJO4JAS3C

propose new ideas in which the JSC Network Traffic Monitoring, Management and Operations
can be improved.

The Contractor shall provide technical support to review boards such as the Network Access
Control Board {(NACB), the Information Resources Directorate Control Board (IRD ICB) and
others as necessary to provide technical expertise for project design alternatives, provide status
of the project implementation, and ensure all project tasks are meeting milestones. The
Contractor shall assist the Government in preparing presentations in support of the above
mentioned boards.

The Contractor shall meet with technical, managerial and computer security personnel from
customer organizations to understand and report on detailed computer network connectivity
requirements. '

The Contractor shall comply with all JSC IT policies and ensure that IRD management approves
all information before it is disseminated externally,

The Contractor shall maintain personnel onsite Monday through Friday, 8:00 AM - 5:00 PM
excluding federal holidays in order to accomplish successful day-to-day operations of the
network traffic monitoring, analysis, modeling and management systems listed above. In
addition, the Contractor shall provide 24/7 on-call support for all security related incidents which
may adversely affect the JSC institutional network. The 24/7 on-call support shall be
accomplished via a Government-provided pager.

The Contractor shall provide support to the network engineering team for issues that are related
to the network connectivity, including documenting requests to troubleshoot network
connectivity issues, and working directly with end-users and associated Contractors as required
to resolve them. In addition, the Contractor shall provide an electronic report documenting
issues, data gathering, analysis results and recommendations within five (5) business days of
initial data capture. For issues in which the five (5) business day metric is not met the Contractor
shall provide a rationale for not meeting the metric.

The Contractor shall respond (make contact with the customer, gather the problem description
and schedule time for monitoring) to each troubleshooting request within one (1) business day.

The Contractor shall monitor network traffic on a daily basis using the network traffic
monitoring tools provided by IRD. In addition, the Contractor shall investigate and report any
traffic anomalies found to the COTR or her/his designee within four (4) hours.

The Contractor shall provide any necessary materials (e.g. fiber patch cables, labeling materials)
needed for the completion of work on this task order. The Program Manager shall coordinate
material purchase requests via e-mail with the TMR and provide e-mail notification to the COTR
or his/her designee prior to expenditure of funds.

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services

JETS 3



JSC Enabling Technology and Security (JETS)
NNJO4JAS3C

described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the Contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality

3.3 Records Management

34 Work Authorizations

3.5  Faciltly Management

3.6 Property Management

3.7 JETS Metrics

4, Period of Performance
| The services in this task order shall be performed from October 1, 2006 through September 30,
2007.

5. Deliverables Required
The Contractor shall provide project status, as specified in DRD-07 Contractor Status Report.

The Contractor shall communicate user problem requests to the TMR and provide status on
efforts spent analyzing and resolving the issues.

The Contractor shall develop and submit a weekly electronic report using the network traffic
monitoring tools provided by IRD, with daily traffic statistics for the distribution layer network
links. The report shall be available by Monday close of business day. The report shall contain
the following metrics data. This report is subject to change based on requirement needs.

Data Communications Metrics :
e Device Availability: is measured in terms of lost service connections as a percentage of
the total network devices
o Percentages will be coded according to severity Green (everything is OK), Yellow
(several devices were down) and Red (major Network problem)
s Green — 100% > Device Availability Metric > 98%
" Yellow — 98% > Device Availability Metric > 95%
* Red - Device Availability < 95%
»  Traffic Integrity: is measured at the disuibution layer in terms of the parameters below:
o Daly Number of Network Segments with Frame Discards vs. total segments
o Daily Number of Network Segments with Frame Errors vs. total segments
o Daily Number of Network Segments with over 60% Bandwidth Utilization
Averaged over Five Minutes vs. total segments
» Percentages will be coded Green (everything is OK), Yellow (several
devices were down) and Red {major Network problem)
- Green ~ 0% < Traffic Integrity Metric < 2%
- Yellow — 2% < Traffic Integrity Metric < 5%
- Red - Traffic Integrity Metric > 5%

JETS : 4



JSC Enabling Technology and Security (JETS)
NNJO4JAS3C

. Response Time: Number of Instances for which Packet Delay between B46 and
all distribution layer network devices is greater than 25ms
o Data will be coded according to severity Green (everything is OK), Yellow
(several devices were down) and Red {(major Network problem)
*  QGreen—0 < Response Time < 5
= Yellow — 5 < Response Time < 10
*  Red - Response Time Metric > 10

In addition any traffic anomalies found during that week shall be documented in this report.

The Contractor shall provide an electronic report per support task assigned by the network ‘
engineering team documenting the issue, data gathering, analysis results and recommendations
within five (5) business days of initial data capture, unless otherwise directed by TMR.

6. Training _

Training shall include atiendance by one individual at an annual network training/conference

(Cisco Networkers). The Program Manager shall coordinate all training request via e-mail with
the TMR and provide e-mail notification to the COTR prior to expenditure of funds.

7. Special Requirements
None

8. Metrics
Network traffic report shall be delivered close of business day each Monday 95% of the time.

The analysis report shall be delivered within five (5) business days 95% of the time.

9. Total Cost Summary and Cost Phasing by Month

Cost: $
Maximum Award Fee 3
Total Cost: $

Monthly Cost Phasing — See Attachment A

JETS 5
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NNJ04JAS3IC

Task Order Approvals
Task Orders JETS-IT08-03 - Network Performance Monitoring

Approved Technical Evaluation Received

Performance Period: October 1, 2007 — September 30, 20608

Funding Organization(s):

Task Order Value: Cost: $103,181.68
Maximum Award Fee: g 6083.13
Total Cost: $107,264.81
Approved By: /% / /Z// gjj ,.M
c JETS Budget Anafyst | Dite
Approved By: Q ﬂ () 2 7 / z& /24907

18 TS'I’MR Date *

/c 5 gﬁf/ Vid

JSC JETS COTR Date”

qut}zW[m

Approved W—Z m CIZ / - 3/ o/

ISC JETS Contracting Officer " Date

Approved By:

JETS 1



Natonal Rerorouiics and Space Adminisiration
Lyndon B. Johnson Spase Cunler
Hougton, TX 77058

CRDER FOR SUPPLIES OR SERVICES

Page 1of 1

1. Order Ne.
JETSTO8-04
Cortract ANJOSJAS3C

i 2. Ozte of Order
Ses date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (158 CFR 700} DO-CO

3. lssuing Office; .
NASA Johnsern Space Center, 2101 Nasz Parxway
Houston, TX 77058-5698

Tel No.. 2814834144 Fax 2814834375
E-mail  matetianspumele®nase oov

4 ShipTo
Trensporgtion Offcer, Buiiding 421
NASA Johnson Space Center
Houston, TA 77056-3538
Mark For Accountable Property

Order No.: JETS-ITOBD4

5. Contractor:

ME! Technologies, ing.

Al Linda Slaman

2825 Bay Ares Boulsvard, Suite 300
Houston, TX 77058

Phone: 281.283-8158 X Fax 281-283-8162

TIN: CAGE COLLE:

6. Deliver On or Before: 09/30:2008
F.O.B. Point Destination

Discount Terms: Net 30 Days.

7. BLLING ADDRESS:
NASA Jonnson Space Center
At LFZ231/Accounts Peyable Group
Houston, TX 77058-3836
Order Ne.: JETS-T0E-04

8. Type of Order:

[ 1 PURCHASE Pleass furnish the following in
accerdance wih the conditions speciited on this order.

DELIVERY: Except for the Terms and Conditions of Purchase
rder listed on the following page, this delivery order is subject to

Reference: instructions contained on this form and is issued subject to the
terms and conditions of contract number; NNJ04JAS3C
9. Written acceptance ofthis order by contractor {1 11s, [ 1is not 10. Name: Frances L Mahen
required. Sign below if required and retum fo contracting officer.
Name: {Person authorized to sign) A
¥
Signature: Date: Signa‘turw&-«i MA Dater‘%é%/g?
| CONTRACTING OFFICER
11. Schedule
{1 - . QUANTITY , LINIT QUANTITY
NC. DESCRIPTION CROBRED UNIT PRICE AMOUNT ACCSFTED
1 Maintenance Agresment and License Renswals 1 JOE $708,067.11
Estimated Cest: $ 58883180
Maximum Award Fee: $ 618551
Total Estimated Cost and Fes: $ 7OE087.14
12. For JSC internal Use Only: 13. Total
Requisition Mo, NIA [l comp. [1 PART. PPC:
. . 8 705,097.11
Rissue To: IT4/Nicholas H Mesloh
14. Quantities in “Quaniily Accepted” Column Have Been
[} INSBECTED E ACCEPTED B RECEIVED
TO CONFORM 7O THE CORTRALT.
ACCEPTANCE WILL BE AT JSC UNLESS 8Y:
QTHZRWISE NOTED,
Authorized U 8, Governmeni Representative Cate

JSC Forn 1428 {Rev Noveraber 10, 2004) (MS Worg August 1695)



JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

1. Task Number/Title

JETS-IT(G7-04 Maintenance Agreements and License Rencwals
2. Technical Monitor Representative (TMR)

Primary: Juan Galvez/IT4

3. Narrative Task Description

The Contractor shall track hardware warranties and software licenses, renewal of hardware
maintenance, software licenses, and software support contracts, for the systems specified in the
Information Resources Directorate (IRD) IT Inventory Database. The Contractor shall also
negotiate and establish maintenance agreements and software license and support renewals with
the vendors and report status of this activity per DRD-07 (Contractor Status Report). This task
order shall be accomplished in accordance with Statement of Work element 4.3.5.

Additional hardware and software may be added and deleted during the term of the task order.
The Contractor shall ensure additions and deletions are posted to the IRD IT Inventory Database
within 7 calendar days from the receipt of an approved IRD Service Request (SR) in the
Customer Service System (CSS) and concurrence from the TMR of this task order.

The Contractor shall provide a point of contact for IRD customers to coordinate the maintenance
schedules. This includes stand-alone equipment and software located in the [T Inventory
Database under the JETS Non-IRD EA, and JETS Nop-IRD JA systems.

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task order. In addition, to effectively perform and manage the work detailed in
this Task order, the contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality

33 Records Management

34  Work Authorizations

3.5  Facility Management

3.6 Property Management

37  JETS Metrics

4. Performance Standards

None.

JETS 2



JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

5, Period of Performance

The services in this task order shall be performed from October I, 2007 through September 30,
2008.

6. Deliverables Required

The Contractor shall provide a Maintenance Agreement and License Renewal Plan for assigned
items listed in the IT Inventory Database per DRD-01 (Management Plan).

The Contractor shall provide monthly reports on License Renewal and Maintenance agreement
changes for the hardware and software in the IT Inventory Database. These reports shall include
the amount of non-labor cost for each of the following systems:

Engineering Computation Facility MA, OA
CFO Systems LA
IRD IT Security Systems iA
IRD CSS/CR945 ‘ IA
IRD Web IA
NetIQ IA
Consolidated Systems IA
CSM IA
NASAPOST IA
Network Miscellaneous 1A
DDMS/EDCC 1A
Imagery Systems IA
PAQ Systems AP
JSC Search IA
EOC JA
EA Org EA
JA Org JA

The Contractor shall provide monthly reports on the 30-60-90 day maintenance
agreement/license renewal plan for review at a joint NASA/IETS meeting.

7. Training

The Program Manager shall coordinate all training request via e-mail with the TMR and provide
e-mail notification to the COTR prior to expenditure of funds.

8. Special Requirements

The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The Contractor shall evaluate the sensitivity of all data prior to

JETS 3



JSC Enabling Technology and Security (JETS)
NNJO4JAS3C

submission into the JATS systern. Data that contains sensitive information can be processed
outside of the JATS system.

9, Metrics

On a monthly basis, the Contractor shall report metrics specifying
1. Number of licenses and maintenance agreements renewed on time.
2. List of licenses and maintenance agreements rencwed on time.
3. Number of licenses and maintenance agreements not renewed on time.
4. List of licenses and maintenance agreements not renewed on time.

The Contractor shall achieve 100% on time completion of software license renewals and
hardware maintenance agreements before expiration of current agreements.

10.  Total Cost Summary and Cost Phasing by Month

Cost: $
Maximum AwardFee: - §
Total Cost: . $

Monthly Cost Phasing ~ See Attachment 1

JETS 4



JSC Enabling Technology and Seéurity (JETS)
NNJO4JASIC

Task Order Approvals
Task Order: JETS-IT08-04 — Maintenance Agreements and License Renewals

Approved Technical Evaluation Received

Performance Period: October 1, 2007 - September 30, 2008

Funding Organization(s):

Task Order Value: Cost: $ 698,931.60
Maximum Award Fee: $  6.165.51
Teotal Cost: $705,097.11

Approved By: )//ﬁ/:’/ % l%/ — /&% 7
A

’I‘S Budget Ana Date
Approved By: 3 [ ﬂ{ 2 %i:}
Jsé‘J’ETs TMR Date
,’ » f‘
Approved By% /f % / S . p‘g‘fﬂ/ﬁ 71/ 4 7
JSCIETS COTR Date
Approved B = vy q?: [ ;-\{ / 07
anager, |IT Information Technology Division Date !
Approved By, Lt o & tia ' Q/ 355}’ o7
J SC JE l‘ S Contractmg Oﬁicer Date

JETS 1



National Agronautics and Space Administration
Lynden 8 Johnson Space Center
Hauston, Tx 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1 of 1

1. Order No. 2. Date of Order
JETS-IT08-04 Rev 1 See date in biock 106
Confract: NNJO4JAB3C

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NC.

Certified for National Deferse under DPAS (15 CFR 700) DO-CS

3. Issuing Ofiice:
NASA Johnson Space Center, 2101 Nasa Parkway
Houstan, TX 77(;58-3686
Org./Buyer; Matrenia Anumele

Tel No.t 281-483-4144 Fax: 281-483-4173
matrenia.r arumele@nasz. acy

E-mail: mat

4, Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

COrder No.: JETS-IT08-04 Rev 1

5. Contracior:

MEI Technologies, Inc.

Attn: Linda Slaman

2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-283-8155  x Fax: 281-283-6162

TIN: CAGE CODE: ¢

6. Deliver On or Before: 09/30/2008
F.Q.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA, Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Crder No.: JETS-IT08-04 Rev. 1

8. Type of Order:

(1 PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference: ‘

CELIVERY: Except for the Terms and Cenditions of Purchase
Crder listed on the following page, this delivery arder is subject to
instructions contained on this form and is issued subject to the

terms and conditions of contract number: NNJO4JAS3C

€. Written acceptance of this order by-contractor {{] ] is, [ ] is not 10. Name: Frances L. Mahan
required. Sign below if required and return to contracting officer. I
Nama: (Parson authorized to sign) : , ;
Signature: Date: Signatufes. 2721 o, 7. /. }&c.ész__Date: z;;{fgg o7
CONTRACTING OFFICER
11. Schedule
ITEN ' o GQUANTITY , UNIY y QUANTITY
NG DESCRIPTION OROERED LIt PRICE AMOUNT ACCEPTED
1 Maintenance Agreement and License Renewals 1 JOB $60,234.15
This {ask 's added to meet the requirements for Surf Control CR#4809
as preposed.
TO Value: Was: This Action: New Total:
1]
Est Cost $ 598,531.60 $60,234.15 §750,165.75
Max. Award Fee: § 616551 $ 000 § B,165.51
Total Est. Cost & Fee: $ 705,097.11 $§60,234.15 $785,331.26
12. FerJSC Internal Use Only: 13. Total
Reguisition No.:  NA [l comp. [J PART. PPC
_ o $ 60,234.15
Rissue To: iT4;Nigholas H. Mesloh
14. Quantities in “Quantity Accepted” Column Have Been
] INSPECTED (] ACCEPTED [l RECEWED
TO CONFORM TG THE CONTRACT,
ACCEPTANCE WilL BE AT JSC UNLESS BY:
OTHERWISE NOTED. i P
Authorized U.8. Government Representative Date

JEC Farmn 1436 (Rev November “C 20048) (kS Word August 1995}




Netiona; Aerenauiics end Spece Administration
Lyndon B. Johnser Sgace Cenfer
Houston, TX 77038

ORDER FOR SUPPLIES OR SERVICES

Page 1of 1

1. Order No.
ETS-ITO8-04 Rev 2
Contract NNJC4JAS3C

2. Date of Order
See date in bioek 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defanse under DPAS (15 CFR 700) DO—CQ

3. Issuing Office:
NASA Johnsen Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Matrenis Anumele
Tel No.: 281-483-4144 Fax: 281-483-4473
E-mail: matreniar anumele@nasa.gov

4. Ship To:

. Transportation Officer, Building 421
INASA Johnson Space Center
Heouston, TX 77058-3586
Mark For: Accountable Property

Order No.: JETS-T08-94 Rev 2

5. Contractor:

ME! Technologies, Inc.

Atin: Linda Slaman

2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phonre: 281-283-155  x Fax: 281-283-6182

TIN: CAGE CODE:

8. Deliver On or Before: 09/30/2008
F.G.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Actounts Payable Group
Houston, TX 77058-2698
Order No.: JETS-IT08-04 Rev. 2

“B8. Type of Order:

[ PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

B} DELIVERY: Exceptior the Terms and Conditions of Purchase
Order fisted on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number: NNJO4.JAS3C

9. Wiritten acceptance of this order by contractor [ ]is, [[X] ] is not 10. Name: Frances L. Mahan
. required. Sign below if required and retum o centracting officer.
Name: {Person authorized to sign)
Signature: Date: Signature: \‘3/5341(' Ldj y, ﬁk fl\,r JLste: { ﬁm od
CONTRACTING OFFICER
11. Schedule
ITENR e 1 ouawntmTY , uNIT QUANTITY
NO. DESCRIETHON ORDERED il PRICE AMOUNT ACCEPTED
1 Maintenance Agreement and License Renewals 1 J08 $46.479.15
This task is added to meet the requirements for intergraph Software
SR#108324 (337.360.08)4nd Gioamon and Observer Maintenance
SR# 100205 {59.118.10).
TO Vatue: Was: This Action: New Totai:
Est. Cost: $ 759,165.75 $46,472.15 §805,544.90
Max. Award Fee: ‘S §.165.51 5 060 § &,185.51
Tolal Esi Cost & Fee: § 755.331.2 §48,476.15 $B11,810.41
73. For JSC Internal Use Only: 13, Total
Requisition No.: N/A O comMP. [ PART. PPCi_____
. . 4647913
Rissue To: [T4/Nicholas H. Mesgioh
14, Quantities in "Quantity Accepted” Column Have Been
[J INSPECTED [ AccePTED [[] RECEWED
TO CGNFOQN TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSCUNLESS 8Y:

OTHERWISE NOCTED.

Authorized U.8. Govamment Reprasentative Date

i USC Form 1429 {Rev November 15, 2004) {MS Word Augus: 1985]
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Swaue Cavler ~ ORDER FOR SUPPLIES OR SERVICES Page 1ot s

Order No | 2 Dateof Dnier NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO
iF~ TEATOHR-O4 Rey 3 i Bet BV BIK HE L e e et sttt ereer e et
Covnogd, NMJGAJASEC i ‘ Conifiod for National Dolense under DPAS Jf; CFER 7003 § (‘} [y
3 l&sumg Officr: 4. Ship Ton
MNATA Jobhnson Spate Capler, 2101 Nasa Parkway Transpaortation Offiner. Building 421
Houston, TX 77058.3646 NASA Johngon Space Center
Ory Buyer. Bi2Momers Rangst Houston, TR 77058-3696

Mark For Accountable Property

Tel Mo 2812446863 Fax 28 Ordor No. JETS-0708

E-mall.  homere sancel-1@nasa goy

5. Contractor . Debvor On or Belore: 0973002005
MEL Technologies, Inc

2525 Bay Area Boulevard. Suita 300 F DR Point: Des

Houston, TX 77058
Grscount Tarms. Nuot 30 Days.

7. BILLING ADDIRESS:
NASA Johnson Space Centes

PBhone: 2812858018 Fax. 281.283.61470 !
o 28 8‘ * Attn. LF23VAccounts Payable Group
Houston, TX 770583646

TIM. CAGE CODE- Order No.. JETS-ITOB-04 Rev 3

8 Type of Order

[7] PURCHASE. Piease furnish the foliowing in B3 OELIVERY: Excaptfor the Terms and Conditions of Purchase
accordance with the condiions specified an (his ordar, Order listed on the following page, this delivery order is subject to
Relergnce: instructions contained on this form and is issund subject 1o the

teims and conditions of contract nurnber: NNJO4JAS3C

9. Written acceptance of this order by contractor [ Tis. (B | s nat 10. Name. Frances L.Mahan
required. Sign below if required and retum to contracting officer,

Name: __ _ (Person authorized to sign)

Signature: Date: Ssgﬁa!ur@xi _LM Date C’/]E/Oj

CONTRALTING OFFICER
11. Schedule
1 DOMS PROSE Warker Sarver Upgrades. SR# 118538 1 Jos $10,969 28

{Mod. 96}

TO Value Was: This Action: New Tolal

Est Cost $ 80564490 $10968028 $B816614.18

Max. Award Fea: $ BI6EH1 $ 000 3 6818551

Total Est. Cout & Féa $ BT ALY $ 1086928 $822.778.68

12. For JSC internal Use Only 113 Tolad
: Raquisition Noo N/A O comp [V paRt PR

Rissue To: T4/ yan Gavesr

$ t0 989 28

14, Quantities in “Quanlity Actepted” Column Have HBeen ' i
7] mNsPeCTED {71 ACCEPTED "1 RECEWED
TOCONFORMTC THE CONTRACY

ACCEFTANCE WLl BE AT JEC UNLESS BY-
QTHERWISE NOTED.

S Governmeny Reprosan

JEC Formy 1A% {Rev Movernber 10, 2004 (ME Word August 19495
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ORDER FOR SUPPLIES OR SERVICES

T
%Page 1of
H

7 Date of Order

1. Order No.
Sea date i Hloek 10

JETSATORDE Raw 4

NOTE: MARK ALL PACKAGES AND PAPERS vITH ORDER KO

Contract NNINIASIC

Certifipd for Natiooal Defense under DPAS 118 GFR 780 0055

3. Issuing Office,
NASA Johnson Space Canter. 2101 Nasa Parkway
Houston, TX 770583896
Org 1Buyer: B2Hamars Rangel

' Tel Noo 2842446562
E-mail. fomero tangel tdnass goy

4. Ship To:

Transpontabion Officar, Building 421
NASA Jehnson Space Contor
Houstan, TX 77085.38306

Mark For. Accountable Property

Order No. JET5-1708.04 Ry 4

5. Conlractor

MEL Teehnologles, inc.

2525 Bay Area Boulevind, Suite 300
Houston, TX 77058

6 Dalivar On or Sefore 093062008
.06 Pont Destingtion

PHscount Terms: Net 30 Days

PBhone 2802836015 x Fax. 2512836170

TiN CAGE CODE.

7. BILLING ADDRESS.

NASA Johnson Space Center

Attn: L2 Accounts Payable Group
Housten TX 7705830696

Order No © JETS-ITO8-04 Rev 4

8. Type of Order.

[7] PURCHASE. Pleass fumish the following in £
accordance with the conditions specified on this ordaer
Reference.

DELWERY: Except for the Terms and Conditions of Purchase
Order histed on the following page. this delivery order is subjest to
wstructions contained on this form and is issued subject 1o the
lerms amd conditions of contract number. NNJQAJARIC

9. Written acceptance of this order by contractor {1 Jis. (153 1is not 10. Name' Frances L Mahan
required. Sign bedow if required and retum to contracling officer. T B
Name: {Parsan authonrized to sign) :
Signature:: Date: Sx‘gnawth\,,éédﬂﬂ ;,h:fﬁ M Date: @ ;;] /08
CONTRACTING OFFICER
11. Schedule
TEM T CUANTITY (L3¢ st LA TY
NEs PESCRIFTON GROERED . PRI AN ALLER L
1 Purchase additional software hcensas for CISAN, SRE 118896 1 JoB $80.704 19
{Mod 9
T Value: Was: » This Actton.  New Toab
Est Cost % 815614.18 $BOP0310 0§ 8T R
Max Award Fee 5 618551 $ 000 8 6.1655¢
TotalEst CostAFee  $B2277969  § 8070310 § 903.482.79
12. For J8G internal Lse Only: 13 Total
Requisition No.. N/A L1 comp. 7] PART.  PPRC:
$uo 7010
Rissue To: 1147 Juan Galvey

. Quantitins i Quantity Accepted” Columt Have Been
I INSPECTED M AcCcepTED
TO CONFORM TO THE CONTIAQT,

ACCEPTANCE WiLL BE AT JSC UNLESS
OFHERWISE NOTED.

GE P 1424 (Hge November 10, 2008) 0MS Word August 1969

RECENVED

8y,

Authonzet U8 Goveenmuns F
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Nationa! Aercrautics and Space Administration
Lynden 8. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1 of 1

1. Qrder No.
JETS-ITOB-04 Rev §

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Contract: NNJO4JAS3IC

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. issuing Office:
NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: BJ2iHomero Rangel

Tel No.. 281-244-6962
i E-mail: _homero.rangel-1

Fax: 281-333-0463
nasd.gov

4. Ship To:

Transportation Officer, Building 421
NASA lohnson Space Center
Houston, TX 77058-3696

Mark For: Accountable Property

Order No.; JETS:IT08-04 Rey §

5. Contractor:

MEI Technologies, Inc.

2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

6. Deliver On or Before: 09/30:2008
F.Q B. Point: Destination

Discount Terms: Net 30 Days.

Phone: 281-283-6015 X Fax: 281-283-8170

TIN: CAGE CODE:

7. BILLING ADDRESS:

NASA Johnson Space Center

Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

Order No.: JETS-1T08-04 Rev 5

8. Type of Order:

7] PURCHASE: Piease furnish the foliowing in

accordance with the conditions specified on this order.

DELIVERY: Except for the Terms and Conditions of Purchase
Qrder listed on the following page, this delivery order is subject to

Reference: Instructions contained on this form and is issued subject to the
terms and conditions of contract number: NNJO4JAS3C
9. Written acceptance of this order by contractor [ ] is. [B9 ] is not 10. Name: Frances L .Mahan
required. Sign below if required and retumn to contracting officer.
Name: (Person authorized 1o sign) \mj
Signature: Date: Signatues Date: ﬁ#r}?ﬂ
CONTRACTING OFFICER
11, Schedule
ITEM e QUANTITY UNIT QUANTITY
RO, DESCRIPTION oroeren | UM PRICE AMOUNT ACCEPTED
1 1 Maintenance License Renewal for Maximo, SR# 121280 1 JOB $57.858.94
{Mod. 97)
TQ Value: Was: This Action: New Total:
Est. Cost: $ 897.317.28 $57.858.94 § 965.176.22
Max. Award Fee: $ 6.16551 $ 0.00 $ 618551
Total Est, Cost & Fea: $ 903482.79 $ 57.858.94 § 96134173
12. For JSC intemmal Use Only: 13. Totat
Requisition No.: N/A 1 comp. [ PART.  PPC
57,858.94
Rissue To: 1T4/duan Galvez 5
14. Quantities in "Quantity Accepted” Cotumn Have Been
(] INSPECTED [71 AcceepTED [[] RECENVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED.
Authorized U.._S_: Govemmﬁr_s!'ﬁgﬂresentalive Date

JSC Form 1429 (Rev Noverber 10, 2004) (MS Word August 1993)
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National Aeronautics and Space Agminisiration
Lyndon B. Johngon Space Center
Houston, TX 77C58

ORDER FOR SUPPLIES OR SERVICES

Page 1 of 1

2. Date of Order
See date inbiock 10

1. Qrder No.
JETST08-04 Rev §
Contract: NNJ04JAL3C

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. lIssuing Office:
NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77068-3696
Org./Buyer: BJ2/Homero Range!

Fax: 281-333-0463

Tel No.: 281-244-6862
E-mail:  homero rangel-1@nasa qov

4, Ship Ta:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-IT08:04 Rev 6

5. Contractor:

MEI Technologies, inc.

2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-283-6016 X Fax: 281-283-6170

TIN: CAGE CQODE: .

8. Deliver On or Before: 09/30/2008
F.Q.B. Point: Destination

Discount Tarms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Altn: LF231/Accounts Payable Graup
Houston, TX 77058-3696
Order No.: JETS-{T08-04 Rev 6

B. Type of Order:

[] PURCHASE: Please fumish the following in
accordance with the conditions specified on this order.
Reference:

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject o the

tarms and conditions of contract number: NNJO4JAS3C

9. Written acceptance of this order by contractor [ ] ]is, (B 1 is not 10. Name: Frances L.Mahan
required. Sign below if required and return to contracting officer.
Naeme: {Person authorized to sign)
Signature: Date: Signatures ng Mb Date:%\_r/a?
CONTRACTING OFFICER
11. Schedule .
TR QUANTITY LNIT QUANTITY
N CESCRIFTION omperep | O PRICE AWGUNT ACCEPTED
1 NetlQ License Renewal, SR# 121497 1 JoB $6.619.55
{Mod. 97}
TO Value: Was: This Actionr  New Totah
Est. Cost: $955,176.22 % 6,619.55 § 96178577
Max. Award Fee; $ 616551 $ 000 . § 616551
Total Est, Cost & Fee: §961,341.73 $ 6.618.55 $ 967.961.28
12, For JSC intemal Use Only: 13. Total
Requisition No.: N/A [l come. [ PART. PPC: s
b 6,619.55
Rissue To: T4/ luan Galvez
14, Quantities in “Quantity Accepted” Column Have Been
(] INSPECTED [[] ACCEPTED [] RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED. - i e e
Authiorized U.S. Government Reprasentative Date

JSC Form 1423 {Rev Novermber 16, 2004) (MS Word August 14995}
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Nalional Aeronautics and Space Adnumstralion
Lyndon B. Johnson Space Center
Houston TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of ¢

1. Grder No.
JETSHT08-04 Rev 7
Contract: NNJOAJASIC

2. Dale of Order
Sea date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS {15 CFR 700) DO-C9

3. issuing Office:
NASA Johnson Space Center, 2101 Nasa Parkway
Housion, TX 77058-3696
Org./Buyer: BJ2Homero Rangel

Tel No.; 281-244-6962 Fax: 281-333-0463

| E-mail: _homero rangel-1@nasa qov

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For. Accountable Property

Order No.; JETS-IT08-04 Rev 7

5. Contractor:

ME! Technologies, Inc.

2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-283-6018 X Fax: 281-283-6170

TiN: CAGE CODE:

6. Deliver On or Before: §9/30/2008
F.Q.B. Point: Destinalion

Discount Terms: Net 30 Days,

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.; JETS-IT08-04 Rev 7

8. Type of Order;

{T] PURCHASE: Please fumish the following in
accordance with the conditions specified en this order.
Reference:

[¥] DELIVERY. Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number: NNJMJAéBC

9. Written acceptance of this order by contractor [] 1is, [ ] is not 10. Name: Frances L.Mahan
required. Sign betow if required and retum to contracting officer.
Name: (Person autharized to sign)
Signature: Date: Signaturej WQJ ﬁ L‘L Date: Q‘J‘ /6'8'
CONTRACTING OFFICER
11. Schedute
HTEM OUANTITY UNIT QUANTITY
NO DESCRIPTION ORDERED UNIT PRICE AMOUNT ACCEFTED
1 UCF Upgrade, SR# 121633 1 JoR $7.935.97
(Mod. 97)
TO Value: Was: This Action: New Total:
Est, Cost: $ 961,795.77 $ 7,83597 $769.731.74
Max, Award Fee: $ 6§,16551 $ 000 $ 816551
Tolal Est, Cost & Fee: § 987,861.28 $ 7.93597 $975.897.25
12. For JSC intemal Use Only: 13. Total
Requisition No,: NIA 1 comp. [ PART. PPC:_
) $ 7.935.97
Rissue To: IT4/duan Galvez :
14. Quantities in “Quantity Accepted” Column Have Been
7] INSPECTED [[] ACCEPTED [7  RECENVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED. - — et v
. e Authorized U.S. Government Representative Date

JSC Form 1429 (Rev November 10, 2004} (MS Word August 1985)



Netianal Agronzutics and Space Administration
Lyndon 8, Johnson Sgace Center
Houston, TX 17048

ORDER FOR SUPPLIES OR SERVICES Page 1of 1

1. Order No,
JETS-ITOB-G4 Rev 8
Contract; NNJO4JASIC

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for Nationsl Defense undsr DPAS (15 CFR 700) DO-CO

Org./Buyer: BJ2/Hemero Ranget

Tel No.: 281-244-6362 Fax; 281.333-0463

. E-mail:

3. issuing Office: 4. Ship To: ‘
NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77068-3696 NASA Johnson Space Center

Houston, TX 77058-3698
Mark For: Accountable Property

Order No.: JETS-IT08-04 Rev 8

5. Contractor;

ME! Technologies, Inc.
2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

| Phone: 281-283-6015 %

TiN: CAGE CODE:

Fax: 281-283-6170

6. Dellver On or Bafore: 09/30/2008
F.C.B. Point: Destination

Discount Terms: Net 30 Days,

7. BILLING ADDRESS:
NASA Johnson Space Center
Altn: LF231/Accounts Payable Group
Houston, TX 77058-318%6
Order No.: JETS-IT08-04 Rev 8

8. Type of Order;
[7] PURCHASE: Please fumish the following in

accordance with the conditions specified on this order.

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this gelivery order is subject o

Reference: instructions contained on this form and is issuad subject lo the
jnamaane terms and conditions of contract number: NNJO4JAS3C
9. Written acceptance of this order by contractor [ }is, [BJ | is not 10. Name: Frances | Mahan
required. Sign below if required and refurn to contracting officer,
Name: {Person authorized lo sign) 1 )
Signature: Date: Signatuiren Date] 29/08
C RACYING OFFICER
11. Schedule
ITEM QUANTITY unT QUANTITY
iy DESCRIPTION orcereo | UMY PRICE AMQUNT ACGEPTED
1 NetBackup License Ranewal, SR# 122844 1 Joa $4,740.45
{Modt. 100)
TO Value: Was: This Action:  New Total:
Est. Cost: $069.731.74 5 474045 97447218
Max. Award Fee: $ 616551 $ 000 $ 616551
Tofal Est. Cost & Fee: § 975,897.25 $ 4740456 § 980,637.70
12. For JSC internal Use Only. 13. Total
Requisition No.; N/A ] comp. [ PART. PP s
4,740.4
Rissue To: T4/ Juan Galvaz s
14. Quantities in "Quantily Accepled” Columin Have Been
[[] insPECTED ("} ACCEPTED [ wrecemed
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED.
Authorlzed U.8. Govemment Representative Date

JBC Farm 1429 (Rev November 10, 2604) (MS Word August 19951




National Aeronautics and Space Adimioistration
Lyrdon 8. Johnson Space Cerier
Houstor, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of 1

1. Order No.
JETS-IT08.04 Rav 9
Conlrac: NNJO4JAS3C

2. Date of Grder
Ser date i block 16

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defanse under DPAS (18 CFR 700) DO-C2

3. lssuing Gffice.
NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer, Bd2tHnmero Rangsl

Tel No.: 281-244-6962
E-mail: _homero.ran

Fax: 281-333-0463

{-1{@nasa.qov

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For. Accountable Proparty

Order No.: JETS-IT08-04 Rev 9

5. Contractor:

ME} Technologies, Inc.

2525 Bay Area Boulgvard, Suite 300
Houston, TX 77058

Phone: 281-283-6015 ¥ Fax: 281-283-6170

TIN: CAGE CODE:

6. Deliver On or Before: parag/2008
F.0.B. Point: Deslination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NABA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-IT08-04 Rev §

8. Type of Order:

[[1 PURCHASE: Please fumish the foliowing in
accerdance with the conditions specified on this order.
Reference: :

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject 1o
instructions contained on this form and is issued subject to the

terms and condiions of contract number: _NNJD4JAB3C

9. Written acceptance of this order by contractor [[_] ] is, [B ] is nat 10. Name: Frances L Mahan
required, Sign below if required and retum to contracting officer.
Name: (Person authorized to sign}
Signature: Date: Signalu‘k.%kﬂdki% Date: [ oL
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY UNIT QUANTITY
Ne. DESCRIPTION orperep | N7 PRICE AMOUNT ACCEPTED
1 Cricket Support Rnewal, SR# 122845 1 JoB $871.46
{Mod. 100)
TO Value: Was: This Action:  New Total:
Est, Cost: $974,472.19 $ 97148 §97544365
Max. Award Fee: % 6.165.51 § Q00D & 616551
Total Est. Cost & Fear § 080,637.70 5971.46 $ £81.609.16
12. For JSC intemat Use Only: . 13. Total
Requisition Na.. N/A [0 compP. [7] PART. PPC:
971.46
Rissue To: T4iduan Galvez $
14. Quantities in “Guantity Accepted” Column Have Been
[J INsPECTED {] ACCEPTED [Tl RECENED
TO CONFORM TO THE CONTRACT,
ACCEPTANCE WILL BE AT JSC UNLESS BY.
OTHERWISE NOTED.
Authorized U.5. Govemment Representative Date

JSG Form 1429 (Rev Navemper 19, 2004) (M8 Word August 1995)




National Asronautics and Space Administestion
Lyndon B. .fohnson Space Cenrer
Houston, TX 77068

ORDER FOR SUPPLIES OR SERVICES

Page 1 of 1

2. Dale of Order
See date in block 10

1. Order No,
JETS-IT08-04 Rev 10
Contract: NMJI4JAS3C

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO,
Certified for National Defense under DPAS (15 GER 700) DO-CO

3. Issuing Office:
NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77056-3606

Org fBuyer: BJ2/omere Range!
Te! No.: 281-244-6502 Fax: 281-333-0463

E-mail. _homero. mnael-1@nasa gov

4, Ship To:
Transportation Officer, Bullding 421
NASA Johnson Space Center
Mouston, TX 77058-3696
Mark For: Accountable Progerty

Order No.: JETS-T08-04 Rev 10

5. Contractor:

MEI Technologles, Inc.

2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-282-6015  x Fax: 281-283-6170

TIN: CAGE CODE:

6. Deliver On or Beiore: 00/30/2006
F.0.B, Point: Destinaticn

Discount Terms: Net 30 Days.

7. BILLING ADDRESS!
NASA Johnson Space Center
At LF231/Accounts Payable Group
Houston, TX 77068-3606
Order No.: JETS-IT08-04 Rev 10

8. Type of Order:

{1 PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Referenca:

B DELIVERY: Except for the Terts and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
Instructions contained on this form and is issued sutgect to the
terms and conditions of confract number, NNJ04JA53C

9. Written acceptance of this order by contractor [ ) is, {1 } Is not 10. Name: Frances L.Mahan
required. Sign below if required and retumn to contracting officer.
Nama: (Person authorized to sign}) ’
Signature: Date: Signature‘-é. _ﬂd&i@{‘h&ﬁe%ﬁ&
CONTRACTING OFFICER
11. Schedule
FrEM GUANTITY UNIT QUANTITY
Y DESCRIPTION orcergp | UNIT PRICE AMOUNT ACOEPTED
1 IRD Lab Backup Exec Licenses, SR¥ 122601 B JOB § 7.195.74
(Mad. 100)
TO Value: Was: This Action:  New Total;
Est. Cost: $975,443.65 $ 118574  $976,639.39
Max, Award Fee: § 618551 $ 000 § 616351
Tolal Est. Cost & Fee:  § 981,608.16 $1,195.74  § 982,804.90
12. For JSC internal Use Only: 13. Total
Requisition No.: N/A O comp. [J PART. PPC
i $ 119574
Rissue To: IT4/Juan Galvez
14, Quantities in *Quantity Accepted” Column Have Bean
] INSPECTED {1 accerteD ]  REGEIVED
TO GONFORM TO THE CONTRACT,
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED. :
Authotized U.S. Government Represertative Date

JISC Form 1423 (Rev Novamber 10, 20043 (MS Word Auqust 1885)



National Aercnautics and Space Administration
Lyndon B. Johnsan Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of 1

1, Order No.
JETS-IT08-04 Rev 11

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Contract: NNJO4JAS3C

Certified for National Defense under DPAS (15 CFR 700} DO-C9

3. lIssuing Office: .

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696

Org./Buyer: Bj2/Homero Rangel

Tel No.: 281-244-6962 Fax: 281-333-0463

E-mail: homero rangel-1@nasa.gov

4. Ship To:

Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696

Mark For: Accountable Property

Order No.: JEIS-IT08-04 Rev 11

5. Contractor:

MEI Technologies, Inc.
2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

6. Deliver On or Before: 09/30/2008
£.0.B. Paint: Destination

Discount Terms: Net 30 Days.

Phone: 281-283-6015  x Fax: 281.283-6170

TIN: CAGE CODE:

7. BILLING ADDRESS:

NASA Johnson Space Center

Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

Order No.: JETS-IT0B-04 Rev 11

8. Type of Order:

[J PURCHASE: Please fumish the following in
accordance with the conditions specified on this arder.
Reference:

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number: NNJ04JA53C

9. Wiritten acceptance of this order by contractor [ ] ]is, (B4 ] is not 10. Name: Frances |..Mahan
required. Sign below if required and retum to contracting officer.
Name: {Person authorized to sign)
Signature; Date: Signatu
11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION orperep | N7 PRICE AMOUNT ACCEPTED
1 WSTF Firewall Replacermment, SR# 121009 1 JOB $102,096.3¢
(Mod., 102}
TO Value: Was: This Action: New Total:
Est. Cost: $976,639.39 $ 102,096.3% $1,078,735.78
Max. Award Fee: $ 6,165.51 $ 0.00 $ 6.165.51
Total Est. Cost & Fee: § 982.804.90 $102,096.39  $1,084,901.29
12. For J8C Internal Use Only: 13. Total
Reqguisition No.: N/A {1 COMP. [] PART. PPC:
. $ 102,006.39
Rissue To: 1T4/Juan Galvez
14. Quantities in “Quantity Accepted” Column Have Bean
[J INSPECTED [l AccepTED [[] RECEIVED
TO CONFORM TO THE CONTRACT. ‘
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED, P
Authorized U.S. Government Representative Date

JSC Form 1429 (Rev November 10, 2004} (MS Word August 1995)
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National Aeranautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of 1

1. Order No.
JETS-T08-04 Rev 12

2. Date of Order
See date in btock 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Contract: NNJG4JAS3C

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. lssuing Office:
NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: BJ2/Homero Rangel

Tel No.: 281-244-6962

Fax: 281-333-0463
| E-mail:  homerg rangel-1@nasa dov

4. Ship To:

Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696

Mark For: Accountable Property

Order No.: JETS-1TD8-04 Rav 12

§. Contractor:

MEI Technologies, Inc.

2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

6. Deliver On or Before: 09/30/2008
F.Q.B. Point: Destination

Discount Terms: Net 30 Days.

Phone: 281-283-6015 X Fax: 281-283-6170

TIN: CAGE CODE:

7. BILLING ADDRESS:

NASA Johnson Space Center

Aftn: EF231/Accounts Payable Group
Houston, TX 77058-3696

Order No.: JETS-IT08-04 Rev 12

8. Type of Order:

[[] PURCHASE: Please fumish the following in
accordance with the conditions specified on this order.

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the foliowing page, this delivery order is subject to

Reference: instructions contained on this form and is issued subject o the
terms and conditions of contract number: NNJ04JAS3C
9. Written acceptance of this order by contractor [[] | is, [BJ ] is not 10. Name: Frances L.Mahan
required. Sign below if required and retumn to contracting officer.
Name: (Person authorized to sign)
v et L]
Signature: Date: Signature: \}/(&‘ﬂ&aj f {}AQM Date: 8 Zdﬁ /(95
CONTRACTING OFFICER
11. Schedule
ATEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED unIT PRICE AMOUNT ACCEPTED
1 Urchin (1000 licenses) Upgrade Purchase, SR# 123446 1 JOB $2,412.41
{Mod. 102)
TO Value: Was: This Action: New Tbtal:
££st. Cost: $1,078,735.78 § 2,412.4% $1,081,149.19
Max. Award Fee: $ 6,165.51 $ 0.00 $ 6,165.51
Total Est. Cost & Fee: §$1,084,001.29 $ 2.412.41 $1,087.313.70
12. For JSC Internal Use Only: 13. Total
Requisition No.: N/A 1 compP. [ PART. PPC:
. $ 2.412.41
Rissue To: T4/ Juan Galver
14. Quantities in "Quantity Accepted” Column Have Been
E] INSPECTED [:} ACCEPTED D RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS 2}
OTHERWISE NOTED.
Authorized U.S. Government Representative Date

JSC Form 1423 (Rev November 10, 2004) {MS Word August 1995)



National Astonaidics and Space Administration
Lyndon B. Johnson Space Center
Hauston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of 1

2. Date of Order
See date in block 10

1. Order Noa.
JETS-{T08-04 Rev 13
Contract NNJD4JAS3IC

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.
Certified for National Defense under DPAS (15 CFR 700) DO-CO

3. lssuing Office:
NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Bd2/Homero Rangel

Fax: 281-333-0463
nasa,gov

Tel No.: 281-244-6962
E-mail: hgmero. rangel-1

4. Ship To:
Transportation Officer, Bullding 4214
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-1T08-04 Rev 13

5. Contractor:

MEI! Technologies, inc.

2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-283-6015  x Fax: 281-283-6170

TiN: CAGE CODE:

6. Deliver On or Before: 09/30/2008
F.O.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-T08-04 Rev 13

8. Type of Order:

] PURCHASE: Please furnish the following in
accordance with the conditians specified on this order,

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this defivery order is subject to

Reference: instructions contained on this form and is issued subject to the
terms and conditions of contract number: NNJO4JAS3C
9. Written acceptance of this order by contractor [] 1is, {&J }is not 10. Name: Frances L.Mahan
required. Sign below if required and retum to contracting officer.
Name: {Person authorized 1o sign) \9-
Signature: Date: Signature: MMCL:f? %the;g 25703
CONTRACTING OFFICER
11. Schedule
TEM QUANTITY . UNIT QUANTITY
by DESCRIPTION orogrep | N7 PRICE AMOUNT ACCEPTED
] CBACCS Terminal Server, SR# 122812 1 Jos $10,385.69
(Mod. 1G4)
TQ Value: Was: This Action: New Tolal:
Est. Cost: $1.081,149.19  $10,385.69 $1.091.534.88
Max. Award Fee: $§ B,165.51 % 0.00 ¥ 6.1656.51
Total Est. Cost & Fee: $1.087.314.70 $1b,385.69 $1.097,700.39
12. For JSC Internal Use Only: 13. Total
Requisition No.: N/A 0 compP. [] PART. PPC;
. $ 10.385.69
Rissue To: 1T4/duan Galvez
14, Quantities in "Quantity Accepled" Column Have Been
[J INSPECTED ] ACCEPTED {{1  RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED. .. e s o -
Authorized U.S. Government Representative Date

JSC Form 1429 {Rev November 10, 2004) (MS Word August 1985)



Nationa) Aaronautics and Space Administrstion
Lyndor: B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1of 1

2. Date of Order
~See date in block 10

1. Order No.
JETS-ITO8-04 Rev 14
Contract: NNJJ4JAS3C

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. issuing Office:
NASA Johnson Space Center, 2101
Houston, TX 77058-3696
Org./Buyer: BJ2/Homero Rangel

Nasa Parkway

Tel No.. 281-244-6962 Fax: 281-333-0483

E-mail, homero.rangel-1@inasa.gov

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-1T08-04 Rev 14

5. Contractor:

MEI| Technotogies, Inc.

2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-283-6015° X Fax: 781-283-6170

TIN: CAGE CODE

6. Deliver On or Before: 08/30/2008
F.Q.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payabie Group
Houston, TX 77058-3698
QOrder No.: JETS-1T08-04 Rev 14

8. Type of Order:

[] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.

DELIVERY: Except for the Terms and Conditions of Purchase

Order listed on the following page, this delivery order is subject to

Reference:; instructions contained on this form and is issued subject to the
terms and conditions of contract number: NNJJ4JAS3C
9. Wriltten acceptance of this order by contractor [[] } s, [X] ] is not 10. Name: Frances L.Mahan
required. Sign below if required and retum to contracting officer.
MNamae: {Person authorized to sign)
Signature: Date: _ Signatur@%\ﬁtm Date: 2 295 /93
CONTRACTING OFFICER
11. Schedule
1TEM QUANTITY [7.013 QUANTITY
NO. DESCRIPTION OROERED uny PRICE AMOUNT ACCEPTED
1 COSS NetBackup SoHlware Purchase, SR# 125694 1 JOB $8,207.88
(Mod. 104)
TO vaive: Was: This Action:  New Total:
Est. Cost: $1,091.534.88 § 8,207.88 $1.098,742.76
Max. Award Fee: $ 6,165.51 $ 000 % 6,165.51
Total Est. Cost & Fee: $1,097,700.38 $ 8,207.88 $1.105,808.27
12. For JSC Inlemal Use Only: 13. Total
Requisition No.: N/A [ comp. (1 PART. PPC:
. $ 820788
Rissue To: T4/Juan Galvez
14. Quantities in "Quantity Accepted” Cofumn Have Been
['_'] INSPECTED [j ACCEPTED fj RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED, . i}
Authorized U.S. Government Representative Date

JSC Form 1429 [Rev Nevember 16, 2004} (M3 Word August 1995)




S

Nationat Aeronautics and $pace Administratian [
'Lyndon B. Johnson Space Center ORDER FOR SUPPLIES OR SERVICES Page 1ol 1
"Houston, TR 77068
1, Order No. 2. Date of Order .
JETS-IT0B.04 Rev 15 See date inblock 10 NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.
- Contract: NNJO4JAS3C Centified for National Defense under DPAS (16 CFR 700} DO-C9
3. Issuing Office: 4. Ship To: ) ‘
NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johngon Space Center
Org./Buyer: BJ2/Momero Rangel Houston, TX 77058-3696
Mark For: Accountable Property
Tei No.: 281-244.6862 Fax: 281-333-0463 Order No.: JETS-{108-04 Rev 15
E-mall: _homerosangsl-1@nasa.goy
5. Contractor: 8. Deliver On ar Before: 09/30/2008
MEH Technologles, Inc.
2525 Bay Area Boutevard, Suite 300 F.O.B. Point: Destination
Houstor, TX 77058
Discount Terms: Net 30 Days.
| 7. BILLING ADDRESS:
. y . 81989 NASA Johnson Space Center
Phone: 281-283-6015 X Fax: 281-283-8170 Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
TIN: CAGE CODE: Order No.; JETS-IT08-04 Rev 15
B. Type of Order:
PURCHASE: Please fumish the following in DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order listed on the following page, this delivery order is subject to
Reference: instructions contained on this form and s issued subject to the
terms and conditions of contract number: NNJO4JASIC
5. Written acceptance of this order by contractor [[] 1is, [ 78 not 10. Name: Franges L.Mahan
required. Sign below If required and retum to contracting afficer.
Namae: {Person authorized to sign) /; J PYIN 7 ,
Signature: Date: Signature: ABN o / / Mﬂ/{pate.gf 3 £nd
CONTRAGCTING OFFICER i
11. Schedule
iTEM QUANTITY UNIT QUANTITY
iy DESCRIPTION oroerep | U PRICE AMOUNT ACCEPTED
1 Price02 Server Replacement, SR# 120445 , 1 JOB ’ $33,851.46
{Mod. 105)
TO Value: Was: This Action:  New Tolal:
Est. Cost: $1,000.742.78 § 3385146 ¥ 133,594.22
Max. Award Fee: $ 616561 $ 0.00 § 618551
Total Est. Cost & Fee:  $1,105,808.27 % 3385146 $1,130759.73
12. For JSC Internal Use Only: 13. Yotal
Requisition No.: N/A 1 comp. [J PARY. PPC s
33,851.46
Rissue To: {T4/Juan Galvez !
T4 Quantities in “Quantity Accepted” Column Have Been
E] INSPECTED D ACCEPTED [:] RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED.
Authorized U 8. Governmernt Representative Date

JSC Form $429 (Rev November 10, 2004) (M5 Word Auqust 1985)
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National Aeronaulics and Space Administtation
Lyndon 8, Johnson Space Center
Houston, TX 72088

ORDER FOR SUPPLIES OR SERVICES

Page 1 of 1

2. Date of Order
See date in binck 10

1. Qrder No.
JETSAT08-04 Rev 16
Confract: NNJO4JASIC

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. lssuing Office:
NASA Johnsen Space Center, 2101 Nasa Parkway
Houston, TX 77058-3686
Org./Buyer: BJ2/Homero Rangel
Tel No.: 281-244-6962 Fax: 281-333-0463
E-mail: _homero rangel- 1@nasa.gov

4. Ship To: :
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3636
Mark For: Accountable Praoperty

Order No.: JETS-T08-04 Rev 16

$. Contractor:

ME! Technoiogies, Inc.

2525 Bay Area Boulevard, Suile 300
Houston, TX 77058

Phone: 281-283-6015 X Fax: 281-283-6170

TN CAGE CORE:

6, Deliver On or Before: 03/30/2008
F.0.8. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnsen Space Center
Atin: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-T08-04 Rev 16

8. Type of Order:

[J] PURCHASE: Please furnish the following in
accordance with the conditions spacified on this order,
Reference:

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject lo
Instructions contained on this form and is

issued subjact to the
terms and conditions of contract number: NNJO4 C

it

GTHERWISE NOTED.

9. Written acceptance of this order by contractor 7] 14, [ ] 4s not 10. Name: Frances L. Mahan
requirad, Sign below if required and retum to contracting officer.
Name: (Person authorized to sign)
Signature: Date: Slgnat@d,ﬂ &o#m Date; '_Z’ég/oz
CONTRACTING OFFICER
11. Schedule
TEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION oroeren | N7 PRICE AMOUNY ACCEPTED
1 Niksun NetVCR Refresh, SR# 128587 1 JoB $93,403.93
(Mod. 105)
TO Value: Was: This Action:  New Talal:
Est. Cost: $1,1335694.22 § 9340393 §1.226998.15
Max. Award Fee: $ 616551 $ 0.00 $ 616551
Total Est. Cost & Fer: $1,139,759.73 § 93403.63 $1,233.163.86
12. For JSC internal Use Only: 13. Total
Requisition No.: N/A [J comp. [ PART. PPC:___ 5
93,403.93
Rissue To: T4/ Juan Galvez
14. Quantities In "Quantity Accepted” Column Have Been
[] INSPECTED [[] ACCEPTED [T RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WiLL BE AT JSC UNLESS ay:

Authorized U.S. Government Representative Date

JSC Form 1429 (Rev November 10, 2004} (MS Word August 1995)




Naticnal Aeronaylics and Space Admirstiation
Lyndon B, Jobnson Space Center
Houston, TX 77058 )

ORDER FOR SUPPLIES OR SERVICES

Page 1of 1

1. Order No.
JETS-T08-04 Rev 17
Contract: NNJ04JAS3C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS {15 CFR 700) DO-CQ

3. issuing Office:
NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3606

Org./Buyer: BJ2/Homero Rangel

Tel No.: 281-244-6962 Fax; 281-333-0463
E-mail. _homero rangel-1¢nasa aov

4. Ship To:

‘ Transportation Officer, Building 421
NASA Johnson Space Cenler
Houston, TX 77058-3696
Mark For: Accountable Propaerty

Order No.: JETS-1T08-04 Rev 17

5. Contractor;

ME# Technatogles, Inc.

2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 201-283-6016  x Fax: 281-283-6170

TIN: CAGE CQODE:

6. Dellver On or Before; 09/30/2008
F.0.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Centar
Aftn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-{T08-04 Rev 17

8. Type of Order:

] PURCHASE: Please furnish the foltowing in
accordance with the conditions specified on this order.
Reference:

DEUIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
tarms and conditions of contract number. NNJ04JAS3C

OTHERWISE NOTED. ]

9. Written acceptanica of this order by contractor 7] | is, [[<] | is not 10. Name: Frances L Mahan
raquired. Sign below if required and retumn to contracting officer.
Name: {Person authorized to sign) '
Signature: Date: Signatur&-.;. /‘M&-\a{ M(}ate: (7 0)"
CONTRACTING OFFICER
11. Schedule
TEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED UNIT PRICE AROUNT ACCEPTED
1 MOSS Infrastructure Upgrade, SR# 122020 t Jos $57,178.91
{Mad. 108)
TO Value: Was: This Action: - New Tolal:
Est. Cosl: s?.éza,sge.fs $ 5717881 § 1.284,177.06
Max. Award Fee. $ 61655 $§ Q.00 $ 616551
Total Est. Cost & Fee: $1,233,163.66 § 5717891  $1,280,342.57
12. For JSC intemal Use Only: : 13. Tolal
Requlsition No.. N/A [0 comp. [ PART. PPC:
$ 57.178.91
Rissue To: (T4t Juan Galvez 8
14. Quantiies In “Quantity Accepted” Column Have Been
[] INSPECTED [Tl ACcerTED [J Receven
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS ay:

Authorized U.8. Govemment Representative Date

JSC Form 1429 {Rev November 103, 2002) (MS Word August 1995}




Nattonsl Aerorautics and Space Adsrinisialion
Lyndon B, Johnson Space Center
Hauston. TX 77658

ORDER FOR SUPPLIES OR SERVICES

Page 1 of 1

1. Order No.
JETS-TQ8-04 Rev 18
Contract NNJOMJASIC

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:
NASA Johnsan Space Center, 2101 Nasa Parkway
Houston, TX 77058-36%8

Qrg./Buyer: BJ2/Homero Rangel

Tel No.: 281-244:6962 Fax: 281:333-0463
{ E-mail: homerg.rangel-1@nasa.gov

4, Ship To:
Transportation Officer, Buiiding 421
NASA Johnson Space Centler
Houston, TX 77058-36968
Mark For: Accountable Property

Order Na.: JETS-1T08.04 Rev 18

5. Contractor:

ME1 Technologies, Inc.

2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-2683-60156  x Fax: 281-283-6170

TN CAGE CODE-

8. Dueliver On or Before: 09/30/2008
F.0.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.r JETS-T08-04 Rev 18

8. Type of Order:

[C] PURCHASE: Please fusnish the foflowing in
accordance with the conditions specified on this order.
Reference:

DELIVERY: Except for the Terms and Conditions of Purchase
Crder listed on the foliowing page, this delivery order is subject to
instructions contained on this form and is issued subjact to the
terms and conditions of contract number: Nuggg;_aégc

9. Written acceptance of this order by contractor [[] ) Is, [Bd ] is not 10. Name: Frances L .Mahan
required. Sign below if required and retum to contracting officer.
Name: {Person guthorized ta sign)
Signature: Date: Signatbre: .mju@ate: i‘é c/ag
CONTRACTING OFFICER
11, Schedule
{FEM QUANTITY UM QUANTITY
NG. "DESCRIPTION orgerep | T PRICE AMGUNT ACCEPTED
1 TrackWise Software Upgread and Maintenance, SR# 126873 1 Joa $101,499.89
(Mog. 108) .
TO Value: Vvas: This Action:  New Total
Est. Cast; $1,284,177.06 $ 10148089 § 1,385.8676.95
Max. Award Fee! $ 616551 $ 000 $ 616551
Total Est. Cost & Fear  §$1,2090,342.57 $101,480.80  $1.381,842.46
12. For JSC Internal tse Only: 13. Total
Requisition No.: N/A [J coMp. [T PART. PPC:
$ 101.499.89
Rissue To: {T4/Juan Galvez
14, Quantities in *‘Quantity Accepted” Column Have Been
[3 INSPECTED D ACCEPTED D RECEIVED
TO CONFORM TQ THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED. e ermmsnes e
Authorized U.5. Government Representativa Date

JSC Form 1429 (Rew November 10, 2004) {MS Word August 1995)




. .. N N . s .

1 Mationa! Agronzutics and Space Administration
Lymdon B, Johrson Space Denier

Howezon, TX 77053

QORDER FOR SUPPLIES OR SERVICES

NOTE: MARK ALL PACKAGES aND PAPERS WITH ORDER NC.

1. Order No. 2. Date of Order
T JETS-XALB L Sas :3 e inbiock 10
Contract NNJO4JAS3C

Certited for Nationa! Defense under DPAS {15 CFR 700} DO-CS

3. lssuing Office:
NASA Johnson Spacs Center, 2104 Nasa Parlway
Houston, TX 77058-3688
Qrg. fBuyer Matreniz Anumels

Tel No.: 281-453-4144 - Fax: 281-48%-4173
E-mall:  maireniz r anumelenass qov

4. Ship To:

Transportaion Officer, Building 421
NASA Johnson Space Center
Hoostan, TX 77058-3688

Marg For. Accountable Property
JETS-XADELY

Orcer No.:

5. Contractor,

MEt Technologiss, inc.
Atin: Linda Slaman
2825 Bay Area Boulevard
Houston, TX 77058

-

F.0.8
. Suite 300

Discount Terms: Nst

8. Osliver Cn or Before; 083072008

Point: Destination

30 Days.

Phone: 281-283-8155 X Fax 281-283-8182

TIN: CAGE CODE:

7. BILLING ADDRESS:

NAQA fohnson Space Center
LF231/Accounts Payzable Group

Fou; ton, TX 77058-358¢8

Order No.; JETS-YA-08-01

8. Type of Order:

] PURCHASE: Please fumish the following in
accordance with the conditions specified on this order.
Reference: . .

DELIVERY: Except forthe Terms and Condftions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number: _NNJO4JAS3C

8. Written acceptance of this order by coniractor [} 1is, [Bg ]is not 10. Name: Frances L Mahan
required. Sign below if required znd refum to contracting officer.
Name. {Person authorized to sign)
Signature: Date: Slgnature\m @&\f ” Léu@ate c?/ -3?}0 7
CONTRACTING OFFICER
4. Schedule
TEM et QUENTRY | L uNT e QUANTITY
NO. DESCRIFTICN ORDERED b CRICE AMOURE ACCEHTED
1 Yechnical Services 1 JOB $132,03852
Estimated Cost § 123,7887%8
Maxirum Award Fee: 3 8,248.74
Total Esfimated Cost and Fee: $ 132038352
12. For JEC Ipternal Use Cnly: 13. Total
Requisition No.: N/& 1 CoMP. 1 PART PP
. . $ 13203882
Rissue To: iT4/Nicholzs H Masloh
14. Quantities in *Quantily Accepted” Column Have Been
[ 1 INSPECTED ] ACCEFTED I RECEWED
TO CONFORM TO THE CONTRACT,
ACGEPTANCE WILL BE AT JSC UNLESS 8Y.
OTHERWISE NOTED.
Authorized U8, Governmeant Representative Date

JEC Form 1428 {Rev Novembar 10, 2004} (VS Word Augus? 1885




1. Task Order Number/Title
JETS-XA08-01 — Technical Assistance
2. Technical Monitor Representative (TMR)

Primary: Gregory S. Brown /IC
Alternate: Thorton E. Dyson/IM

3. Narrative Task Descripiion

a.  The Contractor shall be responsible for the daily IT support of the EVA Office (Code XA),
as specified in the JETS Statement of Work (SOW) area 6.0.

b.  The Contractor shall provide support to ODIN and OneEVA for obtaiming the concurrence
of the Contracting Officer’s Technical Representative (COTR}) or his/her designee to pertorm all
scheduled hardware and software upgrades, mainlenance outages, and software patch
installations.

¢. The Contracior shall be responsible for coordinating with associate contractors for all
applicable software upgrades, maintcnance outages, and sofiware patch installations.

d. The Contractor shall provide technical expertise at IRD boards and meetings, such as the
Network Access Control Board (NACB). The NACB typically meets once each week for one to
three hours. Additional ad-hoc special NACB meetings and other working group meetings may
be required, generally not exceeding two to three hours per week. In addition, the Contractor
shall attend the 1T Steering Council (meets twice monthly) and the IRD Customer Forum (meets
once a month). The Contractor shall report back to the organization any issues which will
impact the organization. Information on IT events or new capabilities will either be distributed
via email or discussed during staff meetings.

e. The Contractor shall maintain adequate personnel onsite Monday through Friday 8.00 AM ~
5:00 PM in order to accomplish successful day-to-day 1T operations. In addition, the Contractor
shall provide 24/7 on-call support for all security-related incidents which may adversely affect
the EVA Office. The 24/7 on-call support shall be accomplished via a Contractor provided
pager. If the Contractor detects or is notified via Government provided automated means (such
as an e-mail or pager alert) of a potential security issue, the Contractor shall notify the JSC IT
Security Office by calling the IT Security Duty Phone and coordinating as required with
associate contractors. The Contractor shall assist all members of the EVA Office in reducing the
number of unsolicited emails and work with the Consolidated Help Desk if a virus is suspected
on a user workstation,

f.  The Contractor shall provide support to the EVA Office user community working directly
with end-users and associate contractors to resolve user-reported issues. Based on the current

environment, approximately twenty (20) hours per week are required for the investigation and
resolution of user-reported issues. The Contractor shall make contact with the end-user within



one (1) business day of a reported issue. The Contractor shall coordinate with off-site personnel
assigned to the EVA Office and assure commonality of hardware/software (where appropriate).

g.  The Contractor shall provide support for users to check out end-user take-home software
and maintdin a log of checked out software.

h. The Contractor shall provide support for the maintenance of the ODIN laptop loan pool for
the EVA office. If the pool is ODIN-managed, this will include ensuring that ODIN has the
correct information for log tracking (user and due date). Otherwise, the Contractor shall
maintain the logs detailing the property tags, users, and duc dates., In addition--if the pool is
ODIN-managed--the Contractor will ensure that ODIN configures the laptops for individual
users and ensuring wipe and load are performed when laptops are returned (if necessary).

i.  The Contractor shall assist ODIN/IRD in maintaining and assuring the accuracy of the
Customer Service System database (i.e. verifying jack numbers on an SR). The Contractor shall
receive all requirements for new IT or telephone equipment and write all Service Requests
(SR’s) required to obrtain the IT or telephone equipment. The contractor shall write all SR’s for
moves within the EVA Office. The Contractor shall write all SR’s for new ID’s or changes to
existing ID’s. The Contractor shall review all SR’s written for off-sitc EVA Office personnel.
This is to assure accuracy and where new items are being purchased, assure these are in
compliance with the EVA Office IT Plan by providing cost information to the EVA Office
Budget Analyst or designee.

j.  The Contractor shall provide support for obtaining ail file access rights for uny share
directory and maintain records.

k. The Contractor shall review shared file storage (not home directories) usage for all EVA
Office employees and advise when usage is 80% maximum. The contractor shall assist
employees in efficient use of home directories. The Contractor shall provide assistance to
employees in backing up data on individual hard drives, CD’s or other media. The Contractor,
shall assist users in the use of their workstations/phones/printers/DVD/CD burners/scanners. etc.

1. The Contractor shall gather requirements from all members of the EVA Office and
coordinate with management. After approval of requested items has been received, the
Contractor shall provide the requirements to the EVA Budget Analyst or designee and  work
together with the analyst in writing the IT Plan.

m. The Contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support IT
security incidents, investigations and forensics analyses. The Contractor shall provide assistance
on reducing unsolicited email and respond to all virus incidents. The Contractor shall assure all
office workstations have the latest anti-virus software loaded.

n. The Contractor shall maintain a current Security Plan for the EVA Office, as required by
IRD. The Contractor shall perform all duties as the Organizational Computer Security



Representative (OCSR) as defined by IRD, and coordinate with the Organizational Computer
Security Manager (OCSM).

o. The Contractor shall maintain a configuration-managed diagram of the EVA Office, as well
as a configuration-managed document listing pertinent information--such as location, hardware,
tag numbers, cable and jack numbers—-of al]l EVA Project Office components, with applicable
software license codes.

p. The Contractor will be provided office space, computer and phone in the EVA Office (this
will be their permanent office).

q. The Contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the required
services described in this Task Order. In addition, to effectively perform and manage the work
detailed in this Task Order, the contractor shall perform all the Contract Management functions
detailed in Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality

3.3 Records Management

3.4 Work Authorizations

3.5 Facility Management

3.6 Property Management

3.7 JETS Metrics

4. Period of Performance

The services in this Task Order shall be performed from October 1, 2607 through September 30, 2008.

-

5. Deliverables Required

a) Security Plan reviews and updates for the EVA Office.
b) Support IT Planning for the EVA Office.

6. Special Requirements
The Contractor shall utilize the JETS Online system to track action items pertaining to this task
order. The Contractor shall evaluate the sensitivity of all data prior to submission into the JETS

Online system. Data that contains sensitive information can be processed outside of the JETS
Online system. ‘

7. Metrics

The Contractor shall provide monthly Customer Satisfaction and System Availability metrics as
gpecified in DRD-03 Metrics Reports.



JSC Enabling Technology and Security (JETS)

NNJO4JASIC

Task Order: JETS-XA08-01 - Technical Services

Approved Technical Evaluation Received

Task Order Approvals

Performance Period: QOctober 1, 2007 — September 30, 2008

Funding Organization(s):

Task Order Value:

Maximum Award Fee;
Total Cost:

A

$123,789.78

§ 824874
$132,038.52

20t 107

Approved By:
;E*c

JETS Budget Analyst

Da{é

q/zg/aac'?

JISC I2TS TMR é

7.

Date

2Pkt 07

Approved By:

Approved By -

ISC JETS Contracting Officer

;,M
R

e Tt

JSC JETS COT Date
———
s _§fat/o
ation Technology Division Date '

"?/ .&?’/;ﬁ 9,

Date

JETS



R L L LY A O PPy
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Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1 of 1

1. Order No.
JETS-I-08-01
Contract: NNJ0O4JAS3C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:

NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696

Org./Buyer: Maria Atberty

Tel No.: 281.244.5338

- E-mail: maria | alberty@nasa.qov

Fax: 281.333.0452

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-IM-09-01

5. Contractor:

ME! Technologies, Inc.
Attn: Linda Slaman
2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-283-6185  x Fax: 281-283-6162

TIN: CAGE CODE:;

6. Deliver On or Before: 08/31/2009

F.0.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696 :
Order No.: JETS-IM-09-01

8. Type of Order: i

[C] PURCHASE: Please fumnish the following in -
accordance with the conditions specified on this order.
Reference:

[XI DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the foliowing page, this delivery order is subject to
instructions contained on this form and is issued subject to the

terms and conditions of contract number: NNJ04JAS3C

OTHERWISE NOTED.

9. Whritten acceptance of this order by contractor (] ]is, {Ed ] is not 10. Name: Frances L. Mahan
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11. Schedule
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1 Network and Security Services 1 JOB 31'406'978'2
Estimated Cost: $1.322,090 47
Maximum Award Fee: ¥ 84,887.88
Total Estimated Cost and Fee: $1,406,978.35
12. For JSC internal Use QOnly; , 13. Total
Requisition No.: N/A {31 coMP. [ PART. PPC:
) $ 1.406.978.35
Rissue To; T4/Ruben Reyes
14. Quantities in "Quantity Accepted” Column Have Been
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TO CONFORM TO THE CONTRACT.
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Task Order Approvals

Task Order: JETS-OPS09-IM-01 — System Administration and Sustaining Engineering |
Approved Technical Evaluation Received _ 12/18/08

Performance Period: October 1, 2008 — August 31, 2009

Funding Organization(s):

Task Order Value:
Cost: $1,322,090.47
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Total Cost: $1,406,978.35
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JSC JETS Budget Analyst Date
Approved By:

JSCJETS TMR Date
Approved By:
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Approved By:

Manager, IT Information Technology Division Date
Approved By:

JSCJETS Contracting Officer Date
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JSC Enabling Technelogy and Security (JETS)
NNJ04JAS3C

1. Task Order Number/Title
JETS-OPS09-IM-01 — Network and Security Services
2. Technical Monitor Representative (TMR)

See Contracting Officer’s letter for TMR’s for this task order.
Primary: John Flood/IM
Alternate: /IM

3. Narrative Task Description

a. The Contractor shall be responsible for the daily operation of the systems identified
below and as listed in the Information Resources Directorate (IRD) IT Inventory
Database as IT Security. Daily operation, as specified in the JETS Statement of Work
(SOW) Section 5.0, include the monitoring of system activity and performance, review
of logs, configuration changes and management (including user accounts), performing
system upgrades, reporting, system engineering, and ensuring documentation is
complete, accurate, and up-to-date. It is the Government’s intent to retain the PPTP
systems as a contingency capability in case of Pandemic events. The primary VPN
capability of JSC will be the Juniper IVE.

(1) Firewall Systems
{a) JSC Firewall Systems

Quter Firewall (Primary)
Quter Firewall (Secondary)
Inner Firewall (Primary)
Inner Firewall (Secondary)
DMZ Firewall (Primary)
DMZ Firewall (Secondary)
Lab/Development Firewalls

{(b) JSC Firewall Support Systems

o Inner Firewall Log Server
» Quter Firewall Log Server

{c) WSTF Firewall Systems

o  WSTF Firewall (Primary)
e  WSTF Firewall (Secondary)

{d) WSTF Firewall Management Server

JETS-OPS09-IM-01 2



JSC Enabling Technology and Security (JETS)
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(2) Content Monitoring and Filtering systems
(a) SurfControl

e SurfControl Application Server-1
» SurfControl Application Server-2
e SurfControl Database Server

(b) Websense (To be replaced by SurfControl)
(¢) NetContExt (Content Analyzer)
(d) URL Logging Systems

e URNNID
URL CMS

(e) JSC Proxy Systems

¢ Proxy Appliance Primary
¢ Proxy Appliance Secondary
¢ Proxy Reporting Server

(3)  Network Intrusion Detection (NID) systems
(a) RealSecure SiteProtector

ISS SiteProtector Appiication Server

INS Core ISS Network Sensor

[SO Core ISS Network Sensor

INS Building I and Wireless [SS Network Sensors
INS Building 2 and Poldev ISS Network Sensors
PSNa and SIP ISS Network Sensors

JSCMAN and PIP ISS Network Sensors

WSTF ISS SiteProtector Application Server
WSTF Network Sensor

(b) Netscreen Intrusion Detection and Prevention (IDP)

s 8 & & ¢ ¢ o 9

IDP Management Server

INS Core IDP Network Sensor

INS Building IDP Network Sensor

[SO Core IDP Network Sensor

PIP/SIP IDP Network Sensor
Wireless/PSNa/JSCMAN IDP Network Sensor

(¢) NID Consoles (Quantity 5)

* & @ o 0 @
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JSC Enabling Teéhnology and Security (JETS)
NNJ04JAS53C

(4) Traffic Capturing and Analysis Systems
(a) INS Buildings TCP-Dump and 1PView data collectors
(b) ISO Core TCP-DUMP and IPView data collectors
(c) SIP/PIP TCP-DUMP and IPView data collectors
(d) NetContExt-NTR (to be replaced by IPView)
(5) IT Security Support systems
(a) Boundary Services Log Repository and Gateway System
e«  Two RAID Cabinets

(b) Boundary Services Backup Log Repository, Gateway Server and TCP-Dump
Data Storage

¢ 6 RAID Cabinets
(c) JSC IT Security Forensics Repository
(d) JSC IT Security File share
(¢) Security Data Warehouse (SDW)

o SDW Production
SDW Development
RAID Cabinet

(6) JSC Scanning Systems
(a) Foundstone

¢ Foundstone Enterprise Manager
e Foundstone Database
o Foundstone Scan Engines (Quantity 6)

(b) Linux Scanners

¢ [SO Linux Scanner
e INS Linux Scanner

(7) Consolidated Logging systems (LogLogic) Production Support and Operations
Requirements need to be developed in order to understand the scope of work
associated with the Consolidated Logging Project.

JETS-0PS09-IM-01 4



JSC Enabling Technology and Security (JETS)
NNJO4JAS3C

LogLogic LX2000
LogLogic LX2000
LogLogic LX2000
LogLogic LX2000
LogLogic LX2000
LogLogic £X2000
LogLogic LX1000
LogLogic ST3000
LogLogic ST3000

(8) JSC Remote Access Systems

Point-to-Point Tunneling Protocol (PPTP) Server (Primary)
Point-to-Point Tunneling Protocol (PPTP) Server (Warm Backup)
Juniper IVE System (Primary)

Juniper IVE System (Secondary)

(9) Public Key Infrastructure (PKI) systems

e Profile Server cluster node |
e Profile Server cluster node 2
s JSC RA Laptop

b. All data generated through this contract/task order is non proprietary and is the property
of the Government. The data, as well as any required tools to access the data, shall be
made available to the Government.

¢. The Contractor shall provide daily review and analysis of the firewall and other log files,
coordinating as required with the appropriate IRD Security personnel, associate -
contractors, and the user community to identify and resolve security problems and
configuration issues.

d. The Contractor shall provide support to the user community for issues that are related to
the [T Security Systems, including receiving and electronic tracking of incoming calls
and requests, handling related calls that are forwarded from associate contractors, and
working directly with end-users and associate contractors to resolve user-reported issues.
Based on the current environment, approximately thirty (30} hours per week are required
for the investigation and resolution of user-reported issues. The Contractor shall make
contact with the end-user within one (1) business day of a reported issue.

e. The Contractor shall engineer, operate, monitor, and tune the Network Intrusion
Detection System (NIDS) to include:

(1) Ensure a hardened central management console and hardened sensors are placed
on secure monitoring segments with access to key areas of network infrastructure
to collect network traffic and are tuned to avoid packet loss, Perform any
necessary configuration changes, IDS application upgrades, and frequent updates
to the IDS signatures/rules on the console and across all sensors. Ensure
documentation is complete, accurate, and up-to-date.

JETS-OPS(9-IM-01 5




JSC Enablmg Technology and Security (J ETS)
NNJ04JA53C

(2)

3)

(4)

Perform any system administration or management (including managing user
accounts and access for government IT Security and other authorized personnel),
data backup, monitoring of system actlwty and performance, analysis of system
and IDS logs, and reporting,

Collect and analyze IDS alerts for indicators and wamings to detect and escalate
IT Security Incidents or to recommend improvements to security controls and
practices,

Maintain an intimate knowledge of monitored systems and research the unique
properties of suspicious traffic to write effective signatures to exclusively detect
malicious or unauthorized activity unique to JSC.

f. The Contractor shall be responsible for the revalidating, development and testing of
Public Key Infrastructure (PKI) installation packages. It is estimated that approximately
six PKI packages (four quarterly-load packages, two special-purpose development
packages) will be required each year.

g. The Contractor shall be responsible for supporting network security scanning and
vulnerability assessment that includes:

)

2

(3

4

(5)

Regular network scans using the Foundstone, nmap, wireless and other scanning
tools as specified by the IRD CIO Office. The network vulnerability scanning is
to be performed per the requirements defined by the NASA Memorandum on
Scanning and Vulnerability Elimination or Mitigation (updated annually),
including the use of required scanning tools, which is currently Foundstone. This
memo can be found on the JSC webpage under the IT Security section, NASA I/'T
policy & directives

Software and firmware configuration vulnerability scans of devices connected to
the JSC network as requested by other JSC Organizations and report results to the
TMR.

Conduct vulnerability assessments or compliance scanning in support of
Certification and Accreditation (C&A) and submite completion report to the
TMR.

Scans on any new system installed at the Center identified in Security Data
Warehouse (SDW), requests from other JSC Organizations , in support of web
registration, and on an ad-hoc basis due to security threats or data calls.

Wireless scanning will be performed at least Semi-Annually for full center scans
and at least quarterly for spot check scans or as determined by the IRD CIO
Office to detect unauthorized wireless network access points, misconfigurations,
vulnerabilities. Wireless Scan reports shall be submitted to the TMR within two
weeks following the scan. Additionally, the contractor shall review
authentication, authorization, and usage logs {Wireless Security Audit) on a
monthly basis for unusual or suspicious activity. Any unusual wireless network
event that may reflect unauthorized use of wireless network services shall be
immediately reported to the JSC I[TSM. The contractor shall identify the physical

JETS-OPS09-IM-01 6
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(6)
(7

(8)
€

(10)

(1)

(12)

(13)

(14)

(15)

(16)

location (within a room on a floorplan or using latitude/longitude on a map),
network location, and attributes (i.e., vendor, SSID, MAC address, signal
strength, channel, encryption type, network protocol/standard) of rogue access
points and ad hoc networks. '

Monthly full scans of all Internet-facing (perimeter) hosts which are allowed
inbound access through the JSC Instituional firewall,

Coordinate and validate with JSC Organizations to remove or mitigate identified
vulnerabilities and perform follow-up scans to validate remediation.

Perform security scanning to identify and remediate vulnerabilities.

When directed by higher authority, all information systems determined to be
compromised either through unauthorized access or malicious logic will be rebuilt
from original media, patched, and scanned for compliance before reintroduction
to the JSC network. The Contractor shall support the scanning of systems that
have been rebuilt as required.

Ensure all Information Systems, networks, and devices are scanned semi-annually
at a minimum, including, but not limited to, scanning for vulnerabilities, poor
security practices, noncompliance, backdoor connections, and any unauthorized
network connections/interfaces; take actions to eliminate and report all violations.

Support NASA Vulnerability Scanning by executing scripts to augment the
Vulnerability Scanning Report with data supplied from SDW and to post the
report to the IRD Vulnerability website.

Execute scripts to produce the Vulnerability Delta Report, Foundstone Inventory
and SDW Inventory.

Network Mapper (NMAP) scanning shall be performed quarterly or as directed by
the IRD CIO office. NMAP will be used in addition to Foundstone to update the
SDW’s network inventory.

Update scanning software and maintain detailed knowledge of JSC networks and
research the unique properties of vulnerabilities affectin widely-instailed software
to optimize scanner configurations in order to minimize disruption of daily
operations for targeted systems and to minimize false positives and false
negatives,

Incorporate scan results performed by other JSC Organizations behind firewalls
into the Foundstone Database.

Assist JSC Organizations with the installation and operation of the Foundstone
software on laptops.

h. Web Access and Forward Proxy — The Contractor shall:

(h

Provide the capability and features that allow users to access in-house and
external web content via a Forward Web Proxy.

JETS-OPS09-IM-01 7




JSC Enabling Technology and Security (JETS)
NNJ0O4JAS3C

Provide operational and maintenance support for the JSC WebProxy system to

(2)
provide indirect Internet access to JSC institutional server systems for system and
application update purposed.

(3) Provide the capability for caching and proxy to enhance information access and
performance.

(4)  Assist customer with web applications as required.

(5) Proxy all Internet access through a centrally managed access point and isolate
from other JSC or NASA Information Systems by physical or technical means.

(6) Manage the list of allowed systems and sites for the proxy system.

(7) Manage the storage and organization of the resultant log files.

(%) Provide the TMR with monthly reports on Internet use based on management
requirements.

(9) Report Internet use abuse in accordance with NASA and JSC policy.

i. The Contractor shall be responsible for generating the following reports and providing
them to the TMR.

(1}  As part of IT Security scanning activities, Ad-hoc reports in a format to be
determined by the IRD CIO Office based on the specifics of each individual
security situation. The contractor shall deliver bi-monthly reports.

(2) Montly Wireless Security Audit Reports .

(3)  Monthly SDW Ad hoc reports.

(4) Monthly reports reflecting hosts with firewall rules which allow access from
outside the JSC address space.

(5) Monthly WebProxy Internet use as defined by the IRD CIO Office.

j. The Contractor shall assist the [RD CIO Office in the resolution of security incidents as
requested by the TMR to support IT sccurity investigations and forensics analyses.

()

@

3
G

This includes providing all information such as log files, system configuration
information, and system backups that the Contractor manages on behalf of the
government.

Provide analysis of IT Security logs and information as requested by the TMR to
assist in the identification and resolution of IT Security investigations.

Reviewing NASIRC bulletins and providing data analysis.

Each event shall be recorded in the JSC IT Security Incident Tracking System
(MANTIS)

k. The Contractor shall support and assist the [TSM in the collection of electronic data
obtained from workstations as requested. This data collection is to only be done by the
contractor as directed by the TMR using tools supplied by the Government, The

JETS-OPS09-IM-01 8



JSC Enabling Technology and Security (JETS)
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Contractor will have individuals trained by JSC on the use of the JSC tools for electronic
data collection. All data is to be turned over to the government when collected.

], The Contractor shall perform protocol studies to assist the IRD CIO Office in
determining possible security issues as requested by the TMR.

(1)  This includes reviewing firewall logs for a specified time period determined by
the TMR. ‘

(2) Reviewing firewall rules associated with protocols.
(3) Reviewing other IT Security data sources.

(4) Provide presentations on the findings to the TMR and presenting to IRD IT
Security personnel.

m. The Contractor shall use JSC IT Security Systems to assist the IRD CIO Office in the
resolution of virus-related issues. The Contractor shail process alerts from the antivirus
productsand assist users in the resolution of virus-related issues as directed. If an
infection has occurred, the contractor shall contact the user and Organization Computer
Security Official (OCSO) for resolution as directed. Each event shall be recorded in the
JSC IT Security Incident Tracking System (MANTIS).

n. The Contractor shall be responsible for the operations and maintenance of the SDW
application. This includes loading data, performing data integrity checks, and
performing data validation, support ad-hoc reporting (described in item 5¢). The
contractor shall be responsible for adding new capabilities as directed by the TMR to the
SDW as workload permits. It is currently anticipated that not more than 10 new
capabilities shall be implemented. The Contractor shall provide user support to those
stakeholders utilizing the data warehouse.

o. The Contractor shall be responsible for providing support for scripting languages. The
Contractor shall review existing scripts (primarily written in Perl) for IT security
systems and suggest improvements or modifications as necessary to maintain or increase
operational efficiency, performance and productivity. The Contractor shall utilize
software development life cycle best practices to develop and maintain the configuration
management of the [T security scripts,

p. The Contractor shall provide assessment, design and implementation support services for
network architecture changes involving the JSC IT security infrastructure. Assessment
support would include technical recommendations addressing impacts, risks and
schedule estimates for new IT systems or architectural changes to existing systems. In
addition to technical impacts, the Contractor shall identify operational impacts
associated with architectural changes. Design support would include planning and
conducting tests to verify design considerations and configurations, as well as
identifying any performance impacts to the infrastructure. Implementation support
would include interfacing and coordinating with all technical and managerial partics
involved in architectural changes and validating that an integrated implementation plan
is developed. The Contractor will support presentation efforts to the appropriate boards

JETS-OPS09-IM-01 9




JSC Enabling Technology and Security (JETS)
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and prepare documentation according to IRD preliminary design review, critical design
review, and operational readiness review guidelines.

g. The Contractor shall provide the following support:

(N

2

(3)

4

®)

(6)

Personnel onsite Monday through Friday 8:00 AM ~ 5:00 PM in order to
accomplish successful day-to-day operations.

24/7 on-call support for all security-related incidents which may adversely atfect
the IT Security Systems or the JSC Institutional Networks. The 24/7 on~call
suppott shall be accomplished via a Government-provided Firewall Security Duty
Phone. If the contractor detects or is notified via Government provided
automated means (such as an e-mail or pager alert) of a potential security issue,
the contractor shail notify the JSC Office of the CIO by calling the IT Security
Duty Phone and coordinating as required with associate contractors.

Arrange, support or conduct meetings as requested (no more than one per month)
to inform the user community of upcoming IT Security Systems capabilities and
events.

Provide technical expertise at IRD boards and meetings, such as the Network
Access Control Board (NACB) and the IRD Control Board (ICB). The NACB
typically meets once each week for one to three hours; the ICB typically meets
once each week for two to three hours.

‘Conduct or attend additional ad-hoc speciai NACB meetings and other working

group meetings.

As requested by the TMR with e-mail notification to the COTR, perform security
awareness training, provide technical support, and share technical knowledge and

* process improvements as needed to support the overall improvement of

(7)

(8)

9

(10)

Information Technology (IT) security at the Center. The Security awareness
training provided shall include items such as brief overviews of training classes
and seminars attended, as well as trip reports.

Provide inputs, as requested by TMR, for [T Security Systems documentation,
procedures (such as Red Book), schedules, project plans, budget planning, and
strategic planning.

Obtain the concurrence of the TMR and provide e-mail notification to the
Contracting Officer’s Technical Representative (COTR) to perform all scheduled
hardware and software upgrades, maintenance outages, and software patch
installations. '

Coordinate with associate contractors for all applicable software upgrades,
maintenance outages, and software patch instailations.

Provide inputs and technical assessment to the TMR for incorporation into the
Security Plan for the IT Security System, as specified in DRD-14 1T Security
Plans.

JETS-OPS09-IM-01 10




JSC Enabling Technelogy and Security (JETS)
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{11) Maintain a configuration-managed architecture diagram of the IT Security
System, as well as a configuration-managed document listing the hardware model
numbers and serial numbers of all IT Security System components, applicable
software license codes, reboot procedures, backup procedures, restore procedures,
and the procedures to open mainfenance trouble calls. All applicable data shall be
updated and maintained in the IRD Inventory Database.

(12) Maintain configuration of the IT Security System devices in the IRD
Development Lab, Coordinate test activities with the IRD Lab managers and
TMR. Provide support to testing activities as requested by the TMR.

(13) Record all activity associated with any IT Security Incident, IT Security Tasking
in support of IT Security Incidents, and/or IT Security Investigations through the
IT Security Incident Tracking System (ITSITS) aka MANTIS.

r. The Contractor shall be responsible for maintaining the NFR-URL logging systems,
used for logging HTTP request information on the JSC institutional networks. The
contractor shall be responsible for managing the storage and organization of the resultant
log files.

s. The Contractor shall be responsible for managing the log collection systems; this
includes user creation, deletion, and the control of access to log entries. The contractor
shall patch the systems with all vendor supplied updates and fixes. The contractor shall
be responsible for maintaining the end-user system configuration documents that
describe how to transmit and retrieve logs to and from the system.

t. ‘The Contractor shall be responsible for network traffic and session summary logging at
the JSC institutional network boundaries. This includes managing the resultant pcap
files, log files, file manipulation scripts, and administering the session summary
database. The Contractor shall maintain a web based graphical user-interface to the
session summary database.

u. The Contractor shall be responsible for maintaining the JSC IT Security Incident
Tracking system. The contractor shall support application configuration, user
management, and database maintenance for the system. This includes custom
configuration of the tracking system to support encrypted communications and
notifications.

v. The Contractor shall be responsible for maintaining the JSC IT Security Knowledgebase
system. The contractor shall support application configuration, user management, and
database maintenance for the system. The contractor shall support multiple instances of
the application as necessary to support all JSC IT Security functions.

w. The Contractor shall be responsible for network content management. This includes the
maintenance of network traffic content filtering and monitoring systems. The contractor
shall manage the databases used for logging and configuration and the scripts used to
extract and backup the daily system configuration.

x. The Contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the

JETS-0PS09-IM-01 11
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required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the
Contract Management functions detailed in Statement of Work area 3.0 Contract
Management and Administration:

(1)
(2)
(3
(4)
(5}
(6)
(7

Safety, Health and Environmental Compliance
Quality

Records Management

Work Authorizations

Facility Management

Property Management

JETS Metrics

y. The Contractor shall provide the items listed above (a-l, excluding 10a) for the IT
Security Services at WSTF which include:

(0

03
3)

4)

(3)
(6)

(7

Firewall Systems

¢ Primary WSTF Institutional Firewall
¢ Secondary WSTF Institutional Firewall

NID systems
Support systems

* BrightStore Enterprise Tape Backup System (StorageTek L40 Library) SDLT
320 Tapes

o  WSTF Institutional Firewall Management Station

o  WSTF Institutional Firewall Log Processing

SDW
®*  mmnap scanning S€IvVer
The Contractor shall maintain day-to-day operations as detailed above at WSTF,

As a part of contingency operation activities, the contractor shall be responsible
for operations of the IT Security System at WSTF.

Evaluate and develop a transition plan, including schedule, system requirements
and hardware requirements for migrating the current remote access capability at
WSTF, currently managed by ODIN, to a JETS supported remote access solution.,

4. Period of Performance

The services in this Task Order shall be performed from October 1, 2008 through September

30, 20009.

5. Deliverables Required

JETS-0PS09-1M-01 12



JSC Enabling Technology and Security (JETS)
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a. Inputs to the Security Plan for the IT Security System, as specified in DRD-14 [T
Security Plans,

b. Contiguration-managed architecture diagram of the IT Security System.

c¢. Configuration-managed document listing the hardware model numbers and serial
numbers of ali IT Security System components, applicable software license codes,
reboot procedures, backup procedures, restore procedures, and the procedures to open
maintenance trouble calls, The applicable items should be recorded and maintained in
the IRD Inventory Database.

d. Change control procedures and conﬁguration management plan for the IT Security
System. TMR approval required within 30 calendar days of Task Order start.

¢. Monthly activity report.
Monthly reports of IT Security Systems related calls and service requests

g. Scanning reports for each scan that is performed. Reports shall be stored on network
shares as specified and directed by the TMR or IRD CIO Office.

h. Network security and wireless security audit reports. Reports shall be stored on network
shares as specified and directed by the TMR or IRD CIO Office.

i. Monthly reports of firewall requests. Reports shall be stored on network shares as
specified and directed by the TMR or IRD CIO Office.

j. Delta Report, Foundstone Inventory and SDW Inventory reports supporting NASA
Vulnerability reporting. Reports shall be stored on network shares as specified and
directed by the TMR or IRD CIO Office.

k. Montly reports of host with firewall rules allowing access from outside of JSC address
space. Reports shall be stored on network shares as specified and directed by the TMR
or IRD CIO Office.

6. Training
a. Training shall include annual attendance by one individual to the Network+Interop
training/conference.

b. The Contractor shall coordinate all training requests via e-mail with the TMR and
provide e-mail notitication to the COTR prior to expenditure of funds.

7. Special Requirements

The contractor shall utilize the JATS database to track action items pertaining to this task
order. The contractor shall evaluate the sensitivity of all data prior to submission into the
JATS online system, Data that contains sensitive information shall be processed by the
JETS Program Manager or Task Coordinator and shall not be entered into the JETS online
database.

8. Metrics

JETS-OPS09-1M-01 13
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The Contractor shall provide monthly Customer Satisfaction and System Availability
metrics as specified in DRD-03 Metrics Reports. Availability metrics shall clearly contrast
a system’s availability with unscheduled and scheduled outages. In addition, the contractor
shall provide the following metrics monthly to the TMR:

# of system DRs opened + closed per week (by category) on IRD IT Security systems
# of customer systems configuration anomalies opened + closed (potential - customer
time fo closure)
Average # of firewall sessions. (Accepted + dropped)
CPU utilization and through-put of firewalls
Utilization of VPN servers by # of average, max, min simultaneous users (PPTP,
Juniper IVE)
e SurfContro}
o # of blocked attempts per category
o # of hits +# of users and utilization of other categories (Top 20')
o #of hits + # of users + # of bytes transferred

9. Total Cost Summary and Cost Phasing by Month

Cost: $1,322,090.47
Maximum Award Fee $ 84,887.88
TFotal Cost: $1.406,978.35

JETS-0P509-IM-01 14
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Task Order Approvals
Task Order: JETS-QPS09-IM-02 — Technical Assistance
Approved Technical Evaluation Received
Performance Period: October 1, 2008 - August 31, 2009

Funding Organization(s):

Task Order Value:
Cost: $1,191,550.97
Maximum Award Fee $73,449.01
Total Cost: $1.265,000.58
Approved By:
JSC JETS Budget Analyst Date
Approved By:
JSC JETS TMR Date
Approved By: ___
JSCJETS COTR Date
Approved By:
Managert, IT Information Technology Divisien Date

Approved By:

JSC JETS Contracting Officer Date
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JSC Enabling Technelogy and Security (JETS)
NNJ04JAS3C

1. Task Order Number/Title
I ETS~0PS()9-I’M502 — Technical Assistance
2. Technical Monitor Representative (TMR)

Primary: Annette Moore/IM
Alternate: John Flood/IM

3. Narrative Task Description

The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM —
5:00 PM in order to accomplish successful day-to-day operations as detailed below.

All data generated through this contract/task order is non proprictary and is the property of the
Government. The data, as well as any required tools to access the data, shall be made available
to the Government

The Contractor shall be responsible for supporting IRD Management tasks and activities, in
accordance with JETS SOW area 6.0, including, but not limited to the following:

a.  Exhibit 300 Support
The Contractor shalt support both JSC and KSC in activities resulting in passbacks for FY 10
from OMB. This will include addressing and correcting issues brought on by submitted data.

The Contractor shall be responsible for consulting on the FY 11 Exhibit 300s that will be
representing JSC to NASA Headquarters and if necessary, the Office of Management and
Budget. The Contractor shail be responsible for quality control review on all of the associated
documentation and submittal. This task is for consultation only and does not include data entry
into the Agency’s Investment Management System.

1) The Contractor shall assess the Johnson Space Center (JSC) and Kennedy Space
Center (KSC) organizations’ developed. Exhibit 300s for a comprehensive product
(preliminary review with comments and recommendations, and offer best practice
solutions, where needed). The Contractor shall provide recommendations on the
preparation and integration of a comprehensive submittal to NASA Headquarters.
The Contractor shall provide additional Exhibit 300 review support and additional
recommendations in response to NASA Headquarters review and various ad hoc
inquires through submittal and pass-back process with Office of Management and

Budget (OMB).
2) The 7 planned Exhibit 300s for JSC SOMD include:
a. Flight Operations
b. Integrated Planning System
¢. Mission Control Center
d. Software Development/Integration Laboratory, JSC
e. Space Shuttle Program Flight Software
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f.  Space Shuttle Program Integration

g. Space Station Production Facility
3) The support for the SOMD Exhibits at JSC do not require any travel.
4) The 5 planned Exhibit 300s for KSC includes: '

a. KSC Space Shuttle Program Ground Operations

b. Launch Control System

¢. Integrated Logistics

d. Shuttle Processing Support

e. LX (Constellation): Ground Operations Command & Control

5) The support for the KSC Exhibits may require travel.

6) The contractor should plan for the development of two new Exhibit 300s for SOMD;
one of which is for JSC and the other KSC (LX (Constellation): Ground Operations
Command & Controt). As requirements for Exhibit 300s vary based on the phase the
proposed investment is in of the investment life cycle (e.g., development, steady state
or mixed lifecycle), the complexity and levet of cffort of the Exhibit 300 would be
greater on investments in the development stage versus steady state.

7) The planned Exhibit 300s for ESMD are not currently defined. If requirements are
added to include the development of Exhibit 300s for ESMD, it will be completed
through a modification of this Task Order.

b. Configuration Management

The contractor shall provide implementation support for a configuration management (CM)
operation which at 2 minimum, contains the requirements for identifying, reviewing, controlling,
and auditing configuration items which may require the creation of a CM receipt desk or
capability. The scope of the support will include the configuration management responsibility as
defined in the IRD Configuration Management Plan, the charters and procedures for the boards
currently supported such as the Network Access Control Board (NACB), Waiver Status,
Application Control Board (ACB), Birds of a Feather (BOF), Organizational Computer Security
Officials Meeting (OCSO), Information Technology Steering Council (ITSC), and the C&A
Status Meeting. The deliverables for this support are requirements, proposed solutions and cost
estimates for the establishment of the operations described above.

The IRD CM Plan can be found at the following link;
hitp://stic.isc.nasa.gov/dbase/iso9000/docs/IA/master.htm . The governance structure will likely
include the following boards and councils: JSC Operations Forum, J SC IT Steering Council, JSC
IT Operations & Integration Board, and the IRD Control Board (ICB).

<. IRD administrative support
The Contractor shall be responsible for administrative support for IRD meetings, including, but
not limited to the:

Weekly
. Network Access Control Board (NACB)
. Waiver Status

Bi-weekly
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. Application Control Board (ACB)

Monthly (or as needed)
. Birds of a Feather (BOF)
. Organizational Computer Security Officials Meeting (OCSO)
. Information Technology Steering Council (ITSC)
. C&A Status

The Contractor may be requested to support ad hoc mectings which will be coordinated with the
TMR or Alternate TMR on a case by case basis.

The Contractor shall be responsible, at a minimum, for creating agendas (through civil servant
input); writing minutes, posting approved minutes, tracking action items; supporting the
definition, documentation and implementation of process flows and charters for the supported
IRD meetings.

The Contractor shail also be responsible for tracking data related to management support such as
the timeliness of handling customer funded Change Requests (CR's). CR processing shall be per
the IRD Configuration Management Plan, JSC 29173, The IRD CM Plan can be found at the
following link; http://stic.jsc.nasa.gov/dbase/is09000/docs/IA/master.htm. For JATS, the
Contractor shall be responsible for entering and tracking actions received from the CIO’s
Actions Registry.

d. Network Access Control Board (NACB) Support
The Contractor shall be the primary focal point with the various Service Request (SR) writers
and customers for NACB information and processes. The Contractor will work with customers
in helping them understand and follow the processes defined by the NACB including, but not
limited to:
1. Describe minimum technical requirements for SR’s that come through the NACB
to customers
2. Coordinate interaction between customers and NACB board members regarding
technical requirements for the Service Request (SR).
3. Coordinate with Customers and NACB voting members for time critical Service
Requests (Known as Type 11 SR’s)
4. Manage the NACB SR database (includes agenda, minutes, etc.)
5. Re-scheduling SR’s with interim approval to return to the NACB

The Contractor shall be responsible for the enhancement and maintenance of NACB tools,
including the Service Request (SR) expiration process.

e Website Registration Process for JSC
The Contractor shall be responsible for the website registration process. Specifically:

i, Enhance & manage Web site registration system and process
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2. Act as the primary interface between customers and the Applications Control
Board {ACB) by helping them to understand the website registration policy and
processes.

3. Manage user accounts on LIFT Machine (Server based tool for checking 508
compliance in Web sites)

4. Review and provide recommendation for approval of the LIFT scan results for
Web site registrations

5. Abh-hoc reports

6. Track and report center’s progress toward 100% of the yearly website
registrations.

7. Section 508 Support
The contractor is required to provide Section 508 support. Such support includes
overall knowledge and understanding of Section 508 and the related compliance
requirements, which extends to knowledge of the standards and all related
subparts. The contractor is required to provide technical support, counsel and
guidance across the Center to ensure Agency compliance, and is expected to assist
others in understanding what is required to ensure Section 508 compliance.

The Contractor also assumes the role as the JSC Section 508 Coordinator and is
responsible for duties related to this function. This requires staying abreast of and
knowledgeable of the latest tools, technology, and methodology for ensuring
Section 508 compliance across the standards.

The Contractor shall be responsible for the enhancement and maintenance of tools, including the
JSC Web Registration process and the migration of JSC data to the agency solution for tracking
website registration.

The Contactor shalt track monthly metrics associated with website registration including:

a) Number of accounts on the LIFT machines

b) Number of website awaiting registration

¢) Number of websites completed registration process

d) Number of websites awaiting registration duc to export control signoff

f Supporting IRD’s change management process.

The Contractor shall be the IRD central “clearinghouse” for routing, tracking and providing
status on all CR’s submitted to IRD, including determining the intended control board or
management forum, and tracking associated actions. CR processing shall be per the IRD
Configuration Management Plan, JSC 29173.

g Waiver Tracking and Reporting

The Contractor shall be responsible for routing, tracking, statusing / reporting on waivers
submitted to / processed through IRD. Support to this task will encompass implementing waiver
requirements per the direction of the Customer. Duties will include developing and updating
waiver templates / forms as appropriate, implementing requirements for the waiver process,
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tracking all waivers, maintaining the current status of waivers, and reporting on the waiver
status.

In conjunction with maintaining the waivers, the contractor shall ensure the waiver status on the
IRD website is current and reflects the most up to date status. The contractor will also make
changes to the waiver content as directed by the customer.

h. Capital Planning and Investment Control (CPIC) support

The contractor shall support the JSC CPIC process by working with JSC organizations to collect
the needed data, if required, entering the data collected from center organizations into the the
Ageney’s Investment Management System application, veritying the accuracy by reconciling
fields to input sources, and understanding the formulas upon which calculated fields are
populated. Data entry will be based on information provided in spreadsheets and other types of
reports. Coordination with HQ and Center personnel is required to clear up discovered
discrepancies.

i. Information Resource Management - IT Planning support

The contractor will support the JSC IT planning process by working with the JSC organizations
to develop their yearly IT plans in conjunction with their CPIC inputs. Once the IT plans are
submitted and approved by the JSC CIO, the contractor will track the organizational adherence
with the plans during the rest of the year. The contractor shall maintain accurate records of the
Change Requests that are routed thru the office.

i Privacy Act support

The contractor shall support the center in the development, submittal, and management of
Privacy Act Assessments (PAAs). The contractor will assist customers with completing their
Privacy Impact Assessments (PIAs), archive completed PIAs, and assist the JSC Privacy Act
Manager (PAM) with completing data calls from HQ by developing the needed questionnaires
and other data sources, coordinating with JSC organizations in supplying the resulting data,
consolidating the final data into a JSC report for final approval by the JSC PAM and CIO.

k. IT asset tracking support

The contractor shall work with the JSC IT Asset Manager to support data calls, draft quarterly
updates of the software inventory, determine organizational allocations of invoices quartetly,
track PRs and POs generated by the organizations to pay for software licenses.

L Technical Assistance for Organizations ‘
The intent of the required tasks described in this section is to have the contractor take
responsibility for the necessary actions to ensure the organization’s systems are in compliance
with IT security requirements. This includes:
1) identifying and documenting existing controls,
2) identifying additional controls and procedures required to satisfy 1T security
requirements;
3) developing security plans, risk assessments, and contingency plans to address any
identified risks; and
4) ensuring that the systems are in compliance with IT security requirements.
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The contractor shall provide technical and administrative support for information technology
activities and infrastructure for the following JSC organizations

a. AA — Office of the Director

a. AB - Office of Deputy Director of JSC

b. AC - Associate Director (Management)

c. Al —Office of Equal Opportunity and Diversity
d. AL - Office of Chief Counsel

b. AD - External Relations Otfice

a. AE — Education Office
b. AP - Office of Communications & Public Affairs
¢. AT - Technology Transfer & Commercialization Office

¢. AH - Human Resources Office
d. JA - Center Operations Directorate
e. BA - Office of Procurement

Tasks include:

D

2)

3)

4)

5)

Represent the organization to the JSC Information Resources Directorate in all
matters relating to IT security, development of ITAs with IRD, implementation of [T
security upgrades and changes to systems operated by the organization. This includes
the normal OCSR duties and representation at required IT meetings and boards to
assure compliance with all IT security and reporting requirements.

Prepare responses for data calls, annual IT Plans, inventories of systems and similar
activities for IT systems operated by the organization. (Security OCSR, Capital
Planning Investment Control (CPIC), IT Planning, etc.)

Develop a detailed understanding of the function and operating details of the
information technology systems maintained by the organization. Apply expertise in
information technology and knowledge of [T management requirements to ensure that
the organization is responsive to all [T reporting and IT security implementation
requirements, developing and shepherding through the approval process all of the
organization’s IT plans for C&A (Certification and Accreditation).

Establish system security baselines and maintain responsibility for ongoing
monitoring of security controls for organization’s IT systerns, assuring a continuous
state of compliance with all IT security regulations and requirements.

Provide periodic reports to organization managers on the state of regulatory
compliance, plan development and approval status and significant issues relating to
[T management.

OCSR’s do not have the policy-making role and responsibility of an Organizational Computer
Security Official (OCSO) because they are not a civil servant. The OCSR is to provide
assistance in creating and implementing policy; however, organizational management must
approve policy. OCSR tasks include, but not limited to the following:
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The Contractor shall be responsible for performing OCSR tasks and activities, in accordance
with NPR 2810, as revised and JETS Statement of Work (SOW) Section 6.0.

1) Developing a management control and communications process to ensure that
the organization’s I/T security program is implemented consistent with the
current edition of NPD 2810.1.

2) Serving as the organization’s representative to the JSC /T Security Committee,
representing the organization’s director or office chief on all UT security
matters, and coordinating that organization’s vote on matters of /T secutity
policy. '

3) Reporting suspected I/T security incidents to the ITSM and the organization’s
director or office chief.

4) Reporting periodically to the ITSM and the organization’s director or office
chief on the status of I/T security planning in that organization.

5) Reviewing annually the IT Security Plans for the organization’s systems.

6) Submitting electronic and printed copies of each I/'T Security Plans to the
ITSM. If the contingency plan is set out in a separate document, that document
must also be submitted to the I'TSM since it is an integral part of the security
plan.

7) Serving as the organization’s representative to the Network Access Control
Board unless the organization has named another individual to be the
representative,

The contractor shall provide technical and administrative support for certification &
accreditation activities for JSC as follows:
1. Continuous Monitoring
¢ The contractor shall provide support in the development of C&A related templates

and procedures in support of the continuous monitoring process. The contractor shall
provide technical advice and support to JSC security plans in conducting continuous
monitoring, which shall include annual security control testing. The contractor shall
maintain a C&A continuous monitoring status matrix detailing the JSC security plan
status for monthly reporting,

2. JSC Common Controls
o The contractor shall be responsible for updating JSC and WSTF common control
compliance annually the latest NIST SP800-53.

3. JSC Security Certification
e The contractor shall assist the JSC CAOQ performing security plan certification and
accreditation. The contractor shall provide technical guidance to organizational
security officers during security implementation and test activities.

4. POA&M
e The contractor shall maintain a JSC POA&M database and verify data integrity on a
continuous basis. The contractor shall manage the POA&M closure process,
including ensuring that ISSO / OCSO are cognizant of POA&M due dates,
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performing POA&M closure verification reviews, and retaining relevant evidence.
The contractor shall provide monthly POA&M status to the CAO.

5. NACB C&A Compliance
e The contractor shall serve as an alternate for the JSC CAO as a voting member of the
JSC Network Access Control Board (NACB) if needed and follow up on any C&A
related SR issues. :

6. Customer Service
o The contractor shall provide consulting advice to JSC security officers on the
following matters:
o POA&M closure completion requirements
o Creating and completing C&A documents
o Guidelines on implementing and assessing security controls on a regular basis

m, Policy Support

As required, the contractor will be responsible for providing support to activities related to IT
Policy. Such support may be in the form of assisting in developing and updating policy, assisting
in the review of policy, and assisting in activities to ensure policy compliance. The contractor
will assist the customer in monitoring controls related to policy and identifying and reporting
metrics, as required, in support of IT Policy.

n. Management Functions

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality

3.3  Records Management

34  Work Authorizations

3.5  Facility Management

3.6  Property Management

3.7  JETS Metrics

4. Key Schedule Milestones / Completion Date

The services in this task order shall be performed from October 1, 2008 through September 30,
2009, ‘

5. Deliverables Required

e Comprehensive analysis of Exhibit 300s for completeness and quality including
assistance in interpreting OMB (Office of Management and Budget) and NASA
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6.

Headquarters guidance and providing suggested boiler template language to
organizations for Exhibit 300s.

o The deliverables consist of analysis for multiple completed Exhibit 300s and
supporting documentatior.

Agendas, minutes, action item reports for supported meetings
Draft process flows and charters for supported activities

The contractor shall provide weekly status to the Deputy Chief Information Officer
(D-CIO) to address potential changes in assumptions and methodology, current
accomplishments and finding, and external issues that may hinder the advanced
development.

Monthly report on the Number of accounts on the LIFT machines.
Periodic status to ITSM on organization’s security plans

Monthly and Quarterly Waiver Metrics for the prospective boards.
Security Plans for organization’s that are covered by Section k

Section k - Complete systems certification and accreditation documents, control
validations, and the required submission package. This should include:
1. IT Security control check list, using NIST 800-53, with system control
validations and detailed control narratives
2. Process analysis and procedures development to address any identified IT
security control weaknesses
3. Risk assessment to identify organizational mitigated risks, accepted risks,
and residual risks
4, Development of a security plan for each system with detailed system
control baselines with reference to evidence
Applicable contingency plans
Applicable system development life cycle plan
Ongoing monitoring plans to ensure the organizational systems are in
compliance with quarterly and annual certification requirements

New

Training

The Program Manager shall coordinate all training requests via e-mail with the COTR or his/her
designee prior to expenditure of funds.

7. Special Requirements

The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The Contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information can be processed
outside of the JATS system.

Expert knowledge of and skill in using the Microsoft Office suite with emphasis on Excel and
Access is required.

Knowledge of and skill of NASA Information Technology Security Requirements and policies.
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Extended hours may be required and should be coordinated with TMR. Approval of over-time
can only be provided by the Contracting Ofticer. '

Travel may be required under this task order to assist in the development of the Exhibit 300
documentation. The Contractor shall anticipate three one-week trips to NASA Kennedy Space
Center.

Travel may be required for two one-wecek trips to NASA Kennedy Space Center for participation
in the annual IT Asset Management Conference, one-week for travel to Washington, DC
(Headquarters) to the IDEAS Conference for 508 Compliance, and one one-week trip to the
Glenn Research Center for the annual Privacy Act Conference.

8. Metrics

a.

AR MO A0 T

100% On-time delivery of products per the due dates specified in referenced CPIC and IT
POP processes. .

100% meeting coverage.

Completed analysis of Exhibit 300 Submittals.

LIFT accounts created with 24 hours of receiving request 99% of the time.

Posting of meeting actions two working days after meeting 95% of the time.

Meeting minutes shall be available 2 working days after the meeting for NASA approval.
Posting of meeting minutes two working days from NASA approval 95% of the time.
100% On-time delivery of Organization Security Plans.

9, Total Cost Summary and Cost Phasing by Month

Cost: $1,191,550.97
Maximum Award Fee $73.449.61
Total Cost: $1,265,000.58

JETS-OPS09-IM-02 11



National Aerenautics and Space Administration
Lyndon B, Johnson Space Center

Contract: NNJO4JAS3C

R A AR AN AT S AANT O 0 RSB S

ORDER FOR SUPPLIES OR SERVICES Page 1of 1
Hauston, TX 77058

1. Order No. 2. Date of Order .

JETS-T-09-01 See date in block 10 NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:
NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696
Org./Buyer: Maria Alberty

Tel No.: 281.244.5338

E-mail: maria.j alberly@nasa.qgov

Fax: 281.333.0452

Snlene Y e

4. Ship To:
Transportation Officer, Building 421
NASA Johngon Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-IT-09-01

5. Contractor:

MEI Technologies, Inc.
Attn: Linda Slaman
2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

FPhone; 281-283-6155 « Fax: 281.283-6162

TIN: CAGE CODE:

6. Deliver On or Before: 08/31/2009

F.0.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payabie Group
Houston, TX 77058-3696
Order No,: JETS-IT-09-01

8. Type of Order:

[0 PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Reference:

(X DELIVERY: Except for the Terms and Conditions of Purchase
Qrder listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number- NNJO4JASIC

OTHERWISE NQTED.

9. Written acceptance of this order by contractor [ 1is, (B2 Jis not 10. Name: Frances L. Mahan
required. Sign below if required and retum to contracting officer.
Name; {Person authonized to sign)
Signature: Date: Signature™__ lw% ) Date:/ Q(E ‘f/ﬁg
CONTRACTING OFFICER
11. Schedule )
ITEM QUANTITY UNT QUANTITY
NO. DESCRIPTION oroERED | UMT PRICE AMOUNT ACCEPTED
1 System Support 1 JOB 2.316.769.80
Estimated Cost; $ 217318652
Maximum Award Fee; 3 143,583.28
Total Estimated Cost and Fee: $ 2.316.769.80
12. For JSC Internal Use Only: 13. Total
Requisition No.: N/A [J compP. (] PART. PPC.____
_ $ 2,316.769.80
Rissue To: IT4/Ruben Reyes
14. Quantities in “Quantity Accepted” Column Have Been
] INSPECTED 7] AccepTeD [] REcEweD
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:

___Authorized U.S. Government Represenla@_

JSC Form 1429 {Rev November 10, 2004) (MS Word August 189 )




JSC Enabling Technology and Security (JETS)
NNJO4JAS3C

Task Order Approvals
Task Order: JETS-OPS09-IT-01 — System Administration and Sustaining Engineering
Approved Technical Evaluation Received 11/5/08
Performance Period: October 1, 2008 — August 31, 2009

Funding Organization(s):

Task Order Value:
Cost: $2,173,186.52
Maximum Award Fee $143,583.28
Total Cost: $2,316,769.80

Approved By:

JSC JETS Budget Analyst Date
Approved By:

JSC JETS TMR Date
Approved By:

JSCJETS COTR Date
Approved By:

Manager, IT Information Technology Division , Date
Approved By:

JSC JETS Contracting Officer Date

JETS-OPS09-1T-01 1



JSC Enabling Technology and Security (JETS)
NNJ04JAS3C

1. Task Order Number/ Title
JETS-OPS09-1T-01 - System Administration and Sustaining Engineering
2. Technical Monitor (TMR)

Primary: Ruben Reyes (1T4)
Alternate: Hector Saenz (IT4)

3. Narrative Task Description

The Contractor shall perform system administrative and sustaining engineering functions on
IRD-managed systems as identified in the Information Resources Directorate (IRD) Inventory
Database and in accordance with JETS Statement of Work (SOW) areas 4.2.1, 4.3.1, and 4.3.3.
The contractor shall use best practices, as defined by leading software manufacturers such as
Microsoft, Sun, Red Hat, etc, to maintain these systems at their optimal performance, maximum
availability, and security integrity.

The contractor shall be responsible for adding and deleting systems from the IRD [nventory
Database. The contractor shall be responsible for maintaining the accuracy of the data in this
database and notify the Government of any-discrepancy. All changes to the database shall be in
accordance with baselined IRD configuration control documents, JSC 29173, IRD Configuration
Management Plan.

The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM -
5:00 PM in order to accomplish successful day-to-day systems administration functions.

The systems noted in this task order may be located within IRD or organizations located on-site
at the JSC facilities.

All data generated through this contract/task order is considered non-proprietary and is
the property of the Government. The data, as well as any required tools to access the
data, shall be made available to the Government.

3.1 Subtask 4.2.1 Systems Administration

3.1.1 Production/Development Systems
The Contractor shall perform the following system administration functions:

User account (USERID) administration

Shared folder setup

Access control rights management

Daily review of system/security logs for issues. If a security issue is discovered, the
contractor shall immediately notify, by phone, the TMR, the IRD OCSM (organizational

0 0 ¢
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computer security manager), the COTR, and the IT Security Manager (ITSM) and follow up
by email

Data transmission amon £ systems

Creation and deletion of network printer queues

System and data backups/restores

Virus protection and scans. The system administrator shall ascertain that systems, assigned
to them, are patched against the latest vulnerabilities identified by the IRD Security Office
prior to the quarterly scan.

The contractor shall perform problem identification/resolution and root cause analysis in
accordance with IRD’s corrective action process

Hardware and software upgrades (including operating systems, security vulnerability
repairs), as well as the installation, configuration, operation and maintenance of all assigned
software pertaining to Microsoft (MS) Windows Server software (such as NT, 2000, 2003,
ete), ORACLE, Prolntralink, NetlQ AppManager, Apache, MS SQL, MS IIS, Linux, and
Unix systems

Contractor shall be responsible for system retirements, including removing and excess old
equipment. Contractor shall be responsible for the replacement system build and deployment.
Any hardware/software acquisition may be initiated under a separate task order or task order
revision.

Comply with all current JSC IT policies and procedures, including JSC 29638, the Server
Operations Management Plan (SOMP) , JSC 29788, General Operating Procedures (GOP)
for B46 Central Computing Facility , and IRD’s Project Management and Configuration
Management procedures

Ensure that IRD management approves all information disseminated external to IRD;
Maintain system performance of all systems in accordance with the performance and
availability requirements identified in the Information Resources Directorate (IRD) Inventory
Database

Maintain a thorough understanding of existing and emerging IT/Internet technologies by
training each system administrator in server related classes

In compliance with NASA Security policies, a requirement for continuous monitoring of C&A
systems will be performed on a monthly basis. A monthly meeting will be called to review the
security controls. Meeting minutes and presentations will be developed and reported to the IT
security office. Refer to NIST-800-37, paragraph 2.7 for further information.

3.1.2 IRD Lab Systems
The contractor shall perform IRD lab management duties. The duties are as follows:

Act as the primary contact for management of the laboratory environment

Load OS on servers/desktops.

Patch OS servers/desktops.

Manage and update antivirus software on all systems,

Install/Maintain CIS Benchmarks on all required devices,

Maintain tape backups of servers/desktops that currently require this service, (as specified in
Lab Request Form). This includes managing data backup application and tape rotation.
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* Perform troubleshoot, repair (Call-in) and track hardware and software (O/S) problems
(excluding software applications).

Coordinate any planned power and network outages with users.

Manage the Lab software repository

Track all lab activities in Government-provided database

Report lab activities on a monthly basis.

Generate Lab Metrics report.

Once it is no longer needed, excess old equipment.

Manage and schedule Lab resources in conjunction with TMR (TMR determines priorities)
Assure all lab systems pass quarterly security scans

Coordinate network testing with Lab Network Manager (172)

The system availability and return to service metrics for the lab systems will be relaxed and any
failure will be worked on a best-effort basis. Generally, hours of operation are from 8:00 am
until 5:00 pm, Monday through Friday. After hours support will be limited to network or power
outages where certain systems will required to be brought back up after the outage.

3.2 Subtask 4.3.1 Systems Sustaining Engineering
The Contractor shall provide sustaining engineering for all systems identified in the Information
Resources Directorate (IRD) Inventory Database. For hardware systems and stand-alone
equipment, sustaining engineering shall include preventive maintenance and repair, ordering of
replacement parts and spares, and system software and firmware updates under existing
maintenance warranties or Government-provided maintenance contracts.

The Contractor shall be responsible for coordinating, as required, with associated contractors to
ascertain potential impacts to the applications that are running on the IRD-managed systems and
to obtain TMR concurrence with an e-mail to the COTR for all scheduled hardware and software
upgrades, planned maintenance outages, break-fix repairs, and software patch instatlations. The
contractor shall provide patch management for all systems in accordance to I/T security
requirements and SOMP guidelines.

The Contractor shall provide online system status for all systems managed under this task order.
The Contractor shall provide full administrator level access to the Government and authorized
- contractors for all systems managed under this task order as approved by the COTR or his/her
designee.

The Contractor shall maintain server and peripherals data in the IRD Inventory Database. This
includes all required fields of the database, which include server name, location, IP address,
point of contacts, NASA Equipment Management System (NEMS), and service tags or serial
numbers of all equipment in the system.

The contractor shall ensure that the server monitoring agent remains operational (i.e. collecting
data, generating events, monitoring server health, communicating with the server monitoring
infrastructure) on all JETS managed servers having that agent installed. In the case where agent
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issues involve the monitoring infrastructure, then JETS shall coordinate with the monitoring
infrastructure administrator.

3.3 Subtask 4.4.1 Systems Problem Resolution

The Contractor shail perform and report problem resolution in accordance with JSC corrective
action procedure System Level Procedure (SLP) 4.14. The Contractor shall track, resoive, and
report on anomalies associated with systems.

The Contractor shall coordinate outages with affected customers as per the IRD standard
notification process as outlined in the Server Operations Management Plan (SOMP), JSC-29638
document,

The Contractor shall coordinate changes to the system configurations, with respect to C&A, with
the ISSO and OSCO. Configuration changes shall be documented for inclusion in the security
plan updates. :

The Contractor shall attend weekly status meetings with the COTR or his/her designee. These
meetings will status the previous week’s accomplishments, next week’s planned tasks, and
technical, personnel, and budget issues. Corrective actions, if warranted, for issues shall be
discussed during this meeting. On the first weekly meeting of the month, the performance
standards, depicted in paragraph 3.7 of the SOW, shall be discussed along with plans for
improving the standards.

The Contractor shall perform all the management functions, including technical and business
martagement, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to etfectively perform and manage the work detailed in
this Task Order, the Contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration;

3.1 Safety, Health and Environmental Compliance
3.2 Quality

33 Records Management

34  Work Authorizations

3.5  Facility Management

3.6  Property Management

3.7  JETS Metrics

4. Performance Standards

A system administrator shall be required to demonstrate knowledge appropriate for those tasks.
This demonstration, referred to as the NASA System Administrator Security Certification, is a
NASA funded two-tier assessment to verity that system administrators are able to:
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¢ Demonstrate knowledge in system administration for the operating systems for which they have
responsibility.

* Demonstrate knowledge in the understanding and application of Network and Internet Security,

Certification is granted upon achieving a score above the certification level on both an Operating
System test and the Network and Internet Security Test. The Certification earned under this
process will be valid for three years. The NASA Chief Information Officer (CIO) has established
the criteria for this skills assessment. The objectives and procedures for this certification can be
obtained by contacting the IT Security Awareness and Training Center at (216) 433-2063. The
contractor shall register all system administrators through the IRD Organizational Computer
Security Manager (OCSM).

System Administrators shall also comply with personnel security investigations requirements as
specified in JPG 2810.1. The Contractor’s system administrators shall acquire IT security
training in accordance with the JSC Policy Directive (JPG) 2810.1, JSC IT Security Handbook.

S. Training

The Contractor shall propose training for system administrators to maintain competency on the
assigned systems. The Program Manager shall coordinate all training request via e-mail with
the TMR and provide e-mail notification to the COTR prior to expenditure of funds.

6. Period of Performance

The services in this task order shall be performed from October 1, 2008 through August 31,
2009,

7. Deliverables Required

For systems identified in the Information Resources Directorate (IRD) Inventory Database, the
contractor shall develop and maintain all deliverables and documentation as required by the
SOMP.

The Contractor shall provide a physical inventory plan per DRD 19.

The Contractor shall provide facility layout and power distribution drawings per DRD 18.

The Contractor shall provide status reports per DRD 07.

The Contractor shall provide system accounting data as described in Systems Accounting Data
(ECF) (DRD-17) to be collected and summarized by user, organization, and program supported.

Additionally, the MSC/NASTRAN application shall be tracked in the same way.

The Contractor shall provide a hurricane plan per DRD 22,
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The Contractor shall provide metrics report per DRD 03,
The Contractor shall provide performance management and capacity plan per DRD-11.

The Contractor shall update and submit security plans for approval per DRD 14,

8. Special Requirements

At the direction of the TMR or COTR, work duties may be prioritize to satisfy an emergency
customer need. For example, installation of an emergency security patch for all servers by a
certain timeframe, This waives the three day customer notification requirement.

The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information may be processed
outside of the JATS system.

9, Metrics

The Contractor shall provide monthly metrics on Customer Satisfaction, System Administrator
Productivity, System Availability, data restore time, time to repair hardware, and time taken to
return to service as specified in DRD-03 Metrics Reports. Availability metrics shall clearly
contrast a system’s availability with unscheduled and scheduled outages.

Definition of the availability metric uses the following formuia:

Principal Period of Performance (PPP) less unscheduled outages (UO) quantity divided by
Principal Period of Performance

or
Availability = (PPP-UQ)/PPP),

10.  Total Cost Summary and Cost Phasing by Month

Cost: $2,173,186.52
Maximum Award Fee $143,583.28
Total Cost; $2.316,769.80

JETS-OPS09-1T-01 7



e A e R et R R AR

A s

FNa!ienal Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1 of 1

1. Order No.
JETS-IT-09-02
Contract: NNJO4JA53C

2. Date of Order
See date in block 10

‘NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.
Certified for Naticnal Dafense under DPAS (15 CFR 700) DO-C9

3. Issuing Office:

NASA Johnson Space Center,
Houston, TX 77058-3696

Org./Buyer: Maria Alberty

2101 Nasa Parkway

Tel No.: 281.244 5338
E-mail: maria i alberty@nasa,

Fax: 281.333.0452

Qv

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Hauston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-IT-09-02

5. Contractor:

MEI Technolagies, Inc.
Attn: Linda Slaman
2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-283-6155  x Fax: 281-283-6162

TIN: CAGE CODE:

6. Deiiver On or Before: 08/31/2009
F.Q.B. Point: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-IT-09-02

8. Type of Order:

[] PURCHASE: Please furnish the fallowing in
accordance with the conditions specified on this order.
Referance:

D] DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the

JSC Form 1429 (Rev November 10, 2004} (MS Word August 1995)

terms and conditions of contract number: NNJ04JAS3C
9. Written acceptance of this order by contractor [ } is, I Jis not 10. Name: Frances L. Mahan
required. Sign below if required and return to contracting officer.
Name: __ (Person authorized to sign) e\ﬂ C
Signature: Date: Signature™~~ 24 7). c/ [2@1&& Date: Zc-];f/ ?/JV
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO DESCRIPTION orogrgp | UNT PRICE AMOUNT ACCEPTED
1 Storage Support 1 JOB $435.076.07
Estimated Cost: $ 410,846.63
Maximurn Award Fea: $ 2422044
Total Estimated Cost and Fee: $ 435076.07
12. For JSC Internal Use Only: 13, Total
Requisition No.: N/A (0 coMP. [] PART. PPC: R
435.078.07
Rissue To: IT4/Ruben Reyes
14. Quantities in “Quantity Accepted” Column Have Been
[:] INSPECTED i:} ACCEPTED {:] RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS 8y:
OTHERWISE NOTED. —— N
| V428 o Nevamoer o oo e e AdROZG .S Govemnment Representaive. Date |




JSC Enabling Technology and Security (JETS)
NNJO4JASIC

Task Order Approvals

Task Order: JETS-OPS09-1T-02 - Consolidated Information Resources Directorate (H{D)
Storage Area Network (CISAN) Administration

Approved Technical Evaluation Received 10/7/08
Performance Period: October 1, 2008 — August 31, 2009

Funding Organization(s):

Task Order Value:
Cost; ( $410,846.63
Maximum Award Fee $24,229 44
Total Cost; $435,076.07
Approved By:
JSC JETS Budget Analyst Date

Approved By:

JSCJETS TMR Date
Approved By:

JSC JETS COTR Date
Approved By:

Manager, IT Information Technology Division Date
Approved By:

JSCJETS Contracting Officer Date

JETS-OPS09-IT-02 1



JSC Enabling Technology and Security (JETS)
NNJO4JAS3IC

1. Task Order Number/Title

JETS—OPS<}9-IT-02 - Consolidated Information Resources Directorate (IRD) Storage Area
Network (CISAN) Administration — Consolidated Systems Management
(CSM)

2. Technical Monitor Representative (TMR)

Primary: Hung V. Luw/IT4
Alternate: Hector Saenz/IT4

3. Narrative Task Description

The Contractor shall be responsible for the administration, operation, and development for IRD
storage component of the CISAN Systems, as specified in the JETS Statement of Work (SOW)
Section 4.1.2,4.2.2,4.3.2 and 4.3.5.

The individual components of the CISAN include storage arrays, tape backup systems, virtual
tape libraries, master backup servers, media servers, fibre channel switches, related cables,
backup tapes, and the Storage management software as baselined in IRD Inventory Database.

The Contractor shall provision storage allocations per approved Service Requests (SRs) in the
Customer Service Systems (CSS) within 10 business days, including any access rights required,
if unallocated storage is available. If unallocated storage is not available, then provisioning shall
be completed within 10 business days of storage becoming available. The Contractor shall
prepare and submit any Qutsourcing Desktop Initiative for NASA (ODIN) SRs for network
modifications or JETS SRs for Central Computing Facility (CCF) power or fiber modifications
needed to provision new requirements. All SRs must be approved by TMR.

The Contractor shall manage zoning on the CISAN fabric to maintain isolation between Storage
resources and their related end user systems. Any zoning required to enable provisioning shall
also be completed within the same 10 business days.

In addition, the Contractor shall maintain the configuration-managed architecture diagram of the
CISAN, as well as the configuration-managed document listing the hardware model numbers and
serial numbers of all CISAN components. This also includes the installation procedures,
applicable software license codes, reboot procedures, backup procedures, restore procedures, and
the procedures to open maintenance trouble calls.

The Contractor shall follow the IRD Configuration Management (CM) Project Management
process to make any approved changes of the baselined architecture. The Contractor shall
submit a Change Request (CR) to reflect the changes after the implementation within 7 business
days.
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The Contractor shall monitor the performance of the CISAN components using the Government-
supplied Symantec CommandCentral Storage, Symantec Veritas Backup Reporter(VBR), and
Symantec Micro Measure applications.

The Contractor shall collect CISAN performance data for trend analysis, and provide on-line
summaries. The Contractor shall submit a report that has the data parameters for trend analysis
to the TMR for approval 60 days after initiation of this Task Order.

The Contractor shall perform problem identification, resolution, root cause analysis (RCA), and
corrective action, if necessary. The Contractor shall submit a RCA report if an incident occurs.

The Contractor shall keep track of problem tickets that related to CISAN systems, and the TMR
has access to the information.

The Contractor shall backup and restore the systems and servers as defined in the IRD Inventory
Database per the Server Operations Management Plan (SOMP), JSC 29638.

The Contractor shall retain system security logs (Application, Security, and System) at least six
months.

The Contractor shall also keep monthly Disaster Recovery (DR) tapes off-site for 1 year.

The Contractor shall backup the Operating System, system states, and system services at least
monthly {and when modified).

The Contractor shall backup user/application data based on user requirements.

For data restoration, the Contractor shall restore the data based on the following formulas, in
addition to a two hour response window for the request during core business hours:
e Data backed up between 1 day to 30 days ago. The minimum restoration rate is 2
hours plus 406 MB per minute.
¢ Data backed up between 30 days to 60 days ago. The minimum restoration rate is
24 hours plus 400 MB per minute.
~» Data backed up more than 60 days ago. The minimum restoration rate is 48 hours
plus 400 MB per minute.

For example, if 10 GB of data was backed up within the last 30 days, then the restoration of that
data must be completed in 2 hours, 25 minutes, (2 hrs +10 GB*(2.56 min/GB)).

The Contractor shall perform this task in compliance with configuration management, 508
compliance, export control, property control and safety requirements as specified in the contract.
The contractor must adhere to the standard IRD practices and procedures as outlined in SOMP.

The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM —
5:00 PM Central Standard Time in order to accomplish successful day-to-day CSM operations.
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The Contractor shall provide support to the user community for issues that are related to the
CISAN, including receiving and documenting incoming calls and requests, handling CISAN-
related calls that are forwarded from associate contractors, and working directly with end-users
and associate contractors as required to resolve user-reported issues. Based on the current
environment, it is estimated that eight (8) hours per week are currently required for the
investigation and resolution of user-reported issues. The contractor shall respond to each call
within one (1) business hour. ,

The Contractor shall attend monthly status meetings with the COTR or his’her designee. These
meetings will status the previous month’s accomplishments, next month’s planned tasks, and
technical, personnel, and budget issues. Corrective actions, if warranted, for issues shall be
discussed during this meeting.

The Contractor shall attend weekly status meetings with the TMR for this Task Order.

The Contractor shatl assist the Government in performing technical, security assessment related
to system changes and upgrades. The Contractor shall assist the Government in developing or
updating JSC Information Technology Security Plans related to Storage systems. The Contractor
shall also be responsible for meeting the requirements of the I/T Security Plan including the
Certification and Accreditation (C&A) process, related to CMS systems. '

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality

3.3 Records Management

34  Work Authorizations

3.5  Facility Management

3.6 Property Management

3.7  JETS Metrics

4. Period of Performance

The services in this Task Ordér shall be performed from October 1, 2008 through August 31, 2009.
5. Training

The Contractor shall propose training for personnel assigned to this task required to maintain
competency on the assigned systems. The Program Manager shall coordinate all training

requests via e-mail with the TMR and provide ¢-mail notification to the COTR prior to
expenditure of funds.
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6. Deliverables Required

The Contractor shall use Government provided software to produce online storage utilization,
backup, and recovery reports for JETS servers that are connected to the CSM components as
defined in the IRD IT Inventory Database.

The Contractor shall provide online monthly reports on storage growth trend statistics to include
the amount of used storage, amount of available storage, and which organizations are using the
storage.

The Contractor shall provide a monthly summary report for any unplanned outages occurring
during previous month.

The Contractor shall maintain a physical inventory of the backup tapes and fibre channel cables
for the CSM systems. If additiona tapes are required, the contractor shall purchase the tapes,
and cleaning cartridges to meet the requirements. All purchases must be coordinated through the
TMR,

The Contractor shall maintain the system configuration of all CSM components which include
storage arrays, tape backup systems, virtual tape libraries, physical tape libraries, master backup
servers, media servers, and fiber channel switches.

If additional fibers are needed, the Contractor shail procure the additional fibers. All purchases
must be coordinated through the TMR.

The Contractor shall include availability metrics for the CISAN provided per Data Requirements
Document (DRD) 03.

The Contractor shall include CISAN status reports provided per DRD (7.

The Contractor shall include CISAN performance management and capacity plan provided per
DRD 11.

The Contractor shall maintain a current Security Plan for the CISAN, as specified in DRD 14 IT.
Security Plans.

The Contractor shall include sa,fe&,mards for the CISAN in the hurricane plan provided per DRD
17.

The Contractor shall include the CISAN components in the facility layout and power distribution
drawings provided per DRD (8.

The Contractor shall include the CISAN components in the physical inventory plan submitted
per DRD 19,
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The Contractor shall provide a weekly summary report for the status of server backups for all
JETS-maintained servers, and tape usage per Data Requirements Document (DRD) 21.

The Contractor shall update the CISAN components firmware and software in accordance with
the JSC Information Technology Security Handbook, JPR 2810.1, and System Operations
Management Plan, JSC 29638, guidelines.

All data generated through this Task Order is non proprietary and is the property of the
Government. The data, as well as any required tools to access the data, shall be made available
to the Government.

7. Special Requirements

At the direction of the TMR or COTR, work duties may be prioritize to satisfy an emergency
customer need. For example, installation of an emergency security patch for all servers by a
certain timeframe. This waives the three day customer notification requirement.

The contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information can be processed
outside of the JATS system.

8. Metrics
The Contractor shall provide monthly Customer Satisfaction and System Availability metrics as

specified in DRD 03 Metrics Repotts, and other reports as defined in Section 6. Availability
metrics shall clearly contrast a system’s availability with unscheduled and schedule outages.

9, Total Cost Summary and Cost Phasing by Month

Cost: $410,846.63
Maximum Award Fee $24,229.44
Total Cost: $435,076.07
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1. Task Order Number/Title
JETS-OPS09-IT-03 - Network Performance Monitoring

2. Technical Monitor Representative (TMR)
IT2/Jose A. Nunez-Zapata

3. . Narrative Task Description

The Contractor shall provide the Government with assessment, definition, planning,
implementation, analysis, administration and ongoing operations of the Network Engineering
group network traffic monitoring systems in accordance with SOW 4.4 :

The Contractor shall perform network traffic monitoring, network traffic analysis, network
testing and network troubleshooting on the Johnson Space Center Integrated Network System
(JSC INS) which includes the Isolation Network and the Wide Area Network (WAN) Interface.
Upon request, the Contractor shall monitor traffic and analyze other on-site networks. Data
obtained from the monitoring process shall be analyzed and archived to provide historical
statistics and data for trend analysis. Graphical reports of this data shall be generated and
presented to appropriate personnel as requested by the COTR or his/her designee.

The Contractor shall perform hardware and software requirements definition and operations for
new network traffic monitoring, network traffic analysis, modeling, and management systems.
The Government estimates 3 hardware or software monitoring system changes shall be
implemented during performance of this task order. In addition, the Contractor shall develop and
meet project schedules for the implementation of the new systems. Scheduies shall be
coordinated with the COTR or his‘her designee,

The Contractor shall monitor traffic. Monitoring shall be accomplished through the use of (but
shall not be limited to) the following systems:

Niksun NetVRC 3.0 (2 units)
Solarwinds/Orion Network Performance Monitor (1 unit)
Big Brother BB4 (1 unit)
o Nagios Monitoring
@ Multi Router Traffic Grapher (MRTG)
NetOptics Tap (3 units)
Out of Band Monitoring Network (OOBMON}
o Gigamon, GigaVUEs and Fluke Network, Link Analyzers

L

The Contractor shall perform assessment, analysis and troubleshoot issues regarding network
traffic monitoring tools and their respective operating system (Windows NT/2000/2003/XP,
Unix and Linux).

The Contractor shali maintain a thorough understanding of existing and emerging IT Internet
technologies by providing training to each network analyst in the appropriate classes in order to
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develop solutions to implement customer’s requirements. In addition the Contractor shall
propose new ideas in which the JSC Network Traffic Monitoring, Management and Operations
can be improved.

The Contractor shall provide technical support to review boards such as the Network Access
Control Board (NACB), the Information Resources Directorate Control Board (IRD ICB) and
others as necessary to provide technical expertise for project design alternatives, provide status
of the project implementation, and ensure all project tasks are meeting milestones, The
Contractor shall assist the Government in preparing presentations in support of the above
mentioned boards.

The Contractor shall meet with technical, managerial and computer security personnel from
customer organizations to understand and report on detailed computer network connectivity
requircments.

The Contractor shall comply with all JSC [T policies and ensure that IRD management approves
all information before it is disseminated externally.

The Contractor shall maintain personnel onsite Monday through Friday, 8:00 AM - 5:00 PM
excluding federal holidays in order to accomplish successful day-to-day operations of the
network traffic monitoring, analysis, modeling and management systems listed above. In
addition, the Contractor shall provide 24/7 on-call support for all security related incidents which
may adversely affect the JSC institutional network. The 24/7 on-call support shall be
accomplished via a Government-provided pager.

The Contractor shall provide support to the network engineering team for issues that are related
to the network connectivity, including documenting requests to troubleshoot network
connectivity issues, and working directly with end-users and associated Contractors as required
to resolve them. In addition, the Contractor shall provide an electronic report documenting
issues, data gathering, analysis results and recommendations within five (5) business days of
initial data capture. For issues in which the five (5) business day metric is not met the Contractor
shall provide a rationale for not meeting the metric.

The Contractor shall respond (make contact with the customer, gather the problem description
and schedule time for monitoring) to each troubleshooting request within one (1) business day.

The Contractor shall monitor network traffic on a daily basis using the network traffic
monitoting tools provided by IRD, In addition, the Contractor shall investigate and report any
tratfic anomalies found to the COTR or het/his designee within four (4) hours.

The Contractor shall provide any necessary materials (e.g. fiber patch cables, labeling materials)
needed for the completion of work on this task order. The Program Manager shall coordinate
material purchase requests via e-mail with the TMR and provide e-mail notification to the COTR
or histher designee prior to expenditure of funds.
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The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the Contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
32 Quality

3.3 Records Management

34  Work Authorizations

3.5  Facility Management

3.6 Property Management

3.7 JETS Metrics

All data generated through this contract/task order is non proprietary and is the property of the
Government. The data, as well as any required tools to access the data, shall be made available
to the Government.

4. Period of Performance
The services in this task order shall be performed from October 1, 2008 through August 31,
2009,

5. Deliverables Required
The Contractor shall provide project status, as specified in DRD-07 Contractor Status Repott.

The Contractor shall communicate user problem requests to the TMR and provide status on
efforts spent analyzing and resolving the issues,

The Contractor shall develop and submit a weekly electronic report using the network traftic
monitoring tools provided by IRD, with daily traffic statistics for the distribution layer network
links. The report shall be available by Monday close of business day. The report shall contain
the following metrics data. This report is subject to change based on requirement needs.

Data Communications Metrics
® Device Availability: is measured in terms of lost service connections as a percentage of
the total network devices
o Percentages will be coded according to severity Green (everything is OK), Yellow
(several devices were down) and Red (major Network problem)
* Green ~ 100% > Device Availability Metric > 98%
*  Yellow - 98% > Device Availability Metric > 95%
* Red - Device Availability < 95%
» Traffic Integrity: is measured at the distribution layer in terms of the parameters below:
o Daily Number of Network Segments with Frame Discards vs. total segments
o Daily Number of Network Segments with Frame Errors vs. total segments
o Daily Number of Network Segments with over 60% Bandwidth Utilization
Averaged over Five Minutes vs. total segments
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* Percentages will be coded Green (everything is OK), Yellow (several
devices were down) and Red (major Network problem)
- Green— 0% < Traffic Integrity Metric < 2%
= Yellow ~ 2% < Traffic Integrity Metric < 5%
- Red - Traffic Integrity Metric > 5%
. Response Time: Number of Instances for which Packet Delay between B46 and
all distribution layer network devices is greater than 25ms
o Data will be coded according to severity Green (everything is OK), Yellow
(several devices were down) and Red (major Network problem)
* Green - 0 < Response Time < 5
" Yellow - 5 < Response Time < 10
* Red - Response Time Metric > 10

In addition any traffic anomalies found during that week shall be documented in this report,
The Contractor shall provide an electronic report per support task assigned by the network
engineering team documenting the issue, data gathering, analysis results and recommendations
within five (5) business days of initial data capture, unless otherwise directed by TMR.

6. Training

Training shall include attendance by one individual at an annual network training/conference
(Cisco Networkers), The Program Manager shall coordinate all training request via e-mail with
the TMR and provide e-mail notification to the COTR prior to expenditure of funds.

7. Special Reguirements
None

8. Metrics
Network traffic report shall be delivered close of business day each Monday 95% of the time.

The analysis report shall be delivered within five (5) business days 95% of the time.

9. Total Cost Summary and Cost Phasing by Month

Cost: $103,547.13
Maximum Award Fee $6,362.71
Total Cost: $109,909.84
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National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77068

ORDER FOR SUPPLIES OR SERVICES

Page 1 of 1

1. Order No.
JETS-IT-09-04
Contract: NNJO4JAS3C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Certified for Nationat Defense under DPAS (15 CFR 700) DO-C9

3. lssuing Office:
NASA Johnson Space Center, 2101 Nasa Parkway
Houston, TX 77058-3696

Org./Buyer: Maria Alberty

Tel No.: 281.244.5338

E-mail: maria.j alberty@nasa.gov

Fax: 281.333.0452

4. Ship To:
Transportation Officer, Building 421
NASA Johnson Space Center
Houstan, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-IT-09-04

5. Contractor:

ME( Technologies, inc.

Attn: Linda Slaman

2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-283-6155 x Fax: 281-283-6162

TIN: CAGE CODE:

6. Deliver On cor Before: 08/31/2009

F.G.B. Point: Destination

Discount Terms: Net 30.Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-1T-09-04

8. Type of Order:

[[] PURCHASE: Please furnish the following in
accordance with the conditions specified on this order.
Refarence:

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and conditions of contract number: NNJ04JAS3C

OTHERWISE NOTED.

9. Written acceptance of this order by contractor [[] | is, 4 Jis not 10. Name: Frances L. Mahan
required. Sign below if required and retum to contracting officer.
Name: {Person authorized to sign) \Qﬂ o
Signature: Date: Signature” /077&;//]2&5 Date: !_41[ /f/a?
CONTRACTING OFFICER
11. Schedule
ITEM . QUANTITY UNIT QUANTITY
NO. DESCRIFTION ORDERED UNIT PRICE AMOUNT ACCEPTED
1 Maintenance Agreements and License Renewals 1 Jos 1,285,086.57
Estimated Cost: $ 1,279,382.18
Maximum Award Fee: $ 5,704.39
Total Estimated Cost and Fee: $ 1.285,086.57
12. For JSC internal Use Only: 13. Total
Requisition No.: N/A {1 coMP. [J PART. PPC:
. _ $ 1,285,086.57
Rissue To: [T4/Ruben Reyes
14. Quantities in "Quantity Accepted” Column Have Been
(] INSPECTED [J AccepTED ]  RECENED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:

JSC Farm 1429 (Rev Novemnber 18, 2004 (MS Ward August 1995}

Authorized U.S. Government Representative Date |
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Task Ovder Approvals
Task Order — JETS-IT09-04 Maintenance Agreements and License Renewals

Approved Technical Evaluation Received 12/18/08
Performance Period: October 1, 2008 — August 31, 2009

Funding Organization(s):

Task order Value:

Cost: $1,279,382.18
Maximum Award Fee $5,704.39
Total Cost: $1,285,086.57
Approved By:
JSC JETS Budget Analyst Date

Approved By:

JSC JETS TMR Date
Approved By:

JSCJETS COTR Date
Approved By: :

Manager, I'T Information Technology Division Date
Approved By:

JSC JETS Contracting Officer Date
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1. Task Number/Title

JETS-OPS09-IT-04 Maintenance Agreements and License Renewals
2. Technical Monitor Representative (TMR)

Primary: Robert Brasher/IT4

3. Narrative Task Description

The Contractor shall track hardware warranties and software licenses, renewal of hardware
maintenance, software licenses, and software support contracts, for the systems specified in the
Information Resources Directorate (IRD) IT Maintenance Database. The Contractor shall also
negotiate and establish maintenance agreements and software license and support renewals with
the vendors and report status of this activity per DRD-07 (Contractor Status Report). This task
order shall be accomplished in accordance with Statement of Work element 4.3.5.

Additional hardware and software may be added and deleted during the term of the task order.
The Contractor shall ensure additions and deletions are posted to the IRD IT Maintenance
Database within 7 calendar days from the receipt of an approved IRD Service Request (SR) in
the Customer Service System (CSS) and concurrence from the TMR of this task order.

The Contractor shall provide a point of contact for IRD customers to coordinate the maintenance
schedules. This includes stand-alone equipment and software located in the IT Maintenance
Database under the JETS Non-IRD EA, and JETS Non-IRD JA systems.

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task order. In addition, to effectively perform and manage the work detailed in
this Task order, the contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality

33 Records Management

3.4 Work Authorizations

3.5 Facility Management

3.6 Property Management

3.7  JETS Metrics

4. Performance Standards

None.
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5. Period of Performance

The services in this task order shall be performed from October 1, 2008 through August 31,
2009.

6. Deliverables Required

The Contractor shall provide a Maintenance Agreement and License Renewal Plan for assi gned
items listed in the IT Maintenance Database per DRD-01 (Management Plan).

The Contractor shall provide monthly reports on License Renewal and Maintenance agreement
changes for the hardware and software in the IT Maintenance Database. These reports shall
include the amount of non-labor cost for each of the following systems:

Engineering Computation Facility MA, OA
CFO Systems LA
IRD IT Security Systems IA
IRD CSS/CR945 IA
IRD Web IA
NetlQ IA
Consolidated Systems IA
CSM IA
NASAPOST _ 1A
Network Miscellaneous - IA
DDMS/EDCC ' IA
Imagery Systems 1A
PAO Systems AP
JSC Search [A
EOC JA
EA Org EA
JA Org JA

The Contractor shall provide monthly reports on the 30-60-9G day maintenance
agreement/license renewal plan for review at a joint NASA/JETS meeting.

7. Training

The Program Manager shall coordinate all training request via e-mail with the TMR and provide
e-mail notification to the COTR prior to expenditure of funds.

8. Special Requirements

The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The Contractor shall evaluate the sensitivity of all data prior to
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submission into the JATS system. Data that contains sensitive information can be processed
outside of the JATS system.

9, Metrics

On a monthly basis, the Contractor shall report metrics specifying
1. Number of licenses and maintenance agreements renewed on time,
2. List of licenses and maintenance agreements renewed on time,
3. Number of licenses and maintenance agreements not renewed on time,
4. List of licenses and maintenance agreements not renewed on time.

The Contractor shall achieve 100% on time completion of software license renewals and
hardware maintenance agreements before expiration of current agreements.

10.  Total Cost Summary and Cost Phasing by Month

Cost: $1,279.382.18
Maximum Award Fee $5,704.39
Total Cost: $1,285,086.57
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National Aeronautics and Space Administration
Lyndon B. Johnson Space Center
Houston, TX 77058

ORDER FOR SUPPLIES OR SERVICES

Page 1 of 4

1. Order No.
JETS-PM-09-01
Contract: NNJ04JAS3C

2. Date of Order
See date in block 10

NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.
Certified for National Defense under DPAS {15 CFR 700} DO-C9

3. issuing Office;

NASA Johnson Space Center, 2101 Nasa Parkwéy
Houston, TX 77058-3696

Org./Buyer: Maria Alberty

Tel No.: 281.244 5338

E-mail: maria j.alberty@nasa.qov

Fax: 281.333.0452

4. Ship To:
Transportation Officer, Building 421
NASA, Johnson Space Center
Houston, TX 77058-3696
Mark For: Accountable Property

Order No.: JETS-PM-09-01

5. Contractor:

MEI Technologies, Inc.
Attn: Linda Slaman
2525 Bay Area Boulevard, Suite 300
Houston, TX 77058

Phone: 281-283-6156  x Fax: 281-283-56162

TIN: CAGE CODE:

6. Deliver On or Before: 08/31/2000

F.Q.B. Paoint: Destination

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696
Order No.: JETS-PM-09-01

8. Type of Order:

[0 PURCHASE: Please fumish the following in
accordance with the conditions specified on this order,
Reference:

¢

DELIVERY: Except for the Terms and Conditions of Purchase
Order listed on the following page, this delivery order is subject to
instructions contained on this form and is issued subject to the
terms and cenditions of contract number: NNJ04JAB3C

OTHERWISE NOTED.

9. Written acceptance of this order by contractor ([(d1is, (B2 lis not 10. Name: Frances L. Mahan
required. Sign below if required and retum to contracting officer.
Name: (Person authorized to sign) .
Signature: Date: Signatures, Z>Ed c’},/ /%k Date: /<1/ /505
CONTRACTING OFFICER
11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION orogrep | N7 PRICE AMOUNT ACCEPTED
1 Project Management Office 1 JOB 944.717.92
Estimated Cost; $ 8592,099.85
Maximum Award Fee: $ 52,618.07
Total Estimated Cost and Fee: § 944.717.92
12. For JSC Internal Use Only: ! 13. Total
Requisition No.: N/A [0 coMP. T[] PART. PPC: B
. $ 044.717.92
Rissue To: [T4/Ruben Reyes
14. Quantities in “Quantity Accepted” Column Have Been
] INSPECTED [} Acceprep [ RecEvED
TO CONFORM TQO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:

Authorized U S. Government Representative i ) Date

JSC Fom; 1429 (Rev November 10, 2004} (MS Word August 1995)
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Task Qrder Approvals

Task Order: JETS-PMO09-01 — Program Management Office (PMO) Contract Management
and Administration

Approved Technical Evaluation Received _9/8/08
Performance Period: October 1, 2008 — August 31, 2009

Funding Organization(s):

Task Order Value:
Cost: $892,099.85
Maximum Award Fee $52,618.07
Total Cost: : $944,717.92
Approved By:
JSC JETS Budget Analyst Date
Approved By:
JSCJETS TMR Date

Approved By:

JSCJETS COTR Date
Approved By: .

Manager, IT Information Technology Division Date
Approved By:

JSC JETS Contracting Officer Date
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1. Task Order Number/Title

JETS-PMO09-01 — Program Management Office (PMO) Contract Management and
Administration

2. Technical Monitor Representative (TMR)

Primary: Ruben Reyes/IT
Alternate: Juan Galvez/IT

3. Narrative Task Description

The contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in the JETS Statement of Work (SOW). The Contractor shalt manage the full system
jife cycle for JETS systems, including design, acquisition, operations, and maintenance for
current, modified, and new systems identified under this contract in accordance with the NASA
approved Management Plan (DRD-01).

All data generated through this contract/task order is considered non-proprietary and is the
property of the Government. The data, as well as any required tools to access the data, shall be
made available to the Government.

3.1 Safety, Health and Environmental Compliance

The Contractor shall ensure the protection of personnel, property, equipment, and the
environment in all Contractor products generated and activities undertaken for institutional and
space flight program objectives. :

The Contractor shall comply with a NASA-approved safety, health and environmental
compliance plan as specified in DRD-06 (Safety, Health and Environmental Compliance Plan).
The Contractor shall develop and implement risk management techniques, including risk
assessment, to be applied to hazards identified from analyses of activities and products (DRD-01
Management Plan). The purpose of these risk management techniques is to ¢liminate or control
hazards as specified in NASA hazard reduction policies and requirements. The Contractor shall
develop and maintain a lessons-learned database per DRD-12 (Safety, Reliability and Quality
Assurance [SR&QA] Lessons Learned). Monthly safety and health metrics shall be provided per
DRD-13 (Safety and Health Metrics). The Contractor shall also provide a hurricane/severe
weather plan as specified in DRD-17 (Hurricane/Severe W eather/Emergency Plan) and conduct
and safety and health self-evaluation per DRD-15 {Safety and Health Program Self Evaluation).
The Contractor shall establish and maintain a Quality Management System (QMS) that complies
with ANSI/ISO/ASQC Q9001-2000. Alternatety, the Contractor's QMS need not be certified if
the Contractor proposes to follow the JSC quality system in its entirety.
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The Contractor shall perform safety walk-throughs, report safety issues, and address and resolve
close calls, under floor alarms, and facility outages.

3.2  Information Technology Security

The Contractor shall ensure that security plans and managed, updated and submitted for approval
per DRD 14. :

33 Information Technology (IT) Capitol Planning and Investment Control (CPIO)
Planning

TBD

3.4  Quality

The contractor shall comply with its documented Quality Processes (DRD-09, Quality Processes
- Procedures). JSC will review these documents to ensure they do not conflict with the JSC
quality management system. The contractor shall submit and comply with the Government
approved Quality Plan as required in DRD-03 (Quality Plan).

3.5 Records Management

NASA-owned, Contractor-held records, regardless of physical format and as identified in task
orders, shall be managed by the Contractor in accordance with Title 36 of the Code of Federal
Regulations, Chapter X1IB, Records Management and NASA Policy Directive (NPD) 1440.6,
NASA Records Management Program. The Contractor shall maintain records appropriately and
administer the disposition of records and non-records in accordance with NPG 1441.1, NASA
Records Retention Schedules, which has been approved by the CO and the National Archives
and Records Administration. The Contractor shall provide details concerning on-site personnel
per DRD-10 (Reports, Onsite Contractor - Headcount).

36 Work Authorizations

The CO authorizes work via Task Orders. In addition to requirements identified in the SOW,
Task Orders wilt specify requirements, indicate schedules and identify required quality levels.

3.7  Facility Management

The Contractor shall be the alternate facility manager of Building 46. This requires performing
etectrical management, initiating and tracking implementation of facility requests, performing
safety inspections, and coordinating installation and removal of systems. While performing
facility management functions, the contractor shall adhere to the Center Operations Directorate
(COD) Facility Manager Handbook and the Roles of a Facility Manager tocated in Attachment J-
3, Technical Library. For other facilities where the contractor has responsibility for equipment,
but is not the facility manager, the contractor shall comply with safety and facility rules,
restrictions and guidelines. .
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3.7.1 Facility Layout Drawings

The Contractor shall conduct weekly inspections of Building 46 to determine modifications to
the layout of the facility. Modifications observed during the weekly inspections shall be
compiled and documented in both the electronic and hard copy facility drawings. Facility
Layout Drawings shall be provided and maintained by the contractor as specified in DRD-18
(Facility Layout Drawings).

3.7.2 Electrical Management

The Contractor shall perform installation of new circuits for computer systems as required to
accomplish the work defined in the Task Orders. The Contractor shall coordinate and schedule
higher voltage (480 volts and above) circuitry work with the JSC COD Facility Engineering
Electrical Branch. Coordination and scheduling activities shall include initiating and tracking
facility modification requests for electrical work. Prior to installation or removal of server
systems or network devices, the Contractor shall perform power resource analysis to assure
proper electrical power balancing across power distribution units, uninterruptible power supplies,
and the overall grid system for building 46. The contractor shall also provide power distribution
drawings per DRD JETS-18, Facility Layout Drawings. The Contractor shall perform and record
monthly preventive maintenance (PM) on power distribution units, power panels, alarm systems,
as well as all security and safety lighting and cameras within the computer systems facility in
Building 46.

As defined in the Task Order, PM shall be performed as recommended by the equipment
manufacturer or vendor. The documentation of PM shali be on a format chosen by the contractor
and submitted electronically to the CO and COTR on a monthly basis in the contractor status
report (DRD-07). The Contractor shall also inspect and coordinate PM for air handlers and
Uninterruptible Power Supply (UPS) systems in Building 46.

3.7.3 Installation and Removal

The Contractor shall coordinate the installation and removal of systems and equipment.

Removal shail include deletion of all sensitive data. Installation and removal activities require
coordination with the COD Facility Engineering Electrical Branch, the property custodian and
Organizational Computer Security Manager (OCSM). Coordination is also required with system
administrators to assure compliance with the Server Operations Management Plan (SOMP),
including NASA tagging of equipment and cables, logistics of delivery, placement, or removal of
equipment. The Contractor shall coordinate and expedite all under floor work, including excess
cable removal. In addition, the Contractor shall be responsible for initiating, tracking, and
expediting facility work, including work performed by JETS, by COD or other parties.

3.8  Property Management

The contractor shall provide a Physical Inventory Plan (DRD-19) to describe the method of
administering Governiment property. The contractor shall conduct inventories for the
government property identified in Attachments J-8 and J-10. The contractor shall serve as
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property custodian for the Instatlation Accountable Government Property identified in
Attachment J-10.

3.7 JETS Metrics

The Contractor shall calculate and report, metrics in accordance with DRD-03 (Metrics Reports).
Prior to the beginning of the Government Fiscal Year (FY), the Contractor shall recommend for
CQO approval any changes to metrics to be tracked and reported during the upcoming FY. The
government will evaluate the Contractor’s performance in accordance with the following table:

Performance | Baseline Basic Option 1 Option 2 | Option 3
Standard
Systems Minimum of | Contractor | Contractor to propose. Contractor shall
Administrator | 13 servers to propose. | work to increase efficiencies during the
Productivity course of contract performance.
System Perj-7 Contractor | Contractor to propose. Contractor shal}
Availability to propose. | work to increase efficiencies during the
course of contract performance,
**Customer Minimum Minimum Minimum Minimum Minimum
Satisfaction score of 4 score of 4 score of 4 score of 4 score of 4
out of 5. out of 5. out of 5 out of 5. out of 5.
License 100% on 100% on 100% on 160% on 100% on
Renewals and | time time - time time time
Maintenance
Agreements

**Customer Satistaction scores are as listed in DRD-03 (Metrics Report).

4. Period of Performance

The services in this Task Orde; shall be performed from October 1, 2007 through August 31, 2009,
5. Training

The Contractor shall propose training for personnel assigned to this task required to maintain
competency on the assigned systems, The Program Manager shall coordinate all training request
via e-mail with the TMR and provide e-mail notification to the COTR prior to expenditure of
funds.

6. Deliverables Required

The contractor shall provide the following contract deliverables per the frequency specific in
each specific Data Requirements Document (DRD):

a. Provide status reports in accordance with the Contractor Status Report (DRD-07 Contractor
Status Report).
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k.

Provide Information Technology Security Plans and Reports as defined in DRD-14 (Information
Technology System Security Plans and Reports).

Create and maintain a Capital Planning and Investment Control process. (DRD-02 Capital
Investment Planning).

Create, modify, maintain, and report resource information in accordance with the Plan (DRD-04,
Resource Management Plan; DRD-20, Supplemental Cost Report; and NASA Procedures and
Guidelines (NPG) 9501.2D NASA Contractor Financial Management Report).

Provide re-procurement data in accordance with DRD-16 (Re-procurement Data Package).
Provide wage and salary data per DRD-09 (Wage/Salary and Fringe Benefit Data).

Report system and equipment performance in accordance with the performance management
plan required by DRD-11 (Performance Management and Capacity Plan).

Perform configuration management for all systems in accordance with the Information
Resources Directorate (IRD) Configuration Management Plan Document JSC 29173.

Perform system development in accordance with the IRD Project Lifecycle Guidelines, provided
in draft form in Attachment J-3.

Provide Backup and Restore reporting in accordance with DRD-21 (Server Backup, Restore &
Tape Usage Report)

Provide ECF Accounting reporting in accordance with DRD-22 (Systems Accounting Data
(ECF)

For all documents referenced in the JETS contract, the contractor shall adhere to the most current
versions unless otherwise specified

7.

None

8.

Special Requirements

Metrics

The Contractor shall complete and submit the deliverables above per the frequency specified in
each DRD. In addition, the contractor shall provide inputs to Contract Surveillance Meetings
scheduled by the COTR.

9.

Total Cost Summary and Cost Phasing by Month

Cost: $892,099.85
Maximum Award Fee $52,618.07
Total Cost: $944,717.92
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Mational Aeronautics and Space Administration
| Lyndon B. Johnson Space Center ORDER FOR SUPPLIES OR SERVICES Page 1 of 1

Houston, TX 77058 ]

1. Order No. 2. Date of Order .

JETS.XA-089-01 See date I biock 10 NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

Contract: NNJ0O4JAS3C Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office: . 4. Ship To:

NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnsan Space Center
Org./Buyer: Maria Albarty Houston, TX 77058-3696

Mark For: Accountable Property

Tel No.: 281.244.5338 Fax: 281,333,0452 Order No.: JETS-XA-09-01

E-mail.  maria jalberty@nasa.gov

5. Contractor: - 6, Deliver On or Before: 08/31/2069

MEI Technologies. Inc.

Attn: Linda Staman F.0.8. Point; Destination

2525 Bay Area Boulevard, Suite 300

Houston, TX 77058 Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
. . NASA Johnson Space Center
. -283-6155 Fax: 1-283-6162
Phone: 261-283-6155  x x: 281283 Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE: Crder No.: JETS-XA-08-01

8. Type of Order:

[] PURCHASE: Piease furnish the following in [d DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order iisted on the following page, this delivery order is subject to
Reference: - instructions contained on this form and is issued subject (o the

terms and conditions of contract number: NNJO4JAS3C

9. Written acceptance of this order by contractor [ ] is, [B3 ] is not 10. Name: Frances L. Mahan

required. Sign below if required and retum to contracting officer.
Name: (Person authorized to sign) ’\—4
4 I € ;. /s
Signature: Date: Signatures L) tﬁ;//? ZAA. Date:/ )// ?/03
v CONTRACTING OFFICER !
11. Schedule
ITEM . QUANTITY UNIT QUANTITY
NOL DESCRIFTION ORDERED unIT PRICE AMOUNT ACCEPTED
1 Technicat Services : oo Jos $119,095.06
Estimated Cost: $ 112,096.07
Maximum Award Fee: $ 699899
Total Estimated Cost and Fee: $ 119,095.06
12. For JSC Internal Use Only: 13. Total
Requisition No.: N/A [ comr.  [J PART. PPC:
, $ 119.095.06
Rissue To: iT4/Ruben Reyes
14. Quantities in "Quantity Accepted” Column Have Been
] INSPECTED [] ACCEPTED [] RECEIVED
TO CONFCRM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED. L
Authorized U.S. Government Representative Date

JSC Form 1428 (Rev November 10 2004) (MS Woard August 1995)
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Task Order Approvals
Task Order; JETS-OPS09-XA-01 ~ System Administration and Sustaining Engineering

Approved Technical Evaluation Received 8/26/08

Performance Period: October 1, 2008 — August 31, 2009

Funding Organization(s):

Task Order Value:
Cost: $112,096.07
Maximum A_ward Fee $6,998.99
Total Cost: $119,095.00
Approved By:
JSC JETS Budget Analyst Date
Approved By:
JSC JETS TMR Date
Approved By:
JSC JETS COTR Date
Approved By:
Manager, IT Information Technology Division Date
Approved By:
JSC JETS Contracting Officer Date
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1. Task Order Number/Title
JETS-OPS09-XA-01 — Technical Assistance

3. Technical Monitor Representative (TMR)
Primary: Gregory Lestourgeon/XA

3. Narrative Task Description

a2 The Contractor shall be responsible for the daily IT support of the EVA Office (Code XA),
as specified in the JETS Statement of Work (SOW) area 6.0,

b. The Contractor shall provide support to ODIN and OneEVA for obtaining the concurrence
of the Contracting Officer’s Technical Representative (COTR) or his/her designee to perform all
scheduled hardware and software upgrades, maintenance outages, and software patch
instailations.

c. The Contractor shall be responsible for coordinating with associate contractors for all
applicable software upgrades, maintenance outages, and software patch installations.

d. The Contractor shalt provide technical expertise at IRD boards and meetings, such as the
Network Access Control Board (NACB). The NACB typically meets once each week for one to
three hours. Additional ad-hoc special NACB meetings and other working group meetings may
be required, generally not exceeding two to three hours per week. [n addition, the Contractor
shall attend the IT Steering Council (meets twice monthly) and the IRD Customer Forum (meets
once a month). The Contractor shall report back to the organization any issues which will
impact the organization. Information on IT events or new capabilities will either be distributed
via email or discussed during staft meetings.

e. The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM ~
5:00 PM in order to accomplish successful day-to-day IT operations. In addition, the Contractor
shall provide 24/7 on-call support for ali security-related incidents which may adversely affect
the EVA Office. The 24/7 on-call support shall be accomplished via a Contractor provided
pager. If the Contractor detects or is notified via Government provided automated means (such
as an e-mail or pager alert) of a potential security issue, the Contractor shall notify the JSC IT
Security Office by calling the IT Security Duty Phone and coordinating as required with
associate contractors. The Contractor shall assist all members of the EVA Office in reducing the
number of unsolicited emails and work with the Consolidated Help Desk if a virus is suspected
on a user workstation.

£ The Contractor shail provide support to the EVA Office user community working directly

. with end-users and associate contractors to resolve user-reported issues. Based on the current

environment, approximately twenty (20) hours per week are required for the investigation and
resolution of user-reported issues. The Contractor shall make contact with the end-user within

JETS-0PS09-XA-01 2
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one (1) business day of a reported issue. The Contractor shail coordinate with off-site personnel
assigned to the EVA Office and assure commonality of hardware/software (where appropriate).

g.  The Contractor shall provide support for users to check out end-user take-home software
and maintain a log of checked out software.

h. The Contractor shall provide support for the maintenance of the ODIN laptop loan pool for
the EVA office. If the pool is ODIN-managed, this will include ensuring that ODIN has the
correct information for log tracking (user and due date). Otherwise, the Contractor shall
maintain the logs detailing the property tags, users, and due dates., In addition--if the pool is
ODIN-managed--the Contractor will ensure that ODIN configures the laptops for individual
users and ensuring wipe and load are performed when laptops are returned (if necessary).

i, The Contractor shall assist ODIN/IRD in maintaining and assuring the accuracy of the
Customer Service System databasc (i.e. verifying jack numbers on an SR). The Contractor shall
receive all requirements for new IT or telephone equipment and write all Service Requests
(SR’s) required to obtain the IT or telephone equipment. The contractor shall write all SR’s for
moves within the EVA Office. The Contractor shall write all SR’s for new 1D’s or changes to
existing ID’s. The Contractor shall review all SR’s written for off-site EVA Office personnel.
This is to assure accuracy and where new items are being purchased, assure these are in.
compliance with the EVA Office IT Plan by providing cost information to the EVA Office
Budget Analyst or designee.

j.  The Contractor shall provide support for obtaining all file access rights for any share
directory and maintain records.

k. The Contractor shall review shared file storage (not home directories) usage for ail EVA

'Office employees and advise when usage is 80% maximum. The contractor shall assist

employees in efficient use of home directories. The Contractor shall provide assistance to
employees in backing up data on individual hard drives, CD’s or other media. The Contractor
shall assist users in the use of their workstations/phones/printers/DVD/CD burners/scanners, etc.

. The Contractor shall gather requirements from all members of the EVA Office and
coordinate with management. After approval of requested items has been received, the
Contractor shall provide the requirements to the EVA Budget Analyst or designee and work
together with the analyst in writing the IT Plan.

m. The Contractor shall provide all information (such as log files, system configuration
information, and system backups} requested by the COTR or his/her designee to support IT
security incidents, investigations and forensics analyses. The Contractor shall provide assistance
on reducing unsolicited email and respond to all virus incidents. The Contractor shall assure all
office workstations have the latest anti-virus software loaded.

n. The Contractor shall maintain a current Security Plan for the EVA Office, as required by
[RD. The Contractor shall perform all duties as the Organizational Computer Security

JETS-OPS09-XA-01 3
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Representative (OCSR) as defined by IRD, and coordinate with the Organizational Computer
Security Manager (OCSM).

o. The Contractor shall maintain a configuration-managed diagram of the EVA Office, as well
as a configuration-managed document listing pertinent information--such as location, hardware,
tag numbers, cable and jack numbers--of all EVA Project Office components, with applicable
software license codes.

p. The Contractor will be provided office space, computer and phone in the EVA Office (this
will be their permanent office).

g. The Contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the required
services described in this Task Order. In addition, to effectively perform and manage the work
detailed in this Task Order, the contractor shall perform all the Contract Management functions
detailed in Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality

3.3 Records Management

3.4 Work Authorizations

3.5 Facility Management

3.6 Property Management

3.7 JETS Metrics

4. Period of Performance
The services in this Task Order shall be performed from October 1, 2007 through August 31, 2008.
5. Deliverables Required

a) Security Plan reviews and updates for the EVA Office.
b) Support IT Planning for the EVA Office.

6. Special Requirements

The Contractor shall utilize the JETS Online system to track action items pertaining to this task
order. The Contractor shall evaluate the sensitivity of all data prior to submission into the JETS
Online system. Data that contains sensitive information can be processed outside of the JETS
Online system. "...All data generated through this contract/task order is non proprietary and is the
property of the Government. The data. as well as any required tools to access the data, shall be
made available to the Government..."

JETS-OPS09-XA-01 4
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7. Metrics

The Contractor shall provide monthly Customer Satisfaction and System Availability metrics as
specitied in DRD-03 Metrics Reports.

8. Total Cost Summary and Cost Phasing by Month

Cost: $112,096.07
Maximum Award Fee $6,998.99
Total Cost: $119,095.06

JETS-OPS09-XA-(1 5



