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1. Task Order Number/Title

JETS-OPS05-IC- 01 - EVA Office Information Technology Services

2. Technical Monitor Representative (TMR)

Primary: D.G. (Greg) Lestourgeon(XA)
Alternate: Dianne Robinson (IC)

3. Narrative Task Description

a. The contractor shall be responsible for the daily IT support of the EVA Office
(Code XA), as specified in the JETS Statement of Work (SOW) areas 4.2
4.3, 4.4, 5.0, 5.2, 5.4, and 5.5.

b. The contractor shall be responsible for obtaining the concurrence of the Contracting
Officer's Technical Representative (COTR) or his/her designee to perform all scheduled
hardware and software upgrades, maintenance outages, and software patch installations.

c. The contractor shall be responsible for coordinating with associate contractors for all
applicable software upgrades, maintenance outages, and software patch installations.

d. The contactor shall be responsible for arranging and conducting meetings
(approximately one per month) to inform the user community of upcoming IT capabilities
and events. The contractor shall provide technical expertise at IRD boards and meetings,
such as the Network Access Control Board (NACB). The NACB typically meets once
each week for one to three hours. Additional ad-hoc special NACB meetings and other
working group meetings may be required, generally not exceeding two to three hours per
week. In addition, the contractor shall attend the IT Steering Council (meets twice
monthly) and the IRD Customer Forum (meets once a month). The contractor shall
reportback to the organization any issues which will impact the organization.

e. The contractor shall maintain adequate personnel onsite Monday through Friday
8:00 AM - 5:00 PM in order to accomplish successful day-to-day IT operations. In
addition, the contractor shall provide 24/7 on-call support for all security-related
incidents which may adversely affect the EVA Office. The 24/7 on-call support shall be
accomplished via a contractor provided pager. If the contractor detects or is notified via
Government provided automated means (such as an e-mail or pager alert) of a potential
security issue, the contractor shall notify the JSC IT Security Office by calling the IT
Security Duty Phone and coordinating as required with associate contractors. The
contractor shall assist all members of the EVA Office in reducing the number of
unsolicited emails and work with the Consolidated Help Desk if a virus is suspected on a
user workstation.

f. The contractor shall provide support to the EVA Office user community working
directly with end-users and associate contractors to resolve user-reported issues. Based
on the current environment, approximately sixteen (16) hours per week are required for
the investigation and resolution of user-reported issues. The contractor shall make
contact with the end-user within one (1) business day of a reported issue. The contractor



shall coordinate with off-site personnel assigned to the EVA Office and assure
commonality of hardware/software.

g. The contractor shall be responsible for assisting in the installation and use of Public
Key Infrastructure (PKI).

h. The contractor shall maintain the laptop loan pool for the EVA Office. This will
include a tracking log (user and due date), configuring the laptops for individual users
and ensuring wipe and load are performed when laptops are returned (if necessary). The
current virus files will continue to be checked out from the IRD Customer Support
Office, currently located in building 45, room 209.

i. The contractor shall maintain and assure the accuracy of the Customer Service
System (CSS) database. The contractor shall receive all requirements for new IT or
telephone equipment and write all Service Requests (SR's) required to obtain the IT or
telephone equipment. The contractor shall write all SR's for moves within the EVA
Office. The contractor shall write all SR's for new ID's or changes to existing ID's. The
contractor shall review all SR's written for off-site EVA Office personnel to assure
accuracy and where new items are being purchased, assure these are in compliance with
the EVA Office IT Plan and provide for commonality between on-site hardware and
software.

j. The contractor shall be responsible for all file access rights for any share directory
and maintain records. The contractor shall be knowledgeable of the XA Web site and do
routine updates, and minor programming changes.

k. The contractor shall review home storage usage for all EVA Office employees and
advise when usage is 80% maximum. The contractor shall assist employees in efficient
use of home directories. The contractor shall provide assistance to employees in backing
up data on individual hard drives, CD's or other media. The contractor shall assist users
in the use of their workstations/phones/printers/DVD/CD burners/scanners, etc.

1. The contractor shall gather requirements from all members of the EVA Office and
coordinate with management. After approval of requested items has been received, the
contractor shall write the IT Plan and present to both EVA Office management and the
JSC Chief Information Officer.

m. The contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support
IT security incidents, investigations and forensics analyses. The contractor shall provide
assistance on reducing unsolicited email and respond to all virus incidents. The
contractor shall assure all office workstations have the latest anti-virus software loaded.

The contractor shall provide check-out copies of those items which are allowed for home
use and maintain log records.

n. The contractor shall maintain a current Security Plan for the EVA Office, as required
by IRD. The contractor shall perform all duties as the Organizational Computer Security
Representative (OCSR) as defined by IRD, and coordinate with the Organizational
Computer Security Manager (OCSM).



o. The contractor shall maintain a configuration-managed diagram of the EVA Office,
as well as a configuration-managed document listing pertinent information, such as
locations, hardware tag numbers, cable and jack numbers, of all EVA Project Office
components, with applicable software license codes.

p. The contractor shall be knowledgeable of the XA Web site, perform routine updates,
and work with other IRD contractors to perform programming changes.

q. The contractor will be provided office space, computer and phone in the EVA Office
(this will be their permanent office).

r. The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Period of Performance

The services in this Task Order shall be perforated from 3/1/05/through 9/30/05.

5. Deliverables Required

a) Security Plan for the EVA Office.
b) IT Plan for the EVA Office.
c) Configuration-managed diagram of IT equipment for the EVA Office.
d) Configuration-managed document listing pertinent information of all EVA Office IT
components and telephone equipment and applicable software license codes. The
applicable items should be recorded and maintained in the IRD server registration
database.



6. Special Requirements

None

7. Metrics

The contractor shall provide monthly Customer Satisfaction and System Availability
metrics as specified in DRD-03 Metrics Reports. Availability metrics shall clearly
contrast a system's availability with unscheduled and scheduled outages.

8. Cost Phasing by Month
Summary Cost breakout by month for the Total Task Order

] Mar-05 I Apr-05 I May"05 I Jun'05 I Jul-05 I Au -o5[ Sept_-05 [ TO'[
Direct Labor

G&A

Subtotal Labor

Materials

Travel I I I I I i

Total Cost and
Fee $ 55,0'

Revision Summary of Task Order

Previous Value Rev# Value New Value
Cost
Fee

Total Cost and Fee
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5. Contractor: 6. DeliverOn or Before:
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7. BILLING ADDRESS:
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ITEM QUANTITY UNiT QUANTITYDESCRIPTION UNIT AMOUNT
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TO CONFORMTOTHECONTRACT.
ACCEPTANCEWILLBEAT JSCUNLESS BY:
OTHERWISENOTED.

AuthorizedU.S.GovernmentRepresentative Date
JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)



1. Task Order Number/Title

JETS-OPS05-1M-01 -Information Resources Directorate (IRD) Management
Support

2. Technical Monitor Representative (TMR)

IM/John W. Jurgensen

3. Narrative Task Description

The contractor shall be responsible for supporting IRD Management tasks and
activities, in accordance with JETS SOW areas 3.0c (for center wide support)
and 4.4, including, but not limited to the following:

a. The contractor shall draft process flows and charters for NASA approval for
supported activities.

b. The contractor shall be responsible for supporting the annual Center wide caPital
Planning and Investment Control (CPIC) activities and the IT Planning Process.
Specifically, the contractor shall support the multi-year IT POP, Exhibit 53, Exhibit 300,
and the IT Security Focus Area data calls which will involve reviewing the call from
Headquarters, supporting the development of collection methodology, analyzing the data
collected, and supporting the submits to Headquarters. Supporting the IT Planning
Process will involve similar activities for the "next" fiscal year IT investments, but will
contain increased detail over the CPIC.

For both the CPIC and IT Planning processes, interaction with all JSC organizations for
data collection and analysis is required.

This activity shall be in accordance with the NASA Office of the Chief Information
Officer document "NASA Information Technology Capital Planning and Investment
Control Process", current version, and with the NASA document "Information
Technology Guidance Document Portion of the Program Operating Plan (POP) Call",
current version. A copy of each document is attached.

The JSC CFO's web site (Annual Agency Information Technology Data Call for
POP 2004) contains the Headquarters CPIC data call as well as submits and
reports from the previous year. The link to this website shall be provided by the
TMR.

The data collection activities associated with this coordination may involve developing
and maintaining databases.

c. The contractor shall be responsible for administrative support for IRD meetings,
including, but not limited to the:

Weekly



• Information Resources Directorate Control Board (ICB)
• CPIC and IT Planning

Bi-weekly
• Information Technology Steering Council (ITSC)

i

The contractor shall be responsible, at a minimum, for creating agendas; writing minutes,
posting approved minutes, tracking action items; supporting the definition,
documentation and implementation of process flows and charters for the supported IRD
meetings. The contractor shall also be responsible for tracking data related to
management support such as the timeliness of handling customer funded Change
Requests (CR's). CR processing shall be per the IRD Configuration Management Plan,
JSC 29173.

d. Supporting IRD's change management process.

The contractor shall be the IRD central "clearinghouse" for routing, tracking and
statusing all CR's submitted to IRD, including determining the intended control board or
management forum, and tracking associated actions.

e. The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Key Schedule Milestones / Completion Date

The items in this Task Order shall be supported through 9/30/05.

5. Dellverables Required

• CPIC and IT Planning products, e.g., Exhibit 53's and 300's, supporting databases
(DRD-02)

• Agendas, minutes, action item reports for supported meetings
• Draft process flows and charters for supported activities based on TMR request

6. Training

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.



7. Special Requirements

The JETS mailbox will be utilized primarily to track work requests that include multiple
milestones over an extended period of time or any work request that requires a reprioritization of
workload.

The contractor shall evaluate the sensitivity of all data prior to submission into the JETS online
system. Data that contains sensitive information shall be processed by the JETS Program
Manager or Task Coordinator and shall not be entered into the JETS online database.

Expert knowledge of and skill in using the Microsoft Office suite with emphasis on Excel and
Access is required.

Extended hours may be required on TMR request.

8. Metrics

a. 100% On-time delivery of products per the due dates specified in referenced
CPIC and IT POP processes.

b. 100% meeting coverage..

9. Total Cost Summary and Cost Phasing by Month

Cost: $169,260.65
Maximum Award Fee: $11,553.37
Total Cost: $180,814.02

Monthly Cost Phasing - See Attachment 1

Revision Summary of Task Order

Previous Value Rev # Value New Value
Cost
Fee

Total Cost and Fee

Enclosures:
NASA CPIC Process
IP POP Guidance 2-12-04

JSC - Annual Agency IT POP Data Call for POP 2002

NASA_CPlC_Process.pdf



IT_POP_Guidance 02-12-04.pdf

JSC- AnnualAgencyI-T POPDataCall for POP2002.htm
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JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)



1. Task Order Number/Title

JETS-OPS05-1M-01 Revision 1 - Information Resources Directorate (IRD)
Management Support

2. Technical Monitor Representative (TMR)

IM/John W. Jurgensen

3. Narrative Task Description

The contractor shall be responsible for supporting IRD Management tasks and
activities, in accordance with JETS SOW areas 3.0c (for center wide support)
and 4.4, including, but not limited to the following:

a. The contractor shall draft process flows and charters for NASA approval for
supported activities.

b. The contractor shall be responsible for supporting the annual Center wide Capital
Planning and Investment Control (CPIC) activities and the IT Planning Process.
Specifically, the contractor shall support the multi-year IT POP, Exhibit 53, Exhibit 300,
and the IT Security Focus Area data calls which will involve reviewing the call from
Headquarters, supporting the development of collection methodology, analyzing the data
collected, and supporting the submits to Headquarters. Supporting the IT Planning
Process will involve similar activities for the "next" fiscal year IT investments, but will
contain increased detail over the CPIC.

For both the CPIC and IT Planning processes, interaction with all JSC organizations for
data collection and analysis is required.

This activity shall be in accordance with the NASA Office of the Chief Information
Officer document "NASA Information Technology Capital Planning and Investment
Control Process", current version, and with the NASA document "Information
Technology Guidance Document Portion of the Program Operating Plan (POP) Call",
current version. A copy of each document is attached.

The JSC CFO's web site (Annual Agency Information Technology Data Call for
POP 2004) contains the Headquarters CPIC data call as well as submits and
reports from the previous year. The link to this website shall be provided by the
TMR.

The data collection activities associated with this coordination may involve developing
and maintaining databases.

c. The contractor shall be responsible for administrative support for IRD meetings,
including, but not limited to the:

Weekly



• Information Resources Directorate Control Board (ICB)
• CPIC and IT Planning

Bi-weekly
• Information Technology Steering Council (ITSC)

The contractor shall be responsible, at a minimum, for creating agendas; writing minutes,
posting approved minutes, tracking action items; supporting the definition,
documentation and implementation of process flows and charters for the supported IRD
meetings. The contractor shall also be responsible for tracking data related to
management support such as the timeliness of handling customer funded Change
Requests (CR's). CR processing shall be per the IRD Configuration Management Plan,
JSC 29173.

d. Supporting IRD's change management process.

The contractor shall be the IRD central "clearinghouse" for routing, tracking and
statusing all CR's submitted to IRD, including determining the intended control board or
management forum, and tracking associated actions.

e. The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Key Schedule Milestones / Completion Date

The items in this Task Order shall be supported through 9/30/05.

5. Deliverables Required

• CPIC and IT Planning products, e.g., Exhibit 53's and 300's, supporting databases
(DRD-02)

• Agendas, minutes, action item reports for supported meetings
• Draft process flows and charters for supported activities based on TMR request

6. Training

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.



7. Special Requirements

The JETS mailbox will be utilized primarily to track work requests that include multiple
milestones over an extended period of time or any work request that requires a reprioritization of
workload.

The contractor shall evaluate the sensitivity of all data prior to submission into the JETS online
system. Data that contains sensitive information shall be processed by the JETS Program
Manager or Task Coordinator and shall not be entered into the JETS online database.

Expert knowledge of and skill in using the Microsof_Office suite with emphasis on Excel and
Access is required.

Extended hours may be required on TMR request.

8. Metrics

a. 100% On-time delivery of products per the due dates specified in referenced
CPIC and IT POP processes.

b. 100% meeting coverage..



9. Total Cost Summary and Cost Phasing by Month

Cost: $164,467.69
Maximum Award Fee: $11,024.43
Total Cost: $175,492.12

Monthly Cost Phasing - See Attachment l

Revision Summary of Task Order

Revision 1 corrects the estimated cost for Program Management costs omitted in the
original Task Order.

Previous Value Rev 1 Value New Value

Cost $ 169,260.65 $ (4,792.96 $ 164,467.69

Fee $ 11,553.37 $ 1528.94) $ 11,024.43
Total Cost and Fee $ 180,814.02 $ (5,321.90) $ 175,492.12

Enclosures:
NASA CPIC Process
IP POP Guidance 2-12-04

JSC - Annual Agency IT POP Data Call for POP 2002

NASACPIC Process.pdf

IT_POP_Guidance_02-12-04.pdf

JSC- AnnualAgencyI-T POPDataCallfor POP2002.htm
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CONTRACTING OFFICER

11, Schedule
ITEM QUANTITY UNIT QUANTITY
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1 lnfonnation Resources Directorate (IRD) Management Support 1 LOT $220,262.74

EstimatedCost: $206,932.88
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JSC Form 1429 (Ray March 3, 2004) (MS Word August 1995)



1. Task Order Number/Title

JETS-OPS05-1M-01 Revision 2 - Information Resources Directorate (IRD)
Management Support

2. Technical Monitor Representative (TMR)

IM/Charlotte D. Owens

3. Narrative Task Description

The contractor shall be responsible for supporting IRD Management tasks and
activities, in accordance with JETS SOW areas 3.0c (for center wide support)
and 4.4, including, but not limited to the following:

a. The contractor shall draft process flows and charters for NASA approval for
supported activities.

b. The contractor shall be responsible for supporting the annual Center wide Capital
Planning and Investment Control (CPIC) activities and the IT Planning Process.
Specifically, the contractor shall support the multi-year IT POP, Exhibit 53, andExhibit
300 data calls which will involve reviewing the call from Headquarters, supporting the
development of collection methodology, analyzing the data collected, and supporting the
submits to Headquarters. Supporting the IT Planning Process will involve similar
activities for the "next" fiscal year IT investments, but will contain increased detail over
the CPIC.

For both the CPIC and IT Planning processes, interaction with all JSC organizations for
data collection and analysis is required. This activity shall be in accordance with the
NASA Office of the Chief Information Officer document "NASA Information

Technology Capital Planning and Investment Control Process", current version, and with
the NASA document "Information Technology Guidance Document Portion of the
Program Operating Plan (POP) Call", current version. A copy of each document is
available on request.

The JSC CFO's web site (Annual Agency Information Technology Data Call for
POP 2005) contains the Headquarters CPIC data call as well as submits and
reports from the previous year. The link to this website will be provided by the
TMR/COTR.

The data collection activities associated with this coordination may involve developing
and maintaining databases.

c. The contractor shall be responsible for consulting on the final products which
will be representing JSC to NASA Headquarters and if necessary, the Office of
Management and Budget. The contractor shall be responsible for quality control
review on all of the associated documentation and submittal.



The contractor shall assess the JSC organizations' developed Exhibit 53s and
Major Investment Exhibit 300s for a comprehensive JSC product (preliminary
review with comments and recommendations), and offer best practice solutions,
where needed. The contractor shall assess the JSC organizations' developed
Exhibit 300s and provide recommendations on the preparation and integration of
a comprehensive JSC submittal to NASA Headquarters. The contractor shall
provide JSC with additional Exhibit 300 review support and additional
recommendations in response to NASA Headquarters review and various ad hoc
inquires through submittal and pass-back process with Office of Management
and Budget (OMB).

The planned Exhibit 300s includes Kennedy Space Center's (KSC) Space Shuttle
Program Ground Operations, Launch Control System, Integrated Logistics and Shuttle
Processing Support. It is possible that a deviation in the number and content of Exhibit
300s may occur. Thus, the contractor should plan for a total of 5 - 7 Exhibit 300s. For
KSC, the contractor shall provide consultation services for existing Exhibit 300's as well

] as on a new Exhibit 300 for Ground Cameras.

This task includes utilizing analytical methodologies to facilitate a comprehensive
JSC IT Program Operating Plan (POP) submittal, working with the organizational
representatives, supplying boilerplate language as necessary, and performing
analyses and consulting on the organization's document submittal. Analysis
could include technical and fiscal aspects, existing and projected capabilities,
alternative implementation strategies, cost benefit analysis, obsolescence,
growth, and other criteria as defined by the JSC Chief Information Officer, NASA
Management and/or the OMB. Support IRD with overall project and
communication management and CPIC process improvement expertise.

d. The contractor shall be responsible for administrative support for IRD meetings,
including, but not limited to the:

Weekly
• Information Resources Directorate Control Board (ICB)
• CPIC and IT Planning

Bi-weekly
• Information Technology Steering Council (ITSC)

The contractor shall be responsible, at a minimum, for creating agendas; writing minutes,
posting approved minutes, tracking action items; supporting the definition,
documentation and implementation of process flows and charters for the supported IRD
meetings. The contractor shall also be responsible for tracking data related to
management support such as the timeliness of handling customer funded Change
Requests (CR's). CR processing shall be per the IRD Configuration Management Plan,
JSC 29173.

e. Supporting IRD's change management process.



The contractor shall be the IRD central "clearinghouse" for routing, tracking and
statusing all CR's submitted to IRD, including determining the intended control board or
management forum, and tracking associated actions.

f. The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Key Schedule Milestones / Completion Date

Period of Performance - 9/1/04 - 9/30/05



5. Deliverables Required

• CPIC and IT Planning products, e.g., Exhibit 53's and 300's, supporting databases
(DRD-02)

• Agendas, minutes, action item reports for supported meetings

• Draft process flows and charters for supported activities

• The deliverables consist of multiple completed Exhibit 300s (approximately 5-7
Exhibit 300 documents) and supporting documentation. The contractor shall
provide a Monthly Contract Management Status Report.

• The contractor shall provide weekly status to the Strategic Planning and
Integration Office to address potential changes in assumptions and
methodology, current accomplishments and finding, and external issues
that may hinder the advanced development.

6. Training

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work requests that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall evaluate the sensitivity of all data prior to submission into the JETS
online system. Data that contains sensitive information shall be processed by the JETS
Program Manager or Task Coordinator and shall not be entered into the JETS online
database.

Expert knowledge of and skill in using the Microsoft Office suite with emphasis on Excel
and Access is required.

Extended hours may be required and should be coordinated with TMR.

Travel may be required under this task order to assist in the development of the
Exhibit 300 documentation. The contractor shall anticipate three one-week trips
to NASA Kennedy Space Center during the period of July 2005 to September
2005 for two individuals.

8. Metrics

a. 100% On-time delivery of products per the due dates specified in referenced
CPIC and IT POP processes.

b. 100% meeting coverage.
c. Completed Exhibit 300 Submittals.



9. Total Cost Summary and Cost Phasing by Month

Cost: $206,932.88
Maximum Award Fee: $13,329.86
Total Cost: $256,543.73

Monthly Cost Phasing - See Attachment 1

Revision Summary of Task Order

Revision 2 adds KSC Exhibit 300 support to this Task Order.

Previous Value Rev 2 Value New Value
Cost $ 164,467.69 $ 42,465.19 $ 206,932.88
Fee $ 11,024.43 $ 2,305.43 $ 13,329.86
Total Cost and F $ 175,492.12 $ 44,770.62 $ 220,262.74

Enclosures:
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1. Task Order Number/Title

JETS-OPS05-1M-01 Revision 3 - Information Resources Directorate (IRD)
Management Support

2. Technical Monitor Representative (TMR)

IM/Charlotte D. Owens

3. Narrative Task Description

The contractor shall be responsible for supporting IRD Management tasks and
activities, in accordance with JETS SOW areas 3.0c (for center wide support)
and 4.4, including, but not limited to the following:

a. The contractor shall draft process flows and charters for NASA approval for
supported activities.

b. The contractor shall be responsible for supporting the annual Center wide Capital
Planning and Investment Control (CPIC) activities and the IT Planning Process.
Specifically, the contractor shall support the multi-year IT POP, Exhibit 53, and Exhibit
300 data calls which will involve reviewing the call from Headquarters, supporting the
development of collection methodology, analyzing the data collected, and supporting the
submits to Headquarters. Supporting the IT Planning Process will involve similar
activities for the "next" fiscal year IT investments, but will contain increased detail over
the CPIC.

For both the CPIC and IT Planning processes, interaction with all JSC organizations for
data collection and analysis is required. This activity shall be in accordance with the
NASA Office of the Chief Information Officer document "NASA Information

Technology Capital Planning and Investment Control Process", current version, and with
the NASA document "Information Technology Guidance Document Portion of the
Program Operating Plan (POP) Call", current version. A copy of each document is
available on request.

The JSC CFO's web site (Annual Agency Information Technology Data Call for
POP 2005) contains the Headquarters CPIC data call as well as submits and
reports from the previous year. The link to this website will be provided by the
TMR/COTR.

The data collection activities associated with this coordination may involve developing
and maintaining databases.

c. The contractor shall be responsible for consulting on the final products which
will be representing JSC to NASA Headquarters and if necessary, the Office of
Management and Budget. The contractor shall be responsible for quality control
review on all of the associated documentation and submittal.



The contractor shall assess the JSC organizations' developed Exhibit 53s and
Major Investment Exhibit 300s for a comprehensive JSC product (preliminary
review with comments and recommendations), and offer best practice solutions,
where needed. The contractor shall assess the JSC organizations' developed
Exhibit 300s and provide recommendations on the preparation and integration of
a comprehensive JSC submittal to NASA Headquarters. The contractor shall
provide JSC with additional Exhibit 300 review support and additional
recommendations in response to NASA Headquarters review and various ad hoc
inquires through submittal and pass-back process with Office of Management
and Budget (OMB).

The planned Exhibit 300s for JSC includes the JSC - Flight Operations, JSC - Integrated
Planning System, JSC - Mission Control Center, JSC - Software Development/Integration
Laboratory, JSC - Space Shuttle Program Flight Software, JSC - Space Shuttle Program
Integration, JSC - Space Station Production Facility, and the JSC - Space Station
Training Facility. The support for this effort does not require any travel.

The planned Exhibit 300s includes Kennedy Space Center's (KSC) Space Shuttle
Program Ground Operations, Launch Control System, Integrated Logistics and Shuttle
Processing Support. It is possible that a deviation in the number and content of Exhibit
300s may occur. Thus, the contractor should plan for a total of 5 - 7 Exhibit 300s. For
KSC, the contractor shall provide consultation services for existing Exhibit 300's as well

[ as on a new Exhibit 300 for Ground Cameras.

This task includes utilizing analytical methodologies to facilitate a comprehensive
JSC IT Program Operating Plan (POP) submittal, working with the organizational
representatives, supplying boilerplate language as necessary, and performing
analyses and consulting on the organization's document submittal. Analysis
could include technical and fiscal aspects, existing and projected capabilities,
alternative implementation strategies, cost benefit analysis, obsolescence,
growth, and other criteria as defined by the JSC Chief Information Officer, NASA
Management and/or the OMB. Support IRD with overall project and
communication management and CPIC process improvement expertise.

d.' The contractor shall be responsible for administrative support for IRD meetings,
including, but not limited to the:

Weekly
• Information Resources Directorate Control Board (ICB)
• CPIC and IT Planning

Bi-weekly
• Information Technology Steering Council (ITSC)

The contractor shall be responsible, at a minimum, for creating agendas; writing minutes,
posting approved minutes, tracking action items; supporting the definition,
documentation and implementation of process flows and charters for the supported IRD
meetings. The contractor shall also be responsible for tracking data related to



management support such as the timeliness of handling customer funded Change
Requests (CR's). CR processing shall be per the IRD Configuration Management Plan,
JSC 29173.

e. Supporting IRD's change management process.

The contractor shall be the IRD central "clearinghouse" for routing, tracking and
statusing all CR's submitted to IRD, including determining the intended control board or
management forum, and tracking associated actions.

f. The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Key Schedule Milestones / Completion Date

Period of Performance - 9/1/04 - 9/30/05



5. Deliverables Required

• CPIC and IT Planning products, e.g., Exhibit 53's and 300's, supporting databases
(DRD-02)

• Agendas, minutes, action item reports for supported meetings

• Draft process flows and charters for supported activities

• The deliverables consist of multiple completed Exhibit 300s and supporting
documentation. The contractor shall provide a Monthly Contract Management
Status Report.

• The contractor shall provide weekly status to the Strategic Planning and
Integration Office to address potential changes in assumptions and
methodology, current accomplishments and finding, and external issues
that may hinder the advanced development.

6. Training

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work requests that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall evaluate the sensitivity of all data prior to submission into the JETS
online system. Data that contains sensitive information shall be processed by the JETS
Program Manager or Task Coordinator and shall not be entered into the JETS online
database.

Expert knowledge of and skill in using the Microsoft Office suite with emphasis on Excel
and Access is required.

Extended hours may be required and should be coordinated with TMR.

Travel may be required under this task order to assist in the development of the
Exhibit 300 documentation. The contractor shall anticipate three one-week trips
to NASA Kennedy Space Center during the period of July 2005 to September
2005 for two individuals.



8. Metrics

a. 100% On-time delivery of products per the due dates specified in referenced
CPIC and IT POP processes.

b. 100% meeting coverage.
c. Completed Exhibit 300 Submittals.

9. Total Cost Summary and Cost Phasing by Month

Cost: $234,497.73
Maximum Award Fee: $15,259.40
Total Cost: $249,757.13

Monthly Cost Phasing - See Attachment 1

Revision Summary of Task Order

Revision 3 adds JSC Exhibit 300 support to this Task Order.

Previous Value Rev 2 Value New Value
Cost $ 206,932.88 $ 27,564.85 $ 234,497.73
Fee $ 13,329.86 $ 1,929.54 $ 15,259.40
Total Cost and F $ 220,262.74 $ 29,494.39 $ 249,757.13
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1. Task Order Number/Title

JETS-OPS05-IP-01 - Boundary Services Systems Daily Operations

2. Technical Monitor Representative (TMR)

Primary: Stanley Johnson (IP2)
Alternate: Robert Hennan (IP2)

3. Narrative Task Description

The contractor shall be responsible for the daily operation of the JSC Boundary Services
Systems (BSS), as specified in the JETS Statement of Work (SOW) areas 5.3 and 5.5.

The individual components of the BSS include the Inner and Outer JSC Firewalls, the
Special Purpose ISOLAN Firewall, the Backup/Development Firewall, the Firewall
Administrative System, the Firewall Log Servers, the Firewall Log Processing Server, the
Primary and Backup IPSec Servers, the Point-to-Point Tunneling Protocol (PPTP) Server,
the RaptorMobile-EC Server, the Webproxy Server, and the Neoteris Server, as listed in
the Information Resources Directorate (IRD) Maintenance Database that was baselined in
Attachment J-7 of the JETS Contract, as well as the Secure Server system and the
Websense web filtering system.

The contractor shall be responsible for obtaining the concurrence of the Contracting
Officer's Technical Representative (COTR) or his/her designee to perform all scheduled
hardware and software upgrades, maintenance outages, and software patch installations.

The contractor shall be responsible for coordinating with associate contractors for all
applicable software upgrades, maintenance outages, and software patch installations.

The contactor shall be responsible for arranging and conducting meetings (approximately
one per month) to inform the user community of upcoming BSS capabilities and events.
The contractor shall provide technical expertise at IRD boards and meetings, such as the
Network Access Control Board (NACB) and the IRD Control Board (ICB). The NACB
typically meets once each week for one to three hours; the ICB typically meets once each
week for two to three hours. Additional ad-hoc special NACB meetings and other
working group meetings may be required, generally not exceeding two to three hours per
week.

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM - 5:00 PM in order to accomplish successful day-to-day BSS operations. In
addition, the contractor shall provide 24/7 on-call support for all security-related
incidents which may adversely affect the BSS or the JSC Institutional Networks. The
24/7 on-call support shall be accomplished via a Government-provided Firewall Security
Phone. If the contractor detects or is notified via Government provided automated means
(such as an e-mail or pager alert) of a potential security issue, the contractor shall notify
the JSC IT Security Office by calling the IT Security Duty Phone and coordinating as
required with associate contractors.



The contractor shall provide daily review and analysis of the firewall and other log files
of the BSS, coordinating as required with the appropriate IRD Security personnel,
associate contractors, and the user community to identify and resolve security problems
and configuration issues.

The contractor shall provide support to the user community for issues that are related to
the BSS, including receiving and electronic tracking of incoming calls and requests,
handling BSS-related calls that are forwarded from associate contractors, and working
directly with end-users and associate contractors to resolve user-reported issues. Based
on the current environment, approximately sixteen (16) hours per week are required for
the investigation and resolution of user-reported issues. The contractor shall make
contact with the end-user within one (1) business day of a reported issue.

The contractor shall be responsible for the development and testing of Public Key
Infrastructure (PKI) installation packages. It is estimated that approximately six PKI
packages (four quarterly-load packages, two special-purpose development packages) will
be required each year.

As requested by the COTR or his/her designee, the contractor shall perform security
awareness training, provide technical support, and share technical knowledge and process
improvements as needed to support the overall improvement of Information Technology
(IT) security at the Center. The Security awareness training provided shall include items
such as brief overviews of training classes and seminars attended, as well as trip reports.

The contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support
IT security incidents, investigations and forensics analyses.

The contractor shall maintain a current Security Plan for the BSS, as specified in DRD-14
IT Security Plans. In addition, the contractor shall maintain a configuration-managed
architecture diagram of the BSS, as well as a configuration-managed document listing the
hardware model numbers and serial numbers of all BSS components, applicable software
license codes, reboot procedures, backup procedures, restore procedures, and the
procedures to open maintenance trouble calls. All applicable data shall be updated in the
IRD Maintenance Database.

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics



4. Period of Performance

The services in this Task Order shall be performed from 9/1/04 through 9/30/05.

5. Deliverables Required

a) Security Plan for the BSS, as specified in DRD-14 IT Security Plans
b) Configuration-managed architecture diagram of the BSS
c) Configuration-managed document listing the hardware model numbers and serial
numbers of all BSS components, applicable software license codes, reboot procedures,
backup procedures, restore procedures, and the procedures to open maintenance trouble
calls. The applicable items should be recorded and maintained in the IRD Maintenance
Database.

d) Monthly reports of BSS related calls and service requests

6. Training

Training shall include semi-annual attendance by one individual to Public Key
Infrastructure (PKI) training and annual attendance of InterOPS training/conference.

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database.

8. Metrics

The contractor shall provide monthly Customer Satisfaction and System Availability
metrics as specified in DRD-03 Metrics Reports. Availability metrics shall clearly
contrast a system's availability with unscheduled and scheduled outages.

9. Total Cost Summary and Cost Phasing by Month

Cost: $380,980.78
Maximum Award Fee: $25,103.53
Total Cost: $406,084.31



Monthly Cost Phasing - See Attachment 1

Revision Summary of Task Order

Previous Value Rev # Value New Value
Cost
Fee

Total Cost and Fee
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1. Task Order Number/Title

JETS-OPS05-IP-01 Revision 1 - Boundary Services Systems Daily Operations

2. Technical Monitor Representative (TMR)

Primary: Stanley Johnson (IP2)
Alternate: Robert Hennan (IP2)

3. Narrative Task Description

The contractor shall be responsible for the daily operation of the JSC Boundary Services
Systems (BSS), as specified in the JETS Statement of Work (SOW) areas 5.3 and 5.5.

The individual components of the BSS include the Inner and Outer JSC Firewalls, the
Special Purpose ISOLAN Firewall, the Backup/Development Firewall, the Firewall
Administrative System, the Firewall Log Servers, the Firewal! Log Processing Server, the
Primary and Backup IPSec Servers, the Point-to-Point Tunneling Protocol (PPTP) Server,
the RaptorMobile-EC Server, the Webproxy Server, and the Neoteris Server, as listed in
the Information Resources Directorate (IRD) Maintenance Database that was baselined in
Attachment J-7 of the JETS Contract, as well as the Secure Server system and the
Websense web filtering system.

The contractor shall be responsible for obtaining the concurrence of the Contracting
Officer's Technical Representative (COTR) or his/her designee to perform all scheduled
hardware and software upgrades, maintenance outages, and software patch installations.

The contractor shall be responsible for coordinating with associate contractors for all
applicable software upgrades, maintenance outages, and software patch installations.

The contactor shall be responsible for arranging and conducting meetings (approximately
one per month) to inform the user community of upcoming BSS capabilities and events.
The contractor shall provide technical expertise at IRD boards and meetings, such as the
Network Access Control Board (NACB) and the IRD Control Board (ICB). The NACB
typically meets once each week for one to three hours; the ICB typically meets once each
week for two to three hours. Additional ad-hoc special NACB meetings and other
working group meetings may be required, generally not exceeding two to three hours per
week.

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM - 5:00 PM in order to accomplish successful day-to-day BSS operations. In
addition, the contractor shall provide 24/7 on-call support for all security-related
incidents which may adversely affect the BSS or the JSC Institutional Networks. The
24/7 on-call support shall be accomplished via a Government-provided Firewall Security
Phone. If the contractor detects or is notified via Government provided automated means

(such as an e-mail or pager alert) of a potential security issue, the contractor shall notify
the JSC IT Security Office by calling the IT Security Duty Phone and coordinating as
required with associate contractors.



The contractor shall provide daily review and analysis of the firewall and other log files
of the BSS, coordinating as required with the appropriate IRD Security personnel,
associate contractors, and the user community to identify and resolve security problems
and configuration issues.

The contractor shall provide support to the user community for issues that are related to
the BSS, including receiving and electronic tracking of incoming calls and requests,
handling BSS-related calls that are forwarded from associate contractors, and working
directly with end-users and associate contractors to resolve user-reported issues. Based
on the current environment, approximately sixteen (16) hours per week are required for
the investigation and resolution of user-reported issues. The contractor shall make
contact with the end-user within one (1) business day of a reported issue.

The contractor shall be responsible for the development and testing of Public Key
Infrastructure (PKI) installation packages. It is estimated that approximately six PKI
packages (four quarterly-load packages, two special-purpose development packages) will
be required each year.

As requested by the COTR or his/her designee, the contractor shall perform security
awareness training, provide technical support, and share technical knowledge and process
improvements as needed to support the overall improvement of Information Technology
(IT) security at the Center. The Security awareness training provided shall include items
such as brief overviews of training Classes and seminars attended, as well as trip reports.

The contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support
IT security incidents, investigations and forensics analyses.

The contractor shall maintain a current Security Plan for the BSS, as specified in DRD-14
IT Security Plans. In addition, the contractor shall maintain a configuration-managed
architecture diagram of the BSS, as well as a configuration-managed document listing the
hardware model numbers and serial numbers of all BSS components, applicable software
license codes, reboot procedures, backup procedures, restore procedures, and the
procedures to open maintenance trouble calls. All applicable data shall be updated in the
IRD Maintenance Database.

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics



4. Period of Performance

The services in this Task Order shall be performed from 9/1/04 through 9/30/05.

5. Deliverables Required

a) Security Plan for the BSS, as specified in DRD-14 IT Security Plans
b) Configuration-managed architecture diagram of the BSS
c) Configuration-managed document listing the hardware model numbers and serial
numbers of all BSS components, applicable software license codes, reboot procedures,
backup procedures, restore procedures, and the procedures to open maintenance trouble
calls. The applicable items should be recorded and maintained in the IRD Maintenance
Database.

d) Monthly reports of BSS related calls and service requests

6. Training

Training shall include semi-annual attendance by one individual to Public Key
Infrastructure (PKI) training and annual attendance of InterOPS training/conference.

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database.

8. Metrics

The contractor shall provide monthly Customer Satisfaction and System Availability
metrics as specified in DRD-03 Metrics Reports. Availability metrics shall clearly
contrast a system's availability with unscheduled and scheduled outages.

9. Total Cost Summary and Cost Phasing by Month

Cost: $385,771.42
Maximum Award Fee: $25,216.40
Total Cost: $410,987.82



Monthly Cost Phasing - See Attachment 1

Revision Summary of Task Order

Revision 1 corrects the estimated cost for Program Management costs omitted in the
original Task Order.

Previous Value Rev # Value New Value

$ 380,980.78 $ 4,790.64 $ 385,771.42
$ 25,103.53 $ 112.87 $ 25,216.40
$ 406,084.31 $ 4,903.51 5 410,987.82
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1. Task Order Number/Title

JETS-OPS05-IP-02 - IT Security Situational Awareness

2. Technical Monitor Representative (TMR)

Primary: Sandra Price (IP)
Alternate: Paul Wilson (IP)

3. Narrative Task Description

The contractor shall be responsible for the daily operation of the JSC Network Intrusion
Detection (NID) systems, as specified in the JETS Statement of Work (SOW) area 5.2.

The JSC NID systems include the Internet Security Systems (ISS) RealSecure Site
Protector and Network Flight Recorder systems, as listed in the Information Resources
Directorate (IRD) Systems Maintenance Database that was baselined in Attachment J-7
of the JETS Contract, as well as XQoS ContExt (Content Extractor), which was brought
online in January 2004.

As a partof the network scanning activities, the contractor shall be responsible for
generating ad-hoc reports in a format to be determined by the IRD Information
Technology (IT) Security Office based on the specifics of each individual security
situation. It is estimated that the contractor shall provide two (2) such reports per month.

The contractor shall be responsible for regular network security scanning using the
Internet Security Systems (ISS) Scanner, nmap, wireless and other scanning tools as
specified by the IRD IT Security Office. The network scanning is to be performed per
the quarterly requirements defined by the NASA Code V Vulnerability Reduction
Guidance (updated yearly). In addition to the quarterly scanning, scans are to be
performed on any new system installed at the Center, in support of web registration, and
on an ad-hoc basis due to security threats or data calls.

The contractor shall use the JSC NID and XQoS systems to assist the IRD IT Security
Office in the resolution of virus-related issues.

The contractor shall be responsible for processing Alerts from the antivirus products
(Symantec) and assisting users in the resolution of virus-related issues on a daily basis.
The processing of alerts will entail verifying infection and/or origin of viruses. If
infection has occurred the contractor will contact the user and OCSM for repair.
Notification to user and OCSM should be done by phone and email.

Sample of Virus alert
Samantec

Virus Name: Downloader.Trojan
Computer: "computer name"
Location: D:\documents and settingskrnwaid\Local Settings\Temporary Internet
Files\Contene.IE5\CR9VE6F 1\NETWIN\[ 1].CHM
Requested Action: Clean



Actual Action; Quarantine
Date: 08/16/2004 Time: 01:59:57 PM

Source: Norton AntiVirus Corporate Edition
User Name: "domain userid"

The contractor shall be responsible for coordinating with associate contractors for all
applicable software upgrades, maintenance outages, and software patch installations.

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM - 5:00 PM in order to accomplish successful day-to-day network security operations
as detailed above. In addition, the contractor shall provide 24/7 on-call support for all
security-related incidents which may adversely affect the network security operations
infrastructure or the JSC Institutional Networks. The 24/7 on-call support shall be
accomplished via a Government-provided Firewall Security Phone. If the contractor
detects or is notified via Government-provided automated means (such as an e-mail or
pager alert) of a potential security issue, the contractor shall notify the JSC IT Security
Office by calling the IT Security Duty Phone and coordinating as required with associate
contractors.

As requested by the COTR or his/her designee, the contractor shall perform security
awareness training, provide technical support, and share technical knowledge and process
improvements as needed to support the overall improvement of Information Technology
(IT) security at the Center. The Security awareness training provided shall include items
such as brief overviews of training classes and seminars attended, as well as trip reports.

The contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support
IT security investigations and forensics analyses.

The contractor shall maintain a current Security Plan for the JSC NID systems, as
specified in DRD-14 IT Security Plans. In addition, the contractor shall maintain a
configuration-managed architecture diagram of the NID infrastructure, as well as a
configuration-managed document listing the hardware model numbers and serial numbers
of all NID components, applicable software license codes, reboot procedures, backup
procedures, restore procedures, and the procedures to open maintenance trouble calls.

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics



4. Period of Performance

The services in this Task Order shall be performed from 9/1/04 through 9/30/05.

5. Deliverables Required

a) Security Plan for the JSC IT security situational awareness system, as specified in
DRD-14 IT Security Plans
b) Configuration-managed architecture diagram of the JSC IT security situational
awareness systems
c) Configuration-managed document listing the hardware model numbers and serial
numbers of all JSC IT security situational awareness components, applicable software
license codes, reboot procedures, backup procedures, restore procedures, and the
procedures to open maintenance trouble calls. The applicable items should be recorded
and maintained in the IRD Server Registration Database.
d) The contractor shall produce scanning reports for each scan that is performed.
e) The contractor shall prepare a memorandum as directed by the IRD IT Security Office
for each quarterly scan, web registration, organizational and incident investigation scan
that is performed. The appropriate IRD IT Security management signature shall be
obtained for each memorandum. (See attached)
f) The contractor shall be responsible for providing quarterly network security and
wireless security audit reports electronically to IRD IT Security personnel.

6. Training

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database.

8. Metrics

The contractor shall provide monthly System Availability metrics as specified in DRD-03
Metrics Reports. Availability metrics shall clearly contrast a system's availability with
unscheduled and schedule outages.



9. Total Cost Summary and Cost Phasing by Month

Cost: $224,355.11
Maximum Award Fee: $14,960.81
Total Cost: $239,315.92

Monthly Cost Phasing - See Attachment 1

Revision Summary of Task Order

Previous Value Rev # Value New Value
Cost
Fee

Total Cost and Fee
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1. Task Order Number/Title

JETS-OPS05-IP-02 Revision 1 "IT Security Situational Awareness

2. Technical Monitor Representative (TMR)

Primary: Sandra Price (IP)
Alternate: Paul Wilson (IP)

3. Narrative Task Description

The contractor shall be responsible for the daily operation of the JSC Network Intrusion
Detection (NID) systems, as specified in the JETS Statement of Work (SOW) area 5.2.

The JSC NID systems include the Internet Security Systems (ISS) RealSecure Site
Protector and Network Flight Recorder systems, as listed in the Information Resources
Directorate (IRD) Systems Maintenance Database that was baselined in Attachment J-7
of the JETS Contract, as well as XQoS ContExt (Content Extractor), which was brought
online in January 2004.

As a part of the network scanning activities, the contractor shall be responsible for
generating ad-hoc reports in a format to be determined by the IRD Information
Technology (IT) Security Office based on the specifics of each individual security
situation. It is estimated,that the contractor shall provide two (2) such reports per month.

The contractor shall be responsible for regular network security scanning using the
Internet Security Systems (ISS) Scanner, nmap, wireless and other scanning tools as
specified by the IRD IT Security Office. The network scanning is to be performed per
the quarterly requirements defined by the NASA Code V Vulnerability Reduction
Guidance (updated yearly). In addition to the quarterly scanning, scans are to be
performed on any new system installed at the Center, in support of web registration, and
on an ad-hoc basis due to security threats or data calls.

The contractor shall use the JSC NID and XQoS systems to assist the IRD IT Security
Office in the resolution of virus-related issues.

The contractor shall be responsible for processing Alerts from the antivirus products
(Symantec) and assisting users in the resolution of virus-related issues on a daily basis.
The processing of alerts will entail verifying infection and/or origin of viruses. If
infection has occurred the contractor will contact the user and OCSM for repair.
Notification to user and OCSM should be done by phone and email.

Sample of Virus alert
Samantec

Virus Name: Downloader.Trojan
Computer: "computer name"
Location: D:\documents and settingskmwaid\Local Settings\Temporary Intemet
Files\Contene.IE5\CR9VE6FI\NETWlN\[1 ].CHM
Requested Action: Clean



Actual Action; Quarantine
Date: 08/16/2004 Time: 01:59:57 PM

Source: Norton AntiVirus Corporate Edition
User Name: "domain userid"

The contractor shall be responsible for coordinating with associate contractors for all
applicable software upgrades, maintenance outages, and software patch installations.

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM - 5:00 PM in order to accomplish successful day-to-day network security operations
as detailed above. In addition, the contractor shall provide 24/7 on-call support for all
security-related incidents which may adversely affect the network security operations
infrastructure or the JSC Institutional Networks. The 24/7 on-call support shall be
accomplished via a Government-provided Firewall Security Phone. If the contractor
detects or is notified via Government-provided automated means (such as an e-mail or
pager alert) of a potential security issue, the contractor shall notify the JSC IT Security
Office by calling the IT Security Duty Phone and coordinating as required with associate
contractors.

As requested by the COTR or his/her designee, the contractor shall perform security
awareness training, provide technical support, and share technical knowledge and process
improvements as needed to support the overall improvement of Information Technology
(IT) security at the Center. The Security awareness training provided shall include items
such as brief overviews of training classes and seminars attended, as well as trip reports.

The contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support
IT security investigations and forensics analyses.

The contractor shall maintain a current Security Plan for the JSC NID systems, as
specified in DRD-14 IT Security Plans. In addition, the contractor shall maintain a
configuration-managed architecture diagram of the NID infrastructure, as well as a
configuration-managed document listing the hardware model numbers and serial numbers
of all NID components, applicable software license codes, reboot procedures, backup
procedures, restore procedures, and the procedures to open maintenance trouble calls.

The contractor shall performall the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics



4. Period of Performance

The services in this Task Order shall be performed from 9/1/04 through 9/30/05.

5. Deliverables Required

a) Security Plan for the JSC IT security situational awareness system, as specified in
DRD-14 IT Security Plans
b) Configuration-managed architecture diagram of the JSC IT security situational
awareness systems
c) Configuration-managed document listing the hardware model numbers and serial
numbers of all JSC IT security situational awareness components, applicable software
license codes, reboot procedures, backup procedures, restore procedures, and the
procedures to open maintenance trouble calls. The applicable items should be recorded
and maintained in the IRD Server Registration Database.
d) The contractor shall produce scanning reports for each scan that is performed.
e) The contractor shall prepare a memorandum as directed by the IRD IT Security Office
for each quarterly scan, web registration, organizational and incident investigation scan
that is performed. The appropriate IRD IT Security management signature shall be
obtained for each memorandum. (See attached)
f) The contractor shall be responsible for providing quarterly network security and
wireless security audit reports electronically to IRD IT Security personnel.



6. Training

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive infotJiLation shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database.

8. Metrics

The contractor shall provide monthly System Availability metrics as specified in DRD-03
Metrics Reports. Availability metrics shall clearly contrast a system's availability with
unscheduled and schedule outages.

9. Total Cost Summary and Cost Phasing by Month

Cost: $280,530.83
Maximum Award Fee: $18,621.81
Total Cost: $299,152.64

Monthly Cost Phasing - See Attachment 1

Revision Summary of Task Order

Revision 1 corrects the estimated cost for Program Management costs omitted in the
original Task Order.

Previous Value Rev # Value New Value

_1 t $ 224'355A1"1"$ _$ _
$ 14,960.81/* 3,661OOl,18,621.811

Costand Fee $ 239,315.92l$ 59,836.72 I $ 299,15234 I
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I. Task Order Number/Title

JETS-OPS05-IP-03 - Integration and Process Management Support

2. Technical Monitor Representative (TMR)

Primary: Chuck Carpenter (IP)
Alternate: Chris Ortiz (IP)

3. Narrative Task Description

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM - 5:00 PM in order to accomplish successful day-to-day operations as detailed
below.

The contractor shall provide support for Integration and Process Management in
accordance with JETS SOW 4.4.. All metrics are to be posted in the appropriate area of
the IRD WBS (\_Jsc-fs01_2810 IT Security\FunctionsL2810.1.3 Metrics & Reporting). In
addition to posting in the WBS, some of the metrics are to be posted on the appropriate
website (e.g. IT Security under OCSM Tools & Information) or in the Center Director's
Metric (CDM) tool. Specifically the contractor shall:

Support the various IT Security Boards and meetings
The contractor shall be responsible for the enhancement and maintenance of NACB tools,
including the Service Request (SR) expiration process, the NACB Web Registration
process, the IRD waiver processes and tools to create agenda items for the

• Weekly Network Access Control Board (NACB)
• Monthly Birds of a Feather (BOF)

• Monthly Organizational Computer Security Manager (OCSM) meetings.

Network Access Control Board Support
The contractor shall be the primary focal point with the various Service Request (SR)
writers and customers for NACB information and processes. The contractor will work
with customers in helping them understand and follow the processes defined by the
NACB including, but not limited to.

• Describe minimum technical requirements for SR that come through the NACB to
customers

• Coordinate interaction between customers and NACB board members regarding
technical requirements for the Service Request (SR).

• Coordinate with Customers and NACB voting members for time critical Service
Requests (Known as Type II SRs)

• Manage NACB SR database (includes agenda, minutes, etc.)
• Review all NACB SR's and referenced IT Security Plans to ensure that the

requested service has been appropriately documented within the organization IT
security plans.

• Re-scheduling SR's with interim approval to return to the NACB
The contractor shall also track and provide metric information relating to NACB SR's:

• Number of SR's processed



• Number of SR's approved / changed / modified /retumed
• Average time the SR's has been waiting for NACB approval
• Number SR's with interim approval that will expire in (30,60,90 days) at each

weeks meetings
• Reviewed all agenda item SR's and IT Security Plans 24 hours prior to NACB

meeting.

NACB Website Registration Process for JSC
The contractor shall be responsible for the NACB Website Registration process.
Specifically:

• Enhance & manage Web site registration system and process
• Act as the primary interface between customers and the NACB by helping them

to understand the website registration policy and processes.
• Manage user accounts on LIFT Machine (Server based tool for checking 508

compliance in Web sites)
• Review and provide recommendation for approval of the LIFT scan results for

Web site registrations
• Ah-hoc reports

The contactor shall track metrics associated with website registration including...
• Number of Websites Registered, approved, rejected, time in queue
• Number of accounts on the LIFT machines

Support Existing IT Security Databases
The contractor shall be responsible for maintaining various IRD it security databases,
including the ...

• System Administrator Certification Database,

• Web Registration Database
• Security Plan Database
• Virus Tracking Database
• IT security Investigations DB
• Incident Response Database
• IT Security Training Database.
• IT Security POC Database

The contractor shall be responsible for data entry, data integration, and data analysis for
the above databases. The contractor shall have the ability to generate new reports from
the various databases as requested by the IT Security Manager (ITSM).

Security Incident Response Logging and Tracking
The contractor shall be responsible for tracking IT Security incident response
information. The contractor shall be the focal point for opening up security incident
ticket information, and producing management reports detailing open, closed, and
associated ticket metrics. The contractor shall be responsible for data entry, data
integration, and data analysis of the security incident response database.

Information Technology System (ITS) Metrics Integration
The contractor shall be responsible for reporting IT Security metrics from the various
databases that they are responsible for maintaining. At the end of each month IT Security



must report to center management a series of metrics on IT security. The contractor will
be responsible for gathering, compiling, and reporting metrics for the IT Security office
using the established center tools. The metrics include, but are not limited to...

• Training Metrics
o Solar Training Metrics for All Civil Servants and Managers by

Organization
o System admin certification program metrics

• IT security plan compliance metrics
o Quarterly IT Security Plan Registration
o Monthly compliance metrics by organization

• Number of open security incidents
o Number of system compromises
o Number of system infected with a virus
o Number of on-going investigations
o Number of on-going incidents
o Lessons Learned

As requested by the COTR or his/her designee, the contractor shall perform security
awareness training, provide technical support, and share technical knowledge and process
improvements as needed to support the overall improvement of Information Technology
(IT) security at the Center. The Security awareness training provided shall include items
such as brief overviews of training classes and seminars attended, as well as trip reports.

The contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support
IT security incidents, investigations and forensics analyses.

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the
Contract Management functions detailed in Statement of Work area 3.0 Contract
Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Key Schedule Milestones Completion Date

The items in this Task Order shall be supported through 9/30/05.

5. Deliverables Required



a) Meeting Support
• agendas
• recording and posting meeting minutes,
• documenting associated actions

b) Database maintenance, data entry and analysis.
• As built documentation for the various databases described above.

• Monthly metric reports from the various IT Security databases
• ad-hoc reporting as requested to support the center ITSM.

c) NACB SR Metrics
• Number of SR's processed
• Number of SR's approved / changed / modified / returned
• Average time the SR's has been waiting for NACB approval
• Number SR's with interim approval that will expire in (30,60,90 days) at each

weeks meetings
• Reviewed all agenda item SR's and IT Security Plans 24 hours prior to NACB

meeting.

d) Website Registration Metric Reports
• Number of accounts on the LIFT machines

• Number of Websites Registered, approved, rejected, time in queue

• Report number of sites, number of systems by organization, operating system,
web services, web server (with each major web registration activity)

e) IT Security Metrics

• Weekly Solar Training Metrics for All Civil Servants and Managers by
Organization

• Overview of system admin certification program metrics by Organization.
• IT security plan compliance metrics by Organization.

6. Travel

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database.

8. Metrics



• LIFT accounts created with 24 hours of receiving request 99% of the time.
• Posting of agenda's one week prior to meeting 95% of the time

• Posting of meeting minutes and actions two working days after meeting 95% of
the time

• Weekly Solar Training Metrics for All Civil Servants and Managers by
Organization posted within 2 working days of receipt of data from HR,95% of the
time (OCSM Tools & Information).

• Overview of system admin certification program metrics by Organization posted
weekly on or before Friday by 3 pm 95% of tile time (OCSM Tools &
Information)

• IT security plan compliance metrics by Organization posted weekly on or before
Friday by 3 pm 95% of the time. (OCSM Tools & Information)

• The contractor shall provide monthly customer satisfaction metrics as described in
DRD-03 for the NACB support.

• 100% meeting coverage.

9. Total Cost Summary and Cost Phasing by Month

Cost: $62,976.22
Maximum Award Fee: $4,255.83
Total Cost: $67,232.05

Monthly Cost Phasing - See Attachment 1

Revision Summary of Task Order

Previous Value Rev # Value New Value
Cost

Fee

Total Cost and Fee
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1. Task Order Number/Title

JETS-OPS05-IP-03 Revision 1 - Integration and Process Management Support

2. Technical Monitor Representative (TMR)

Primary: Chuck Carpenter (IP)
Alternate: Chris Ortiz (IP)

3. Narrative Task Description

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM - 5:00 PM in order to accomplish successful day-to-day operations as detailed
below.

The contractor shall provide support for Integration and Process Management in
accordance with JETS SOW 4.4.. All metrics are to be posted in the appropriate area of
the IRD WBS (\_Jsc-fs01L2810 IT Security_unctionsL2810.1.3 Metrics & Reporting). In
addition to posting in the WBS, some of the metrics are to be posted on the appropriate
website (e.g. IT Security under OCSM Tools & Information) or in the Center Director's
Metric (CDM) tool. Specifically the contractor shall:

Support the various IT Security Boards and meetings
The contractor shall be responsible for the enhancement and maintenance of NACB tools,
including the Service Request (SR) expiration process, the NACB Web Registration
process, the IRD waiver processes and tools to create agenda items for the

• Weekly Network Access Control Board (NACB)
• Monthly Birds of a Feather (BOF)
• Monthly Organizational Computer Security Manager (OCSM) meetings.

Network Access Control Board Support
The contractor shall be the primary focal point with th_various Service Request (SR)
writers and customers for NACB information and processes. The contractor will work
with customers in helping them understand and follow the processes defined by the
NACB including, but not limited to.

• Describe minimum technical requirements for SR that come through the NACB to
customers

• Coordinate interaction between customers and NACB board members regarding
technical requirements for the Service Request (SR).

• Coordinate with Customers and NACB voting members for time critical Service
Requests (Known as Type II SRs)

• Manage NACB SR database (includes agenda, minutes, etc.)
• Review all NACB SR's and referenced IT Security Plans to ensure that the

requested service has been appropriately documented within the organization IT
security plans.

• Re-scheduling SR's with interim approval to retum to the NACB
The contractor shall also track and provide metric information relating to NACB SR's:

• Number of SR's processed



• Number of SR's approved / changed / modified / returned

• Average time the SR's has been waiting for NACB approval
• Number SR's with interim approval that will expire in (30,60,90 days) at each

weeks meetings

• Reviewed all agenda item SR's and IT Security Plans 24 hours prior to NACB
meeting.

NACB Website Registration Process for JSC

The contractor shall be responsible for the NACB Website Registration process.
Specifically:

• Enhance & manage Web site registration system and process
• Act as the primary interface between customers and the NACB by helping them

to understand the website registration policy and processes.
• Manage user accounts on LIFT Machine (Server based tool for checking 508

compliance in Web sites)
• Review and provide recommendation for approval of the LIFT scan results for

Web site registrations
• Ah-hoe reports

The contactor shall track metrics associated with website registration including...
• Number of Websites Registered, approved, rejected, time in queue
• Number of accounts on the LIFT machines

Support Existing IT Security Databases

The contractor shall be responsible for maintaining various IRD it security databases,
including the ...

• System Administrator Certification Database,
• Web Registration Database
• Security Plan Database
• Virus Tracking Database
• IT security Investigations DB
• Incident Response Database
• IT Security Training Database.
• IT Security POC Database

The contractor shall be responsible for data entry, data integration, and data analysis for
the above databases. The contractor shall have the ability to generate new reports from
the various databases as requested by the IT Security Manager (ITSM).

Security Incident Response Logging and Tracking
The contractor shall be responsible for tracking IT Security incident response
information. The contractor shall be the focal point for opening up security incident
ticket information, and producing management reports detailing open, closed, and
associated ticket metrics. The contractor shall be responsible for data entry, data
integration, and data analysis of the security incident response database.

Information Technology System (ITS) Metrics Integration
The contractor shall be responsible for reporting IT Security metrics from the various
databases that they are responsible for maintaining. At the end of each month IT Security



must report to center management a series of metrics on IT security. The contractor will
be responsible for gathering, compiling, and reporting metrics for the IT Security office
using the established center tools. The metrics include, but are not limited to...

• Training Metrics

o Solar Training Metrics for All Civil Servants and Managers by
Organization

o System admin certification program metrics
• IT security plan compliance metrics

o Quarterly IT Security Plan Registration
o Monthly compliance metrics by organization

• Number of open security incidents
o Number of system compromises
o Number of system infected with a virus
o Number of on-going investigations
o Number of on-going incidents
o Lessons Learned

As requested by the COTR or his/her designee, the contractor shall perform security
awareness training, provide technical support, and share technical knowledge and process
improvements as needed to support the overall improvement of Information Technology
(IT) security at the Center. The Security awareness training provided shall include items

such as brief overviews of training classes and seminars attended, as well as trip reports.

The contractor shall provide all information (such as log files, system configuration

information, and system backups) requested by the COTR or his/her designee to support
IT security incidents, investigations and forensics analyses.

The contractor shall perfoim all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the
Contract Management functions detailed in Statement of Work area 3.0 Contract
Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Key Schedule Milestones / Completion Date

The items in this Task Order shall be supported through 9/30/05.

5. Deliverables Required



a) Meeting Support
• agendas

• recording and posting meeting minutes,
• documenting associated actions

b) Database maintenance, data entry and analysis.
• As built documentation for the various databases described above.

• Monthly metric reports from the various IT Security databases
• ad-hoc reporting as requested to support the center ITSM.

c) NACB SR Metrics

• Number of SR's processed

• Number of SR's approved / changed / modified / returned
• Average time the SR's has been waiting for NACB approval
• Number SR's with interim approval that will expire in (30,60,90 days) at each

weeks meetings

• Reviewed all agenda item SR's and IT Security Plans 24 hours prior to NACB
meeting.

d) Website Registration Metric Reports
• Number of accounts on the LIFT machines

• Number of Websites Registered, approved, rejected, time in queue
• Report number of sites, number of systems by organization, operating system,

web services, web server (with each major web registration activity)

e) IT Security Metrics

• Weekly Solar Training Metrics for All Civil Servants and Managers by
Organization

• Overview of system admin certification program metrics by Organization.
• IT security plan compliance metrics by Organization.

6. Travel

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database.

8. Metrics



• LIFT accounts created with 24 hours of receiving request 99% of the time.
• Posting of agenda's one week prior to meeting 95% of the time
• Posting of meeting minutes and actions two working days after meeting 95% of

the time

• Weekly Solar Training Metrics for All Civil Servants and Managers by
Organization posted within 2 working days of receipt of data from HR,95% of the
time (OCSM Tools & Information).

• Overview of system admin certification program metrics by Organization posted
weekly on or before Friday by 3 pm 95% of the time (OCSM Tools &
Information)

• IT security plan compliance metrics by Organization posted weekly on or before
Friday by 3 pm 95% of the time. (OCSM Tools & Information)

• The contractor shall provide monthly customer satisfaction metrics as described in
DRD-03 for the NACB support.

• 100% meeting coverage.

9. Total Cost Summary and Cost Phasing by Month

Cost: $71,640.07
Maximum Award Fee: $4,785.22
Total Cost: $76,425.29

Monthly Cost Phasing - See Attachment 1

Revision Summary of Task Order

Revision 1 corrects the estimated cost for Program Management costs omitted in the
original Task Order.

$ 76,425.29 Previous Value Rev# Value New Value
Cost $ 62,976.22 $ 8,663.85 $ 71,640.07

Fee $ 4,225.83 $ 559.39 $ 4,785.22
Total Cost and Fee $ 67,232.05 $ 9,193.24 $ 76,425.29
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1. Task Order Number/Title

JETS-OPS05-IP-03 Revision 1 - Integration and Process Management Support

2. Technical Monitor Representative (TMR)

Primary: Chuck Carpenter (IP)
Alternate: Chris Ortiz (IP)

3. Narrative Task Description

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM - 5:00 PM in order to accomplish successful day-to-day operations as detailed
below.

The contractor shall provide support for Integration and Process Management in
accordance with JETS SOW 4.4.. All metrics are to be posted in the appropriate area of
the IRD WBS (\klsc-fs01k2810 IT Security\FunctionsL2810.1.3 Metrics & Reporting). In
addition to posting in the WBS, some of the metrics are to be posted on the appropriate
website (e.g. IT Security under OCSM Tools & Information) or in the Center Director's
Metric (CDM) tool. Specifically the contractor shall:

Support the various IT Security Boards and meetings
The contractor shall be responsible for the enhancement and maintenance of NACB tools,
including the Service Request (SR) expiration process, the NACB Web Registration
process, the IRD waiver processes and tools to create agenda items for the

• Weekly Network Access Control Board (NACB)
• Monthly Birds of a Feather (BOF)
• Monthly Organizational Computer Security Manager (OCSM) meetings.

Network Access Control Board Support
The contractor shall be the primary focal point with the various Service Request (SR)
writers and customers for NACB information and processes. The contractor will work
with customers in helping them understand and follow the processes defined by the
NACB including, but not limited to.

• Describe minimum technical requirements for SR that come through the NACB to
customers

• Coordinate interaction between customers and NACB board members regarding
technical requirements for the Service Request (SR),

• Coordinate with Customers and NACB voting members for time critical Service
Requests (Known as Type II SRs)

• Manage NACB SR database (includes agenda, minutes, etc.)
• Review all NACB SR's and referenced IT Security Plans to ensure that the

requested service has been appropriately documented within the organization IT
security plans.

• Re-scheduling SR's with interim approval to return to the NACB
The contractor shall also track and provide metric information relating to NACB SR's:

• Number of SR's processed



a) Meeting Support
• agendas
• recording and posting meeting minutes,
• documenting associated actions

b) Database maintenance, data entry and analysis.
• As built documentation for the various databases described above.

• Monthly metric reports from the various IT Security databases
• ad-hoc reporting as requested to support the center ITSM.

c) NACB SR Metrics
• Number of SR's processed
• Number of SR's approved / changed / modified / returned

• Average time the SR's has been waiting for NACB approval
• Number SR's with interim approval that will expire in (30,60,90 days) at each

weeks meetings

• Reviewed all agenda item SR's and IT Security Plans 24 hours prior to NACB
meeting.

d) Website Registration Metric Reports
• Number of accounts on the LIFT machines

• Number of Websites Registered, approved, rejected, time in queue
• Report number of sites, number of systems by organization, operating system,

web services, web server (with each major web registration activity)

e) IT Security Metrics

• Weekly Solar Training Metrics for All Civil Servants and Managers by
Organization

• Overview of system admin certification program metrics by Organization.

• IT security plan compliance metrics by Organization.

6. Travel

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database.

8. Metrics



• Number of SR's approved / changed / modified /retumed
• Average time the SR's has been waiting for NACB approval
• Number SR's with interim approval that will expire in (30,60,90 days) at each

weeks meetings
• Reviewed all agenda item SR's and IT Security Plans 24 hours prior to NACB

meeting.

NACB Website Registration Process for JSC
The contractor shall be responsible for the NACB Website Registration process.
Specifically:

• Enhance & manage Web site registration system and process
• Act as the primary interface between customers and the NACB by helping them

to understand the website registration policy and processes.
• Manage user accounts on LIFT Machine (Server based tool for checking 508

compliance in Web sites)
• Review and provide recommendation for approval of the LIFT scan results for

Web site registrations
• Ah-hoc reports

The contactor shall track metrics associated with website registration including...
• Number of Websites Registered, approved, rejected, time in queue
• Number of accounts on the LIFT machines

Support Existing IT Security Databases
The contractor shall be responsible for maintaining various IRD it security databases,
including the ...

• System Administrator Certification Database,
• Web Registration Database
• Security Plan Database
• Virus Tracking Database
• IT security Investigations DB
• Incident Response Database
• IT Security Training Database.
• IT Security POC Database

The contractor shall be responsible for data entry, data integration, and data analysis for
the above databases. The contractor shall have the ability to generate new reports from
the various databases as requested by the IT Security Manager (ITSM).

Security Incident Response Logging and Tracking
The contractor shall be responsible for tracking IT Security incident response
information. The contractor shall be the focal point for opening up security incident
ticket information, and producing management reports detailing open, closed, and
associated ticket metrics. The contractor shall be responsible for data entry, data
integration, and data analysis of the security incident response database.

Information Technology System (ITS) Metrics Integration
The contractor shall be responsible for reporting IT Security metrics from the various
databases that they are responsible for maintaining. At the end of each month IT Security



must report to center management a series of metrics on IT security. The contractor will
be responsible for gathering, compiling, and reporting metrics for the IT Security office
using the established center tools. The metrics include, but are not limited to...

• Training Mettles
o Solar Training Metrics for All Civil Servants and Managers by

Organization
o System admin certification program metrics

• IT security plan compliance metrics
o Quarterly IT Security Plan Registration
o Monthly compliance metrics by organization

• Number of open security incidents
o Number of system compromises
o Number of system infected with a virus
o Number of on-going investigations
o Number of on-going incidents
o Lessons Learned

As requested by the COTR or his/her designee, the contractor shall_perform security
awareness training, provide technical support, and share technical knowledge and process
improvements as needed to support the overall improvement of Information Technology
(IT) security at the Center. The Security awareness training provided shall include items

' such as brief overviews of training classes and seminars attended, as well as trip reports.

The contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support
IT security incidents, investigations and forensics analyses.

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the
Contract Management functions detailed in Statement of Work area 3.0 Contract
Management and Administration:

3.1 Safety, Health and Environmental Compliance

3.2 Quality
3.3 Records Management
3.4 Work Authorizations
3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Key Schedule Milestones / Completion Date

The items in this Task Order shall be supported through 9/30/05.

5. Deliverables Required



• LIFT accounts created with 24 hours of receiving request 99% of the time.
• Posting of agenda's one week prior to meeting 95% of the time
• Posting of meeting minutes and actions two working days after meeting 95% of

the time

• Weekly Solar Training Metrics for All Civil Servants and Managers by
Organization posted within 2 working days of receipt of data from HR,95% of the
time (OCSM Tools & Information).

• Overview of system admin certification program metrics by Organization posted
weekly on or before Friday by 3 pm 95% of the time (OCSM Tools &
Information)

• IT security plan compliance metrics by Organization posted weekly on or before
Friday by 3 pm 95% of the time. (OCSM Tools & Information)

• The contractor shall provide monthly customer satisfaction metrics as described in
DRD-03 for the NACB support.

• 100% meeting coverage.

9. Total Cost Summary and Cost Phasing by Month

Cost: $71,640.07
Maximum Award Fee: $4,785.22
Total Cost: $76,425.29

Monthly Cost Phasing - See Attachment 1

Revision Summary of Task Order

Revision 1 corrects the estimated cost for Program Management costs omitted in the
original Task Order.

$ 76,425.29 Previous Value Rev # Value NewValue
Cost $ 62,976.22 $ 8,663.85 $ 71,640.07

Fee $ 4,225.83 $ 559.39 $ 4,785.22
Total Cost and Fee $ 67,232.05 $ 9,193.24 $ 76,425.29
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1. Task Order Number/Title

JETS-OPS05-IT-01 - System Administration and Sustaining Engineering

2. Technical Monitor (TMR)

Primary: IT4/Ruben Reyes
Alternate: IT4/Hector Rodriguez

3. Narrative Task Description

The Contractor shall operate computer systems and provide system administration for
JETS systems identified in the Information Resources Directorate (IRD) Maintenance
Database, as baseline in Attachment J-7 of the JETS Contract and items 1I, 12 and 13 on
this task order and in accordance with JETS Statement of Work (SOW) areas 4.2, 4.3,
and 4.3.2.

During the term of this task order, the number and type of systems the Contractor
supports may change. The COTR or his/her designee will notify the contractor of changes
and the contractor shall document these changes in the IRD Maintenance Database. The
Contractor shall ensure additions and deletions are posted to the IRD Maintenance
Database within 7 calendar days from the change.

All systems administration sustaining engineering functions defined in this task order
shall be reported at the subtask level. Subtasks correspond to 21 tabs seen in Attachment
J-7 spreadsheet and are defined as follows:

Subtask 1.0 Engineering Computation Facility
Subtask 2.0 CFO Systems LA
Subtask 3.0 IRD IT Security Systems IA
Subtask 4.0 IRD CSS IA
Subtask 5.0 IRD Web IA
Subtask 6.0 CR 945 IA
Subtask 7.0 NetlQ IA
Subtask 8.0 SIDD IA
Subtask 9.0 CSM IA
Subtask 10.0 NASAPOST IA
Subtask 11.0 Network Miscellaneous IA
Subtask 12.0 EDCC IA
Subtask 13.0 DDMS IA
Subtask 14.0 Library Systems IA
Subtask 15.0 Still Digital Imagery Systems IA
Subtask 16.0 Video Servers IA
Subtask 17.0 Graphics and Du-Print Servers IA
Subtask 18.0 PAO Systems AP
Subtask 19.0 JSC Search IA
Subtask 20.0 IMPASS Development IA



Subtask 21.0 Contract Administration

The Contractor shall perform the following system administration functions:

o User account (USERID) administration
o Shared folder setup
o Access control rights management
o Review system/security logs for issues and contact the IRD OCSM, the TMR, and the

I T Security Manager (ITSM) should any issues be found.
o Data transmission among systems
o Systems performance monitoring
o Creation and deletion of network printer queues
o System backups/restores
o Virus protection and scans
o Problem identification/resolution and root cause analysis will be performed in

accordance with IRDs corrective action process and appropriate personnel.
o Hardware and software upgrades (including operating systems, security vulnerability

repairs), as well as the installation, configuration, operation and maintenance of all
assigned software pertaining to Microsoft (MS) Windows Server software (such as
NT, 2000, 2003, etc), ORACLE, Prolntralink, NetlQ AppManager, Apache, MS
SQL, MS IIS and Unix systems

o Comply with all current JSC IT policies and procedures, including JSC 29638 the
Server Operations Management Plan (SOMP) , JSC 29788, General Operating
Procedures (GOP) for B46 Central Computing Facility , and IRD's Configuration
Management procedures.

o Maintain system performance of all systems in accordance with the performance and
availability requirements identified in the Information Resources Directorate (IRD)
Maintenance Database, as baselined in Attachment J-7 of the JETS Contract and
items 11, 12 and 13 on this task.

o Ensure that IRD management approves all information disseminated external to IRD;
o Maintain a thorough understanding of existing and emerging IT/Intemet technologies

by training each system administrator in server related classes.

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM - 5:00 PM in order to accomplish successful day-to-day systems administration
functions.

These systems may be located within IRD or organizations located in on-site JSC
facilities. These services shall be provided for all the systems identified in the
Information Resources Directorate (IRD) Maintenance Database, as baselined in
Attachment J-7 of the JETS Contract and items 11, 12 and 13 on this task order.

The contractor shall perform backup system administration functions for the IRD Lab
systems, located in building 46 and listed in Attachment J-9. Any required work will be
documented by the IRD Lab manager and coordinated with the COTR or his/her
designee.



The contractor shall be responsible for coordinating as required with associate contractors
and for obtaining COTR or his/her designee concurrence for all scheduled hardware and
software upgrades, maintenance outages, break-fix repairs, and software patch
installations.

The Contractor shall provide online system status for all systems managed under this task
order. The Contractor shall provide full administrator level access to the Government and
authorized contractors for all systems managed under this task order as approved by the
COTR or his/her designee.

The Contractor shall provide sustaining engineering for all systems identified in the
Information Resources Directorate (IRD) Maintenance Database, as baselined in
Attachment J-7 of the JETS Contract and items 11, 12 and 13 on this task order. For
hardware systems and stand-alone equipment, sustaining engineering shall include
preventive maintenance and repair, ordering of replacement parts and spares, and system
software and firmware updates under existing maintenance warranties or Government-
provided. The components listed in Attachment J-9 under the heading "IRD
Maintenance Agreement List", are the stand-alone items that comprise the systems listed
in Attachment J-7. The "IRD Maintenance Agreement List" is the baselined list of system
components to be maintained.

The Contractor shall maintain server and peripherals data in the IRD Maintenance
Database. This includes all required fields of the database, which include server name,
location, IP address, point of contacts, NASA Equipment Management System (NEMS),
and service tags or serial numbers of all equipment in the system.

The Contractor shall coordinate outages with affected customers as per the IRD standard
notification process as outlined in the Server Operations Management Plan (SOMP),
JSC-29638 document. Changes to all systems managed under this task order shall be
documented in the IRD maintenance database unless exempted by the COTR or his/her
designee.

The Contractor shall assist the Government in performing technical, security assessment
related to system changes and upgrades, for developing or updating JSC Information
Technology Security Plans. The contractor is responsible for the security plans, as
identified in Appendix A.

The Contractor shall attend weekly status meetings with the COTR or his/her designee.
These meetings will status the previous week's accomplishments, next week's planned
tasks, and technical, personnel, and budget issues. Corrective actions, if warranted, for
issues shall be discussed during this meeting. On the first weekly meeting of the month,
the performance standards, depicted in paragraph 3.7 of the SOW, shall be discussed
along with plans for improving the standards.



The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Performance Standards

A system administrator shall be required to demonstrate knowledge appropriate for those
tasks. This demonstration, referred to as the NASA System .Administrator Security
Certification, is a NASA funded two-tier assessment to verify that system administrators
are able to:

• Demonstrate knowledge in system administration for the operating systems for which they
have responsibility.

• Demonstrate knowledge in the understanding and application of Network and Internet
Security.

Certification is granted upon achieving a score above the certification level on both an
Operating System test and the Network and Intemet Security Test. The Certification
earned under this process will be valid for three years. The NASA Chief Information
Officer (CIO) has established the criteria for this skills assessment. The objectives and
procedures for this certification can be obtained by contacting the IT Security Awareness
and Training Center at (216) 433-2063. The contractor shall register all system
administrators through the IRD Organizational Computer Security Manager (OCSM).

System Administrators shall also comply with personnel security investigations
requirements as specified in JPG 2810.1. The Contractor's system administrators shall
acquire IT security training in accordance with the JSC Policy Directive (JPG) 2810.1,
JSC IT Security Handbook.

5. Training

The contractor shall propose training for system administrators to maintain competency
on the assigned systems. The Program Manager shall coordinate all training request via
e-mail with the COTR or his/her designee prior to expenditure of funds.



6. Period of Performance

The services in this Task Order shall be performed from 9/1/04 through 9/30/05.

7. Deliverables Required

For systems identified in the Information Resources Directorate (IRD) Maintenance
Database, as baseiined in Attachment J-7 of the JETS Contract and items 11, 12 and 13
on this task order, the contractor shall develop and maintain all deliverables and
documentation as required by the SOMP.

The Contractor shall provide a physical inventory plan per DRD 19.

The Contractor shall provide facility layout and power distribution drawings per DRD 18.

The Contractor shall provide status reports per DRD 07.

The Contractor shall provide a hurricane plan per DRD 17.

The Contractor shall provide metrics report per DRD 03.

The Contractor shall provide performance management and capacity plan per DRD-11.

The Contractor shall update and submit security plans for approval per DRD 14.

8. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database

9. Metrics

The contractor shall provide monthly Customer Satisfaction, System Administrator
Productivity, and System Availability metrics as specified in DRD-03 Metrics Reports.



Availability metrics shall clearly contrast a system's availability with unscheduled and
schedule outages.

10. Total Cost Summary and Cost Phasing by Month

Cost: $1,906,628.50
Maximum Award Fee: $123,460.94
Total Cost: $2,030,089.44

Monthly Cost Phasing - See Attachment 1
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The following items listed in Attachments J-7, J-8, and J-9 are no longer supported:

Titl Current Contract Systems are in Bldg. Roo
e Identifier bold type with Locati m

system elements on
listed below.

ITSSC (PKI JSC-ISD-RA2
Systems)

NACC Tab CISDTSO and
CISDDVM

DDMS DDMS13

DDMS DDMS 14

Graphics and DT6135-4
Duplication/Printing
Servers

Video Servers JSC TVOPS SRV

IMPASS (Contract IMPASS003
Admin)

IMPASS (Contract IMPASSWEB BD
Admin) N

IMPASS (Contract JSCIMPASSBDN
Admin)

IMPASS (Contract JSCIMPASSCFG1
Admin)

IMPASS (Contract JSCIMPASSWEB
Admin) SER

IMPASS (Contract JSCIMPASSWW
Admin) W1



13. The following items have changed location since the baseline provided in
Attachment J-7.

NONE

Appendix A. Current IT Security Plans

SubTasks I/T SECURITY PLAN # COMMENT

1.0 Engineering Computation SPIA0005
Facility
2.0 CFO Systems SPLA0002 Controlled by CFO office
3.0 IRD IT Security Systems SPIA0005
4.0 IRD CSS SPIA0005
5.0 IRD Web SPIA0005

6.0 CR 945 SPAA0002 Controlled by CIO office
7.0 NetIQ SPIA0002
8.0 SIDD SPIA0013
9.0 CSM SPIA0002
10.0 NASAPOST SPIA0007

11.0 Network Misc. SPIA0006, SPIA0007
12.0 EDCC SPIA0005
13.0 DDMS SPIA0005

14.0 Library Systems SPIA0005
15.0 Still Digital Imagery SPIA0001
Systems
16.0 Video Servers SPIA0001, SPIA0015
17.0 Graphics and Du-Print SPIA0001
Servers

18.0 PAO Systems SPIA0001
19.0 JSC Search SPIA0002

20.0 IMPASS Development SPIA0005
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JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)

NNJ04JA53C

1. Task Order Number/Title

JETS-OPS05-1T-01 Revision 1 - System Administration and Sustaining Engineering

2. TechnicalMonitor (TMR)

Primary: IT4/Rubcn Reyes
Alternate: IT4/Hector Rodriguez

3, Narrative Task Deseription

The Contractor shall operate computer systems and provide system administration for

JETS systems identified in the Information Resources Directorate (1RD) Maintenance
Database, as baseline in Attachment J-7 of the JETS Contract and items 11, 12 and 13 on
this task order and in accordance with JETS Statement of Work (SOW) areas 4.2, 4.3,
and 4.3.2.

During the term of this task order, the number and type of systems the Contractor
supports may change. The COTR or his/her designee will notify the contractor of changes
and the contractor shall document these changes in the IRD Maintenance Database. The
Contractor shall ensure additions and deletions are posted to the IRD Maintenance
Database within 7 calendar days from the change.

All systems administration sustaining engineering functions defined in this task order
shall be reported at the subtask level. Subtasks correspond to 21 tabs seen in Attachment
J-7 spreadsheet and are defined as follows:

Subtask 1.0 Engineering Computation Facility
Subtask 2.0 CFO Systems LA
Subtask 3.0 IRD IT Security Systems IA
Subtask 4.0 IRD CSS IA
Subtask 5.0 IRD Web IA
Subtask 6.0 CR 945 IA

Subtask 7.0 NetIQ IA
Subtask 8.0 SIDD IA
Subtask 9.0 CSM IA
Subtask 10.0 NASAPOST IA
Subtask 11.0 Network Miscellaneous IA
Subtask 12.0 EDCC IA
Subtask 13.0 DDMS IA

Subtask 14.0 Library Systems IA
Subtask 15.0 Still Digital Imagery Systems IA
Subtask 16.0 Video Servers IA

Subtask 17.0 Graphics and Du-Print Servers IA
Subtask 18.0 PAO Systems AP

JETS 2



JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)

NNJ04JA53C

Subtask 19.0 JSC Search IA

Subtask 20.0 IMPASS Development IA
...........................,s _,_-_edl Subtask 21.0 C_mtract

The Contractor shall perform the tbilowing system administration thnctions: '_'_!')__'!i2!_a.!_t't'!'. .....................

o User account (USERID) administration
o Shared folder setup
o Access control rights management

o Review system/security logs for issues and contact the IRD OCSM, the TMR, and the
I T Security Manager (ITSM) should any issues be found.

o Data transmission among systems
o Systems performance monitoring
o Creation and deletion of network printer queues
o System backups/restores
o Virus protection and scans

o Problem identification/resolution and root cause analysis will be perlbrmed in
accordance with IRDs corrective action process and appropriate personnel.

o Hardware and software upgrades (including operating systems, security vulnerability
repairs), as well as the installation, configuration, operation and maintenance of all
assigned software pertaining to Microsoft (MS) Windows Server software (such as

NT, 2000, 2003, etc), ORACLE, ProIntralink, NetIQ AppManager, Apache, MS
SQL, MS IIS and Unix systems

o Comply with all current JSC IT policies and procedures including JSC 29638 the

Server Operations Management Plan (SOMP) , JSC 29788, General Operating
Procedures (GOP) for B46 Central Computing Facility , and IRD's Configuration
Management procedures.

o Maintain system performance of all systems in accordance with the performance and
availability requirements identified in the Information Resources Directorate (IRD)
Maintenance Database, as baselined in Attachment J-7 of the JETS Contract and
items 11, 12 and 13 on this task.

o Ensure that IRD management approves all information disseminated external to IRD;

o Maintain a thorough understanding of existing and emerging IT/Internet technologies
by training each system administrator in server related classes.

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM - 5:00 PM in order to accomplish successful day-to-day systems administration
functions.

These systems may be located within IRD or organizations located in on-site JSC

facilities. These services shall be provided for all the systems identified in the
Information Resources Directorate (IRD) IVlaintenance Database, as baselined in
Attachment J-7 of the JETS Contract and itch'as 11, 12 and 13 on this task order.

JETS 3



JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)

NNJ04JA53C

The contractor shall perform backup system administration functions for the IRD Lab
systems, located in building 46 and listed in Attachment J-9. Any required work will be
documented by the IRD Lab manager and coordinated with the COTR or his/her
designee.

The contractor shall be responsible for coordinating as required with associate contractors
and for obtaining COTR or his/her designee concurrence for all scheduled hardware and
software upgrades, maintenance outages, break-fix repairs, and software patch
installations.

The Contractor shall provide online system status for all systems managed under this task
order. The Contractor shall provide full administrator level access to the Government and

authorized contractors for all systems managed under this task order as approved by the
COTR or his/her designee.

The Contractor shall provide sustaining engineering for all systems identified in the
Information Resources Directorate (IRD) Maintenance Database, as baselined in
Attachment J-7 of the JETS Contract and items 11, 12 and 13 on this task order. For
hardware systems and stand-alone equipment, sustaining engineering shall include
preventive maintenance and repair, ordering of replacement parts and spares, and system
software and firmware updates under existing maintenance warranties or Government-
provided. The components listed in Attachment J-9 under the heading "IRD
Maintenance Agreement List", are the stand-alone items that comprise the systems listed
in Attachment J-7. The "IRD Maintenance Agreement Lisf' is the baselined list of system
components to be maintained.

The Contractor shall maintain server and peripherals data in the IRD Maintenance
Database. This includes all required fields of the database, which include server name,
location, IP address, point of contacts, NASA Equipment Management System (NEMS),
and service tags or serial numbers of all equipment in the system.

The Contractor shall coordinate outages with affected customers as per the IRD standard
notification process as outlined in the Server Operations Management Plan (SOMP),
JSC-29638 document. Changes to all systems managed under this task order shall be
documented in the IRD maintenance database unless exempted by the COTR or his/her
designee.

The Contractor shall assist the Government in performing technical, security assessment
related to system changes and upgrades, for developing or updating JSC Information
Technology Security Plans. The contractor is responsible for the security plans, as
identified in Appendix A.

The Contractor shall attend weekly status meetings with the COTR or his/her designee.
These meetings will status the previous week's accomplishments, next week's planned

JETS 4



JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)

NNJ04JA53C

tasks, and technical, personnel, and budget issues. Corrective actions, if warranted, for
issues shall be discussed during this meeting. On the first weekly meeting of the month,
the performance standards, depicted in paragraph 3.7 of the SOW, shall be discussed
along with plans for improving the standards.

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Performance Standards

A system administrator shall be required to demonstrate knowledge appropriate for those
tasks. This demonstration, referred to as the NASA System Administrator Security
Certification, is a NASA funded two-tier assessment to verify that system administrators
are able to:

* Demonstrate knowledge in system administration for the operating systems for which they
have responsibility.

• Demonstrate knowledge in the understanding and application of Network and Intemet
Security.

Certification is granted upon achieving a score above the certification level on both an
Operating System test and the Network and Intemet Security Test. The Certification
earned under this process will be valid for three years. The NASA Chief Information

Officer (CIO) has established the criteria for this skills assessment. The objectives and
procedures for this certification can be obtained by contacting the IT Security Awareness
and Training Center at (216) 433-2063. The contractor shall register all system
administrators through the IRD Organizational Computer Security Manager (OCSM).

System Administrators shall also comply with personnel security investigations
requirements as specified in JPG 2810.1. The Contractor's system administrators shall
acquire IT security training in accordance with the JSC Policy Directive (JPG) 2810.1,
JSC IT Security Handbook.

JETS 5



JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)
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5. Training

The contractor shall propose training for system administrators to maintain competency
on the assigned systems. The Program Manager shall coordinate all training request via
e-mail with the COTR or his/her designee prior to expenditure of funds.

6. Period of Performance

The services in this Task Order shall be performed from 9/1/04 through 9/30/05.

7. Delivcrables Required

For systems identified in the Information Resources Directorate (IRD) Maintenance
Database, as baselined in Attachment J-7 of the JETS Contract and items 11, 12 and 13
on this task order, the contractor shall develop and maintain all deliverables and
documentation as required by the SOMP.

The Contractor shall provide a physical inventory plan per DRD 19.

The Contractor shall provide facility layout and power distribution drawings per DRD 18.

The Contractor shall provide status reports per DRD 07.

The Contractor shall provide a hurricane plan per DRD 17.

The Contractor shall provide metrics report per DRD 03.

The Contractor shall provide performance management and capacity plan per DRD-11.

The Contractor shall update and submit security plans for approval per DRD 14.

8. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be

JETS 6
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Muniz Engineering, Inc. (MEI)

NNJ04JA53C

processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database

9. Metrics

The contractor shall provide monthly Customer Satisfaction, System Administrator
Productivity, and System Availability metrics as specified in DRD-03 Metrics Reports.
Availability metrics shall clearly contrast a system's availability with unscheduled and
schedule outages.

10. Total Cost Summary and Cost Phasing by Month

Cost: $1,767,217.61
Maximum Award Fee: $111,947.99
Total Cost: $1,879,165.60

Monthly Cost Phasing - See Attachment 1

Revision Summary of Task Order

Revision 1 corrects the estimated cost for Program Management costs omitted in the
original Task Order.

PreviousValue Rev# Value NewValue

Cost $ 1,906,628.50 $ (139,410.89)l $ 1,767,217.61 I
Fee $ 123,460.94 $ (11,512.951 $ 111,947.99
Tota Costand Fee $ 2,030,089.44 $ /150,923.84 $ 1,879,165.60 i
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NationalAeronauticsandSpaceAdministration i

LyndonB. JohnsonSpaceCenter I ORDER FOR SUPPLIES OR SERVICES Page 1 of 27
Houston,TX 77058

1. Order No. I 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.JETS-OPS05-1T-01Revsion 2 See date in block10

Contract No.: NNJ04JA53C I Certified for National Defense under DPAS (15 CFR 700) DO-C9
3. Issuing Office: 4. Ship To:

NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
Org./Buyer: KarenAdams Houston, TX 77058-3696

Mark For:. Accountable Property

Tel No.: 28t-483-1863 Fax: 281-483-7890 OrderNo.: .IETS-OPS05-rr-01Revsion2 NNJ04JA53C
E-mail: karen.d.adams@nasa.9ov

5. Contractor: 6. Deliver On or Before: See attached schedule of delivery
MunizEngineering, Inc.
16903Buccaneer Lane, Suite 200 F.O.B. Point: Destination
Houston,Texas 77058

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

Phone: 281-483-1863 x r_/a Fax: 281-483-7890 NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE: Order No.: .IETS-OPS05-[I-0IRevsion2 NNJ04JA53C

8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order listed on the following page, this delivery order is subject to
Reference: instructions contained on this form and is issued subject to the

terms and conditions of contract number:

g. Written acceptance of this order by contractor [I-] ] is, [{_ ] is not 10. Name: Jessica C. Miller
required. Sign below if required and return 1ocontracting officer.

Name: __ (Person authorized to sign)

Signature: Date: Signature: Date:
CONTRACTING OFFICER

11. Schedule

ITEM QUANTITY UNIT QUANTITNO DESCRIPTION UNIT AMOUNTORDERED PRICE ACCEPTE[

1 Systeln Administrationand Sustaining Engineering 1 LOT SI,879,165.60

Revision2

EstimatedCost; S I?)00,769.01

MaximumAward Fee $ III,t)47.90

lot "al Eslinmted(ost ant Fee 51.879.1t)5.(_0

12. For JSC Internal Use Only: 13. Total

Requisition No.: n/a [] COMP. [] PART. PPC:n/a
Rissue TO: IA/GlennRobinson S1.$79.1O5.60

14, Quantities in "Quantily Accepted" Column Have Been

[] INSPECTED [] ACCEPTED [] RECEIVED
TO CONFORMTO THE CONTRACT.
ACCEPTANCEWILL BE AT JSCUNLESS BY:
OTHERWISENOTED.

AuthorizedU.S. GovernrnelltRepresentative Date
JSCForm1429(RevMarch3.2004){MSWordAuclust1995)



JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)

NNJ04JA53C

1. Task Order Number/Title

JETS-OPS05-1T-01 Revision 2 - System Administration and Sustaining Engineering

2. Technical Monitor (TMR)

Primary: IT4/Ruben Reyes

Alternate: IT4/Hector Rodriguez

3. Narrative Task Description

The Contractor shall operate computer systems and provide system administration for
JETS systems identified in the Information Resources Directorate (IRD) Maintenance
Database, as baseline in Attachment J-7 of the JETS Contract and items 1I, 12 and 13 on
this task order and in accordance with JETS Statement of Work (SOW) areas 4.2, 4.3,
and 4.3.2.

During the term of this task order, the number and type of systems the Contractor

supports may change. The COTR or his/her designee will notify the contractor of changes
and the contractor shall document these changes in the IRD Maintenance Database. The
Contractor shall ensure additions and deletions are posted to the IRD Maintenance
Database within 7 calendar days from the change.

All systems administration sustaining engineering functions defined in this task order
shall be reported at the subtask level. Subtasks correspond to 21 tabs seen in Attachment
J-7 spreadsheet and are defined as follows:

Subtask 1.0 Engineering Computation Facility
Subtask 2.0 CFO Systems LA
Subtask 3.0 IRD IT Security Systems IA
Subtask 4.0 IRD CSS IA
Subtask 5.0 IRD Web IA
Subtask 6.0 CR 945 IA
Subtask 7.0 NetlQ IA
Subtask 8.0 SIDD IA
Subtask 9.0 CSM IA
Subtask 10.0 NASAPOST IA
Subtask 11.0 Network Miscellaneous IA
Subtask 12.0 EDCC IA
Subtask t 3.0 DDMS IA

Subtask 14.0 Library Systems IA
Subtask 15.0 Still Digital Imagery Systems IA
Subtask 16.0 Video Servers IA

Subtask 17.0 Graphics and Du-Print Servers IA
Subtask 18.0 PAO Systems AP

JETS 2
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NNJ04JA53C

Subtask 19.0 JSC Search IA

Subtask 20.0 IMPASS Development IA

The Contractor shall perform the following system administration functions: A_!??!)!'i?r_!i!!_!!L......................

o User account (USERID) administration
o Shared folder setup
o Access controlrights management

o Review system/security logs for issues and contact the IRD OCSM, the TMR, and the
I T Security Manager (ITSM) should any issues be found.

o Data transmission among systems
o Systems performance monitoring

o Creation and deletion of network printer queues
o System backups/restores
o Virus protection and scans

o Problem identification/resolution and root cause analysis will be performed in
accordance with IRDs corrective action process and appropriate personnel.

o Hardware and software upgrades (including operating systems, security vulnerability
repairs), as well as the installation, configuration, operation and maintenance of all

assigned software pertaining to Microsoft (MS) Windows Server software (such as
NT, 2000, 2003, etc), ORACLE, Prolntralink, NetIQ AppManager, Apache, MS
SQL, MS IIS and Unix systems

o Comply with all current JSC IT policies and procedures, including JSC 29638 the
Server Operations Management Plan (SOMP) , JSC 29788, General Operating
Procedures (GOP) for B46 Central Computing Facility , and IRD's Configuration
Management procedures.

o Maintain system performance of all systems in accordance with.the performance and
availability requirements identified in the Information Resources Directorate (IRD)
Maintenance Database, as baselined in Attachment J-7 of the JETS Contract and
items 11, 12 and 13 on this task.

o Ensure that IRD management approves all information disseminated external to IRD;
o Maintain a thorough understanding of existing and emerging IT/Internet technologies

by training each system administrator in server related classes.

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM - 5:00 PM in order to accomplish successful day-to-day systems administration
functions.

These systems may be located within IRD or organizations located in on-site JSC

facilities. These services shall be provided for all the systems identified in the
Information Resources Directorate (IRD) Maintenance Database, as baselined in
Attachment J-7 of the JETS Contract and items 11, 12 and 13 on this task order.

JETS 3
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The contractor shall perform backup system administration functions for the IRD Lab)

systems, located in building 46 and listed in Attachment J-9. Any required work will be
documented by the IRD Lab manager and coordinated with the COTR or his/her
designee.

The contractor shall be responsible for coordinating as required with associate contractors
and for obtaining COTR or his/her designee concurrence for all scheduled hardware and
software upgrades, maintenance outages, break-fLx repairs, and software patch
installations.

The Contractor shall provide online system status for all systems managed under this task
order. The Contractor shall provide full administrator level access to the Government and

authorized contractors for all systems managed under this task order as approved by the
COTR or his/her designee.

The Contractor shall provide sustaining engineering for all systems identified in the
Information Resources Directorate (IRD) Maintenance Database, as baselined in
Attachment J-7 of the JETS Contract and items 11, 12 and 13 on this task order. For
hardware systems and stand-alone equipment, sustaining engineering shall include
preventive maintenance and repair, ordering of replacement parts and spares, and system
software and firmware updates under existing maintenance warranties or Government-

provided. The components listed in Attachment J-9 under the heading "IRD
Maintenance Agreement List", are the stand-alone items that comprise the systems listed
in Attachment J-7. The "IRD Maintenance Agreement List" is the baselined list of system
components to be maintained.

The Contractor shall maintain server and peripherals data in the IRD Maintenance
Database. This includes all required fields of the database, which include server name,
location, IP address, point of contacts, NASA Equipment Management System (NEMS),
and service tags or serial numbers of all equipment in the system.

The Contractor shall coordinate outages with affected customers as per the IRD standard
notification process as outlined in the Server Operations Management Plan (SOMP),
JSC-29638 document. Changes to all systems managed under this task order shall be
documented in the IRD maintenance database unless exempted by the COTR or his/her
designee.

The Contractor shall assist the Government in performing technical, security assessment
related to system changes and upgrades, for developing or updating JSC Information
Technology Security Plans. The contractor is responsible for the security plans, as
identified in Appendix A.

The Contractor shall attend weekly status meetings with the COTR or his/her designee.
These meetings will status the previous week's accomplishments, next week's planned

JETS 4
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tasks, and technical, personnel, and budget issues. Corrective actions, if warranted, for

issues shall be discussed during this meeting. On the first weekly meeting of the month,
the performance standards, depicted in paragraph 3.7 of the SOW, shall be discussed
along with plans for improving the standards.

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Performance Standards

A system administrator shall be required to demonstrate knowledge appropriate for those
tasks. This demonstration, referred to as the NASA System Administrator Security
Certification, is a NASA funded two-tier assessment to verify that system administrators
are able to:

• Demonstrate knowledge in system administration for the operating systems for which they
have responsibility.

• Demonstrate knowledge in the understanding and application of Network and Intemet
Security.

Certification is granted upon achieving a score above the certification level on both an
Operating System test and the Network and Internet Security Test. The Certification
earned under this process will be valid for three years. The NASA Chief Information
Officer (CIO) has established the criteria for this skills assessment. The objectives and
procedures for this certification can be obtained by contacting the IT Security Awareness
and Training Center at (216) 433-2063. The contractor shall register all system
administrators through the IRD Organizational Computer Security Manager (OCSM).

System Administrators shall also comply with personnel security investigations
requirements as specified in JPG 2810.1. The Contractor's system administrators shall
acquire IT security training in accordance with the JSC Policy Directive (JPG) 2810.1,
JSC IT Security Handbook.

JETS 5
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5. Training

The contractor shall propose training for system administrators to maintain competency
on the assigned systems. The Program Manager shall coordinate all training request via
e-mail with the COTR or his/her designee prior to expenditure of funds.

6. Period of Performance

The services in this Task Order shall be performed from 9/I/04 through 9/30/05.

7. Deliverables Required

For systems identified in the Information Resources Directorate (IRD) Maintenance
Database, as basdined in Attachment J-7 of the JETS Contract and items 11, 12 and 13
Onthis task order, the contractor shall develop and maintain all deliverables and
documentation as required by the SOMP.

The Contractor shall provide a physical inventory plan per DRD 19.

The Contractor shall provide facility layout and power distribution drawings per DRD 18.

The Contractor shall provide status reports per DRD 07.

The Contractor shall provide a hurricane plan per DRD 17.

The Contractor shall provide metrics report per DRD 03.

The Contractor shall provide performance management and capacity plan.per DRD-11.

The Contractor shall update and submit security plans for approval per DRD 14.

JETS 6
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8. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database

9. Metrics

The contractor shall provide monthly Customer Satisfaction, System Administrator
Productivity, and System Availability metrics as specified in DRD-03 Metrics Reports.
Availability metrics shall clearly contrast a system's availability with unscheduled and
schedule outages.

10. Total Cost Summary

Cost: $1,788,821.02
Maximum Award Fee: $111,947.99
Total Cost: $1,900,769.01

11. Cost Phasing by Month - See Attachments

12. Revision Summary of Task Order

Revision 2 increases the material costs by $21,604.01 for SubTask 13 (DDMS) to include
cost of 32 512MB SUN memory modules necessary to maintain system performance of
all systems in accordance with the performance and availability requirements identified
in the Information Resources Directorate (IRD) Maintenance Database as required under
Section -. Narrative Task Description of this Task Order.

JETS 7
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NationalAeronauticsandSpaceAdministration I

LyndonB. JohnsonSpaceCenter ORDER FOR SUPPLIES OR SERVICES ] Page 2 of
Houston,TX 77058

1. Order No. I 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.JETS-OPS05-iT-02 Seedateinblock10
ContractNo.:NNJ04JA530 I Certified for National Defense under DPAS (15 CFR 700) DO-C9
3. Issuing Office: 4. Ship To:

NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
Org./Buyer: KarenAdams Houston, TX 77058-3696

Mark For: Accountable Property

Tel No.: 281-483-1863 Fax: 281-483-7890 Order No.: JETS-OPS05-1T-02,NNJ04JA53C
E-mail: karen.d.adams@nasa.gov
5. Contractor: 6. DeliverOn or Before:

MunizEngineering,Inc.
16903BuccaneerLane,Suite200 F.O.B. Point: Destination
Houston,Texas77058

DiscountTerms: Net 30 Days.

7. BILLING ADDRESS:

Phone:281-483-1863 x n/a Fax: 281-483-7890 NASA JohnsonSpace Center
Attn: LF231/AccountsPayable Group
Houston,TX 77058-3696

TIN: 76-0359413 CAGE CODE: 0XBY6 OrderNo.: JETS-OPS05-1T-02,NNJ04JA53C

8. Type of Order:

[] PURCHASE: Please furnishthe followingin [] DELIVERY: Exceptfor the Terms andConditionsof Purchase
accordancewith the conditionsspecifiedon thisorder. Order listedon the followingpage,thisdeliveryorder is subjectto
Reference: instructionscontainedonthis form andis issuedsubjectto the

termsand conditionsof contractnumber:

9. Wdttenacceptanceof thisorderby contractor[1"-I] is, [[_ ] is not 10. Name: JessicaC. Miller
required.Signbelowif requiredand return to contractingofficer.

Name: __ (Personauthorizedto sign)

Signature: Date: __ Signature: Oriclinalsigned Is J. Miller Date: 8/31/04
CONTRACTING OFFICER

11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED UNIT AMOUNTPRICE ACCEPTED

1 ConsolidatedInformationResourcesDirectorate(IRD)StorageAreaNetwork
Adm(CISAN)Adminisn'ation 1 LOT $230,520.97

EstimatedCost: $217,604.43

MaximumAwardFee $12,916.54

TotalEstimatedCostandFee $230,520.97

12. For JSC Internal Use Only: 13. Total
RequisitionNo.: N/A [] COMP. [] PART. PPC:N/A

RissueTo: IA/GlennRobinson $230,520.97

14. Quantities in "Quantity Accepted" Column Have Been
[] INSPECTED [] ACCEPTED [] RECEIVED
TOCONFORMTOTHECONTRACT.
ACCEPTANCEWILLBEAT JSCUNLESS BY:
OTHERWISENOTED.

AuthorizedU.S.GovernmentRepresentative Date
JSCForm1429(RevMarch3,2004)(MSWordAugust1995)
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1. Task Order Number/Title

JETS-OPS05-IT-02 - Consolidated Information Resources Directorate (IRD) Storage
Area Network (CISAN) Administration

2. Technical Monitor Representative (TMR)

Primary: IT4/Hung Luu
Alternate: IT4/Hector Rodriguez

3. Narrative Task Description

The contractor shall be responsible for the operation and storage component system
management of the CISAN Systems, as specified in the JETS Statement of Work (SOW)
Section 4.2, 4.3, and 4.3.2.

The individual components of the CISAN include Storage Arrays, tape backup systems,
fiber channel switches, related cables, and the SAN management software for the
following systems: Engineering Computation Facility (ECF), Consolidated Storage
Management (CSM), Design and Data Management System (DDMS), and Shuttle
Interagency Debris Database (SIDD) as baselined in Attachment J-7.

All storage systems functions defined in this task order shall be reported at the subtask
level. Subtasks correspond to the equivalent tabs seen in Attachment J-7 spreadsheet and
are defined as follows:

Subtask 1.0 ECF Systems 25% MA 75% OA
Subtask 2.0 CSM Systems 100% IA
Subtask 3.0 Help Desk 100% IA

The Contractor shall provision storage allocations per approved Service Requests (SRs)
in the Customer Service Systems (CSS) within 10 business days, including any access
rights required, ifunallocated storage is available. If unallocated storage is not available,
then provisioning shall be completed within 10 business days of storage becoming
available. The contractor shall prepare and submit any Outsourcing Desktop Initiative
for NASA (ODIN) SRs for network modifications or JETS SRs for Central Computing
Facility (CCF) power or fiber modifications needed to provision new requirements. All
SRs must be approved by IRD.

The contractor shall manage zoning on the CISAN fabric to maintain isolation between
SAN resources and their related end user systems. Any zoning required to enable
provisioning shall also be completed within the same 10 business days.

In addition, the contractor shall maintain a configuration-managed architecture diagram
of the CISAN, as well as a configuration-managed document listing the hardware model
numbers and serial numbers of all CISAN components, applicable software license



codes, reboot procedures, backup procedures, restore procedures, and the procedures to
open maintenance trouble calls.

The Contractor shall monitor the performance of the CISAN components using the
Government-supplied Veritas SANPoint Control application, and implement any tuning
changes through approved Server Operations Configuration Control Board (SOCCB)
Change Requests (CRs).

The Contractor shall collect CISAN performance data for trend analysis, and provide on-
line summaries.

The Contractor shall perform problem identification, resolution and root cause analysis.

The contractor shall perform this task in compliance with configuration management, 508
compliance, export control, property control and safety requirements as specified in the
contract. The contractor must adhere to the standard IRD practices and procedures as
outlined in the Server Operations Management Plan (SOMP) of the SOCCB.

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM - 5:00 PM in order to accomplish successful day-to-day CISAN operations.

The contractor shall provide support to the user community for issues that are related to
the CISAN, including receiving and documenting incoming calls and requests, handling
CISAN-related calls that are forwarded from associate contractors, and working directly
with end-users and associate contractors as required to resolve user-reported issues.
Based on the current environment, it is estimated that eight (8) hours per week are
currently required for the investigation and resolution of user-reported issues. The
contractor shall respond to each call within one (1) business hour.

The Contractor shall also provide the initial layout and maintain the configuration
drawings for the CISAN fiber layout.

The Contractor shall attend monthly status meetings with the COTR or his/her designee.
These meetings will status the previous month's accomplishments, next month's planned
tasks, and technical, personnel, and budget issues. Corrective actions, if warranted, for
issues shall be discussed during this meeting.

The Contractor shall attend weekly status meetings with the TMR for this Task Order.
The Contractor shall assist the Government in performing technical, security assessment
related to system changes and upgrades, for developing or updating JSC Information
Technology Security Plans. The contractor is responsible for Appendix A security plans.

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract



Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Managenient
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Period of Performance

The services in this Task Order shall be performed from 9/1/04 through 9/30/05.

5. Training

The contractor shall propose training for personnel assigned to this task required to
maintain competency on the assigned systems. The Program Manager shall coordinate
all training request via e-mail with the COTR or his/her designee prior to expenditure of
funds.

6. Deliverables Required

The contractor shall provide online monthly reports on storage statistics to include the
amount of used storage, amount of available storage, and which organizations are using
the storage for chargeback purposes.

The contractor shall maintain a current Security Plan for the CISAN, as specified in Data
Requirements Document (DRD) 14 IT Security Plans.

Initial submittal of CISAN fiber layout shall be 60 days from Contract start. The
Contractor shall deliver CISAN fiber layouts within 30 days from updates to the system.

The contractor shall provide a monthly summary report for any unplanned outages.

The Contractor shall include the CISAN components in the physical inventory plan
submitted per DRD 19.

The Contractor shall include the CISAN components in the facility layout and power
distribution drawings provided per DRD 18.

The Contractor shall include CISAN status reports provided per DRD 07.



The Contractor shall include safeguards for the CISAN in the hurricane plan provided per
DRD 17.

The Contractor shall include availability metrics for the CISAN provided per DRD 03.

The Contractor shall include CISAN performance management and capacity plan
provided per DRD 11.

The Contractor shall update and submit security plans for approval per DRD 14.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database.

8. Metrics

The contractor shall provide monthly Customer Satisfaction and System Availability
metrics as specified in DRD 03 Metrics Reports. Availability metrics shall clearly
contrast a system's availability with unscheduled and schedule outages.

9. Total Cost Summary and Cost Phasing by Month

Cost: $217,604.43
Maximum Award Fee: $12,916.54
Total Cost: $230,520.97

Monthly Cost Phasing - See Attachment 1

Revision Summary of Task Order

Previous Value Rev # Value New Value
Cost

Fee

!Total Cost and Fee
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JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)

NNJ04JA53C

1. Task Order Number/Title

JETS-OPS05-IT-02 Revision 1 -Consolidated Information Resources Directorate (IRD)
Storage Area Network (CISAN) Administration

2. Technical Monitor Representative (TMR)

Primary: IT4/Hung Luu
Alternate: IT4/Hector Rodriguez

3. Narrative Task Description

The contractor shall be responsible for the operation and storage component system
management of the CISAN Systems, as specified in the JETS Statement of Work (SOW)
Section 4.2, 4.3, and 4.3.2.

The individual components of the CISAN include Storage Arrays, tape backup systems,
fiber channel switches, related cables, and the SAN management software for the
following systems: Engineering Computation Facility (ECF), Consolidated Storage
Management (CSM), Design and Data Management System (DDMS), and Shuttle
Interagency Debris Database (SIDD) as basetined in Attachment J-7.

All storage systems functions defined in this task order shall be reported at the subtask
level. Subtasks correspond to the equivalent tabs seen in Attachment J-7 spreadsheet and
are defined as follows:

Subtask 1.0 ECF Systems 25% MA 75% OA
Subtask 2.0 CSM Systems 100% IA
Subtask 3.0 Help Desk 100% IA

The Contractor shall provision storage allocations per approved Service Requests (SRs)
in the Customer Service Systems (CSS) within 10 business days, including any access
rights required, if unallocated storage is available. If unallocated storage is not available,
then provisioning shall be completed within 10 business days of storage becoming
available. The contractor shall prepare and submit any Outsourcing Desktop Initiative
for NASA (ODIN) SRs for network modifications or JETS SRs for Central Computing
Facility (CCF) power or fiber modifications needed to provision new requirements. All
SRs must be approved by IRD.

The contractor shall manage zoning on the CISAN fabric to maintain isolation between
SAN resources and their related end user systems. Any zoning required to enable
provisioning shall also be completed within the same 10 business days.

JETS 2



JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)

NNJ04JA53C

In addition, the contractor shall maintain a configuration-managed architecture diagram
of the CISAN, as well as a configuration-managed document listing the hardware model
numbers and serial numbers of all CISAN components, applicable software license
codes, reboot procedures, backup procedures, restore procedures, and the procedures to
open maintenance trouble calls.

The Contractor shall monitor the performance of the CISAN components using the
Government-supplied Veritas SANPoint Control application, and implement any tuning
changes through approved Server Operations Configuration Control Board (SOCCB)
Change Requests (CRs).

The Contractor shall collect CISAN performance data for trend analysis, and provide on-
line summaries.

The Contractor shall perform problem identification, resolution and root cause analysis.

The contractor shall perform this task in compliance with configuration management, 508
compliance, export control, property control and safety requirements as specified in the
contract. The contractor must adhere to the standard IRD practices and procedures as
outlined in the Server Operations Management Plan (SOMP) of the SOCCB.

The contractor shall maintain adequate personnel onsite Monday through Friday 8:00
AM - 5:00 PM in order to accomplish successful day-to-day CISAN operations.

The contractor shall provide support to the user community for issues that are related to
the CISAN, including receiving and documenting incoming calls and requests, handling
CISAN-related calls that are forwarded from associate contractors, and working directly
with end-users and associate contractors as required to resolve user-reported issues.
Based on the current environment, it is estimated that eight (8) hours per week are
currently required for the investigation and resolution of user-reported issues. The
contractor shall respond to each call within one (1) business hour.

The Contractor shall also provide the initial layout and maintain the configuration
drawings for the CISAN fiber layout.

The Contractor shall attend monthly status meetings with the COTR or his/her designee.
These meetings will status the previous month's accomplishments, next month's planned
tasks, and technical, personnel, and budget issues. Corrective actions, if warranted, for
issues shall be discussed during this meeting.

The Contractor shall attend weekly status meetings with the TMR for this Task Order.

JETS 3



JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)

NNJ04JA53C

The Contractor shall assist the Government in performing technical, security assessment
related to system changes and upgrades, for developing or updating JSC Information
Technology Security Plans. The contractor is responsible for Appendix A security plans.

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Period of Performance

The services in this Task Order shall be performed from 9/1/04 through 9/30/05.

5. Training

The contractor shall propose training for personnel assigned to this task required to
maintain competency on the assigned systems. The Program Manager shall coordinate
all training request via e-mail with the COTR or his/her designee prior to expenditure of
funds.

6. Deliverables Required

The contractor shall provide online monthly reports on storage statistics to include the
amount of used storage, amount of available storage, and which organizations are using
the storage for chargeback purposes.

The contractor shall maintain a current Security Plan for the CISAN, as specified in Data
Requirements Document (DRD) 14 IT Security Plans.

Initial submittal of CISAN fiber layout shall be 60 days from Contract start. The
Contractor shall deliver CISAN fiber layouts within 30 days from updates to the system.

JETS 4



JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)

NNJ04JA53C

The contractor shall provide a monthly summary report for any unplanned outages.

The Contractor shall include the CISAN components in the physical inventory plan
submitted per DRD 19.

The Contractor shall include the CISAN components in the facility layout and power
distribution drawings provided per DRD 18.

The Contractor shall include CISAN status reports provided per DRD 07.

The Contractor shall include safeguards for the CISAN in the hurricane plan provided per
DRD 17.

The Contractor shall include availability metrics for the CISAN provided per DRD 03.

The Contractor shall include CISAN performance management and capacity plan
provided per DRD 11.

The Contractor shall update and submit security plans for approval per DRD 14.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database.

JETS 5



JSC Enabling Technology and Security (JETS)
Muniz Engineering, Inc. (MEI)

NNJ04JA53C

8. Metrics

The contractor shall provide monthly Customer Satisfaction and System Availability
metrics as specified in DRD 03 Metrics Reports. Availability metrics shall clearly
contrast a system's availability with unscheduled and schedule outages.

9. Total Cost Summary and Cost Phasing by Month

Cost: $223,113.35
Maximum Award Fee: $13,241.40
Total Cost: $236,354:75

Monthly Cost Phasing - See Attachment 1

Revision Summary of Task Order

Revision 1 corrects the estimated cost for Program Management costs omitted in the
original Task Order.

Previous Value Rev#Value NewValue

Cost $ 217,604.43 $ 5,508.92 $ 223,113.35
Fee $ 12,916.54 $ 324.86 $ 13,241.40
Total Costand Fee $ 230,520.97 $ 5,833.78 $ 236,354.75

JETS 6
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Appendix A

SubTasks I/T SECURITY PLAN # COMMENT

1.0 Engineering SPIA0005
Computation Facility
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1. Task Order Number/Title

JETS- OPS05-IT-03 - Network Traffic Monitoring and Analysis

2. Technical Monitor

Primary: IT2/Jose Nunez
Alternate: IT4/Hector Rodriguez

3. Narrative Task Description

The Contractor shall provide the Government with assessment, definition, plarming,
implementation, analysis, administration and ongoing operations of the Network
Engineering group network traffic monitoring systems in accordance with SOW 5.1.

The Contractor shall perform network traffic monitoring, network traffic analysis,
network testing and network troubleshooting on the Johnson Space Center Integrated
Network System (JSC 1NS) which includes the Isolation Network, the Wide Area
Network (WAN) Interface. Upon request, the Contractor shall monitor traffic and
analyze other on-site networks. Data obtained from the monitoring process shall be
analyzed and archived to provide historical statistics and data for trend analysis.
Graphical reports of this data shall be generated and presented to appropriate personnel as
requested by the COTR or his/her designee.

The Contractor shall perform hardware and software requirements definition and
operations for new network traffic monitoring, network traffic analysis, modeling, and
management systems. The Government estimates 3 hardware or software monitoring
system changes shall be implemented during performance of this task order. In addition,
the contractor shall develop and meet project schedules for the implementation of the
new systems. Schedules shall be coordinated with the COTR or his/her designee.

The contractor shall monitor traffic using the following systems but not limited to only
these systems.

• Niksun NetVRC 3.0 (2 units)

• Solarwinds/Orion Network Performance Monitor (1 unit)
• MRTG (1 unit)
• Big Brother BB19C (1 unit)
• NAI Gigabit Sniffer (2 units)
• NAI Portable Sniffer (2 units)

• IPAQ Pocket PC NAI Wireless Sniffer (1 unit)
• Portable Computer (Dolch Sniffer) (1 unit)
• NetOptics Tap (3 units)
• NAI Server ADP 10/100 Sniffer Pod (2 units)
• NAI Server ADP FDDI Sniffer Pod (2 units)

The Contractor shall perform assessment, analysis and troubleshoot issues regarding
network traffic monitoring tools and their respective operating systems ( Windows
NT/2000/2003/XP, Unix and Linux ).



The Contractor shall maintain a thorough understanding of existing and emerging IT
Internet technologies by providing training to each network analyst in the appropriate
classes in order to develop solutions to implement customer's requirements. In addition
the contractor shall propose new ideas in which the JSC Network Traffic Monitoring,
Management and Operations can be improved.

The Contractor shall provide technical support to review boards such as the Network
Access Control Board (NACB), the Information Resources Directorate Control Board
(IRD ICB) and others as necessary to provide technical expertise for project design
alternatives, provide status of the project implementation, and ensure all project tasks are
meeting milestones. The contractor shall assist the Government in preparing
presentations in support of the above mentioned boards.

The Contractor shall meet with technical, managerial and computer security personnel
from customer organizations to understand and report on detailed computer network
connectivity requirements.

The Contractor shall comply with all JSC IT policies and ensure that IRD management
approves all information before it is disseminated external to IRD.

The contractor shall maintain personnel onsite Monday through Friday, 8:00 AM - 5:00
PM excluding federal holidays in order to accomplish successful day-to-day operations of
the network traffic monitoring, analysis, modeling and management systems listed above.
In addition, the Contractor shall provide 24/7 on-call support for all security related
incidents which may adversely affect the JSC institutional network. The 24/7 on-call
support shall be accomplished via a G0vemment-provided pager.

The contractor shall provide support to the network engineering team for issues that are
related to Network Connectivity, including documenting requests to troubleshoot network
connectivity issues, and working directly with end-users and associated contractors as
required to resolve them. In addition, the contractor shall provide an electronic report
documenting issue, data gathering, analysis results and recommendations within five (5)
business days of initial data capture. For issues in which the five (5) business day metric
is not met the contractor shall provide a rationale for not meeting the metric.

The contractor shall respond (make contact with the customer and gather problem
description and schedule time for monitoring) to each troubleshooting request within one
(1) business day.

The Contractor shall monitor network traffic on a daily basis using the network traffic
monitoring tools provided by IRD. In addition the Contractor shall investigate and report
any traffic anomalies found to the COTR or her/his designee within four (4) hours.

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract



Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Period of Performance

The services in this task order shall be performed from 9/1/04 through 9/30/05.

5. Deliverables Required .

The contractor shall provide project status, as specified in DRD-07 Contractor Status
Report:

The contractor shall provide a monthly report with the number of user's problem requests
and time spent identifying, analyzing, and recommending a solution.

The contractor shall develop and submit a weekly electronic report using the network
traffic monitoring tools provided by IRD, with daily traffic statistics for the following
main network links. The report shall be available by Monday close of business day. This
list is subject to change based on requirement needs,

• 46 1 and Core 46
• 46 2 and Core 46
• Core 46 and Isocore 46
• Isocore 46 and Isowan

* Core 46 Span Port
• Isocore46 SpanPort

The following network statistics shall be included in the report but not limited to:

• Number discards per day
• Number errors per day

• Average utilization percentage per day
• Peak utilization percentage per day

In addition any anomalies found shall be documented in this report.

The contractor shall provide an electronic report per support task assigned by the network
engineering team documenting issue, data gathering, analysis results and
recommendations within five (5) business days of initial data capture.

6. Travel



Training shall include attendance by one individual at the annual InterOPS
training/conference. The Program Manager shall coordinate all training request via e-
mail with the COTR or his/her designee prior to expenditure of funds.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to submission
into the JETS online system. Data that contains sensitive information shall be processed
by the JETS Program Manager or Task Coordinator and shall not be entered into the
JETS online database.

8. Metrics

Network traffic report shall be delivered close of business day each Monday 95% of the
time.

The analysis report shall be delivered within five (5) business days 95% of the time.

9. Total Cost Summary and Cost Phasing by Month

Cost: $96,753.10
Maximum Award Fee: $6,026.40
Total Cost: $102,779.50

Monthly Cost Phasing - See Attachment 1

Revision Summary of Task Order

Previous Value Rev # Value NewValue
Cost
Fee

Total Cost and Fee



NationalAeronauticsandSpace Administration I

Lyndon8. JohnsonSpace Center ORDER FOR SUPPLIES OR SERVICES I Page 1 of 6
Houston,TX 77058

1. Order No. 2. Date of Order NOTE: MARKALL PACKAGESAND PAPERSWITH ORDER NO.JETS-OPS05-1T-03,Revision1 Seedateinblock10

ContractNo.:NNJ04JA53C Certifiedfor NationalDefense underDPAS (15 CFR 700) DO-C9
3. IssuingOffice: 4. ShipTo:

NASAJohnsonSpace Center,2101 Nasa Parkway TransportationOfficer,Building421
Houston,TX 77058-3696 NASAJohnsonSpace Center
Org./Buyer: KarenAdams Houston,TX 77058-3696

Mark For: Accountable Property

Tel No.: 281-483-1863 Fax: 281-483-7890 Order No.: JETS-OPS05-1T-03,Revision1 NNJ04JA53C
E-mail: karen.d.adams@nasa.9ov

5. Contractor: 6. Deliver On or Before: Seeattachedscheduleofdelivery
Muniz Engineering, Inc.
16903BuccaneerLane,Suite200 F.O.B. Point: Destination
Houston,Texas77058

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
Phone: 281-483-1863 x n/a Fax: 281-483-7890 NASA Johnson Space Center

Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-OPS05-1T-03, Revision 1 NNJO4JA53C

8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order listed on the following page this delivery order is subject to
Reference: instructionsconta nedonthis form and is issuedsubject to the

termsand conditionsof contractnumber:

9. Writtenacceptanceof thisorderbycontractor[I-] ] is, [_] ] is not 10. Name: JessicaC. Miller
required.Signbelowif requiredand returnto contractingofficer.

Name: (Personauthorizedto sign)

Signature: Date:__ Signature: Date:
CONTRACTING OFFICER

11. Schedule
ITEM
NO. DESCRIPTION QUANTITY UNIT QUANTITYORDERED UNIT AMOUNTPRICE ACCEPTED

1 Network Traffic Monitoring and Analysis 1 LOT $123,334.14

Estimated Cost: $ I 16,009.56

Maximum Award Fee $7,324.58

Total Estimated Cost and Fee $123,334.14

12. For JSC Internal Use Only: 13. Total

Requisition No.: n/_3a [] COMP. [] PART. PPC: n/a

Rissue To: IA/GlennRobinson $123,334.14

14. Quant t'es in "Quantity Accepted" Co umn Have Been "---J
[] INSPECTED [] ACCEPTED [] RECEIVED

TO CONFORM TO THE CONTRACT.

ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED.

AuthorizedU,S.GovernmentRepresentative Date
JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)



1. Task Order Number/Title

JETS- OPS05-IT-03 Revision 1 - Network Traffic Monitoring and Analysis

2. Technical Monitor

Primary: IT2/Jose Nunez
Alternate: IT4/Hector Rodriguez

3. Narrative Task Description

The Contractor shall provide the Government with assessment, definition, planning,
implementation, analysis, administration and ongoing operations of the Network
Engineering group network traffic monitoring systems in accordance with SOW 5.1.

The Contractor shall perform network traffic monitoring, network traffic analysis,
network testing and network troubleshooting on the Johnson Space Center Integrated
Network System (JSC INS) which includes the Isolation Network, the Wide Area
Network (WAN) Interface. Upon request, the Contractor shall monitor traffic and

analyze other on-site networks. Data obtained from the monitoring process shall be
analyzed and archived to provide historical statistics and data for trend analysis.
Graphical reports of this data shall be generated and presented to appropriate personnel as
requested by the COTR or his/her designee.

The Contractor shall perform hardware and software requirements definition and
operations for new network traffic monitoring, network traffic analysis, modeling, and
management systems. The Government estimates 3 hardware or software monitoring
system changes shall be implemented during performance of this task order. In addition,
the contractor shall develop and meet project schedules for the implementation of the
new systems. Schedules shall be coordinated with the COTR or his/her designee.

The contractor shall monitor traffic using the following systems but not limited to only
these systems.

• Niksun NetVRC 3.0 (2 units)

• Solarwinds/Orion Network Performance Monitor (1 unit)
• MRTG (1 unit)

• Big Brother BB19C (1 unit)
• NAI Gigabit Sniffer (2 units)
• NAI Portable Sniffer (2 units)

• IPAQ Pocket PC NAI Wireless Sniffer (1 unit)
• Portable Computer (Dolch Sniffer) (1 unit)
• NetOptics Tap (3 units)

• NAI Server ADP 10/100 Sniffer Pod (2 units)
• NAI Server ADP FDDI Sniffer Pod (2 units)

The Contractor shall perform assessment, analysis and troubleshoot issues regarding
network traffic monitoring tools and their respective operating systems ( Windows
NT/2000/2003/XP, Unix and Linux ).



The Contractor shall maintain a thorough understanding of existing and emerging IT

Intemet technologies by providing training to each network analyst in the appropriate
classes in order to develop solutions to implement customer's requirements. In addition
the contractor shall propose new ideas in which the JSC Network Traffic Monitoring,
Management and Operations can be improved.

The Contractor shall provide technical support to review boards such as the Network
Access Control Board (NACB), the Information Resources Directorate Control Board
(IRD ICB) and others as necessary to provide technical expertise for project design
alternatives, provide status of the project implementation, and ensure all project tasks are
meeting milestones. The contractor shall assist the Government in preparing
presentations in support of the above mentioned boards.

The Contractor shall meet with technical, managerial and computer security personnel
from customer organizations to understand and report on detailed computer network
connectivity requirements.

The Contractor shall comply with all JSC IT policies and ensure that IRD management
approves all information before it is disseminated external to IRD.

The contractor shall maintain personnel onsite Monday through Friday, 8:00 AM - 5:00
PM excluding federal holidays in order to accomplish successful day-to-day operations of
the network traffic monitoring, analysis, modeling and management systems listed above.
In addition, the Contractor shall provide 24/7 on-call support for all security related
incidents which may adversely affect the JSC institutional network. The 24/7 on-call
support shall be accomplished via a Govemment-provided pager.

The contractor shall provide support to the network engineering team for issues that are
related to Network Connectivity, including documenting requests to troubleshoot network
connectivity issues, and working directly with end-users and associated contractors as
required to resolve them. In addition, the contractor shall provide an electronic report
documenting issue, data gathering, analysis results and recommendations within five (5)
business days of initial data capture. For issues in which the five (5) business day metric
is not met the contractor shall provide a rationale for not meeting the metric.

The contractor shall respond (make contact with the customer and gather problem
description and schedule time for monitoring) to each troubleshooting request within one
(1) business day.

The Contractor shall monitor network traffic on a daily basis using the network traffic
monitoring tools provided by IRD. In addition the Contractor shall investigate and report
any traffic anomalies found to the COTR or her/his designee within four (4) hours.

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract



Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Period of Performance

The services in this task order shall be performed from 9/1/04 through 9/30/05.

5. Deliverables Required

The contractor shall provide project status, as specified in DRD-07 Contractor Status
Report.

The contractor shall provide a monthly report with the number of user's problem requests
and time spent identifying, analyzing, and recommending a solution.

The contractor shall develop and submit a weekly electronic report using the network
traffic monitoring tools provided by IRD, with daily traffic statistics for the following
main network links. The report shall be available by Monday close of business day. This
list is subject to change based on requirement needs.

• 46 1 and Core 46
• 46 2 and Core 46
• Core 46 and Isocore 46
• Isocore 46 and Isowan

• Core46 SpanPort
• Isocore 46 Span Port

The following network statistics shall be included in the report but not limited to:

• Number discards per day
• Number errors per day
• Average utilization percentage per day
• Peak utilization percentage per day

In addition any anomalies found shall be documented in this report.

The contractor shall provide an electronic report per support task assigned by the network
engineering team documenting issue, data gathering, analysis results and
recommendations within five (5) business days of initial data capture.

6. Travel



Training shall include attendance by one individual at the annual InterOPS

training/conference. The Program Manager shall coordinate all training request via e-
mail with the COTR or his/her designee prior to expenditure of funds.

7. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to submission
into the JETS online system. Data that contains sensitive information shall be processed
by the JETS Program Manager or Task Coordinator and shall not be entered into the
JETS online database.



8. Metrics

Network traffic report shall be delivered close of business day each Monday 95% of the
time.

The analysis report shall be delivered within five (5) business days 95% of the time,

9. Total Cost Summary and Cost Phasing by Month

Cost: $116009.56
Maximum Award Fee: $7,324.58
Total Cost: $123,334.14

Monthly Cost Phasing - See Attachment 1

Revision Summary of Task Order

Revision 1 corrects the estimated cost for Program Management costs omitted in the
original Task Order.

Previous Value Rev # Value New Value

Cost $ 96,753.10 $ 19,256.46 $ 116,009.56
Fee $ 6,026.40 $ 1,298.18 $ 7,324.58
Total Cost and Fee $ 102,779.50 $ 20,554.64 $ 123,334.14
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1. Task Order Number/Title

JETS-OPS05-IT-04 - Hardware and Software Maintenance Agreements

2. Technical Monitor Representative (TMR)

Primary: IT4/Robert T Anderson
Alternate: IT4/Hector Rodriguez

3. Narrative Task Description

The Contractor shall track hardware warranties and software licenses, renewal of
hardware maintenance, software licenses, and software support contracts, for the systems
specified in the Information Resources Directorate (IRD) Maintenance Database, which
was baselined in Attachments J-8 and J-9 of the JETS contract, and are amended by the
changes in Item 11 of this task order. The Contractor shall also negotiate and eslablish
maintenance agreements and software license and support renewals with the vendors and
report status of this activity per DRD-07 (Contractor Status Report). This Task Order
shall be accomplished in accordance with Statement of Work area 4.3.1

Additional hardware and software may be added and deleted during the term of the task
order, the Contractor shall ensure additions and deletions are posted to the IRD
Maintenance Database within 7 calendar days from the receipt of an approved IRD
Service Request (SR) in the Customer Service System (CSS).

The contractor shall provide a point of contact for IRD customers to coordinate the

maintenance schedules. This includes stand-alone equipment located in Attachment J-9,
the designated non-IRD Hardware List.

All hardware and software maintenance functions defined in this task order shall be
reported at the subtask level. Subtasks 1 through 21 correspond to 21 tabs seen in
Attachment J-7 spreadsheet and are defined as follows:

Subtask 1.0 Engineering Computation Facility
Subtask 2.0 CFO Systems LA
Subtask 3.0 IRD IT Security Systems IA
Subtask 4.0 IRD CSS IA
Subtask 5.0 IRD Web IA
Subtask 6.0 CR 945 IA
Subtask 7.0 NetlQ IA
Subtask 8.0 SIDD IA
Subtask 9.0 CSM IA
Subtask 10.0 NASAPOST IA
Subtask 11.0 Network Miscellaneous IA
Subtask 12.0 EDCC IA
Subtask 13.0 DDMS IA
Subtask 14.0 Library Systems IA
Subtask 15.0 Still Digital Imagery Systems IA
Subtask 16.0 Video Servers IA
Subtask 17.0 Graphics and Du-Print Servers IA



Subtask 18.0 PAO Systems AP
Subtask 19.0 JSC Search IA

Subtask 20.0 IMPASS Development IA
Subtask 21.0 Reserved

Additionally, for the items contained in Attachment J-9, Non-IRD Hardware
Maintenance, and Attachment J-8, under the MISC area, the following Subtasks are
defined:

Subtask 22.0 CA Org CA
Subtask 23.0 EA Org EA
Subtask 24.0 JA Org JA

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Performance Standards
None.

5. Period of Performance

The services in this Task Order shall be performed from 9/1/04 through 9/30/05.
This task order includes Hardware and Software maintenance agreements to be renewed
from 9/1/04 - 11/30/04.

6. Deliverables Required

Within 30 days of Contract start, the Contractor shall provide a Maintenance Agreement
and License Renewal Plan for items listed in the IRD Maintenance Database, baselined in
Attachments J-8 and J-9 of the JETS contract per DRD-01 (Management Plan) and
amended by changes in Item 11 of this Task Order.

Starting at 30 days from Contract start, the Contractor shall provide monthly reports on
License Renewal and Maintenance agreement changes for the hardware and software
baselined in Attachments J-8 and J-9 and amended by changes in Item 11 of this Task
Order, and update the IRD Maintenance database within seven business days of a change
in status.



7. Travel

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

8. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database.

9. Metrics

100% on time completion of software license renewals and hardware maintenance
agreements before expiration of current agreements.

10. Total Cost Summary and Cost Phasing by Month

Cost: $306,352.65
Maximum Award Fee: $9,542.23
Total Cost: $315,894.88

Monthly Cost Phasing - See Attachment 1

Revision Summary of Task Order

Previous Value Rev # Value New Value
Cost
Fee

Total Cost and Fee

11. Software Modifications to J-8

The Attachment J-8 Software list is amended as follows:

• The items listed under Area as "Misc." is replaced in its entirely by the
following list:

Operating
Current System
Contract COTS Software Name and and Org CPU Serial NEMS
Identifier Area Version Version Platform Level of Support Code Number Tag

DSSSC Misc. Process(TGV)MNST 2656 VA×6410ARD Productmaint,onlyfor EC EA AG03716428 1115543

DSSSC Misc. Process(TGV)MNST 2656 MV3100MODAL2 Product maint, onlyfor ES EA AB0200072M 1004116



DSSSC Misc. Process(TGV)MNST 2656 MV3100MODAL3 Product maint, only for ES EA AB02000756 1004113

DSSSC Misc. Process(TGV)MNST 2656 VS4060MODAL5 Product maint, only for ES EA AB22106LFS 1238793

DSSSC Misc. Process(TGV)MNST 2656 AXP4610MODAL8 Product maint, only for ES EA AB31904ALC 1292970

DSSSC Misc. DataViewsDVToolsMNT2AABB MVII Product maint, only for EV EA WF6501186 139233

DSSSC Misc. DECVAXSSSVAX4000-200 93049066D 4000-200ESTL1 Product maint, only for EV EA N123771716

DSSSC Misc. DECVAXNMSEXTMDDS 93049066D 4000-200ESTL1 Product maint, only for EV EA N123771716
4000-500

DSSSC Misc. DECDECNETROUTER 93049066D ASDI/ASD Product maint, only for EV EA
4000-500

DSSSC Misc. DECVMSSSSVAX4000-500 93049066D ASDI/ASD Product maint, only for EV EA
4000-500

DSSSC Misc. DECDECSERVER300SSS 93049066D ASDI/ASD Product maint, only for EV EA
4000-500

DSSSC Misc. DECPWLMCCSW/DMDDS 93049066D ASDI/ASD Product maint, only for EV EA

DSSSC Misc. DECULTRIXWSVS2000SNS/OS 93049066D VSTN2000UL Product maint, only for EV EA AB833040546

OSSSC Misc. DECULTRIXWSMDDS 93049066D VSTN2000UL Product maint, only for EV EA AB633040546

DSSSC Misc. Process(TGV)MNST 2656 VAX4200ESTL1 Product maint, only for EV EA N123771716

DSSSC Misc. Process(TGV)MNST 2656 VAX4500ASAD1 Product maint, only for EV EA KA232U7499 1233812

DSSSC Misc. Process(TGV)MNST 2656 MV3100CAD1 Product maint, only for EV EA AB025001V2 1004602

DSSSC Misc. RaxcoPerfectDisk Vax4500ASD1 Product maint, only for EV EA KA232U7499 1233812

DSSSC Misc. WingraNSR900 J469 MM4500 Product maint, only for EV EA KA232U7499 1233812

• The following items listed for the ECF Area are changed from Full
support to Full* support:

• Basic MSC/Nastran

* MSC/Nastran Superelement Option
• MSC/Nastran Aeroelasticity
• MSC/Nastran Design Opt Option
• MSC/Nastran Add CPU Min outside basic

• 200 Client Access Licenses for Windows Server 2003 for the Neoteris
system need to be purchased and added to the software licenses to be
tracked in the IRD Maintenance Database.

Hardware Modifications to J-9

* All items listed in the Non-IRD Hardware List are replaced by the list
contained in JETS-OPS05-IT-04 Attachment 2.xls, attached to this Task
Order.
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1. Task Order Number/Title

JETS-OPS05-IT-04, Revision 1 - Hardware and Software Maintenance Agreements

2. Technical Monitor Representative (TMR)

Primary: IT4/Robert T Anderson

Alternate: IT4/Hector Rodriguez

3. Narrative Task Description

The Contractor shall track hardware warranties and software licenses, renewal of
hardware maintenance, software licenses, and software support contracts, for the systems
specified in the Information Resources Directorate (IRD) Maintenance Database, which
was baselined in Attachments J-8 and J-9 of the JETS contract, and are amended by the
changes in Item 11 of this task order. The Contractor shall also negotiate and establish
maintenance agreements and software license and support renewals with the vendors and
report status of this activity per DRD-07 (Contractor Status Report). This Task Order
shall be accomplished in accordance with Statement of Work area 4.3.1

Additional hardware and software may be added and deleted during the term of the task
order, the Contractor shall ensure additions and deletions are posted to the IRD
Maintenance Database within 7 calendar days from the receipt of an approved IRD
Service Request (SR) in the Customer Service System (CSS).

The contractor shall provide a point of contact for IRD customers to coordinate the

maintenance schedules. This includes stand-alone equipment located in Attachment J-9,
the designated non-IRD Hardware List.

All hardware and software maintenance functions defined in this task order shall be
reported at the subtask level. Subtasks 1 through 21 correspond to 21 tabs seen in
Attachment J-7 spreadsheet and are defined as follows:

Subtask 1.0 Engineering Computation Facility
Subtask 2.0 CFO Systems LA
Subtask 3.0 IRD IT Security Systems IA
Subtask 4.0 IRD CSS IA
Subtask 5./) IRD Web IA
Subtask 6.0 CR 945 IA
Subtask 7.0 NetIQ tA
Subtask 8.0 SIDD IA
Subtask 9.0 CSM IA
Subtask 10.0 NASAPOST IA
Subtask 11.0 Network Miscellaneous IA
Subtask 12.0 EDCC IA
Subtask 13.0 DDMS IA
Subtask 14.0 Library Systems IA
Subtask 15.0 Still Digital Imagery Systems IA
Subtask 16.0 Video Servers IA
Subtask 17.0 Graphics and Du-Print Servers IA



Subtask 18.0 PAO Systems AP
Subtask 19.0 JSC Search IA
Subtask 20.0 IMPASS Development IA
Subtask 21.0 Reserved

Additionally, for the items contained in Attachment J-9, Non-IRD Hardware
Maintenance, and Attachment J-8, under the MISC area, the following Subtasks are
defined:

Subtask 22.0 CA Org CA
Subtask 23.0 EA Org EA
Subtask 24.0 JA Org JA

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Mettles

4. Performance Standards
None.

5. Period of Performance

The services in this Task Order shall be performed from 9/1/04 through 9/30/05.
This task order includes Hardware and Software maintenance agreements to be renewed
from 9/1/04 - 11/30/04.

6. Deliverables Required

Within 30 days of Contract start, the Contractor shall provide a Maintenance Agreement
and License Renewal Plan for items listed in the IRD Maintenance Database, baselined in
Attachments J-8 and J-9 of the JETS contract per DRD-01 (Management Plan) and
amended by changes in Item 11 of this Task Order.

Starting at 30 days from Contract start, the Contractor shall provide monthly reports on
License Renewal and Maintenance agreement changes for the hardware and software
baselined in Attachments J-8 and J-9 and amended by changes in Item 11 of this Task
Order, and update the IRD Maintenance database within seven business days of a change
in status.



7. Travel

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

8. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database.

9. Metrics

100% on time completion of software license renewals and hardware maintenance
agreements before expiration of current agreements.

10. Total Cost Summary

Cost: $321,533.05
Maximum Award Fee: $9,542.23
Total Cost: $331,075.28

Revision Summary of Task Order

Revision 1 - Annual TrackWise Renewal of Product Support for 80 Designated
TrackWise Licenses and TrackWise Customer Access

Previous Value Rev 1 Value New Value
Cost 306,352.50 15,180.55 321533.05
Fee 9,542.23 0 9542.23

Total Cost and Fee 315,894.73 15,180.55 331,075.28

11. Software Modifications to J-8

The Attachment J-8 Software list is amended as follows:

• The items listed under Area as "Misc." is replaced in its entirely by the
following list:



Operating
Current System
Contract COTS Software Name and and Org CPU Serial NEMS
Identifier Area Version Version Platform Level of Support Code Number Tag

DSSSC Misc. Process(TGV)MNST 2656 VAX6410ARD Productmaint,onlyforEC EA AG03716428 1115543

DSSSC Misc. Process(TGV)MNST 2656 MV3100MODAL2 Product maint, onlyfor ES EA AB0200072M 1004116

DSSSC Misc. Process(TGV)MNST 2656 MV3100MODAL3 Product maint, only for ES EA AB0200075S 1004113

DSSSC Misc. Process(TGV)MNST 2656 VS4060MODAL5 Product maint, only for ES EA AB22106LFS 1238793

DSSSC Misc. ' Process(TGV)MNST 2656 AXP4610MODAL8 Product maint, only for ES EA AB31904ALC 1292970

DSSSC Misc. OataViewsDVToolsMNT2AABB MVII Product maint,only for EV EA WF6501186 139233

DSSSC Misc. DECVAXSSSVAX4000-200 93049066D 4000-200ESTL1 Product maint, only for EV EA N123771716

DSSSC Misc. DECVAXNMSEXTMDDS 93049066D 4000-200ESTL1 Product maint,only for EV EA N123771716
4000-500

DSSSC Misc. DECDECNETROUTER 93049006D ASDI/ASD Product maint, only for EV EA
4OOO-500

DSSSC Misc. DECVMSSSSVAX4000-500 93049066D ASDI/ASD Product maint, only for EV EA
4000-500

DSSSC Misc. DECDECSERVER300SS$ 93049066D ASDI/ASD Product maint, only for EV EA
4000-500

DSSSC Misc. DECPWLMCCSW/DMDDS 93049066D ASDI/ASD Product maint, only for EV EA

DSSSC Misc. DECULTRIXWSVS2000SNS/OS 93049066D VSTN2000UL Product maint, only for EV EA AB83304054S

DSSSC Misc. DECULTRIXWSMDDS 93049066D VSTN2000UL Product maint, only for EV EA AB83304054$

DSSSC Misc. Process(TGV)MNST 2656 VAX4200ESTL1 Product maint, only for EV EA N123771716

DSSSC Misc. Process(TGV)MNST 2656 VAX4500ASAD1 Product maint, only for EV EA KA232U7499 1233812

DSSSC Misc. Process(TGV)MNST 2656 MV3100CAD1 Product maint, only for EV EA ABO25001V2 1004602

DSSSC Misc. RaxcePerfectDisk Vax4500ASD1 Product maint, only for EV EA KA232U7499 1233812

DSSSC Misc. WingraNSR900 J469 MV4500 Product maint, only for EV EA KA232U7499 1233812

• The following items listed for the ECF Area are changed from Full
support to Full* support:

• Basic MSC/Nastran

• MSC/Nastran Superelement Option
• MSC/Nastran Aeroelasticity
• MSC/Nastran Design Opt Option
• MSC/Nastran Add CPU Min outside basic

• 200 Client Access Licenses for Windows Server 2003 for the Neoteris
system need to be purchased and added to the software licenses to be
tracked in the IRD Maintenance Database.

Hardware Modifications to J-9

• All items listed in the Non-IRD Hardware List are replaced by the list
contained in JETS-OPS05-IT-04 Attachment 2.xls, attached to this Task
Order.
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1. Task Order Number/Title

JETS-OPS05-1T-04, Revision 3 - Hardware and Software Maintenance Agreements

2. Technical Monitor Representative (TMR)

Primary: IT4/Robert T Anderson
Alternate: IT4/Hector Rodriguez

3. Narrative Task Description

The Contractor shall track hardware warranties and software licenses, renewal of
hardware maintenance, software licenses, and software support contracts, for the systems
specified in the Information Resources Directorate (IRD) Maintenance Database, which
was baselined in Attachments J-8 and J-9 of the JETS contract, and are amended by the
changes in Item 11 of this task order. The Contractor shall also negotiate and establish
maintenance agreements and software license and support renewals with the vendors and
report status of this activity per DRD-07 (Contractor Status Report). This Task Order
shall be accomplished in accordance with Statement of Work area 4.3.1

Additional hardware and software may be added and deleted during the term of the task
order, the Contractor shall ensure additions and deletions are posted to the IRD
Maintenance Database within 7 calendar days from the receipt of an approved IRD
Service Request (SR) in the Customer Service System (CSS).

The contractor shall provide a point of contact for IRD customers to coordinate the
maintenance schedules. This includes stand-alone equipment located in Attachment J-9,
the designated non-IRD Hardware List.

All hardware and software maintenance functions defined in this task order shall be
reported at the subtask level. Subtasks 1 through 21 correspond to 21 tabs seen in
Attachment J-7 spreadsheet and are defined as follows:

Subtask 1.0 Engineering Computation Facility MA, OA
Subtask 2.0 CFO Systems LA
Subtask 3.0 IRD IT Security Systems IA
Subtask 4.0 IRD CSS IA
Subtask 5.0 IRD Web IA
Subtask 6.0 CR 945 IA
Subtask 7.0 NetlQ IA
Subtask 8.0 SIDD IA
Subtask 9.0 CSM IA
Subtask 10.0 NASAPOST IA
Subtask 11.0 Network Miscellaneous IA
Subtask 12.0 EDCC IA
Subtask 13.0 DDMS IA

Subtask 14.0 Library Systems IA
Subtask 15.0 Still Digital Imagery Systems IA
Subtask 16.0 Video Servers IA
Subtask 17.0 Graphics and Du-Print Servers IA



Subtask 18.0 PAO Systems AP
Subtask 19.0 JSC Search IA
Subtask 20.0 IMPASS Development IA
Subtask 21.0 Reserved

Additionally, for the items contained in Attachment J-9, Non-IRD Hardware
Maintenance, and Attachment J-8, under the MISC area, the following Subtasks are
defined:

Subtask 22.0 CA Org CA
Subtask 23.0 EA Org EA
Subtask 24.0 JA Org JA

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perfot-iu all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Performance Standards
None.

5. Period of Performance

The services in this Task Order shall be performed from 9/1/04 through 8/30/05.



6. Deliverables Required

Within 30 days of Contract start, the Contractor shall provide a Maintenance Agreement
and License Renewal Plan for items listed in the IRD Maintenance Database, baselined in
Attachments J-8 and J-9 of the JETS contract per DRD-01 (Management Plan) and
amended by changes in Item 11 of this Task Order.

Starting at 30 days from Contract start, the Contractor shall provide monthly reports on
License Renewal and Maintenance agreement changes for the hardware and software
baselined in Attachments J-8 and J-9 and amended by changes in Item 11 of this Task
Order, and update the IRD Maintenance database within seven business days of a change
in status.

7. Travel

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

8. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database.

9. Metrics

100% on time completion of software license renewals and hardware maintenance
agreements before expiration of current agreements.

10. Total Cost Summary

Cost: $1,164,438.86
Maximum Award Fee: $ 6,772.75
Total Cost: $1,171,211.61

Revision Summary of Task Order



Revision 2 corrects the estimated cost for Program Management Costs previously omitted and
extends the period of performance through 8/31/05.

Revision 1 - Annual TrackWise Renewal of Product Support for 80 Designated TrackWise
Licenses and TrackWise Customer Access

Previous Value Rev 2 New Value

Cost $ 321,533.50 $ 842,905.36 $ 1,164,438.86

Fee $ 9,542.23 $ (2,769.48) $ 6,772.75
Total Cost and Fee $ 331,076.28 $ 840,136.33 $ 1,171,211.61

ll. Software Modifications to J-8

The Attachment J-8 Software list is amended as follows:

* The items listed under Area as "Misc." is replaced in its entirely by the
following list:

'Operating
Current System
Contract COTS Software Name and and Org CPU Serial NEMS
Identifier Area Version Version Platform Level of Support Code Number Tag
DSSSC Misc. Process(TGV)MNST 2656 VAX6410ARD Product maint,only for EC EA AG03716428 1115543

DSSSC Misc. Process(TGV)MNST 2656 MV3100MODAL2 Product maint, only for ES EA AB0200072M 1004116

DSSSC Misc. Process(TGV)MNST 2656 MV3100MODAL3 Product maint, only for ES EA A802000756 1004113

DSSSC Misc. Process(TGV)MNST 2656 VS4060MODAL5 Product maint, only for ES EA AB22106LFS 1238793

DSSSC Misc. Process(TGV)MNST 2656 AXP4610MODAL8 Product maint, only for ES EA AB31904ALC 1292970

DSSSC Misc. DataViewsDVToolsMNT2AA BB MVII Product maint, only for EV EA WF6501186 139233

DSSSC Misc. DECVAXSSSVAX4000-200 93049066D 4000-200ESTL1 Product maint, only for EV EA N123771716

DSSSC Misc. DECVAX/VMSEXTMDDS 93049066D 4000-200ESTL1 Product maint, only for EV EA N123771716
4000-500

DSSSC Misc. DECDECNETROUTER 930490660 ASDI/ASD Product maint, only for EV EA
4000-500

DSSSC Misc. DECVMSSSSVAX4000-500 93049066D ASDI/ASD Product maint, only for EV EA
4000-500

DSSSC Misc. DECDECSERVER300SSS 93049066D ASDI/ASD Product maint, only for EV EA
4000-500

DSSSC Misc. DECPWLMCCSW/DMDDS 93049066D ASDI/ASD Product maint, only for EV EA

DSSSC Misc. DECULTRIXWSVS2000SNS/OS 93049066D VSTN2000UL Product maint, only for EV EA A8833040546

DSSSC Misc. DECULTRIXWSMDDS 93049066D VSTN2000UL Product maint, only for EV EA A8833040546

DSSSC Misc. Process(TGV)MNST 2656 VAX4200ESTL1 Product maint, only for EV EA N123771716

DSSSC Misc. Process(TGV)MNST 2656 VAX4500ASAD1 Product maint, only for EV EA KA232U7499 1233812

DSSSC Misc. Process(TGV)MNST 2656 MV3100CAD1 Product maint, only for EV EA AB025001V2 1004602

DSSSC Misc. RaxcoPerfectDisk Vax4500ASD1 Product maint, only for EV EA KA232U7499 1233812

DSSSC Misc. WingraNSR900 J469 MV4500 Product maint, only for EV EA KA232U7499 1233812

* The following items listed for the ECF Area are changed from Full
support to Full* support:

e Basic MSC/Nastran

• MSC/Nastran Superelement Option



• MSC/Nastran Aeroelasticity
• MSC/Nastran Design Opt Option
• MSC/Nastran Add CPU Min outside basic

• 200 Client Access Licenses for Windows Server 2003 for the Neoteris
system need to be purchased and added to the software licenses to be
tracked in the IRD Maintenance Database.

Hardware Modifications to J-9

• All items listed in the Non-IRD Hardware List are replaced by the list
contained in JETS-OPS05-IT-04 Attachment 2.xls, attached to this Task
Order.
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1. Task Order Number/Title

JETS-OPS05-1T-04, Revision 3 - Hardware and Software Maintenance Agreements

2. Technical Monitor Representative (TMR)

Primary: IT4/Robert T Anderson

Alternate: IT4/Hector Rodriguez

3. Narrative Task Description

The Contractor shall track hardware warranties and software licenses, renewal of
hardware maintenance, software licenses, and software support contracts, for the systems
specified in the Information Resources Directorate (IRD) Maintenance Database, which
was baselined in Attachments J-8 and J-9 of the JETS contract, and are amended by the
changes in Item 11 of this task order. The Contractor shall also negotiate and establish
maintenance agreements and software license and support renewals with the vendors and
report status of this activity per DRD-07 (Contractor Status Report). This Task Order
shall be accomplished in accordance with Statement of Work area 4.3.1

Additional hardware and software may be added and deleted during the term of the task
order, the Contractor shall ensure additions and deletions are posted to the IRD
Maintenance Database within 7 calendar days from the receipt of an approved IRD
Service Request (SR) in the Customer Service System (CSS).

The contractor shall provide a point of contact for IRD customers to coordinate the

maintenance schedules. This includes stand-alone equipment located in Attachment J-9,
the designated non-IRD Hardware List.

All hardware and software maintenance functions defined in this task order shall be
reported at the subtask level. Subtasks 1 through 21 correspond to 21 tabs seen in
Attachment J-7 spreadsheet and are defined as follows:

Subtask 1.0 Engineering Computation Facility MA, OA
Subtask 2.0 CFO Systems LA
Subtask 3.0 IRD IT Security Systems IA
Subtask4.0 IRD CSS IA
Subtask 5.0 IRD Web IA
Subtask 6.0 CR 945 IA
Subtask 7.0 NetlQ IA
Subtask 8.0 SIDD IA
Subtask 9.0 CSM IA
Subtask 10.0 NASAPOST IA
Subtask 11.0 Network Miscellaneous IA
Subtask 12.0 EDCC IA
Subtask 13.0 DDMS IA
Subtask 14.0 Library Systems IA
Subtask 15.0 Still Digital Imagery Systems IA
Subtask 16.0 Video Servers IA
Subtask 17.0 Graphics and Du-Print Servers IA



Subtask 18.0 PAO Systems AP
Subtask 19.0 JSC Search IA
Subtask 20.0 IMPASS Development IA
Subtask 21.0 Reserved

Additionally, for the items contained in Attachment J-9, Non-IRD Hardware
Maintenance, and Attachment J-8, under the MISC area, the following Subtasks aredefined:

Subtask 22.0 CA Org CA
Subtask 23.0 EA Org EA
Subtask 24.0 JA Org JA

The contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management andAdministration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations
3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Performance Standards
None.

5. Period of Performance

The services in this Task Order shall be performed from 9/1/04 through 9/30/05.



6. Deliverables Required

Within 30 days of Contract start, the Contractor shall provide a Maintenance Agreement
and License Renewal Plan for items listed in the IRD Maintenance Database, baselined in
Attachments J-8 and J-9 of the JETS contract per DRD-01 (Management Plan) and
amended by changes in Item 11 of this Task Order.

Starting at 30 days from Contract start, the Contractor shall provide monthly reports on
License Renewal and Maintenance agreement changes for the hardware and software
baselined in Attachments J-8 and J-9 and amended by changes in Item 11 of this Task
Order, and update the IRD Maintenance database within seven business days of a change
in status.

7. Travel

The Program Manager shall coordinate all training request via e-mail with the COTR or
his/her designee prior to expenditure of funds.

8. Special Requirements

The JETS mailbox will be utilized primarily to track work request that include multiple
milestones over an extended period of time or any work request that requires a
reprioritization of workload.

The contractor shall utilize the JETSonline database to track action items pertaining to
this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JETS online system. Data that contains sensitive information shall be
processed by the JETS Program Manager or Task Coordinator and shall not be entered
into the JETS online database.

9. Metrics

100% on time completion of software license renewals and hardware maintenance
agreements before expiration of current agreements.

10. Total Cost Summary

Cost: $1,164,438.86
Maximum Award Fee: $ 6,772.75
Total Cost: $1,171,211.61

Revision Summary of Task Order



Revision 3 reconciles the period of performance with the total cost. The period of performance
for this Task Order is 9/1/04 through 9/30/05.

Revision 2 corrects the estimated cost for Program Management Costs previously omitted and
extends the period of performance through 8/31/05.

Revision 1 - Annual TraekWise Renewal of Product Support for 80 Designated TrackWise
Licenses and TrackWise Customer Access

jPreviousValue Revision3 CurrentValue
$' 1,164,438.86 $ $ 1,164,438.86
$ 6,772.75 $ $ 6,772.75
$ 1,171,211.61 $ $ 1,171,211.61

11. Software Modifications to J-8

The Attachment J-8 Software list is amended as follows:

• The items listed under Area as "Misc." is replaced in its entirely by the
following list:

Operating
Current System
Contract COTS Software Name and and Org CPU Serial NEMS
Identifier Area Version Version Platform Level of Support Code Number Tag
DSSSC Misc. Process(TGV)MNST 2656 VAX6410ARD Product maint, only for EC EA AG03716428 1115543

DSSSC Misc. Process(TGV)MNST 2656 MV3100MODAL2 Product maint,only for ES EA AB0200072M 1004116

DSSSC Misc. Process(TGV)MNST 2656 MV3100MODAL3 Product maint, only for ES EA A80200075S 1004113

DSSSC Misc. Process(TGV)MNST 2656 VS4060MODAL5 Product maint, only for ES EA AB22106LFS 1238793

DSSSC Misc. Process(TGV)MNST 2656 AXP4610MODAL8 Product maint, only for ES EA AB31904ALC 1292970

DSSSC Misc. DataViewsDVToolsMNT2AABB MVII Productmaint, only for EV EA WF6501186 139233

DSSSC Misc. DECVAXSSSVAX4000-200 93049066D 4000-200ESTL1 Product maint, only for EV EA N123771716

DSSSC Misc. DECVAX/VMSEXTMDDS 93049066D 4000-200ESTL1 Product maint, only for EV EA N123771716
4000-500

DSSSC Misc. DECDECNETROUTER 93049066D ASDI/ASD Product maint, only for EV EA
4000-500

DSSSC Misc. DECVMSSSSVAX4000-500 93049066D ASDI/ASD Product maint, only for EV EA
4000-500

DSSSC Misc. DECDECSERVER300$SS 93049066D ASDI/ASD Product maint, only for EV EA
4000-500

DSSSC Misc. DECPWLMCCSW/DMDDS 93049066D ASDI/ASD Product maint, only for EV EA

DSSSC Misc. DECULTRIXWSVS2000SNS/OS 93049066D VSTN2000UL Product maint, only for EV EA A883304054S

DSSSC Misc. DECULTRIXWSMDDS 93049066D VSTN2000UL Product maint, only for EV EA A883304054S

DSSSC Misc. Process(TGV)MNST 2656 VAX4200ESTL1 Product maint, only for EV EA N123771716

DSSSC Misc. Process(TGV)MNST 2656 VAX4500ASAD1 Product maint, only for EV EA KA232U7499 1233812

DSSSC Misc. Process(TGV)MNST 2656 MV3100CAD1 Product maint, only for EV EA AB025001V2 1004602

DSSSC Misc. RaxcoPerfectDisk Vax4500ASD1 Product maint, only for EV EA KA232U7499 1233812

DSSSC Misc. WingraNSR900 J469 MV4500 Product maint, only for EV EA KA232U7499 1233812

• The following items listed for the ECF Area are changed from Full
support to Full* support:

• Basic MSC/Nastran



• MSC/Nastran Superelement Option
• MSC/Nastran Aeroelasticity

• MSC/Nastran Design Opt Option
• MSC/Nastran Add CPU Min outside basic

• 200 Client Access Licenses for Windows Server 2003 for the Neoteris
system need to be purchased and added to the software licenses to be
tracked in the IRD Maintenance Database.

Hardware Modifications to J-9

• All items listed in the Non-IRD Hardware List are replaced by the list
contained in JETS-OPS05-IT-04 Attachment 2.xls, attached to this Task
Order.
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1. Task Order Number/Title

JETS-PRJ05-IP-01 - Security Data Warehouse (SDW)

2. Technical Manager's Representative (TMR)

Primary: Robert Hennan (IP)
Alternate: Paul T. Wilson (IP)

3. Narrative Task Description

The contractor shall be responsible for completing the SDW Project. The closeout of
the SDW project requires migration of the current pilot system to the Government
furnished operational platform.

The contractor shall be responsible for integrating additional data sources as directed by
the TMR. The additional data sources shall include System Management Server (SMS),
Patchlink Inventory, Domain Controller event logs, and the Asset Management System
(AMS) Network Configuration Control Project (NCCP) data. (SMS, AMS-NCCP data
sources are available via the ODIN contract).

The contractor shall continue to be responsible for the operations and maintenance of the
pilot system through the transition to the production environment. Specifically the
contractor shall

• Operate and maintain the pilot system (Including, loading data, performing data
integrity checks, and performing data validation,)

• Support ad-hoc reporting as directed by the COTR/or his/her designee
• Generation of standard reports including

o Vulnerability reduction program
o JSC System Inventory
o System History
o Login History

The contractor shall be responsible for coordinating and creating all project-related
documentation, including schedules, readiness reviews, and supporting Information
Resources Directorate (IRD) meetings as required to successfully accomplish this Task
Order.

As requested by the COTR or his/her designee, the contractor shall perform security
awareness training, provide technical support, and share technical knowledge as needed
to support the overall improvement of Information Technology (IT) security at the
Center.

The contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support
IT security incident, investigations and forensics analyses.

4. Key Schedule Milestones / Completion Date



The items in this Task Order shall be completed by 03/30/05. An updated Project Plan
shall be delivered to the COTR or his/her designee within 30 calendar days from task
order start.

5. Deliverables Required

The contractor shall complete the SDW Project in accordance with the major milestones
of the project plan as per JSC-49861 IRD Project Life Cycle Guidelines.

Activity Planned Completion
Date

Project Plan Deliverable 9/30/04
Project Plan Approval 10/7/04
System Requirements Review 10/21/04
Deployment Plan 10/21/04
Critical Design Review 12/08/04
Test Plan and User Guide 1/21/05

System Administration/Programmer's Guide 1/21/05
System Test Review 1/28/05
Customer Acceptance Test Results 2/4/05
Operational Readiness Review 3/3/05
Operational 3/30/05

6. Special Requirements

None

7. Metrics

None



8. Firm Fixed Price Milestone Payments

Progress payments are based upon completion of the following project plan milestones.

9/7/04 Project Plan Approval
10/21/04 System Requirements Review
12/8/04 Critical Design Review
1/28/05 System Test Review
3/3/05 Operational Readiness Review
3/30/05 Operational

Summary of Task Order
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1. Task Order Number/Title

JETS-PRJ05-IP-01, Revision 1 - Security Data Warehouse (SDW)

2. Technical Manager's Representative (TMR)

Primary: Robert Hennan (IP)
Alternate: Paul T. Wilson (IP)

3. Narrative Task Description

The contractor shall be responsible for completing the SDW Project. The closeout of
the SDW project requires migration of the current pilot system to the Government
furnished hardware platform. The contractor shall be responsible for the procurement of
two copies of the Red Hat Linux Enterprise AS operating system for the production and
development platform.

The contractor shall be responsible for integrating additional data sources as directed by
the TMR. The additional data sources shall include System Management Server (SMS),
Patchlink Inventory, Domain Controller event logs, and the Asset Management System
(AMS) Network Configuration Control Project (NCCP) data. (SMS, AMS-NCCP data
sources are available via the ODIN contract).

The contractor shall continue to be responsible for the operations and maintenance of the
pilot system through the transition to the production environment. Specifically the
contractor shall

* Operate and maintain the pilot system (Including, loading data, performing data
integrity checks, and performing data validation,)

• Support ad-hoc reporting as directed by the COTR/or his/her designee
• Generation of standard reports including

o Vulnerability reduction program
o JSC System Inventory
o System History
o Login History

The contractor shall be responsible for coordinating and creating all project-related
documentation, including schedules, readiness reviews, and supporting Information
Resources Directorate (IRD) meetings as required to successfully accomplish this Task
Order.

As requested by the COTR or his/her designee, the contractor shall perform security
awareness training, provide technical support, and share technical knowledge as needed
to support the overall improvement of Information Technology (IT) security at the
Center.

The contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support
IT security incident, investigations and forensics analyses.



4. Key Schedule Milestones / Completion Date

The items in this Task Order shall be completed by 03/30/05. An updated Project Plan
shall be delivered to the COTR or his/her designee within 30 calendar days from taskorder start.

5. Deliverables Required

The contractor shall complete the SDW Project in accordance with the major milestones
of the project plan as per JSC-49861 IRD Project Life Cycle Guidelines.

Activity Planned Completion
Date

Project Plan Deliverable 9/30/04
Project Plan Approval 10/7/04
System Requirements Review 10/21/04
Deployment Plan 10/21/04
Critical Design Review 12/08/04
Test Plan and User Guide 1/21/05
System Administration/Programmer,s Guide 1/21/05
System Test Review 1/28/05
Customer Acceptance Test Results 2/4/05
Operational Readiness Review 3/3/05
Operational 3/30/05

6. Special Requirements

None

7. Metrics

None

8. Firm Fixed Price Milestone Payments

Progress payments are based upon completion of the following project plan milestones.

!0/7/04 Project Plan Approval
10/21/04 System Requirements Review
12/8/04 Critical Design Review
1/28/05 System Test Review
3/3/05 Operational Readiness Review
3/30/05 Operational
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3. IssuingOffice: 4. ShipTo:

NASA JohnsonSpace Center,2101 Nasa Parkway TransportationOfficer, Building421
Houston,TX 77058-3696 NASA JohnsonSpace Center
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5. Contractor:
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8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditionsof Purchaseaccordance with the conditions specified on this order.
Order listed on the fo low ng page, this delivery order is subject to

Reference: instruct ons contained on this form and is issued subject to the
terms and conditions of contract number:

9. Written acceptance of this orclerby contractor [[] ] is, [[_ ] is not 10. Name: Jess ca C. Millerrequired. Sign below if required and retum to contracting officer.

Name: _ (Person authorized to sign)

Signature: Date: Signature: Date:
CONTRACTING OFFICER

ITEM 11. Schedule

NO. DESCRIPTION QUANTITY UNIT QUANTITY
ORDERED PRICE AMOUNT

__ ACCEPTE
1 Security Data Warehouse i $44,538.40

Revision 2

This is a Firm fixed Price Task Order

Total Estimated Cost and Fee $44,538.40

12. For JSC Internal Use Only:
13. Total

Requisition No.: n/a [] COMP. [] PART. PPC: n/_aa
Rissue To: lA/GlennRobinson $44,538.40

14. Quantitiesin ' • ,,QuanttyAccepted ColumnHave Been
[] INSPECTED [] ACCEPTED [] RECEIVED
TO CONFORM TO THE CONTRACT.

ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED.

Authorized U.S. Government Representative Date
JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)



1. Task Order Number/Title

JETS-PRJ05-IP-01, Revision 2 - Security Data Warehouse (SDW)

2. Teehuieal Manager's Representative (TMR)

Primary: Robert Hennan (IP)
Alternate: Paul T. Wilson (IP)

3. Narrative Task Description

The contractor shall be responsible for completing the SDW Project. The closeout of
the SDW project requires migration of the current pilot system to the Government
furnished hardware platform.. This shall include a production system and a separate
development system. The contractor shall be responsible for the procurement of two
copies of the Red Hat Linux Enterprise AS operating system for the production and
development platform.

The contractor shall be responsible for integrating additional data sources as directed by
the TMR. The additional data sources shall include System Management Server (SMS),
Patchlink Inventory, Domain Controller event logs, and the Asset Management System
(AMS) Network Configuration Control Project (NCCP) data. (SMS, AMS-NCCP data
sources are available via the ODIN contract). White Sands Test Facility (WSTF)
databases shall be integrated with the SDW. The WSTF databases shall include DHCP
logs, login-scripts, PatchLink Inventory, and scan data.

The contractor shall provide support to the Institute for Defense Analysis (IDA)
personnel in a collaborative study defined by a Space Act Agreement between IDA and
JSC. The collaboration will include integration of IDA's distributed cyber defense tool
with the SDW's Application Programming Interface (API). This support is expected to
require an average of 6 hours per week beginning 2/14/05, and continuing through the
entire period of this Task Order. This activity shall include prototyping of incident
response scenarios using the integrated tools.

The contractor shall continue to be responsible for the operations and maintenance of the
pilot system through the transition to the production environment. Specifically the
contractor shall

• Operate and maintain the pilot system (Including, loading data, performing data
integrity checks, and performing data validation,)

• Support ad-hoc reporting as directed by the COTR/or his/her designee
• Generation of standard reports including

o Vulnerability reduction program
o JSC System Inventory
o System History
o Login History

The contractor shall be responsible for coordinating and creating all project-related
documentation, including schedules, readiness reviews, and supporting Information



Resources Directorate (IRD) meetings as required to successfully accomplish this Task
Order.

As requested by the COTR or his/her designee, the contractor shall perform security
awareness training, provide technical support, and share technical knowledge as needed
to support the overall improvement of Information Technology (IT) security at the
Center.

The contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support
IT security incident, investigations and forensics analyses.

4. Key Schedule Milestones / Completion Date

The items in this Task Order shall be completed by 08/31/05. An updated Project Plan
shall be delivered to the COTR or his/her designee within 30 calendar days from task
order start.

5. Deliverables Required

The contractor shall complete the SDW Project in accordance with the major milestones
of the project plan as per JSC-49861 IRD Project Life Cycle Guidelines.

Activity Planned Completion
Date

Project Plan Deliverable 9/30/04
Project Plan Approval 10/7/04
System Requirements Review 10/21/04
Deployment Plan 10/21/04
Critical Design Review 12/08/04
Initial Test Plan and User Guide 1/21/05
System Test Review 1/28/05
Initial System Administration/Programmer's Guide 3/21/05
Transition to new hardware platform 6/16/05
Incident/Event Data Model 6/30/05
Updated Test Plan and User Guide 7/28/05
Updated System Administrator's Programmer's Guide 8/11/05
Data Loader Test Results 8/15/05
Customer Acceptance Test Results 8/30/05
Operational Readiness Review 9/15/05
Operational 9/30/05

The contractor shall install the Government furnished production and development
hardware in one of the Boundary Services cabinets. This shall include integration of the
equipment with the existing KVM switch, electrical power, and network switch. The
contractor shall ensure that the hardware BIOS is up to date and will configure the RAID
systems for the internal disks as well as the external disk enclosure included with the



production platform. The installation and configuration of the Operating System for the
two platforms are excluded from this task order.

6. Metrics

None

8. Firm Fixed Price Milestone Payments

Progress payments are based upon completion of the following project plan milestones.

10/7/04 Project Plan Approval
10/21/04 System Requirements Review
12/8/04 Critical Design Review
12/28/04 CDR Software Purchase
6/16/05 Transition to New Hardware

6/30/05 Incident/Event Data Model IDA Support
7/14/05 WSTF Data Integration
7/28/05 Updated Test Plan and User Guide

8/11/05 Updated System Administrator's Programmers Guide
8/25/05 Data Loader Test Results
9/15/05 Operational Readiness Review
9/30/05 Operational

Balance of milestone payments to be proposed by contractor based on revised schedule:

Revision 2 - Addition of WSTF support, Department of Defense collaboration project
and migration to new development and production platforms.

Revision 1 - Addition of Red Hat Enterprise Operating System (2 copies)-
Summary of Task Order
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1. Order No. 2. Date of Order NOTE; MARK ALL PACKAGES AND PAPERS WITH ORDER NO.JETS-PRJ06-1T-01 Seedateinblock10
Contract:NNJ04JA63C Certifiedfor NationalDefenseunderDPAS (15 CFR 700) DO-C9
3. IssuingOffice: 4. Ship To:

NASA JohnsonSpace Center,2101 Nasa Parkway TransportationOfficer, Building421
Houston,TX 77058-3696 NASA JohnsonSpace Center
Org./Buyer:AnnE. Bronson Houston,TX 77058-3696

Mark For: Accountable Property

Tel No.: 281-483-9889 Fax: 281-483-4066 Order No.: JETS-PRJ06-1T-01
E-mail: ann.e.bronson@nasa.qov
5. Contractor: 6. DeliverOn or Before:
MunizEngineering,Inc.
2525 Bay Area Boulevard,Suite300 F.O.B. Point:Destination
Houston,TX 77058

DiscountTerms: Net 30 Days.

7. BILLINGADDRESS:

Phone:281-283-6031 x n.a. Fax: 281-283-6162 NASA JohnsonSpace Center
Attn: LF231/AccountsPayableGroup
Houston,TX 77058-3696

TIN: CAGE CODE: Order No.:JETS-PRJ06-1T-01

8. Type of Order:
[] PURCHASE: Please furnishthe followingin [] DELIVERY: Exceptfor the Termsand Conditionsof Purchase

accordancewith the conditionsspecifiedonthisorder. Order listedonthe followingpage, thisdeliveryorder is subjectto
Reference: instructionscontainedon thisform and is issuedsubjectto the

terms andconditionsof contractnumber:

9. Wdtten acceptanceof thisorderby contractor[i-'3] is, [_] ] is not 10. Name: Ann E. Bronson
required.Sign belowif requiredand returnto contractingofficer.

Name: __ (Personauthorizedto sign)

Signature: Date: __ Signature: Date: __
CONTRACTING OFFICER

11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO, DESCRIPTION ORDERED UNIT PRICE AMOUNT ACCEPTED

1 DesignDataManagementSystems(DDMS)Server 1 LOT 13,946.87

Estimated Cost: $12,913.76

Maximum Award Fee: $ 1,033.11

Total Estimated Cost and Fee: $13,946.87

i

12. For JSC Internal Use Only: 13. Total
Requisition No.: n.a. [] COMP. [] PART. PPC:

$ 13,946.87
Rissue To: IA/Glenn Robinson

14, Quantities in "Quantity Accepted" Column Have Been
[] INSPECTED [] ACCEPTED [] RECEIVED

TO CONFORM TO THE CONTRACT.

ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED.

Authorized U.S. Government Representative Date

JSC Form 1429 (Rev November 10, 2004) (MS Word August 1995)
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National Aeronautics and Space Administration |

Lyndon B. JohnsonSpace Center ORDER FOR SUPPLIES OR SERVICES 1 Page I of 13Houston,TX 77058

1. Order No. 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.JETS-OPS06-1C-01 Seedateinblock10
Contract:NNJ04JA53C Certifiedfor NationalDefense underDPAS (15 CFR 700) DO-C9
3. IssuingOffice: 4. ShipTo:

NASA JohnsonSpace Center,2101 Nasa Parkway TransportationOfficer, Building421
Houston,TX 77058-3696 NASA JohnsonSpace Center
OrgJBuyer:AnnE. Bronson Houston,TX 77058-3696

MarkFor: Accountable Property

Tel No.: 281-483-9889 Fax: 281-483-4066 OrderNo.: JETS-OPSO6-1C-01
E-mail: ann.e.bronson_,nasa.flov

5. Contractor: 6. DeliverOn or Before:
Muniz Engineering,Inc.
2525 BayArea Boulevard,Suite300 F.O.B. Point: Destination
Houston,TX 77058

DiscountTerms: Net 30 Days.

7. BILLINGADDRESS:

Phone:281-283-6031 x Fax: 281-283-6162 NASA JohnsonSpace Center
,Attn: LF231/AccountsPayable Group
Houston,TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-OPS06-1C-01

8. Type of Order:
[] PURCHASE: Pleasefurnishthe followingin [] DELIVERY: Exceptfor the Termsand Conditionsof Purchase

accordancewith the conditionsspecifiedon thisorder. Order listedon the followingpage, thisdeliveryorder issubjectto
Reference: instructionscontainedonthis form and is issuedsubjectto the

termsand conditionsof contractnumber:NNJ04JA53C

9. Writtenacceptanceof thisorderby contractor[l-I ] is, [[_ ] is not 10. Name:
required.Sign belowif requiredand returnto contractingofficer.

Name: __ (Personauthodzedto sign) Origina/ signed by Jessica C. Mi//er 10/27/05

Signature: Date: Signature: Date: __
CONTRACTING OFFICER

11. Schedule
ITEM QUANTITY UNIT QUANTITY

DESCRIPTION UNIT AMOUNTNO. ORDERED PRICE ACCEPTED

1 EVA Office information Technology Services 1 lot 89,878.67

EstimatedCost: $84,125.59

MaximumAwardFee: $ 5,753.08

TotalEstimatedCostandFee: $89,878.67

12. For JSC Internal Use Only: 13. Total
Requisition No.: [] COMP. [] PART. PPC:

Rissue To: IA/Glenn Robinson 89,878.67

14. Quantities in "Quantity Accepted" Column Have Been
[] INSPECTED [] ACCEPTED [] RECEIVED

TOCONFORMTOTHECONTRACT.
ACCEPTANCEWILLBEATJSCUNLESS BY:
THERWISENOTED.

Authorized U.S. Government Representative Date

JSC Form1429 (Rev March 3, 2004) (MS Word August 1995)



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

Task Order Approvals

Task Order: JETS-OPS06-IC-01 - EVA Office Information Technology Services

Approved Technical Evaluation Received

Performance Period: October 1, 2005 - August 31, 2006

Funding Organization(s):

Task Order Value:

Cost: $84,125.59

Maximum Award Fee $ 5,753.08

Total Cost: $89,878.67

Approved By:

JSC JETS Budget Analyst Date

Approved By:
JSC JETS TMR Date

Approved By:
JSC JETS COTR Date

Approved By:
Manager, IT Information Technology Division Date

Approved By:

JSC JETS Contracting Officer Date

JETS 2



JSCEnablingTechnologyandSecurity(JETS)
NNJ04JA53C

1. Task Order Number/Title

JETS-OPS06-IC-01 - EVA Office Information Technology Services

2. Technical Monitor Representative (TMR)

Primary: Greg Lestourgeon/XA
Alternate: Dianne L. Robinson/IC

3. Narrative Task Description

a. The Contractor shall be responsible for the daily IT support of the EVA Office (Code XA),
as specified in the JETS Statement of Work (SOW) areas 4.2, 4.3, 4.4, 5.0, 5.2, 5.4, and 5.5.

b. The Contractor shall provide support to ODIN and OneEVA for obtaining the concurrence
of the Contracting Officer's Technical Representative (COTR) or his/her designee to perform all
scheduled hardware and software upgrades, maintenance outages, and software patch
installations.

c. The Contractor shall be responsible for coordinating with associate contractors for all
applicable software upgrades, maintenance outages, and software patch installations.

d. The Contractor shall provide technical expertise at IRD boards and meetings, such as the
Network Access Control Board (NACB). The NACB typically meets once each week for one to
three hours. Additional ad-hoc special NACB meetings and other working group meetings may
be required, generally not exceeding two to three hours per week. In addition, the Contractor
shall attend the IT Steering Council (meets twice monthly) and the IRD Customer Forum (meets
once a month). The Contractor shall report back to the organization any issues which will
impact the organization. Information on IT events or new capabilities will either be distributed
via email or discussed during staff meetings.

e. The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM -
5:00 PM in order to accomplish successful day-to-day IT operations. In addition, the Contractor
shall provide 24/7 on-call support for all security-related incidents which may adversely affect
the EVA Office. The 24/7 on-call support shall be accomplished via a Contractor provided
pager. If the Contractor detects or is notified via Government provided automated means (such
as an e-mail or pager alert) of a potential security issue, the Contractor shall notify the JSC IT
Security Office by calling the IT Security Duty Phone and coordinating as required with
associate contractors. The Contractor shall assist all members of the EVA Office in reducing the
number of unsolicited emails and work with the Consolidated Help Desk ifa virus is suspected
on a user workstation.

f. The Contractor shall provide support to the EVA Office user community working directly
with end-users and associate contractors to resolve user-reported issues. Based on the current
environment, approximately sixteen (20) hours per week are required for the investigation and
resolution of user-reported issues. The Contractor shall make contact with the end-user within

JETS 3



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

one (1) business day of a reported issue. The Contractor shall coordinate with off-site personnel
assigned to the EVA Office and assure commonality of hardware/software.

g. The Contractor shall be responsible for assisting in the installation and use of Public Key
Infrastructure (PKI).

h. The Contractor shall provide support for the maintenance of the ODIN laptop loan pool for
the EVA office. This will include ensuring that ODIN has the correct information for log
tracking (user and due date), configuring the laptops for individual users and ensuring wipe and
load are performed when laptops are returned (if necessary). The Contractor shall provide
support for users to check out end-user take-home software and maintain a log of checked out
software.

i. The Contractor shall maintain and assure the accuracy of the Customer Service System
(CSS) database. The Contractor shall receive all requirements for new IT or telephone
equipment and write all Service Requests (SR's) required to obtain the IT or telephone
equipment. The contractor shall write all SR's for moves within the EVA Office. The
Contractor shall write all SR's for new ID's or changes to existing ID's. The Contractor shall
review all SR's written for off-site EVA Office personnel to assure accuracy and where new
items are being purchased, assure these are in compliance with the EVA Office IT Plan and
provide for commonality between on-site hardware and software.

j. The Contractor shall provide support for obtaining for all file access rights for any share
directory and maintain records. The Contractor shall be knowledgeable of the XA Web site and
do routing updates, and minor programming changes.

k. The Contractor shall review file storage usage for all EVA Office employees and advise
when usage is 80% maximum. The contractor shall assist employees in efficient use of home
directories. The Contractor shall provide assistance to employees in backing up data on
individual hard drives, CD's or other media. The Contractor shall assist users in the use of their
workstations/phones/printers/DVD/CD burners/scanners, etc.

1. The Contractor shall gather requirements from all members of the EVA Office and
coordinate with management. After approval of requested items has been received, the
Contractor shall write the IT Plan and present to both EVA Office management and the JSC
Chief Information Officer.

m. The Contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support IT
security incidents, investigations and forensics analyses. The Contractor shall provide assistance
on reducing unsolicited email and respond to all virus incidents. The Contractor shall assure all
office workstations have the latest anti-virus software loaded. The Contractor shall provide
check-out copies of those items which are allowed for home use and maintain log records.

n. The Contractor shall maintain a current Security Plan for the EVA Office, as required by
IRD. The Contractor shall perform all duties as the Organizational Computer Security
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JSC Enabling Technology and Security (JETS)
NNJ04JA53C

Representative (OCSR) as defined by IRD, and coordinate with the Organizational Computer
Security Manager (OCSM).

o. The Contractor shall maintain a configuration-managed diagram of the EVA Office, as well
as a configuration-managed document listing pertinent information, such as locations, hardware
tag numbers, cable and jack numbers, of all EVA Project Office components, with applicable
software license codes.

p. The Contractor shall be knowledgeable of the XA Web site, perform routine updates, and
work with other IRD contractors to perform programming changes.

q. The Contractor will be provided office space, computer and phone in the EVA Office (this
will be their permanent office).

r. The Contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the required
services described in this Task Order. In addition, to effectively perform and manage the work
detailed in this Task Order, the contractor shall perform all the Contract Management functions
detailed in Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Period of Performance

The services in this Task Order shall be performed from October 1, 2005 through August 31,
2006.

5. Deliverables Required

a) Security Plan reviews and updates for the EVA Office.
b) Support to the CFO Office for developing the IT Plan for the EVA Office.
c) Configuration-managed diagram of JETS-managed IT equipment for the EVA Office.
d) Configuration-managed document listing pertinent information of all JETS-managed
equipment in the EVA Office IT components and telephone equipment and applicable software
license codes. The applicable items should be recorded and maintained in the IRD maintenance
database.

JETS 5



JSCEnablingTechnologyandSecurity(JETS)
NNJ04JA53C

6. Special Requirements

The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The Contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information can be processed
outside of the JATS system.

7. Metrics

The Contractor shall provide monthly Customer Satisfaction and System Availability metrics as
specified in DRD-03 Metrics Reports. Availability metrics shall clearly contrast a system's
availability with unscheduled and scheduled outages.

8. Total Cost Summary and Cost Phasing by Month

Cost: $84,125.59
Maximum Award Fee: $ 5,753.08
Total Cost: $89,878.67

Monthly Cost Phasing - See Attachment 1

JETS 6
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Contract: NNJ04JA53C Certified for National Defense under DPAS (15 CFR 700) DO-C9
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NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
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Muniz Engineering,Inc.
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[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
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required. Sign below if required and return to contracting officer.

Name: __ (Person authorized to sign)

Signature: Date: __ Signature: Date:
CONTRACTING OFFICER

11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED UNIT AMOUNTPRICE ACCEPTED

1 Integratio,ProcessandMnagementSupport 1 LOT $283,293.85

EstimatedCost: $265,358.67

MaximumAwardFee: $ 17,935.18

TotalEstimatedCostandFee: , $283,293.85

12. For JSC Internal Use Only: 13. Total
Requisition No.: n.a. [] COMP. [] PART. PPC:

Rissue To: IA/Glenn Robinson $ 283,293.85

14, Quantities in "Quantity Accepted" Column Have Been
[] INSPECTED [] ACCEPTED [] RECEIVED

TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED,

AuthorizedU.S.GovernmentRepresentative Date
JSC Form 1429 (Rev November 10, 2004) (MS Word August 1995)
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NationalAeronautics and Space Administration I

Lyndon B. Johnson Space Center ORDER FOR SUPPLIES OR SERVICES I Page 1 of 13
Houston,TX 77058

1. Order No. 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.JETS-OPS06-1M-04 See date in block 10

Contract: NNJ04JA53C Certified for National Defense under DPAS (15 CFR 700) DO-C9
3. Issuing Office: 4. Ship To:

NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
Org./Buyer: AnnE.Bronson Houston, TX 77058-3696

Mark For: Accountable Property

Tel No.: 281-483-9889 Fax: 281-483-4066 Order No.: JETS-OPSO6-1M-04
E-mail: ann.e.bronson@nasa.qov

5. Contractor: 6. Deliver On or Before:
MunizEngineering,Inc.
2525 Bay Area Boulevard,Suite300 F.O.B. Point: Destination
Houston,TX 77058

DiscountTerms: Net 30 Days.

7. BILLINGADDRESS:

Phone:281-283-6031 x Fax: 281-283-6162 NASA JohnsonSpace Center
Attn: LF231/AccountsPayable Group
Houston,TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-OPS06-1M-04

8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order listed on the following page, this delivery order is subject to
Reference: instructions contained on this form and is issued subject to the

terms and conditions of contract number: NNJ04JA53C

9. Written acceptance of this order by contractor [r-] ] is, [[_ ] is not 10. Name:
required. Sign below if required and return to contracting officer.

Name: __ (Person authorized to sign) Original signed by Ann E. Bronson 10/28/05

Signature: Date: __ Signature: Date:
CONTRACTING OFFICER

11. Schedule

ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED UNIT AMOUNT •PRICE ACCEPTED

1 ITSecuritySystemOperations 1 lot $800,905.36
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Task Order: JETS-OPSO6-IM-04 - IT Security System Operations

Approved Technical Evaluation Received October 25, 2005

Performance Period: October 1, 2005 - August 31, 2006

Funding Organization(s):

Task Order Value:

Cost: $795,302.36
Maximum Award Fee $ 5,603.00
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JSC JETS Budget Analyst Date
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Approved By:
JSC JETS COTR Date

Approved By:
Manager, IT Information Technology Division Date

Approved By:
JSC JETS Contracting Officer Date
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1. Task Order Number/Title

JETS-OPS06-IM-04 - IT Security System Operations

2. Technical Monitor Representative (TMR)

See Contracting Officer's letter for TMR's for this task order.
Primary: Sandra Price/IP
Alternate: Robert Hennan/IP

3. Narrative Task Description

Subtask 1 - IT Security System Operations for Johnson Space Center (JSC)

a. The Contractor shall be responsible for the daily operation of the following systems,
as listed in the Information Resources Directorate (IRD) Systems Maintenance Database
as IT Security. Daily operation, as specified in the JETS Statement of Work (SOW)
Section 5:0, include the monitoring of system activity and performance, review of logs,
configuration changes and management (including user accounts), performing system
upgrades, reporting, system engineering, and ensuring documentation. It is the
Government's intent to retire the PPTP and Webproxy servers in 2006. The functionality
of these servers will migrate to the Neoteris server. It is the Government's intent to
replace the NFR this fiscal year.

• Firewall Systems
o Outer Firewall (Primary)
o Outer Firewall (Secondary)
o Inner Firewall (Primary)
o Inner Firewall (Secondary)
o Special Purpose Firewall
o Backup/Development Firewall

• Web Filter system
o Websense

• Network Intrusion Detection (NID) systems
o RealSecure SiteProtector

o Network Flight Recorder (NFR)
o Netscreen IDP(replacement for NFR)

• Virtual Private Network (VPN) systems
o IPsec VPN Server (Primary)
o IPsec VPN Server (Secondary)
o Point-to-Point Tunneling Protocol (PPTP) Server
o RaptorMobile-EC VPN Server
o Webproxy Server
o Neoteris System
o InfoExpress Server

JETS 3



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

• Support systems
o Firewall Administrative System
o Firewall Log Servers
o Backup Firewall Log Servers
o Firewall Log Processing Server
o Log Archive/Analysis Server
o Radius Authentication Server

• Public Key Infrastructure (PKI) systems
• Security Data Warehouse (SDW)
• Network Analyzer systems

o NetContExt (Content Analyzer)
o NetContExt (Network Traffic Recorder)

b. The Contractor shall provide daily review and analysis of the firewall and other
log files, coordinating as required with the appropriate IRD Security personnel, associate
contractors, and the user community to identify and resolve security problems and
configuration issues. The Contractor shall provide support to the user community for
issues that are related to the IT Security System, including receiving and electronic
tracking of incoming calls and requests, handling related calls that are forwarded from
associate contractors, and working directly with end-users and associate contractors to
resolve user-reported issues. Based on the current environment, approximately sixteen

(16) hours per week are required for the investigation and resolution of user-reported
issues. The Contractor shall make contact with the end-user within one (1) business day
of a reported issue.

c. The Contractor shall be responsible for the revalidating, development and testing
of Public Key Infrastructure (PKI) installation packages. It is estimated that
approximately six PKI packages (four quarterly-load packages, two special-purpose
development packages) will be required each year.

d. The Contractor shall be responsible for security scanning that includes:

(1) Regular network using the Internet Security Systems (ISS) Scanner or its
replacement, nmap, wireless and other scanning tools as specified by the IRD
IT Security Office. The network vulnerability scanning is to be performed per
the quarterly requirements defined by the NASA Code V Vulnerability
Reduction Guidance (updated yeaidy). This memo can be found on the JSC
webpage under the IT Security section, NASA I/T policy & directives.
(2) Scans on any new system installed at the Center, in support of web
registration, and on an ad-hoc basis due to security threats or data calls.
(3) Network Mapper (NMAP) and wireless scanning will be perforuaed
quarterly or as determined by the IT Security Office.
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e. The Contractor shall be responsible for generating the following reports and
providing them to TMR.

(1) As part of IT Security scanning activities, Ad-hoc reports in a format to be
determined by the IRD Information Technology (IT) Security Office based on
the specifics of each individual security situation. It is estimated that the
contractor shall provide two (2) such reports per month.
(2) Network security and wireless security audit reports electronically
(3) Security Data Warehouse (SDW) ad hoe reports as requested by TMR.
Worst case would be about generation of 100 standard reports including:
Vulnerability reduction program, JSC System Inventory System History and
Login History.

f. The Contractor shall assist the IRD IT Security Office in the resolution of security
incidents as requested by the TMR to support IT security investigations and forensics
analyses.

(1) This includes providing all information such as log files, system
configuration information, and system backups,
(2) Reviewing NASIRC bulletins and providing data analysis.

g. The Contractor shall perform protocol studies to assist the IRD IT Security Office
in determining possible security issues as requested by the TMR.

(1) This includes reviewing firewall log for a specified time period
determined by the TMR.
(2) Reviewing firewall rules associated with protocols
(3) Provide presentations on the findings to the TMR and presenting to IRD
I/T Security Office personnel.

h. The Contractor shall use the JSC IT Security Systems to assist the IRD IT
Security Office in the resolution of virus-related issues. The Contractor shall be
responsible for processing alerts from the antivirus products (Symantec) and assisting
users in the resolution of virus-related issues on a daily basis. The processing of alerts
will entail verifying infection and/or origin of viruses. If an infection has occurred, the
contractor shall contact the user and Organization Computer Security Manager (OCSM)
for repair. Notification to the user and OCSM should be done by phone and email.

Sample of Virus alert notification
Symantec
Virus Name: Downloader.Trojan
Computer: "computer name"
Location: D:\documents and settings_nwaid\Local Settings\Temporary Internet
Files\Contene. IE5\CR9VE6F 1\NETWIN\[ 1].CHM
Requested Action: Clean
Actual Action; Quarantine
Date: 08/16/2004 Time: 01:59:57 PM

Source: Norton AntiVirus Corporate Edition
User Name: "domain userid"
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i. The Contractor shall be responsible for the operations and maintenance of the
Security Data Warehouse (SDW) application. This includes loading data, performing
data integrity checks, and performing data validation, support ad-hoc reporting (described
in item 5c). The contractor shall be responsible for adding new capabilities as directed by
the TMR to the SDW as workload permits. It is currently anticipated that not more than
10 new capabilities shall be implemented. The Contractor shall provide user support to
those stakeholders utilizing the data warehouse.

j. The Contractor shall provide the following support
(1) Personnel onsite Monday through Friday 8:00 AM - 5:00 PM in order to
accomplish successful day-to-day operations.
(2) 24/7 on-call support for all security-related incidents which may adversely
affect the IT Security System or the JSC Institutional Networks. The 24/7 on-
call support shall be accomplished via a Government-provided Firewall
Security Phone. If the contractor detects or is notified via Government
provided automated means (such as an e-mail or pager alert) of a potential
security issue, the contractor shall notify the JSC IT Security Office by calling
the IT Security Duty Phone and coordinating as required with associate
contractors.

(3) The Contractor shall be responsible for the installation, implementation,
and daily operations of the new NID system equipment.
(4) Arrange and conduct meetings (approximately one per month) to inform
the user community of upcoming IT Security System capabilities and events.
(5) Provide technical expertise at IRD boards and meetings, such as the
Network Access Control Board (NACB) and the IRD Control Board (ICB).
The NACB typically meets once each week for one to three hours; the ICB
typically meets once each week for two to three hours.
(6) Conduct or attend additional ad-hoc special NACB meetings and other
working group meetings, generally not exceeding two to three hours per week.
(7) As requested by the TMR with e-mail notification to the COTR, perform
security awareness training, provide technical support, and share technical
knowledge and process improvements as needed to support the overall
improvement of Information Technology (IT) security at the Center. The
Security awareness training provided shall include items such as brief
overviews of training classes and seminars attended, as well as trip reports.
(8) Provide inputs, as requested by TMR, for IT Security Systems
documentation, procedures (such as Red Book), schedules, project plans,
budget planning, and strategic planning.
(9) Obtain the concurrence of the TMR and provide e-mail notification to the
Contracting Officer's Technical Representative (COTR) to perform all
scheduled hardware and software upgrades, maintenance outages, and
software patch installations.
(10) Coordinate with associate contractors for all applicable software
upgrades, maintenance outages, and software patch installations.
(11) Provide inputs and technical assessment to the TMR for incorporation
into the Security Plan for the IT Security System, as specified in DRD-14 IT
Security Plans.
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(12) Maintain a configuration-managed architecture diagram of the IT
Security System, as well as a configuration-managed document listing the
hardware model numbers and serial numbers of all IT Security System
components, applicable software license codes, reboot procedures, backup
procedures, restore procedures, and the procedures to open maintenance
trouble calls. All applicable data shall be updated and maintained in the IRD
Maintenance Database.

(13) Maintain configuration of the IT Security System devices in the IRD
Development Lab. Coordinate test activities with the IRD Lab managers and
TRM. Provide support to testing activities as requested by the TMR.

k. The Contractor shall perform all the management functions, including technical
and business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

(1) Safety, Health and Environmental Compliance
(2) Quality
(3) Records Management
(4) Work Authorizations
(5) Facility Management
(6) Property Management
(7) JETS Metrics

Subtask 2: IT Security System Operations for White Sands Test Facility (WSTF)

a. The Contractor shall provide the items of Subtask 1 (excluding 10a) for the IT
Security Services at WSTF which include:

• Firewall Systems
o Primary WSTF Institutional Firewall
o Secondary WSTF Institutional Firewall

• NID systems
• Support systems

o BrightStore Enterprise Tape Backup System (StorageTek L40
Library) SDLT 320 Tapes

o WSTF Institutional Firewall Management Station
o WSTF Institutional Firewall Log Processing

• SDW

o nmap scanning server

(1) The Contractor shall maintain adequate personnel onsite during WSTF's
work schedule in order to accomplish successful day-to-day operations as
detailed above.
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(2) As a part of contingency operation activities, the contractor shall be
responsible for operations of the IT Security System at WSTF.
(3) The Contractor shall be responsible for performing OCSR tasks and
activities, in accordance with JPR 2810.1B. OCSRs do not have the policy-
making role and responsibility of an Organizational Computer Security
Manager (OCSM) because they are not a civil servant. The OCSR is to
provide assistance in creating and implementing policy; however,
organizational management must approve policy. OCSR tasks include, but
are not limited to the following:

i. Developing a management control and communications process to
ensure that the organization's I/T security program is implemented
consistent with the current edition of JPG 2810.1.

ii. Serving as the organization's representative to the JSC I/T Security
Committee, representing the organization's director or office chief
on all I/T security matters, and coordinating that organization's
vote on matters of I/T security policy.

iii. Reporting suspected I/T security incidents to the ITSM and the
organization's director or office chief.

iv. Reporting periodically to the ITSM and the organization's director
or office chief on the status of I/T security planning in that
organization.

v. Reviewing annually the IT Security Plans for the organization's
systems.

vi. Submitting electronic and printed copies of each I/T Security Plan
to the ITSM. If the contingency plan is set out in a separate
document, that document must also be submitted to the ITSM
since it is an integral part of the security plan.

vii. Serving as the organization's representative to the Network Access
Control Board unless the organization has named another
individual to be the representative.

viii. The contractor shall assist in writing and maintaining the security
plan for the organization system.

4. Period of Performance

The services in this Task Order shall be performed from October 1, 2005 through August
31, 2006.

5. Deliverables Required

a) Inputs to the Security Plan for the IT Security System, as specified in DRD-14 IT
Security Plans.
b) Configuration-managed architecture diagram of the IT Security System.
c) Configuration-managed document listing the hardware model numbers and serial
numbers of all IT Security System components, applicable software license codes, reboot
procedures, backup procedures, restore procedures, and the procedures to open
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maintenance trouble calls. The applicable items should be recorded and maintained in the
IRD Maintenance Database.

d) Change control procedures and configuration management plan for the IT Security
System. TMR approval required within 30 calendar days of Task Order start.

e) Monthly activity report.
f) Monthly reports of IT Security System related calls and service requests
g) Scanning reports for each scan that is performed.
e) A memorandum as directed by the IRD IT Security Office for each quarterly scan,
web registration, organizational and incident investigation scan that is performed. The
appropriate IRD IT Security management signature shall be obtained for each
memorandum.

f) Network security and wireless security audit reports electronically to IRD IT Security
personnel.
g) Monthly reports of firewall requests.

6. Training

Training shall include annual attendance by one individual to the Network+Interop
training/conference.

The Program Manager shall coordinate all training request via e-mail with the TMR and
provide e-mail notification to the COTR prior to expenditure of funds.

7. Special Requirements

The contractor shall utilize the JATS database to track action items pertaining to this task
order. The contractor shall evaluate the sensitivity of all data prior to submission into the
JATS online system. Data that contains sensitive information shall be processed by the
JETS Program Manager or Task Coordinator and shall not be entered into the JETS
online database.

8. Metrics

The Contractor shall provide monthly Customer Satisfaction and System Availability
metrics as specified in DRD-03 Metrics Reports. Availability metrics shall clearly
contrast a system's availability with unscheduled and scheduled outages. In addition, the
contractor shall provide the following metrics monthly to the TMR:

• # of system DRs opened + closed per week (by category) on IRD
IT Security systems

• # of customer systems configuration anomalies opened + closed
(potential - customer time to closure)

• Average # of firewall sessions. (Accepted + dropped)
• CPU utilization and through-put of firewalls
• Utilization of VPN servers by # of average, max, min

simultaneous users (PPTP, Neoteris, InfoExpress)
• Websense
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o # of blocked attempts per category
o # of hits + # of users and utilization of other categories

(Top 20 )
o # of hits + # of users + # of bytes transferred

9. Total Cost Summary and Cost Phasing by Month

Cost: $751,708.82
Maximum Award Fee: $ 49,196.54
Total Cost: $800,905.36

Monthly Cost Phasing - See Attachment 1
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1. Task Order Number/Title

JETS-OPS06-IM-05 - Organizational Computer Security Representative (OCSR) Services

2. Technical Monitor Representative (TMR)

Primary: Robert Hennan/IP
Alternate: Wayne Miner/IP

3. Narrative Task Description

The Contractor shall be responsible for performing OCSR tasks and activities, in accordance
with JPR 2810.1C, as revised, JETS Statement of Work (SOW) Section 3.0b (for organizational
support) and 4.4 for the following JSC organizations:

a. AA - Office of the Director of JSC

b. AB - Office of Deputy Director of JSC
c. AC - Associate Director (Management)
d. AD - External Relations Office
e. AE - Education Office

f. AG - Office of the Chief Engineer
g. AJ - Office of Equal Opportunity and Diversity
h. AL- Office of Chief Counsel
i. AP - Office of Public Affairs

j. BA - Office of Procurement
k. HA - Technology Transfer
1. YA - Exploration Programs Office

OCSR's do not have the policy-making role and responsibility of an Organizational Computer
Security Manager (OCSM) because they are not a civil servant. The OCSR is to provide
assistance in creating and implementing policy; however, organizational management must
approve policy. OCSR task include, but not limited to the following:

a. Developing a management control and communications process to ensure that the
organization's I/T security program is implemented consistent with the current
edition of JPG 2810.11

b. Serving as the organization's representative to the JSC I/T Security Committee,
representing the organization's director or office chief on all I/T security matters,
and coordinating that organization's vote on matters of I/T security policy.

c. Reporting suspected I/T security incidents to the ITSM and the organization's
director or office chief.

d. Reporting periodically to the ITSM and the organization's director or office chief
on the status of I/T security planning in that organization.

e. Reviewing annually the IT Security Plans for the organization's systems.
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f. Submitting electronic and printed copies of each I/T Security Plans to the ITSM. If
the contingency plan is set out in a separate document, that document must also be
submitted to the ITSM since it is an integral part of the security plan.

g. Serving as the organization's representative to the Network Access Control Board
unless the organization has named another individual to be the representative.

4. Period of Performance

The services in this task order shall be performed from October 1, 2005 through August 31,
2006.

5. Deliverables Required

• Periodic status to ITSM on organization's security plans
• Organization's Security Plans

6. Special Requirements

• The Contractor shall utilize the JSC Action Tracking System (JATS) to track action
items pertaining to this task order. The Contractor shall evaluate the sensitivity of
all data prior to submission into the JATS system. Data that contains sensitive
information can be processed outside of the JATS system.

• Knowledge of and skill of NASA Information Technology Security Requirements
and policies.

7. Metrics

100% On-time delivery of products identified in Section 5.0 of the Task Order per the due dates.

8. Total Cost Summary and Cost Phasing by Month

Cost: $92,464.82
Maximum Award Fee: $ 6,318.39
Total Cost: $98,783.21

Monthly Cost Phasing - See Attachment 1
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National Aeronautics and Space Administration

LyndonB,JohnsonSpaceCenter ORDER FOR SUPPLIES OR SERVICES Page1 of 13Houston,TX 77058 M

1. Order No. 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.JETS-OPSO6-1T-01 Seedatein block10
Contract:NNJ04JA53C Certified for National Defense under DPAS (15 CFR 700) DO-C9
3. Issuing Office: 4. Ship To:

NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
Org./Buyer: AnnE. Bronson Houston, TX 77058-3696

Mark For: Accountable Property

Tel No.: 281-483-9889 Fax: 281-483-4066 Order No.: JETS-OPSO6-1T-01
E-mail: ann.e.bronson@nasa.qov

5. Contractor: 6. Deliver On or Before:
Muniz Engineering,Inc.
2525 BayArea Boulevard,Suite300 F.O.B. Point: Destination
Houston,TX 77058

DiscountTerms: Net 30 Days.

7. BILLING ADDRESS:
NASA JohnsonSpace Center

Phone:281-283-6031 x Fax: 281-283-6162 Attn: LF231/AccountsPayableGroup
Houston,TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-OPS06-1T-01

8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order listed on the following page, this delivery order is subject to
Reference: instructions contained on this form and is issued subject to the

terms and conditions of contract number: NNJ04JA53C

9. Written acceptance of this order by contractor [[-I ] is, [[;_ ] is not 10. Name:

Name:required'__SignbelOW(PersonifrequiredauthorizedandtoretUrnsign)to contracting officer. Original signed by Jessica C. Miller 10/27/05
Signature: Date: Signature:

_N--G _CER Date:
11. Schedule

ITEM QUANTR_f UNIT QUANTITYNO. DESCRIPTION UNIT AMOUNT
ORDERED PRICE ACCEPTED

1 SystemAdministrationandSustainingEngineering 1 lot 1,724,463.50

EstimatedCost: $1,617,807.08

MaximumAwardFee: $ 106,656.42

Total Estimated Cost and Fee: $1,724,463.50

12. For JSC Internal Use Only: 13. Total
Requisition No.: [] COMP. [] PART. PPC:

1,724,463.50
Rissue To: IA/Glenn Robinson

14. Quantities in "Quantity Accepted" Column Have Been
[] INSPECTED [] ACCEPTED [] RECEIVED

TO CONFORM TO THE CONTRACT.

ACCEPTANCE WILL BE AT JSC UNLESS BY:
THERWISE NOTED.

Authorized U.S. Government Representative Date

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

Task Order Approvals

Task Order: JETS-OPS06-IT-01 - System Administration and Sustaining Engineering

Approved Technical Evaluation Received October 19_2005

Performance Period: October 1, 2005 - August 31, 2006

Funding Organization(s):

i
Task Order Value:

Cost: $1,617,807.08
Maximum Award Fee $ 106,656.42
Total Cost: $1,724,463.50

Approved By:
JSC JETS Budget Analyst Date

Approved By:
JSC JETS TMR Date

Approved By:
JSC JETS COTR Date

Approved By:
Manager, IT Information Technology Division Date

Approved By:
JSC JETS Contracting Officer Date
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JSC Enabling Technology and Security (JETS)
NNJ04JA53C

1. Task Order Number/Title

JETS-OPS06-IT-01 - System Administration and Sustaining Engineering

2. Technical Monitor (TMR)

Primary: Ruben Reyes (IT4)
Alternate: Hector Rodriguez (IT4)

3. Narrative Task Description

The Contractor shall perform system administrative and sustaining engineering functions on
IRD-managed systems as identified in the Information Resources Directorate (IRD) Maintenance
Database and in accordance with JETS Statement of Work (SOW) areas 4.2, 4.3, and 4.3.2. The
contractor shall use best practices, as defined by leading software manufacturers such as
Microsoft, Sun, Red Hat, etc, to maintain these systems at their optimal performance, maximum
availability, and security integrity.

The IT-01 TMR (Technical Monitor Representative) shall be responsible for adding and deleting
systems from the IRD Maintenance Database. The contractor shall be responsible for
maintaining the accuracy of the data in this database and notify the Government of any
discrepancy. All changes to the database shall be in accordance with baselined IRD

configuration control documents, JSC 29173, IRD Configuration Management Plan.

The systems in this task order are categorized by work function and shall be reported at the
subtask level. The following is a definition of the subtasks:

Subtask 1.0 Engineering Computation Facility OA MA
Subtask 2.0 CFO Systems LA
Subtask 3.0 IRD IT Security Systems IA
Subtask 4.0 IRD CSS/CR 945 IA
Subtask 5.0 IRD Web IA
Subtask 6.0 Reserved

Subtask 7.0 NetIQ IA
Subtask 8.0 Consolidated Systems IA
Subtask 9.0 CSM (consolidated storage mgrnt) IA
Subtask 10.0 NASAPOST IA
Subtask 1!.0 Network Miscellaneous IA
Subtask 12.0 Reserved IA
Subtask 13.0 DDMS/EDCC IA
Subtask 14.0 Imagery Systems IA
Subtask 15.0 Reserved
Subtask 16.0 Reserved
Subtask 17.0 Reserved

Subtask 18.0 PAO Systems AP
Subtask 19.0 JSC Search IA

JETS 3



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

Subtask 20.0 Reserved
Subtask 21.0 Reserved

The Contractor shall perform the following system administration functions:

o User account (USERID) administration
o Shared folder setup
o Access control rights management

o Daily review of system/security logs for issues. If a security issue is discovered, the
contractor shall immediately notify, by phone, the TMR, the IRD OCSM (organizational
computer security manager), the COTR, and the IT Security Manager (ITSM) and follow up
by email

o Data transmission among systems
o Creation and deletion of network printer queues
o System and data backups/restores

o Virus protection and scans. The system administrator shall ascertain that systems, assigned
to them, are patched against the latest vulnerabilities identified by the IRD Security Office
(IP) prior to the quarterly scan performed by IP

o The contractor shall perform problem identification/resolution and root cause analysis in
accordance with IRD's corrective action process

o Hardware and software upgrades (including operating systems, security vulnerability
repairs), as well as the installation, configuration, operation and maintenance of all assigned
software pertaining to Microsoft (MS) Windows Server software (such as NT, 2000, 2003,
etc), ORACLE, ProIntralink, NetIQ AppManager, Apache, MS SQL, MS IIS, Linux, and
Unix systems

o Contractor shall be responsible for system retirements, including removing and excess old
equipment. Contractor shall be responsible for the replacement system build and deployment.
Any hardware acquisition may be initiated under a separate task order or task order revision.

o Comply with all current JSC IT policies and procedures, including JSC 29638, the Server

Operations Management Plan (SOMP), JSC 29788, General Operating Procedures (GOP)
for B46 Central Computing Facility , and IRD's Project Management and Configuration
Management procedures

o Ensure that IRD management approves all information disseminated external to IRD;
o Maintain system performance of all systems in accordance with the performance and

availability requirements identified in the Information Resources Directorate (IRD)
Maintenance Database

o Maintain a thorough understanding of existing and emerging IT/Intemet technologies by
training each system administrator in server related classes

The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM -
5:00 PM in order to accomplish successful day-to-day systems administration functions.

The systems noted in this task order may be located within IRD or organizations located on-site
JSC facilities.

JETS 4



JSCEnablingTechnologyandSecurity(JETS)
NNJ04JA53C

The Contractor shall be responsible for coordinating, as required, with associated contractors to
ascertain potential impacts to the applications that are running on the IRD-managed systems and
to obtain TMR concurrence with an e-mail to the COTR for all scheduled hardware and software

upgrades, planned maintenance outages, break-fix repairs, and software patch installations. The
contractor shall provide patch management for all systems in accordance to I/T security
requirements and SOMP guidelines.

The Contractor shall provide online system status for all systems managed under this task order.
The Contractor shall provide full administrator level access to the Government and authorized
contractors for all systems managed under this task order as approved by the COTR or his/her
designee.

The Contractor shall provide sustaining engineering for all systems identified in the Information
Resources Directorate (IRD) Maintenance Database. For hardware systems and stand-alone
equipment, sustaining engineering shall include preventive maintenance and repair, ordering of
replacement parts and spares, and system software and firmware updates under existing
maintenance warranties or Government-provided maintenance contracts.

The Contractor shall maintain server and peripherals data in the IRD Maintenance Database.
This includes all required fields of the database, which include server name, location, IP address,
point of contacts, NASA Equipment Management System (NEMS), and service tags or serial
numbers of all equipment in the system.

The Contractor shall coordinate outages with affected customers as per the IRD standard
notification process as outlined in the Server Operations Management Plan (SOMP), JSC-29638
document.

The Contractor shall maintain a current Security Plan, as specified in Data Requirements
Document (DRD) 14, IT Security Plans.

The Contractor shall attend weekly status meetings with the COTR or his/her designee. These
meetings will status the previous week's accomplishments, next week's planned tasks, and
technical, personnel, and budget issues. Corrective actions, if warranted, for issues shall be
discussed during this meeting. On the first weekly meeting of the month, the performance
standards, depicted in paragraph 3.7 of the SOW, shall be discussed along with plans for
improving the standards.

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the Contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management

JETS 5



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Performance Standards

A system administrator shall be required to demonstrate knowledge appropriate for those tasks.
This demonstration, referred to as the NASA System Administrator Security Certification, is a
NASA funded two-tier assessment to verify that system administrators are able to:

• Demonstrate knowledge in system administration for the operating systems for which they have
responsibility.

• Demonstrate knowledge in the understanding and application of Network and Intemet Security.

Certification is granted upon achieving a score above the certification level on both an Operating
System test and the Network and Intemet Security Test. The Certification earned under this
process will be valid for three years. The NASA Chief Information Officer (CIO) has established
the criteria for this skills assessment. The objectives and procedures for this certification can be
obtained by contacting the IT Security Awareness and Training Center at (216) 433-2063. The
contractor shall register all system administrators through the IRD Organizational Computer
Security Manager (OCSM).

System Administrators shall also comply with personnel security investigations requirements as
specified in JPG 2810.1. The Contractor's system administrators shall acquire IT security
training in accordance with the JSC Policy Directive (JPG) 2810.1, JSC IT Security Handbook.

5. Training

The Contractor shall propose training for system administrators to maintain competency on the
assigned systems. The Program Manager shall coordinate all training request via e-mail with
the TMR and provide e-mail notification to the COTR prior to expenditure of funds.

6. Period of Performance

The services in this task order shall be performed from October 1, 2005 through August 31,
2005.

7. Deliverables Required

For systems identified in the Information Resources Directorate (iRD) Maintenance Database,
the contractor shall develop and maintain all deliverables and documentation as required by the
SOMP.

The Contractor shall provide a physical inventory plan per DRD 19.

The Contractor shall provide facility layout and power distribution drawings per DRD 18.
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The Contractor shall provide status reports per DRD 07.

The Contractor shall provide a hurricane plan per DRD 17.

The Contractor shall provide metrics report per DRD 03.

The Contractor shall provide performance management and capacity plan per DRD-11.

The Contractor shall update and submit security plans for approval per DRD 14.

8. Special Requirements

At the direction of the TMR or COTR, work duties may be prioritize to satisfy an emergency
customer need. For example, installation of an emergency security patch for all servers by a
certain timeframe. This waives the three day customer notification requirement.

The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information may be processed
outside of the JATS system.

9. Metrics

The Contractor shall provide monthly metrics on Customer Satisfaction, System Administrator
Productivity, System Availability, data restore time, time to repair hardware, and time taken to
return to service as specified in DRD-03 Metrics Reports. Availability metrics shall clearly
contrast a system's availability with unscheduled and scheduled outages.

Definition of the availability metric uses the following formula:

Principal Period of Performance (PPP) less unscheduled outages (UO) quantity divided by
Principal Period of Performance

or

Availability = ((PPP-UO)/PPP).

10. Total Cost Summary and Cost Phasing by Month

Cost: $1,617,807.08
Maximun Award Fee: $ 106,656.42
Total Cost: $1,724,463.50

Monthly Cost Phasing - See Attachment 1
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National Aeronautics and Space Administration

Lyndon B. Johnson Space Center ORDER FOR SUPPLIES OR SERVICES Page I of 13
Houston,TX 77058

1. Order No. 2. Date of Order NOTE: MARK ALL PACKAGESAND PAPERS WITH ORDER NO.JETS-OPS06-1T-02 Seedateinblock10
Contract:NNJO4JA53C Certifiedfor NationalDefense underDPAS (15 CFR 700) DO-C9
3. IssuingOffice: 4. Ship To:

NASA JohnsonSpace Center,2101 Nasa Parkway TransportationOfficer,Building421
Houston,TX 77058-3696 NASA JohnsonSpace Center
Org./Buyer:AnnE.Bronson Houston,TX 77058-3696

MarkFor: Accountable Property

Tel No.: 281-483-9889 Fax: 281-483-4066 Order No.: JETS-OPSO6-1T-02
E-mail: ann.e.bronson@nasa.qov

5. Contractor: 6. Deliver On or Before:
MunizEngineering,Inc.
2525 Bay Area Boulevard,Suite300 F.O.B. Point: Destination
Houston,T× 77058

DiscountTerms: Net 30 Days.

7. BILLING ADDRESS:
NASA JohnsonSpace Center

Phone:281-283-6031 x Fax: 281-283-6162 Attn: LF231/AccountsPayableGroup
Houston,TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-OPS06-1T-02

8. Type of Order:
[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase

accordance with the conditions specified on this order. Order listed on the following page, this delivery order is subject to
Reference: instructions contained on this form and is issued subject to the

terms and conditions of contract number: NNJ04JA53C

9. Written acceptance of this order by contractor [[-I ] is, [[_ ] is not 10. Name:
required. Sign below if required and return to contracting officer.

Name: __ (Person authorized to sign) Original signed by Greg J. Della Longa 10/27/05

Signature: Date: __ Signature: Date: __
CONTRACTING OFFICER

11. Schedule
ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED UNIT PRICE AMOUNT ACCEPTED

1 ConsolidatedInformationResourcesDirectorate(IRD)StorageArea 1 lot 210,156.33

Network(CISAN)Administration

Estimated Cost: $199,250.50

Maximum Award Fee: $ 10,905.83

Total Estimated Cost and Fee: $210,156.33

12. For JSC Internal Use Only: 13. Total
Requisition No.: [] COMP. [] PART. PPC:

Rissue To: IA/Glenn Robinson 210,156.33

14. Quantities in "Quantity Accepted" Column Have Been
[] INSPECTED [] ACCEPTED [] RECEIVED

TO CONFORM TO THE CONTRACT.

ACCEPTANCE WILL BE AT JSC UNLESS BY:
THERWISE NOTED.

Authorized U.S. Government Representative Date

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

Task Order Approvals

Task Order: JETS-OPSO6-IT-02 - Consolidated Information Resources Directorate (IRD)
Storage Area Network (CISAN) Administration

Approved Technical Evaluation Received October 24, 2005

Performance Period: October 1, 2005 - August 31, 2006

Funding Organization(s):

Task Order Value:

Cost: $199,250.50
Maximum Award Fee $ 10,905.83
Total Cost: $210,156.33

Approved By:
JSC JETS Budget Analyst Date

Approved By:
JSC JETS TMR Date

Approved By:
JSC JETS COTR Date

Approved By:
Manager, IT Information Technology Division Date

Approved By:
JSC JETS Contracting Officer Date
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JSC EnablingTechnologyandSecurity(JETS)
NNJ04JA53C

1. Task Order Number/Title

JETS-OPS06-IT-02 - Consolidated Information Resources Directorate (IRD) Storage Area
Network (CISAN) Administration

2. Teehnieal Monitor Representative (TMR)

Primary: Hung V. Luu/IT2

3. Narrative Task Description

The Contractor shall be responsible for the operation and storage component system
management of the CISAN Systems, as specified in the JETS Statement of Work (SOW) Section
4.2, 4.3, and 4.3.2.

The individual components of the CISAN include storage arrays, tape backup systems, master
backup servers, media servers, fiber channel switches, related cables, backup tapes, and the SAN
management software as baselined in IRD Maintenance database.

The Contractor shall provision storage allocations per approved Service Requests (SRs) in the
Customer Service Systems (CSS) within 10 business days, including any access rights required,
ifunallocated storage is available. Ifunallocated storage is not available, then provisioning shall
be completed within 10 business days of storage becoming available. The Contractor shall
prepare and submit any Outsourcing Desktop Initiative for NASA (ODIN) SRs for network
modifications or JETS SRs for Central Computing Facility (CCF) power or fiber modifications
needed to provision new requirements. All SRs must be approved by TMR.

The Contractor shall manage zoning on the CISAN fabric to maintain isolation between SAN
resources and their related end user systems. Any zoning required to enable provisioning shall
also be completed within the same 10 business days.

In addition, the Contractor shall maintain the configuration-managed architecture diagram of the
CISAN, as well as the configuration-managed document listing the hardware model numbers and
serial numbers of all CISAN components. This also includes the installation procedures,
applicable software license codes, reboot procedures, backup procedures, restore procedures, and
the procedures to open maintenance trouble calls.

The Contractor shall follow the IRD Configuration Management (CM) Project Management
process to make any approved changes of the baselined architecture. The Contractor shall
submit a Change Request (CR) to reflect the changes after the implementation within 7 business
days.

JETS 3



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

The Contractor shall monitor the performance of the CISAN components using the Government-
supplied Veritas Command Central Storage application.

The Contractor shall collect CISAN performance data for trend analysis, and provide on-line
summaries. The Contractor shall submit a report that has the data parameters for trend analysis
to the TMR for approval 60 days after initiation of this Task Order.

The Contractor shall perform problem identification, resolution, root cause analysis, and
corrective action, if necessary.

The Contractor shall backup and restore the systems and servers as defined in the IRD
Maintenance database per the Server Operations Management Plan (SOMP), JSC 29638.

For data restoration, the Contractor shall restore the data based on the following formulas, in
addition to a two hour response window for the request:

• Data backed up within the last 14 days. The minimum restoration rate is 1,500
MB per minute.

• Data backed up between 15 days to 30 days ago. The minimum restoration rate is
800 MB per minute.

• Data backed up more than 30 days ago. The minimum restoration rate is 24 hours
plus 800 MB per minute.

For example, if 10 GB of data was backed up within the last 14 days, then the restoration of that
data must be completed in 2 hours, 7 minutes, (2 hrs +10 GB/(1.5 GB/min)).

The Contractor shall perform this task in compliance with configuration management, 508
compliance, export control, property control and safety requirements as specified in the contract.
The contractor must adhere to the standard IRD practices and procedures as outlined in SOMP of
the SOCCB.

The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM -
5:00 PM Central Standard Time in order to accomplish successful day-to-day CISAN operations.

The Contractor shall provide support to the user community for issues that are related to the
CISAN, including receiving and documenting incoming calls and requests, handling CISAN-
related calls that are forwarded from associate contractors, and working directly with end-users
and associate contractors as required to resolve user-reported issues. Based on the current
environment, it is estimated that eight (8) hours per week are currently required for the
investigation and resolution of user-reported issues. The contractor shall respond to each call
within one (1) business hour.

The Contractor shall attend monthly status meetings with the COTR or his/her designee. These
meetings will status the previous month's accomplishments, next month's planned tasks, and
technical, personnel, and budget issues. Corrective actions, if warranted, for issues shall be
discussed during this meeting.
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JSC Enabling Technology and Security (JETS)
NNJ04JA53C

The Contractor shall attend weekly status meetings with the TMR for this Task Order.

The Contractor shall assist the Govemment in performing technical, security assessment related
to system changes and upgrades. The Contractor shall assist the Government in developing or
updating JSC Information Technology Security Plans related to IT-02 systems. The contractor
shall also be responsible for meeting the requirements of the I/T Security Plans, related to IT-02
systems.

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations
3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Period of Performance

The services in this Task Order shall be performed from October 1, 2005 through August 31, 2006.

5. Training

The Contractor shall propose training for personnel assigned to this task required to maintain
competency on the assigned systems. The Program Manager shall coordinate all training request
via e-mail with the TMR and provide e-mail notification to the COTR prior to expenditure of
funds.

6. Deliverables Required

The Contractor shall provide online monthly reports on storage growth trend statistics to include
the amount of used storage, amount of available storage, and which organizations are using the
storage.

The Contractor shall provide a monthly summary report for any unplanned outages occurring
during previous month.

The Contractor shall provide a monthly summary report for the status of server backups for all
JETS-maintained servers, and tape usage per Data Requirements Document (DRD) 21.

JETS 5



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

The Contractor shall maintain an inventory of the backup tapes for the CISAN. If additional
tapes are required, the contractor shall purchase the tapes, and cleaning cartridges to meet the
requirements. All purchases must be coordinated through the TMR.

If additional fibers are needed, the Contractor shall procure the additional fibers. All purchases
must be coordinated through the TMR.

The Contractor shall include availability metrics for the CISAN provided per DRD 03.

The Contractor shall include CISAN status reports provided per DRD 07.

The Contractor shall include CISAN performance management and capacity plan provided per
DRD 11.

The Contractor shall maintain a current Security Plan for the CISAN, as specified in DRD 14 IT
Security Plans.

The Contractor shall include safeguards for the CISAN in the hurricane plan provided per DRD
17.

The Contractor shall include the CISAN components in the facility layout and power distribution
drawings provided per DRD 18.

The Contractor shall include the CISAN components in the physical inventory plan submitted
per DRD 19.

The Contractor shall update the CISAN components firmware and software in accordance with
the JSC Information Technology Security Handbook, JPR 2810.i, and System Operations
Management Plan, JSC 29638, guidelines.

7. Special Requirements

At the direction of the TMR or COTR, work duties may be prioritize to satisfy an emergency
customer need. For example, installation of an emergency security patch for all servers by a
certain timeframe. This waives the three day customer notification requirement.

The contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information can be processed
outside of the JATS system.

8. Metrics

The Contractor shall provide monthly Customer Satisfaction and System Availability metrics as
specified in DRD 03 Metrics Reports, and other reports as defined in Section 6. Availability
metrics shall clearly contrast a system's availability w!th unscheduled and schedule outages.

JETS 6
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9. Total Cost Summary and Cost Phasing by Month

Cost $199,250.50
Maximum Award Fee: $ 10,905.83
Total Cost: $210,156.33

Monthly Cost Phasing - See Attachment 1
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NationalAeronautics and Space Administration

LyndonS. JohnsonSpace Center ORDER FOR SUPPLIES OR SERVICES Page I of 13
Houston,TX 77058

i

1. Order No. 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.JETS-OPS06-1T-03 Seedatein block10
Contract:NNJ04JA53C Certifiedfor NationalDefenseunder DPAS (15 CFR 700) DO-C9
3. IssuingOffice: 4. ShipTo:

NASA JohnsonSpace Center,2101 Nasa Parkway TransportationOfficer, Building421
Houston,TX 77058-3696 NASA JohnsonSpace Center
Org./Buyer:AnnE. Bronson Houston,TX 77058-3696

Mark For: Accountable Property

Tel No.: 281-483-9889 Fax: 281-483-4066 Order No.: JETS-OPSO6-1T-03
E-mail: ann.e.bronson_..nasa.qov
5. Contractor: 6. DeliverOn or Before:
MunizEngineering,Inc.
2525 BayArea Boulevard,Suite300 F.O.B. Point: Destination
Houston,TX 77058 "

DiscountTerms: Net 30 Days.

7. BILLINGADDRESS:
NASA JohnsonSpace Center

Phone:281-283-6031 x Fax: 261-283-6162 Attn: LF231/AccountsPayable Group
Houston,TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-OPS06-1T-03

8. Type of Order:
[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase

accordance with the conditions specified on this order. Order listed on the following page, this delivery order is subject to
Reference: instructions contained on this form and is issued subject to the

terms and conditions of contract number: NNJ04JA53C

9. Written acceptance of this order by contractor [El ] is, [[_ ] is not 10. Name:
required. Sign below if required and return to contracting officer.

Name: __ (Person authorized to sign) Original signed by Jessica C. Miller 10/27/05

Signature: Date: Signature: Date:
CONTRACTING OFFICER

11. Schedule

ITEM DESCRIPTION QUAN:rlTY UNIT UNIT AMOUNT QUANTITY
NO, ORDERED PRICE ACCEPTED

i NetworkTrafficMonitoringandAnalysis 1 lot $102,592.67

EstimatedCost: $ 96,472.74

MaximumAwardFee: $ 6,119.93

TotalEstimatedCostandFee: $102,592.67

12. For JSC Internal Use Only: 13. Total
Requisition No.: [] COMP. [] PART. PPC:

Rissue To: IA/Glenn Robinson $102,592.67

14. Quantities in "Quantity Accepted" Column Have Been
[] INSPECTED [] ACCEPTED [] RECEIVED

TOCONFORMTOTHECONTRACT.
ACCEPTANCEWILLBEAT JSCUNLESS BY:
THERWISENOTED.

AuthorizedU.S.GovernmentRepresentative Date
JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

Task Order Approvals

Task Order: JETS-OPS06-IT-03 - Network Traffic Monitoring and Analysis

Approved Technical Evaluation Received October 19, 2005

Performance Period: October 1, 2005 - August 31, 2006

Funding Organization(s):

Task Order Value:

Cost: $ 96,472.74
Maximum Award Fee $ 6,119.93
Total Cost: $102,592.67

Approved By:
JSC JETS Budget Analyst Date

Approved By:
JSC JETS TMR Date

Approved By:
JSC JETS COTR Date

Approved By:
Manager, IT Information Technology Division Date

Approved By:
JSC JETS Contracting Officer Date

JETS 2



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

1. Task Order Number/Title

JETS-OPS06-IT-03 - Network Traffic Monitoring and Analysis

2. Technical Monitor Representative (TMR)
IT2/Jose A. Nunez-Zapata

3. Narrative Task Description
The Contractor shall provide the Government with assessment, definition, planning,
implementation, analysis, administration and ongoing operations of the Network Engineering
group network traffic monitoring systems in accordance with SOW 5.1.

The Contractor shall perform network traffic monitoring, network traffic analysis, network
testing and network troubleshooting on the Johnson Space Center Integrated Network System
(JSC INS) which includes the Isolation Network and the Wide Area Network (WAN) Interface.
Upon request, the Contractor shall monitor traffic and analyze other on-site networks. Data
obtained from the monitoring process shall be analyzed and archived to provide historical
statistics and data for trend analysis. Graphical reports of this data shall be generated and
presented to appropriate personnel as requested by the COTR or his/her designee.

The Contractor shall perform hardware and software requirements definition and operations for
new network traffic monitoring, networktraffic analysis, modeling, and management systems.
The Government estimates 3 hardware or software monitoring system changes shall be
implemented during performance of this task order. In addition, the Contractor shall develop and
meet project schedules for the implementation of the new systems. Schedules shall be
coordinated with the COTR or his/her designee.

The Contractor shall monitor traffic using the following systems but not limited to only these
systems:

• Niksun NetVRC 3.0 (2 units)
• Solarwinds/Orion Network Performance Monitor (1 unit)
• MRTG (1 unit)
• Big Brother BB19C (1 unit)
• NAI Gigabit Sniffer (2 units)
• NAI Portable Sniffer (2 units)
• IPAQ Pocket PC NAI Wireless Sniffer (1 unit)
• Portable Computer (Dolch Sniffer) (1 unit)
• NetOptics Tap (3 units)
• NAI Server ADP 10/100 Sniffer Pod (2 units)

The Contractor shall perform assessment, analysis and troubleshoot issues regarding network
traffic monitoring tools and their respective operating system (Windows NT/2000/2003/XP,
Unix and Linux),

JETS 3



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

The Contractor shall maintain a thorough understanding of existing and emerging IT Intemet
technologies by providing training to each network analyst in the appropriate classes in order to
develop solutions to implement customer's requirements. In addition the Contractor shall
propose new ideas in which the JSC Network Traffic Monitoring, Management and Operations
can be improved.

The Contractor shall provide technical support to review boards such as the Network Access
Control Board (NACB), the Information Resources Directorate Control Board (IRD ICB) and
others as necessary to provide technical expertise for project design alternatives, provide status
of the project implementation, and ensure all project tasks are meeting milestones. The
Contractor shall assist the Government in preparing presentations in support of the above
mentioned boards.

The Contractor shall meet with technical, managerial and computer security personnel from
customer organizations to understand and report on detailed computer network connectivity
requirements.

The Contractor shall comply with all JSC IT policies and ensure that IRD management approves
all information before it is disseminated external to IRD.

The Contractor shall maintain personnel onsite Monday through Friday, 8:00 AM - 5:00 PM
excluding federal holidays in order to accomplish successful day-to-day operations of the
network traffic monitoring, analysis, modeling and management systems listed above. In
addition, the Contractor shall provide 24/7 on-call support for all security related incidents which
may adversely affect the JSC institutional network. The 24/7 on-call support shall be
accomplished via a Government-provided pager.

The Contractor shall provide support to the network engineering team for issues that tare related
to the network connectivity, including documenting requests to troubleshoot network
connectivity issues, and working directly with end-users and associated Contractors as required
to resolve them. In addition, the Contractor shall provide an electronic report documenting issue,
data gathering, analysis results and recommendations within five (5) business days of initial data
capture. For issues in which the five (5) business day metric is not met the Contractor shall
provide a rationale for not meeting the metric.

The Contractor shall respond (make contact with the customer and gather problem description
and schedule time for monitoring) to each troubleshooting request within one (1) business day.

The Contractor shall monitor network traffic on a daily basis using the network traffic
monitoring tools provided by IRD. In addition, the Contractor shall investigate and report any
traffic anomalies found to the COTR or her/his designee within four (4) hours.

JETS 4



JSCEnablingTechnologyandSecurity(JETS)
NNJ04JA53C

The Contractor shall provide any necessary materials (e.g. fiber patch cables, labeling materials)
needed for the completion of work on this task order. The Program Manager shall coordinate
material purchase requests via e-mail with the TMR and provide e-mail notification to the COTR
or his/her designee prior to expenditure of funds.

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform andmanage the work detailed in
this Task Order, the Contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 ContractManagement and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Period of Performance

The services in this task order shall be performed from October 1, 2005 through August 31,
2006.

5. Deliverables Required
The Contractor shall provide project status, as specified in DRD-07 Contractor Status Report.

The Contractor shall communicate user problem requests to the TMR and provide status on
efforts spent analyzing and resolving the issues.

The Contractor shall develop and submit a weekly electronic report using the network traffic
monitoring tools provided by IRD, with daily traffic statistics for the distribution layer network
links. The report shall be available by Monday close of business day. The report shall contain
the following metrics data. This report is subject to change based on requirement needs.

Data Communications Metrics

* Device Availability: is measured in terms of lost service connections as a percentage of
the total network devices

o Percentages will be coded according to severity Green (everything is OK), Yellow
(several devices were down) and Red (major Network problem)

• Green - 0% _>Device Availability Metric _<2%
• Yellow - 2% > Device Availability Metric < 5%
• Red - Device Availability > 5%

* Traffic Integrity: is measured at the distribution layer in terms of the parameters below:
o Daily Number of Network Segments with Frame Discards vs. total segments

o Daily Number of Network Segments with Frame Errors vs. total segments

JETS 5
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NNJ04JA53C

o Daily Number of Network Segments with over 60% Bandwidth Utilization
Averaged over Five Minutes vs. total segments

• Percentages will be coded Green (everything is OK), Yellow (several
devices were down) and Red (major Network problem)

Green - 0% > Traffic Integrity Metric < 2%
Yellow - 2% _>Traffic Integrity Metric _<5%
Red - Traffic Integrity Metric > 5%

• Response Time: Number of Instances for which Packet Delay between B46 and
all distribution layer network devices is greater than 100ms
o Data will be coded according to severity Green (everything is OK), Yellow

(several devices were down) and Red (major Network problem)
• Green- 0 > Response Time < 5
• Yellow - 5 > Response Time < 10
• Red - Response Time Metric > 10

In addition any traffic anomalies found during that week shall be documented in this report.

The Contractor shall provide an electronic report per support task assigned by the network
engineering team documenting the issue, data gathering, analysis results and recommendations
within five (5) business days of initial data capture, unless otherwise directed by TMR.

6. Travel

Training shall include attendance by one individual at an annual network training/conference
(Interop). The Program Manager shall coordinate all training request via e-mail with the TMR
and provide e-mail notification to the COTR prior to expenditure of funds.

7. Special Requirements
None

8. Metrics

Network traffic report shall be delivered close of business day each Monday 95% of the time.

The analysis report shall be delivered within five (5) business days 95% of the time.

9. Total Cost Summary and Cost Phasing by Month

Cost: $ 96,472.74
Maximum Award Fee: $ 6,119.93
Total Cost: $102,592.67

Monthly Cost Phasing - See Attachment I
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NationalAeronauticsandSpaceAdministration
LyndonB.JohnsonSpaceCenter ORDER FOR SUPPLIES OR SERVICES Page I of 13
Houston,TX 77058

1. Order No. 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.
JETS-OPS06-1T-04 See date inblock10
Contract: NNJ04JA53C Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office: 4. Ship To:
NASA Johnson Space Canter, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
Org./Buyer: Ann E. Bronson Houston, TX 77058-3696

Mark For: Accountable Property

Tel No.: 281-483-9889 Fax: 281-483-4066 Order No.: JETS-OPSO6-1T-04

E-mail: ann.e.bmnson@nasa.qov

5. Contractor: 6. Deliver On or Before:
Muniz Engineering, Inc.
2525 Bay Area Boulevard, Suite 300 F.O.B. Point: Destination
Houston, TX 77058

Discount Terms: Net 36 Days.

7. BILLING ADDRESS:

NASA Johnson Space Center
Phone: 281-283-6031 x Fax: 281-283-6162 Attn: LF231/Accounts Payable Group

Houston, TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-OPS06-1T-04

8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order listed on the following page, this delivery order is subject to
Reference: instructions contained on this form and is issued subject to the

terms and conditions of contract number: NNJO4JA53C

9. Written acceptance of this order by contractor [i--I ] is, [[] ] is not 10. Name:
required. Sign below if required and retum to contracting officer.

Name: __ (Person authorized to sign) Original signed by Jessica C. Miller 10/27/05

Signature: Date: __ Signature: Date: __
CONTRACTING OFFICER

11. Schedule

ITEM QUANTITY UNIT QUANTITY
DESCRIPTION UNIT AMOUNT

NO, ORDERED PRICE ACCEPTED

1 Hardware and Software Maintenance Agreements 1 lot 1,167,945.19

Estimated Cost: $1,161,730.67

Maximum Award Fee: $ 6,214.52

Total Estimated Cost and Fee: $1,167,945.19

12. For JSC Internal Use Only: 13. Total

Requisition No.: [] COMP. [] PART. PPC:
1,167,945.19

Rissue To: IA/Glenn Robinson

14. Quantities in "Quantity Accepted" Column Have Been

[] INSPECTED [] ACCEPTED [] RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
THERWlSE NOTED.

Authorized U.S. Government Representative Date

JSC Form 1429 (Rev March 3, 2004) (MS Word August 1995)



JSCEnablingTechnologyandSecurity(JETS)
NNJ04JA53C

Task Order Approvals

Task Order: JETS-OPSO6-IT-04 - Hardware and Software Maintenance Agreements

Approved Technical Evaluation Received October 25, 2005

Performance Period: October 1, 2005 - August 31, 2006

Funding Organization(s):

Task Order Value:

Cost: $1,161,730.67
Maximum Award Fee $ 6,214.52
Total Cost: $1,167,945.19

Approved By:
JSC JETS Budget Analyst Date

Approved By:
JSC JETS TMR Date

Approved By:
JSC JETS COTR Date

Approved By:
Manager, IT Information Technology Division Date

Approved By:
JSC JETS Contracting Officer Date

JETS 2



JSC EnablingTechnologyandSecurity(JETS)
NNJ04JA53C

1. Task Order Number/Title

JETS-OPS06-IT-04 - Hardware and Software Maintenance Agreements

2. Technical Monitor Representative (TMR)

Primary: Robert T. Anderson/IT4
Secondary: Hector Rodriguez/IT4

3. Narrative Task Description

The Contractor shall track hardware warranties and software licenses, renewal of hardware
maintenance, software licenses, and software support contracts, for the systems specified in the
Information Resources Directorate (IRD) Maintenance Database (IRDMDB). The Contractor
shall also negotiate and establish maintenance agreements and software license and support
renewals with the vendors and report status of this activity per DRD-07 (Contractor Status
Report). This Task Order shall be accomplished in accordance with Statement of Work area
4.3.1

Additional hardware and software may be added and deleted during the term of the task order.
The Contractor shall ensure additions and deletions are posted to the IRD Maintenance Database
within 7 calendar days from the receipt of an approved IRD Service Request (SR)in the
Customer Service System (CSS) and concurrence from the TMR of this Task Order.

The Contractor shall provide a point of contact for IRD customers to coordinate the maintenance
schedules. This includes stand-alone equipment and software located in the IRDMDB under the
JETS Non-IRD CA, JETS Non-IRD EA, and JETS Non-IRD JA systems.

All hardware and software maintenance functions defined in this task order shall be reported at
the subtask level defined as follows:

Subtask 1.0 Engineering Computation Facility MA, OA
Subtask 2.0 CFO Systems LA
Subtask 3.0 IRD IT Security Systems IA
Subtask 4.0 IRD CSS/CR945 IA
Subtask 5.0 IRD Web IA
Subtask 6.0 Reserved

Subtask 7.0 NetlQ IA
Subtask 8.0 Consolidated Systems IA
Subtask 9.0 CSM IA
Subtask 10.0 NASAPOST IA
Subtask 11.0 Network Miscellaneous IA
Subtask 12.0 Reserved
Subtask 13.0 DDMS/EDCC IA
Subtask 14.0 Imagery Systems IA

JETS 3



JSC EnablingTechnologyandSecurity(JETS)
NNJ04JA53C

Subtask 15.0 Reserved
Subtask 16.0 Reserved
Subtask 17.0 Reserved

Subtask 18.0 PAO Systems AP
Subtask 19.0 JSC Search IA
Subtask 20.0 Reserved
Subtask 21.0 Reserved

Additionally, for the items contained in the IRDMDB under "Systems" JETS Non-IRD CA,
JETS Non-IRD EA, and JETS Non-IRD JA, the following Subtasks are defined, respectively:

Subtask 22.0 CA Org CA
Subtask 23.0 EA Org EA
Subtask 24.0 JA Org JA

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations
3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Performance Standards

None.

5. Period of Performance

The services in this task order shall be performed from October 1, 2005 through August 31,
2006.

6. Deliverables Required

The Contractor shall provide a Maintenance Agreement and License Renewal Plan for items
listed in the IRDMDB per DRD-01 (Management Plan).

The Contractor shall provide monthly reports on License Renewal and Maintenance agreement
changes for the hardware and software baselined in the IRDMDB.

JETS 4



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

The Contractor will provide monthly reports on the 30-60-90 day maintenance agreement/license
renewal plan for review at a joint NASA/JETS meeting.

7. Travel

The Program Manager shall coordinate all training request via e-mail with the TMR and provide
e-mail notification to the COTR prior to expenditure of funds.

8. Special Requirements

The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The Contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information can be processed
outside of the JATS system.

9. Metrics

On a monthly basis, the Contractor shall report metrics specifying
1. Number of licenses and maintenance agreements renewed on time.
2. List of licenses and maintenance agreements renewed on time.
3. Number of licenses and maintenance agreements not renewed on time.
4. List of licenses and maintenance agreements not renewed on time.

The Contractor shall achieve 100% on time completion of software license renewals and
hardware maintenance agreements before expiration of current agreements.

10. Total Cost Summary and Cost Phasing by Month

Cost: $1,161,730.67
Maximum Award Fee: $ 6,214.52
Total Cost: $1,167,945.19

Monthly Cost Phasing - See Attachment 1

JETS 5
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NationalAeronauticsandSpaceAdministration ]

Lyndon a JohnsonSpaceCenter I ORDER FOR SUPPLIES OR SERVICES Page 1 of 30
HoustonTX 77058

1. Order No. 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.JETS-OPS06-1T-04REV 2 See date in block10
Contract:NNJ04JA53C Certified for National Defense under DPAS (15 CFR 700) DO-C9
3 Issuing Office: 4. Ship To:

NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
Org./Buyer: Cody Corley Houston, TX 77058-3696

Mark For: Accountable Property

Tel No.: 281-483-3147 Fax: 281-483-4066 Order No.: JETS-OPSO6-1T-04

E-mail: cody.corley-l@nasa.qov

5. Contractor: 6. Deliver On or Before:
Muniz Engineering, Inc,
2525 Bay Area Boulevard, Suite 300 F,O.B. Point: Destination
Houston, TX 77058

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

NASA Johnson Space Center
Phone: 281-283-6031 x Fax: 281-283-6162 Attn: LF231/Accounts Payable Group

Houston, TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-OPS06-1T-04

I
8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order listed on the following page, this delivery order is subject to
Reference: instructions contained on this form and is issued subject to the

terms and conditions of contract number: NNJ04JA53C

9. Written acceptance of this order by contractor [I--] ] is, [[_ ] is not 10. Name:
required, Sign below if required and return to contracting officer.

Name:_ (Person authorized to sign) e_.._ _..7 f__,..____/O
Signature: Date: __ Signatur t J Date: r_

CONTRACTING OFFICER

11. Schedule
ITEM QUANTITY UNIT QUANTITYDESCRIPTION UNIT AMOUNTNO ORDERED PRICE ACCEPTED

1 Hardwareand Software MaintenanceAgreements Deltaof $194,029.84. 1 lot 194,029.84

Was: Now:

EstimatedCost: $1,111,730.67 $1,305,760.51

MaximumAward Fee: $ 6,214.52 6,214.52

TotalEstimatedCost and Fee: $1,117,945.19 $1,311,975.03

12, For JSC Internal Use Only: 13. Total

Requisition No.: [] COMP. [] PART. PPC:

Rissue To: IA/Steve Guy 194,029.84

14. Quantities in "Quantity Accepted" Column Have Been
[] INSPECTED [] ACCEPTED [] RECEIVED
TO CONFORMTOTHE CONTRACT.
ACCEPTANCEWILL BE AT JSC UNLESS BY:
THERWISENOTED

Authorized U.S. GovernmentRepresentative Date

,isc Form1429(RevMarch3,2004)(MSWordAugust1995)



NationalAeronauticsandSpaceAdministration

Lyndon8. JohnsonSpaceCenter ORDER FOR SUPPLIES OR SERVICES Page 1 of 5Houston.TX 77058

1. Order No. 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.JETS-OPS06-1T-05 See dateinblock10
Contract: NNJ04JA53C Certified for National Defense under DPAS (15 CFR 700) DO-C9
3. Issuing Office: 4. Ship To:

NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building421
Houston, TX 77058-3696 NASA Johnson Space Center
Org./Buyer: RosalieCarpentier Houston, TX 77058-3696

Mark For: Accountable Property

Tel No.: 28%244-7147 Fax: 281-483-4173 Order No.: JETS-OPS06-1T-05
E-mail: rosalie.caroentier-l_nasa.qov

5. Contractor: 6. Deliver On or Before: 8/31/06
MEI Technologies, Inc.

2525 Bay Area Boulevard, Suite 300 F.O.B. Point: Destination
Houston, TX 77058

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

Phone: 281-283-6031 x Fax: 281-263-6162 NASA Johnson Space Cenler
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-OPS06-1T-05

8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditionsspecified on this order. Order listedon the following page this delivery order is subject to
Reference: nstructions contained on this form and is issued subject to the

terms and conditions of contract number: NNJ04JA53C

9. Written acceptance of this order by contractor [r-I ] is, [1_ ] is not lO. Name: Frances LMahan
required. Sign below if required and returnto contractingofficer.

Name: (Person authorized to sign) ur_-"_ J,_ ./_O_
Signature: Date: __ Signat "2')_%" Date

CONTRACTING OFFICER

11, Schedule

ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED UNIT AMOUNTPRICE ACCEPTED

1 ActiveDirectoryAdministration(seeattachedTaskOrderpgs1-4) 1 JOB

EstimatedCost: $105,130.67

MaximumAward Fee: $6,654.10

Total EstimatedCost and Fee: $111,784.77

12. For JSC Internal Use Only: 13. Total

RequisitionNo.: N/A [] COMP. [] PART. PPC:

Rissue To: IC/Steven A. Guy $111,784.77

14. Quantities in "Quantity Accepted" Column Have Been

[] INSPECTED [] ACCEPTED [] RECEIVED
TO CONFORMTO THE CONTRACT.
ACCEPTANCEWILLBE AT JSC UNLESS BY:
OTHERWISENOTED.

AuthorizedU.S. GovernmentRepresentative Date
JSC Form 1429 (Rev November 10, 2004) (MS Word August 1995)



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

Task Order Approvals

Task Order: JETS-OPS06-IT-05 - Active Directory

Approved Technical Evaluation Received 3/14/06

Performance Period: March 1, 2006 -August 31, 2006

Funding Organization(s): IT4

Task Order Value: $

Cost: $105,130.67
Maximum Award Fee $6,654.10
Total Cost: $111,784.77

• _ /J - v / i
ApprovedBy: ;/_"_'./_:.S_.,"y_:_ l_11'_/(,_.

JSC JETS Budget Anal_t Date

Approved By: -,. , z_./[, c_(a
• J'SC J{ETS _/[R Date

Approved By: __T_J_'R t_J/:/('9"(°Date

Appr0vedBy:_,_/_g6.o'J 9. /Z__,_.,,_ L/_,
JSC JETS ContractingOfficer bate



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

1. Task Order Number/Title

JETS-OPS06-IT-05 - Active Directory Administration

2. Technical Monitor (TMR)
Primary: Micheal D. Nevills

3. Narrative Task Description
The Contractor shall be responsible for the daily support to the IRD Active Directory Official as
described in the JETS Statement of Work (SOW) areas 4.1 and 4.3.2. Supported activities
include integrating the JSC forest, switching the JSC forest to native mode, developing

standards, proposing policy, providing engineering assessments, and implementing security and
situational awareness as it relates to the Active Directory (AD) service across the Johnson Space
Center environment. These responsibilities shall be accomplished within a wide array of
Windows-based and non-Windows based software and hardware.

The Contractor shall evaluate and propose a method for retiring JSC's orgmfizational legacy NT4
domains for integration within the JSC Forest.

The contractor shall support the following meetings as requested by the TMR in order to develop

and maintain baseline architecture documentation of the JSC Active Directory.

• JSC Active Directory Working Group

• NASA Active Directory Working. Group

• Network Access Control Board (NACB)
• IRD Configuration Control Board (ICB)

• Information Technology Security Council (ITSC)

• Server Operations Configuration Control Board (SOCCB)

• IRD/ODIN weekly tag ups

• Cyber Identity Management System (CIMS)

• NASA Integrated Services Environment Project (NISE)

• NASA Account Management System (NAMS).

• Other meetings as required by the TMR

The Contractor shall be responsible for interactirig with JSC contractors, JSC organizations, and
other NASA centers to assess potential impacts to the JSC Active Directory service.

The Contractor shall follow the IRD Configuration Management (CM) Project Management
process to recommend any changes to the baseline architecture by submitting change requests
and bringing forth items for information and decision to the IRD Control Board.

The Contractor shall propose weekly and summary reports to assess the status of the JSC forest
integration, switching the JSC domains to native mode, the development of standards, and

development of baseline architecture documentation for the JSC Active Directory service 60

JETS-OPS06-IT-05 3



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

calendar days after the start of this task order. The report final format with actual content shall
be submitted 30 days from the time official concurrence from the TMR is obtained.

The Contractor shall review their reports with the TMR at the weekly TMR tag ups.

The contractor shall submit summary reports once per month.

The Contractor shall perform a trend analysis of performance and based on their analysis of
performance, user and system demands, and issues, shall recommend JSC AD modifications.
Justification for recommendations shall include cost and schedule assessments, and shall address

operational, and policy standards.

The Contractor shall also document, submit, and maintain for TMR evaluation and concurrence
the JSC Active Directory policy, operating procedures, architecture, and implementation and
operational standards. The first draft &these documents shall be submitted 60 days from the
start &this task order. The standards shall include criteria for addressing waivers for
noncompliance with policies or procedures.

The Contractor shall write and submit the AD inputs to the appropriate Security Plan.

The Contractor shall report any variation to JSC Active Directory policies to the TMR.

Demand for this expertise will take place primarily onsite Monday through Friday 8:00 AM -
5:00 PM Central Standard Time.

The Contractor shall attend monthly status meetings with the COTR or his/her designee. These

meetings will status the previous month's accomplishments, next month's planned tasks, and
technical, personnel, and budget issues. Corrective actions, if warranted, for issues shall be
discussed during this meeting.

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Period of Performance

The services in this Task Order shall be performed through August 31, 2006.

JETS-OPS06-IT-05 4
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5. Training
The Contractor shall propose training for personnel assigned to this task required to maintain
competency on the assigned systems. The TMR shall approve training request in advance.

6. Deliverables Required
The Contractor shall develop processes and methods of test, validation, and change management
of change to the JSC forest, including organizational units (OU) and child domains.

The Contractor shall develop and maintain baseline architecture documentation of JSC forest,
including diagrams, as built configurations (which includes settings), naming standards, protocol
standards, organizational unit (OU) & child domain standards, system administrator standards,
GPO standards, system logging standards.

The Contractor shall provide engineering assessments of change proposals tbr both JSC and
Agency projects as they relate to Active Directory.

The Contractor shall develop, maintain, and propose policies for consistent management
standardization security and situational awareness.

The Contractor shall develop a proposed schedule for initial baseline of each of these
deliverables and for moving JSC to native mode.

The Contractor shall provide weekly and summary status information on these deliverables and
maintain this information within the IRD institutional share. At times, these statuses shall be

provided upon request to the TMR.

The Contractor shall maintain a current Security Plan for the AD directory as specified in DRD
14 IT Security Plans.

7. Special Requirements
At the direction of the TMR or COTR, work duties may be prioritized to satisfy emergency
customer needs.

The contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information can be processed
outside of the JATS system.

Detailed knowledge of Active Directory

8. Metrics
The Contractorshall provide monthly Customer Satisfaction andSystem Availability metrics as
specified in DRD 03 Metrics Reports, and other reports as defined in Section 6.

JETS-OPS06-IT-05 5
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Task OrderApprovals

TaskOrder,"JETS-AD07-01 - TecknicaIAssistance

ApprovedTechnicalEvaluation Received

PerformancePeriod: February 15, 2007 - September30, 2007

FundingOrganization(s):

Task OrderValue:

Coat: $75,320,47•
MaximumAwardFee 4,914.35
"Iota[Cost: $80,234.82

JSC JETS Budg_ Analyst g_7

JSC JETS TMR. Date

ApprovedBy: _ _ _"-,,_ _.

_ormation Tee.hzd/og""ytbivision

JSCJETS Contraetiag Officer ' Daf_
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1. Task OrderNumber/Title

JETS-AD07-01- Tcchnicd]Assistance

2. TechnfcalMonitor Representative(TMR)

Pr_: Tho_oa B.DYSon/IM
Abominate:PdchardSlateffIM

3. Narrative Task Desr.ripflon

The contra_or shallprovidetechnicalandadrnln/s_ativesupportforinformationtechnology
a_dvifiesand Infrastructureof theExternalRelationsOffice.Tasks include:

* Representthe ExternalRdations Office andits componontorganizations(PublicAffairs,
Education,T_hnologyTransfer,UniversRyAffairs,SpaceFlightAwareness)totheJSC
InformationResourcesDireCtorateinallmattersrelatingm ITsem._ity,dovdopm_tof
ITAsbetweenExtmmlRdationsandIRD,implem_tafionofITsccurltyupgradesand
changestosystemsoperatedbyExt_nalRdafions(websitesandsystemssuchBsthe
PAO TelevisionSystemandtheEducationDistan_LearningSystem).Thisin_b._desthe
normalOSCM/OSCO-typedutiesand_epresentafionatrequire,dITmeetingsandboards
to assurecompliancewithaUITsecurityandreportingrequireanents.

" Prepareresponsesfordatacalls,annualITPlans,inventoriesofsystemsandsimilar
a_ivities for ITsystemsopm'atedbyExternalRelations,

. DevelopadetailedunderstandS,5ofthefun_onandoperating&tailsoftheinformation
t_hnology systemsm_tntainedby Extea'nalRelations,Apply expertisein information
t_almologyand knowledgeof IT managmncntrequirementsto ensure thatExternal
Relationsis responsivetOall IT r_o_ng and IT sum.wiryimplem_tation requirements,
developingand shepherdingthroughthe approvalprocessall of theExternalRelationsIT
plans for C&A (Certificationand Accreditation).

• Establishsystem s¢curltybaselinesand maintainresponsibilityfor ongoing monitoringof
scctuitycontrols for ExternalRdations OfficeIT systems,assuring a continuo_sstate of
compliancewith all IT securityregulationsand requirements,

. Provideperiodic reports toExtomalRelationsmauagcrson the stateofreg_atory
compliance,plan developmentandapprovalstaresand significantissuesrelatingto IT
management.

-JETS...............................................................................-3
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Note:The intentof the requiredtasks describedin this documentis tohave the contraaor take
respon_bility for the necessaryactionsto ens_ l_xteraalRelations systemsam in compliance
with IT secltfityrequkem_nts,This includes:1) identifyinganddootmaentingexisting eontroh;
2) identifyingadddtionedcontrolsandproceduresrequired to satisfy IT securityrequirements;3)
d_oloping seoarityplans, risk_sessm_nts, and contingencyplans to addressany identified
risks; and 4) ensuringth-at_-d_tems are in complt_il_-wtttrlT-_req_irena_7.

The Contractorshallp_form all the managementfunctions, inoludingteohl_catand business
management,necessary toplan, implement,track,report and deliver the reqtfiredservices
describedin this T_skOrde_. In addition,to effectivelyperform antimanage th_work d_tailedin
this Task Order, the contractorshallperformall the Contract Managementfunetians detailed in
Statementof Workarea 3.0 CoatraotManagementand Administratlon;

3.1 Safety,Health and EnvironmentalCompliano_
3.2 Quality
3.3 RecordsManagement
3.4 WorkAuthorizat/ons

3.5 Faeitky Manageraent
3.6 Property Management
3.7 JE1'S Metrics

4. Period of Performa_tee

The servicesin tiffsTask Ordershallbe performed 1_omFebruary 15, 2007 through September
30, 2007.

_, DeliverablesRequired

1) Wc_dy summaryof activitiesto the organizationand TMR
2) Monthly staresrepom of ongohagor recently_ompl_tedprojects
3) Completesystemscertificationand accreditationdocuments, control validations,and the

requiredsubmissionpackage.This shouldinclude:

• IT Security controlcheckllst, uslng NIST800-53,with system controlvalidations
and detailed controlnarratives

• Processanalysis andproceduresdevelopmentto addressany identifiedIT security
controlweaknesses

• Risk assessmentto identifyorganizationalmitigated risks, acceptedrisks, and
residualrisks

. Developmentofa se_:rity plan for each systemwith detailed systemcontrol
baselineswith r_f_rcneeto ¢videace

• Applicablecontingencyplans
• Applicablesystemdevelopmentllfe cycle plan

............................JBTS.................................................. 4 ..........................................................................................................................................
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• Ongoingmonitoringplans to ensurethe ccgan_Tational_stems are in compliance
withqu_or]y and annual certificationrequirements

• POAM- Plan for AotionandMil_tono

6. SpeciaIRequirements

The ContractorshallufilizothoJ$C Action TraeklngSystem(JATS)to track action items
pertainingto this taskorder. The Contractorshall ovaluatethe s_sitivity of all data prior to
submissioninto the JATS system. Datathat containss_sitive informationcanbeprocessed
ou_idc of the JATS sys'tom.

7. Metrics

The Contractorshallprovide inputsto thom0nflflycertificationand accreditation(C&A) se,om
card status repot, Thisreport will d_aon_tr_tewhvth_rC&At_ks am completed on schedule.
In addition,the finalC&A reportwill demonstratethe final eomplotionof thetasks for theperiod
ofpefformauo_.

...............................J-E_8-.......................................... 5..................................................................................................
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Contract:NNJ04JA530 I Certified for National Defense under DPAS (15 CFR 700) DO-C9
3. Issuing Office: 4. Ship To:

NASA Johnson Space Center. 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
OrgJBuyer: MatreniaR.Anumele Houston, TX 77058-3696
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Tel No.: 2814834144 Fax: 281-483.4173 Order No.: JETS-AH07-01
E-mail: matrena r anumee@nasa.aov

5. Contractor: 6. Deliver On or Before: 09/30/2007
MEI Technologies, Inc.

2525 Bay Area Boulevard, Suite 300 F.O.B. Point: Destination
Houston, TX 77058

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

Phone: 281-283-6015 x Fax: 281-283-6170 NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE: ; Order No.: JETS-AH07-01

8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order listed on the following page, this delivery order is subject to
Reference: instructions contained on this form and is issued subject to the

terms and conditions of contract number! NNJ04JA53C

9. Written acceptance of this order by contractor [l-q ] is, [[_;;_] is not 10. Name: Frances L.Mahan
required. Sign below if required and return to contracting officer.

Name: __ (Person authorized to sign) a_,_Z,,.._t _,,,_ f_/_
Signature: Date: __ Sign Date

CON"FI_,_CTI_GOFFICER
11. Schedule

ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED UNIT PRICE AMOUNT ACCEPTED

1 TechnicalAssistance 1 JOB

EstimatedCost: $ 42,579.01

MaximumAwardFee: $ 2,704.54

TotalEsUrnatedCostand Fee: S 45,283.55

12. For JSC Internal Use Only: 13. Total

RequisitionNo.: N/A [] COMP. [] PART. PPC:
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Task Order Approvals

Task Order: JETS-AH07-01 .--Technical Assistmaee

Approved Technical Evaluation Received May 17, 2007

Performance Period: May 2t, 2007- September 30; 2007

Funding Organization(s):

Task Order Value:

Cost: $42,579.01
Ma×imum Award Fee 2.704.54

Total Cost: $45,283.55

" 3SC JETS Budget Analyst _] Da{e

_'>_SC YETS TI_" _;- ,¢ Date

JSC JETS COTR Date

__nnation Technology Division _ate #

JSC JETS Contracting Officer
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Lyndon B. Johnson Space Center ORDERFOR SUPPLIESOR SERVICES Page 1of 12
. Houston,TX 77058

1. Order No. 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.JETS-IM07-01 See date in block 10

Contract: NNJ04JA53C Certified for National Defense under DPAS (15 CFR 700) DO-C9
3. Issuing Office: 4. Ship To:

NASA Johnson Space Center. 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
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Mark For: Accountable Property

Tel No.: 281-483-3147 Fax: 281-483-4173 Order No.: JETS-tM07-01
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5, Conlractor: 6. Deliver On or Before: 09/31/2007
MEI Technologies, Inc.

2525 Bay Area Boulevard, Suite 300 F.O.B. Point: Destination
Houston, TX 77056

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

Phone: 281-283-6015 x Fax: 281-283-6170 NASA Johnson Space Center
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8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
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9. Written acceptance of this order by contractor [r] ] is, [[_ ] is not 10. Name: Frances L.Mahan
required. Sign below if required and retum to contracting officer.
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_"CONTRACTING OFFICER / '

11. Schedule

ITEM QUANTITY UNIT QUANTITY
NO. DESCRIPTION ORDERED UNIT PRICE AMOUNT ACCEPTED

1 NetworkandSecurityServices 1 JOB
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12. For JSC Internal Use Only: 13. Total
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[] INSPECTED [] ACCEPTED [] RECEIVED
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OTHERWISE NOTED,

AuthorizedU.S. GovernmentRepresentative Date
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Task Order Approvals

Task Order: JETS-IM07-01 - Network and Security Services

Approved Technical Evaluation Received October 18, 2006

Performance Period: October 1, 2006 - September 30, 2007

Funding Organization(s):

Task Order Value:

Cost: $ 1,156,097.26
Maximum Award Fee: $ 73,052.02
Total Cost: $ 1,229,149.28

JETS 1



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

1. Task Order Number/Title

JETS-IM07-01 - Network and Security Services

2. Technical Monitor Representative (TMR)

See Contracting Officer's letter for TMR's for this task order.
Primary: Luke Drury/IM
Alternate: Rick Slater/IM

3. Narrative Task Description

a. The Contractor shall be responsible tbr the daily operation of the tbllowing

systems, as listed in the Information Resources Directorate (IRD) IT Inventory Database
as IT Security. Daily operation, as specified in the JETS Statement of Work (SOW)
Section 5.0, include the monitoring of system activity and performance, review of logs,

configuration changes and management (including user accounts), performing system
upgrades, reporting, system engineering, and ensuring documentation. It is the
Government's intent to retain the PPTP systems as a contingency capability in case of

Pandemic events. The primary VPN capability of JSC will be the Juniper IVE.

* Firewall Systems
o Outer Firewall (Primary)
o Outer Firewall (Secondary)
o Inner Firewall (Primary)
o Inner Firewall (Secondary)

o Special Purpose Firewall
o Backup/Development Firewalls

• Content Monitoring and Filtering systems
o Websense

o NetContExt (Content Analyzer)
o SurfC0ntrol

• Network Intrusion Detection (NID) systems
o RealSecure SiteProtector

o Netscreen IDP (replacement for NFR)

• Virtual Private Network (VPN) systems
o Point-to-Point Tunneling Protocol (PPTP) Server

o Juniper IVE System

• Support systems
o Firewall Administrative System

o Firewall Log Servers
o Backup Firewall Log Servers
o Fircwall Log Processing Server
o Log Archive/Analysis Server
o IT Security investigation support system

• URL and Consolidated Logging systems (LogLogic)

JETS 2
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• Public Key Infrastructure (PKI) systems
• Security Data Warehouse (SDW)
• Vulnerability reduction systems, currently Internet Security Scanner to be replaced by

Foundstone.
• Network Analyzer systems

o NetContExt (Network Traffic Recorder)
o Perimeter logging systems

b. The Contractor shall provide daily review and analysis of the firewall and other
log files, coordinating as required with the appropriate IRD Security personnel, associate
contractors, and the user community to identify and resolve security problems and
configuration issues. The Contractor shall provide support to the user community for
issues that are related to the IT Security Systems, including receiving and electronic
tracking of incoming calls and requests, handling related calls that are forwarded from
associate contractors, and working directly with end-users and associate contractors to
resolve user-reported issues. Based on the current environment, approximately sixteen
(16) hours per week are required for the investigation and resolution of user-reported
issues. The Contractor shall make contact with the end-user within one (1) business day
of a reported issue.

c. The Contractor shall be responsible for the revalidating, development and testing
of Public Key Infrastructure (PKI) installation packages. It is estimated that
approximately six PKI packages (four quarterly-load packages, two special-purpose
development packages) will be required each year.

d. The Contractor shall be responsible for supporting security scanning that includes:
(1) Regular network scans using the Internet Security Systems (ISS) Scanner
or its replacement, nmap, wireless and other scanning tools as specified by the
JSC Office of the CIO. The network vulnerability scanning is to be performed
per the quarterly requirements defined by the NASA OCIO Vulnerability
Reduction Guidance (updated yearly). This memo can be found on the JSC
webpage under the IT Security section, NASA I/T policy & directives.
(2) Scans on any new system installed at the Center, in support of web
registration, and on an ad-hoe basis due to security threats or data calls.
(3) Network Mapper (NMAP) and wireless scanning will be performed
monthly or as determined by the IT Security Office.
(4) Monthly full scans of all hosts with firewall rules allowing for access
from outside of the JSC address space.

c. The Contractor shall support the transition from Internet Security Systems (ISS)
Scanner to McAfee Foundstone Scanner which shall include:

(1) The transition of current data models to support the new data structures
required for Foundstone
(2) The parallel/comparison scanning between ISS and Foundstone
(3) Assist in the update scanning processes and procedures

JETS 3
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f. The Contractor shall be responsible for generating the following reports and
providing them to the TMR.

(1) As part of IT Security scanning activities, Ad-hoc reports in a format to be
determined by the IRD Information Technology (IT) Office of the CIO based
on the specifics of each individual security situation. It is estimated that the
contractor shall provide two (2) such reports per month.
(2) Network security and wireless security audit reports electronically
(3) Security Data Warehouse (SDW) ad hoc reports as requested by TMR.

g. The Contractor shall assist the JSC Office of the CIO in the resolution of security
incidents as requested by the TMR to support IT security investigations and forensics
analyses.

(1) This includes providing all information such as log files, system
configuration information, aud system backups.
(2) Provide analysis of IT Security logs and information as requested by the
TMR to assist in the identification and resolution of IT Security
investigations.
(3) Reviewing NASIRC bulletins and providing data analysis.

h. The Contractor shall perform protocol studies to assist the Office of the CIO in
determining possible security issues as requested by the TMR.

(1) This includes reviewing firewall log for a specified time period
determined by the TMR.
(2) Reviewing firewall rules associated with protocols.
(3) Reviewing other IT Security data sources.
(4) Provide presentations on the findings to the TMR and presenting to IRD
IT Security personnel.

i. The Contractor shall use the JSC IT Security Systems to assist the JSC Office of
the CIO in the resolution of virus-related issues. The Contractor shall be responsible for
processing alerts from the antivirus products (Symantec) and assisting users in the
resolution of virus-related issues on a daily basis. The processing of alerts will entail
verifying infection and/or origin of viruses. If an infection has occurred, the contractor
shall contact the user and Organization Computer Security Official (OCSO) for repair.
Notification to the user and OCSO should be done by phone and email.

Sample of Virus alert notification:
Symantec
Virus Name: Downloader.Trojan
Computer: "computer name"
Location: D:\documents and settings_mwaid\Local Settings\Temporary Internet
Files\Contene.IE5\CR9VE6F 1\NETWIN\[ 1].CHM
Requested Action: Clean
Actual Action; Quarantine
Date: 08/16/2004 Time: 01:59:57 PM
Source: Norton AntiVirus Corporate Edition
User Name: "domain userid"

JETS 4
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j. The Contractor shall be responsible for the operations and maintenance of the

Security Data Warehouse (SDW) application. This includes loading data, performing
data integrity checks, and performing data validation, support ad-hoc reporting (described
in item 5c). The contractor shall be responsible for adding new capabilities as directed by
the TMR to the SDW as workload permits. It is currently anticipated that not more than

10 new capabilities shall be implemented. The Contractor shall provide user support to
those stakeholders utilizing the data warehouse.

k. The Contractor shall provide thc following support
(1) Personnel onsite Monday through Friday 8:00 AM - 5:00 PM in order to

accomplish successful day-to-day operations.
(2) 24/7 on-call support for all security-related incidents which may adversely
affect the IT Security Systems or the JSC Institutional Networks. The 24/7
on-call support shall be accomplished via a Government-provided Firewall
Security Duty Phone. If the contractor detects or is notified via Government

provided automated means (such as an e-mail or pager alert) of a potential
security issue, the contractor shall notify the JSC Office of the CIO by calling

the IT Security Duty Phone and coordinating as required with associate
contractors.

(3) The Contractor shall be responsible for the installation, implementation,
and daily operations of the new NID system equipment.
(4) Arrange and conduct meetings (approximately one per month) to inform
the user community of upcoming IT Security Systems capabilities and events.

(5) Provide technical expertise at IRD boards and meetings, such as the
Network Access Control Board (NACB) and the IRD Control Board (ICB).
The NACB typically meets once each week for one to three hours; the ICB

typically meets once each week for two to three hours.

(6) Conduct or attend additional ad-hoc special NACB meetings and other
working group meetings.

(7) As requested by the TMR with e-mail notification to the COTR, perform
security awareness training, provide technical support, and share technical
knowledge and process improvements as needed to support the overall
improvement of Information Technology (IT) security at the Center. The
Security awareness training provided shall include items such as brief
overviews of training classes and seminars attended, as well as trip reports.

(8) Provide inputs, as requested by TMR, for IT Security Systems
documentation, procedures (such as Red Book), schedules, project plans,
budget planning, and strategic planning.
(9) Obtain the concurrence of the TMR and provide e-mail notification to the
Contracting Officer's Technical Representative (COTR) to perform all
scheduled hardware and software upgrades, maintenance outages, and

software patch installations.
(10) Coordinate with associate contractors for all applicable software
upgrades, maintenance outages, and software patch installations.

JETS 5
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(11) Provide inputs and technical assessment to the TMR for incorporation
into the Security Plan for the IT Security System, as specified in DRD-14 IT

Security Plans.

(12) Maintain a configuration-managed architecture diagram of the IT
Security System, as well as a configuration-managed document listing the
hardware model numbers and serial numbers of all IT Security System

components, applicable software license codes, reboot procedures, backup
procedures, restore procedures, and the procedures to open maintenance
trouble calls. All applicable data shall be updated and maintained in the IRD
Inventory Database.
(13) Maintain configuration of the IT Security System devices in the IRD

Development Lab. Coordinate test activities with the IRD Lab managers and

TMR. Provide support to testing activities as requested by the TMR.
(14) Transition of currently supported applications from the current hardware

to newly requisitioned hardware in the new task year.

1. The Contractor shall be responsible for maintaining the NFR-URL logging

systems, used for logging HTTP request information on the JSC institutional networks.
The contractor shall be responsible for managing the storage and organization of the

resultant log files.

m. The Contractor shall be responsible for managing the log collection systems; this
includes user creation, deletion, and the control of access to log entries. The contractor

shall patch the systems with all vendor supplied updates and fixes. The contractor shall
bc responsible for maintaining the end-user system configuration documents that describe
how to transmit and retrieve logs to and from the system.

n. The Contractor shall be responsible for network traffic and session summary

logging at the JSC institutional network boundaries. This includes managing the

resultant peap files, log files, file manipulation scripts, and administering the session
summary database. The Contractor shall maintain a web based graphical user-interface
to the session summary database.

o. The Contractor shall be responsible for maintaining the JSC IT Security Incident

Tracking system. The contractor shall support application configuration, user
management, and database maintenance for the system. This includes custom
configuration of the tracking system to support encrypted communications and
notifications.

p. The Contractor shall be responsible for maintaining the JSC IT Security
Knowledgebase system. The contractor shall support application configuration, user
management, and database maintenance for the system. The contractor shall support

multiple instances of the application as necessary to support all JSC IT Security
functions.
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q. The Contractor shall be responsible for network content management. This
includes the maintenance of network traffic content filtering and monitoring systems.
The contractor shall manage the databases used for logging and configuration and the
scripts used to extract and backup the daily system configuration.

r. The Contractor shall perform all the management functions, including technical
and business management, necessary to plan, implement, track, report and deliver the
required services described in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the Contract
Management functions detailed in Statement of Work area 3.0 Contract Management and
Administration:

(1) Safety, Health and Environmental Compliance
(2) Quality
(3) Records Management
(4) Work Authorizations
(5) Facility Management
(6) Property Management
(7) JETS Metrics

s. The Contractor shall provide the items listed above (a-l, excluding 10a) for the IT
Security Services at WSTF which include:

• Firewall Systems
o Primary WSTF Institutional Firewall
o Secondary WSTF Institutional Firewall

• NID systems
• Support systems

o BrightStore Enterprise Tape Backup System (StorageTek L40
Library) SDLT 320 Tapes

o WSTF Institutional Firewall Management Station
o WSTF Institutional Firewall Log Processing

• SDW
o nmap scanning server

(1) The Contractor shall maintain adequate personnel onsite during WSTF's
standard work schedule in order to accomplish successful day-to-day
operations as detailed above.
(2) As a part of contingency operation activities, the contractor shall be
responsible for operations of the IT Security System at WSTF.
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4. Period of Performance

The services in this Task Order shall be performed from October 1, 2006 through

September 30, 2007.

5. Deliverables Required

a) Inputs to the Security Plan for the IT Security System, as specified in DRD-14 IT

Security Plans.
b) Configuration-managed architecture diagram of the IT Security System.

c) Configuration-managed document listing the hardware model numbers and serial
numbers of all IT Security System components, applicable software license codes, reboot

procedures, backup procedures, restore procedures, and the procedures to open
maintenance trouble calls. The applicable items should be recorded and maintained in the

IRD Inventory Database.
d) Change control procedures and configuration management plan for the IT Security

System. TMR approval required within 30 calendar days of Task Order start.
e) Monthly activity report.
f) Monthly reports of IT Security Systems related calls and service requests

g) Scanning reports for each scan that is performed.
e) A memorandum as directed by the JSC Office of the CIO for each quarterly scan, web
registration, organizational and incident investigation scan that is performed. The

appropriate IRD IT Security management signature shall be obtained for each
memorandum.

f) Network security and wireless security audit reports electronically to IRD IT Security

personnel.
g) Monthly reports of firewall requests.

6. Training

Training shall include annual attendance by one individual to the Network+Interop
training/conference.

The Contractor shall coordinate all training request via e-mail with the TMR and provide

e-mail notification to the COTR prior to expenditure of funds.

7. Special Requirements

The contractor shall utilize the JATS database to track action items pertaining to this task

order. The contractor shall evaluate the sensitivity of all data prior to submission into the

JATS online system. Data that contains sensitive information shall be processed by the
JETS Program Manager or Task Coordinator and shall not be entered into the JETS
online database.

8. Metrics
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The Contractor shall provide monthly Customer Satisfaction and System Availability
metrics as specified in DRD-03 Metrics Reports. Availability metrics shall clearly
contrast a system's availability with unscheduled and scheduled outages. In addition, the
contractor shall provide the following metrics monthly to the TMR:

• # of system DRs opened + closed per week (by category) on IRD
IT Security systems

• # of customer systems configuration.anomalies opened + closed
(potential - customer time to closure)

• Average # of firewall sessions. (Accepted + dropped)
• CPU utilization and through-put of firewalls
• Utilization of VPN servers by # of average, max, min

simultaneous users (PPTP, Juniper IVE)
• Websense

o # of blocked attempts per category
o # of hits + # of users and utilization of other categories

(Top 20 )
o # of hits + # of users + # of bytes transferred

9. Total Cost Summary and Cost Phasing by Month

Cost: $ 1,156,097.26
Maximum Award Fee: $ 73,052.02
Total Cost: $ 1,229,149.28

Monthly Cost Phasing - See Attachment A
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Task Order Approvals

Task Order: JETS-IM07-02 - Technical Assistance

Approved Technical Evaluation Received: October 18, 2006

Performance Period: October 1, 2006 - September 30, 2007

Funding Organization(s):

Task Order Value:

Cost: $ 442,402.08
Maximum Award Fee: $ 29,791.58
Total Cost: $ 472,193.66
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1. Task Order Number/Title

JETS-IM07-02 - Technical Assistance

2. Technical Monitor Representative (TMR)

Primary: Thornton E. Dyson/IM
Alternate: Polly J. Steele/1M

3. Narrative Task Description

The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM -

5:00 PM in order to accomplish successful day-to-day operations as detailed below.

The Contractor shall be responsible for supporting IRD Management tasks _mdactivities, in
accordance with JETS SOW area 6.0, including, but not limited to the following:

a. Process Flow and Board Charter Support
The Contractor shall draft process flows and charters for NASA approval for supported
activities.

b. Exhibit 300 Support
The Contractor shall be responsible for consulting on the Exhibit 300s that will be representing
JSC to NASA Headquarters and if necessary, the Office of Management and Budget. The

Contractor shall be responsible for quality control review on all of the associated documentation
and submittal.

The Contractor shall assess the JSC organizations' developed Exhibit 300s for a comprehensive

JSC product (preliminary review with comments and recommendations, and offer best practice
solutions, where needed). The Contractor shall assess the JSC organizations' developed Exhibit

300s and provide recommendations on the preparation and integration of a comprehensive JSC
submittal to NASA Headquarters. The Contractor shall provide JSC with additional Exhibit 300
review support and additional recommendations in response to NASA Headquarters review and
various ad hoc inquires through submittal and pass-back process with Office of Management and
Budget (OMB).

The planned Exhibit 300s for JSC includes the JSC - Flight Operations, JSC - Integrated
Planning System, JSC - Mission Control Center, JSC - Software Development/Integration
Laboratory, JSC - Space Shuttle Program Flight Software, JSC - Space Shuttle Program
Integration, JSC - Space Station Production Facility, and the JSC - Space Station Training
Facility. The support for this effort does not require any travel. It is possible that a deviation in
the number and content of Exhibit 300s may occur. Thus, the Contractor should plan for a total
of 8 - 9 Exhibit 300s.

The planned Exhibit 300s includes Kennedy Space Center's (KSC) Space Shuttle Program
Ground Operations, Launch Control System, Integrated Logistics and Shuttle Processing
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Support. It is possible that a deviation in the number andcontent of Exhibit 300s may occur.
Thus, the Contractor should plan for a total of 5 - 7 Exhibit 300s. For KSC, the Contractor shall
provide consultation services for existing Exhibit 300's as well as on a new Exhibit 300 for
Ground Cameras. The support for this effort may require travel.

c. IRD administrative support
The Contractor shall be responsible for administrative support for IRD meetings, including, but
not limited to the:

Weekly
• Network Access Control Board (NACB)

Bi-weekly
• Application Control Board (ACB)

Monthly
• Birds of a Feather (BOF)
• Organizational Computer Security Officials Meeting (OCSO)
* Information Technology Steering Council (ITSC)

The Contractor shall be responsible, at a minimum, for creating agendas (through civil servant
input); writing minutes, posting approved minutes, tracking action items; supporting the
definition, documentation and implementation of process flows and charters for the supported
IRD meetings. The Contractor shall also be responsible for tracking data related to management
support such as the timeliness of handling customer funded Change Requests (CR's). CR
processing shall be per the IRE) Configuration Management Plan, JSC 29173. The IRD CM Plan
can be found at the following link; http://stic.isc.nasa.gov/dbase/dis/jsc/isc29173f.doc. For
JATS, the Contractor shall be responsible for entering and tracking actions received from the
CIO's Actions Registry.

d. Network Aeeess Control Board (NACB) Support
The Contractor shall be the primary focal point with the various Service Request (SR) writers
and customers for NACB information and processes. The Contractor will work with customers
in helping them understand and follow the processes defined by the NACB including, but not
limited to:

1. Describe minimum technical requirements for SR's that come through the NACB
to customers

2. Coordinate interaction between customers and NACB board members regarding
technical requirements for the Service Request (SR).

3. Coordinate with Customers and NACB voting members for time critical Service
Requests (Known as Type II SR's)

4. Manage the NACB SR database (includes agenda, minutes, etc.)
5. Review all NACB SR's and referenced IT Security Plans to ensure that the

requested service has been appropriately documented within the organization IT
security plans.

6. Re-scheduling SR's with interim approval to return to the NACB
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The Contractor shall be responsible for the enhancement and maintenance of NACB tools,

including the Service Request (SR) expiration process.

e. Website Registration Process for JSC
The Contractor shall be responsible for the website registration process. Specifically:

1. Enhance & manage Web site registration system and process
2. Act as the primary interface between customers and the NACB by helping them

to understand the website registration policy and processes.

3. Manage user accounts on LIFT Machine (Server based tool for checking 508
compliance in Web sites)

4. Review and provide recommendation for approval of the LIFT scan results for
Web site registrations

5. Ah-hoc reports

The Contractor shall be responsible for the enhancement and maintenance of tools, including the

JSC Web Registration process.

The Contactor shall track metrics associated with website registration including:

1. Number of accounts on the LIFT machines

f. Supporting IRD's change management process.
The Contractor shall be the IRD central "clearinghouse" for routing, tracking and statusing all
CR's submitted to IRD, including determining the intended control board or management forum,

and tracking associated actions. CR processing shall be per the IRD Configuration Management
Plan, JSC 29173.

g. IT Security Policy Waiver tracking and reporting
The Contractor shall be the IRD central "clearinghouse" for routing, tracking and statusing all IT
Security related waivers submitted to IRD, including refining the IRD waiver process
(http://cio.jsc.nasa.gov/Center/its/Process/WaiverProcess.htm), creating common templates,
determining the appropriate review authority, and tracking associated actions. The Contractor
shall be responsible for the enhancement and maintenance of tools provided by the government.

h. CPIC support
The contractor shall support the JSC CPIC process by working with JSC organizations to collect
the needed ITPOP data, entering the data collected from center organizations into the agency
ProSight application, verifying the accuracy by reconciling Prosight fields to input sources, and
understanding the formulas upon which calculated fields are populated. The data will be entered
from spreadsheets and other types of reports. Coordination with HQ and Center personnel is
required to clear up discovered discrepancies.

i. IRM Planning support
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The contractor will support the JSC IT planning process by working with the JSC organizations
to develop their yearly IT plans in conjunction with their CPIC inputs. Once the IT plans are
submitted and approved by the JSC CIO, the contractor will track the organizational adherence
with the plans during the rest of the year. The contractor shall maintain accurate records of the
PRs and CRs that are routed thru the office.

j. Privacy Act support
The contractor shall support the center in the development, submittal, and management of
Privacy Act Assessments (P1A). The contractor will assist customers with completing their
Privacy Impact Assessments (PIAs), archive completed PIAs, and assist the JSC Privacy Act
Manager (PAM) with completing data calls from HQ by developing the needed questionnaires
and other data sources, coordinating with JSC organizations in supplying the resulting data,
consolidating the final data into a JSC report for final approval by the JSC PAM and CIO.

k. IT asset tracking support
The contractor shall work with the JSC IT Asset Manager to support data calls, maintain the data
in the ITAM portal web-based application, draft quarterly updates of the software inventory,
determine organizational allocations of invoices quarterly, track PRs and POs generated by the
organizations to pay for software licenses.

!. Organizational Computer Security Representative (OCSR) Services
The Contractor shall be responsible for performing OCSR tasks and activities, in accordance
with JPR 2810.1C, as revised and JETS Statement of Work (SOW) Section 6.0 for the following
JSC organizations:

a. AA - Office of the Director of JSC
b. AB - Office of Deputy Director of JSC
c. AC - Associate Director (Management)
d. AD - External Relations Office
e. AE - Education Office

f. AG - Office of the Chief Engineer
g. AJ - Office of Equal Opportunity and Diversity
h. AL - Office of Chief Counsel
i. AP - Office of Public Affairs
j. BA- Office of Procurement
k. HA - Technology Transfer
1. YA - Exploration Programs Office
j. RA-White Sands Test Facility

Contractor OCSO's do not have the policy-making role and responsibility of an Organizational
Computer Security Official (OCSO) because they are not a civil servant. The OCSO is to
provide assistance in creating and implementing policy; however, organizational management
must approve policy. OCSO task include, but not limited to the following:

JETS 5



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

a. Developing a management control and communications process to ensure that the
organization's I/T security program is implemented consistent with the current
edition of JPG 2810.1.

b. Serving as the organization's representative to the JSC I/T Security Committee,
representingthe organization's director or office chief on all I/T security matters,
and coordinatingthat organization's vote on matters of I/T security policy.

c. Reporting suspected I/T security incidents to the ITSM and the organization's
directoror office chief.

d. Reportingperiodically to the ITSM andthe organization's director or office chief
on the status of I/T security planning in that organization.

e. Reviewing annuallythe IT Security Plans for the organization's systems.
f. Submitting electronic and printed copies of each I/T Security Plans to the ITSM. If

the contingency plan is set out in a separate document, that document must also be
submitted to the ITSM since it is an integral part of the security plan.

g. Serving as the organization's representative to the Network Access Control Board
unless the organization has named another individual to be the representative.

m. Management Functions
The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations
3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Key Schedule Milestones / Completion Date

The services in this task order shall be performed from October 1, 2006 through September 30,
2007.

5. Deliverables Required

• Comprehensive analysis of exhibit 300's for completeness and quality including
assistance in interpreting OMB (Office of Management andBudget) and NASA
Headquartersguidance and providing suggested boiler template language to
organizations for exhibit 300's.

• The deliverables consist of analysis formultiple completed Exhibit 300s and
supporting documentation.

• Agendas, minutes, action item reports for supported meetings

• Draft process flows and charters for supported activities
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• The contractor shall provide weekly status to the Deputy Chief Information Officer
(D-CIO) to address potential changes in assumptions and methodology, current

accomplishments and finding, and external issues that may hinder the advanced
development.

• Monthly report on the Number of accounts on the LIFT machines.

• Monthly report which integrates the ODIN patchlink and the organizational reports

for patchlink waived systems into a final report describing the state of patches for the
center based on the patch management objectives for that month.

• Draft of a monthly memo from the JSC CIO to the Agency CIO documenting the

patch status each month.

• Periodic status to ITSM on organization's security plans

• Organization's Security Plans

6. Training

The Program Manager shall coordinate all training request via e-mail with the COTR or his/her

designee prior to expenditure of funds.

7. Special Requirements

The Contractor shall utilize the JSC Action Tracking System OATS) to track action items

pertaining to this task order. The Contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information can be processed
outside of the JATS system.

Expert knowlcdge of and skill in using the Microsoft Office suite with emphasis on Excel and
Access is required.

Extcnded hours may be required and should be coordinated with TMR.

Travel may be required under this task order to assist in the development of the Exhibit 300
documentation. The Contractor shall anticipate three one-week trips to NASA Kennedy Space
Center during the period of July 2007 to September 2007 for one individual.

Knowledge of and skill of NASA Information Technology Security Requirements and policies.

8. Metrics

a. 100% On-time delivery of products per the due dates specified in referenced CPIC and IT
POP processes.

b. 100% meeting coverage.
c. Completed analysis of Exhibit 300 Submittals.
d. LIFT accounts created with 24 hours of receiving request 99% of the time.

e. Posting of meeting actions two working days after meeting 95% of the time.
f. Meeting minutes shall be available 2 working days after the meeting for NASA approval.
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g. Posting of meeting minutes two working days from NASA approval 95% of the time.
k. 100% On-time delivery of Organization Security Plans.

9. Total Cost Summary and Cost Phasing by Month

Cost: $ 442,402.08
Maximum Award Fee: $ 29,791.58
Total Cost: $ 472,193.66

Monthly Cost Phasing - See Attachment A
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Tel No,: 281-483-4144 Fax: 281,483-4173 Order No.: JETS-IM07-01 Rev 3
E-maiI: rnatmnla.r.anumele_nas_
5. Contractor:

MEt Technologies, Inc. 6. Deliver On or Before: 09131/2007

2525 Bay Area Boulevard, Suite 300 F.O,B, Point: Destination
Houston, TX 77058

Discount Terms: Net30 Days.

7. BILLING ADDRESS:

Phone: 261-283-6015 x Fax: 281-283-6170 NASA Johnson Spac_ Center
Attn: LF231fAcooun_ Payable Group
Houston, TX 77058-3696

TtN; CAGE CODE: Order No.: JETS-IM07-01 Roy 3

8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Exceptfor the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order listed on Me foltowi#g page, this delivery order is subject to
Reference: instrucfons contained on this form and is issued subject to the

terms and conditions of contract number: NNJ04JA53C

9. Written acceptance of this order by contractor[[] ] is, [[_ ] is not t0. Name: Frances L Mahan
required. Sign below if required and retum to contracting officer.

Signature: ................................ Date: Signatur JLIL/4_t_,g, / Date:
CONTRACTING OFFICER t [

11. Schedule

ITEM I
NO, DESCRIPTION QUAN'nTYoRDE_ UNIT _ UNIT AMOUNT QUANTITYPR_c--. ACC_PTaD

1 Neh'#orkand SecurityServices 1 JOB 276,000,66
This ,"askIs to meet the requirements as proposed far SR#103868 ISAL
Fkewall. and SR #104155 Juniper UDcfrade

! 10 Value: Was: This Action: New Total:

Est.Cost: S 1,987,841.00 $ 276,000,66 $ 2,263,841.66

M,ax. Award Fee: $ 75,841.84 $ 0.00 $ 75,841,84

Total Est. Cost & Fee: $ 2,063,682.84 S 276,000.66 $ 2,339,683.50

12. ForJSC Internal Use Only: 13. Total

Requisition No,: N/A [] CAMP. [] PART. PPC:

Rissue To: IT4C/Niehlos H. Mesloh $ 278,000.66

14. Quantities in "Quantity Accepted" Column Have Been ....

[] iNSPECTED [] ACCEPTED [] RECEIVED
TO CONFORMTO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED,

.............................. Authorized U S. GovernmentRepresentative Date
JSC Form 142g (Rev Navem.ber 10, 2004) (MS Word August i995)



i'da_iona;Aero_,auticsandSpaceAdm[_i_a"ation I

L:do_s.Joh:,so.S_a_Ce.t_ I ORDER FOR SUPPLIES OR SERVICES Page I of IHouston,TX 77058

1, Order No. 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO,JETS-IM0"_-01Rev.4 SeeBlock 10

Contract: NNJ04jA53C Certified for National Defense under DPAS (15 CFR 700) DO-C9
3. Issuing Office: 4. Ship To:

NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
Org./Buyer: MstreniaR.Anumele/BJ2 Houston, TX 77058-3696

Mark For; Accountable Property

Tel No.: 281-483-4144 Fax: 281-4834173 Order No.: JETSqM07-01Rev4
E-mail: matr¢nla.r.anumelBi_nasa.ocv

5, Contractor:, 6. De[iver On or Before: 09/3112007
MEI Technologies, Inc.
2525 Bay Area Boulevard, Suite 300 F.O.B. Point: Destination
Houston, TX 77058

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

Phone: 281-283-6015 × Fax: 281-283-8170 NASA Johnson Space Center
At/n: LF231fAccounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-IM07-01 Rev 4
I

8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order listed on the following page, this delivery order is subject to
Reference;, instrucUons contained on this form and is issued subject to the

terms and conditions of contract number:. NNJ04JA53C

9. Written acceptance of this order by contractor [I-] ] is, [1_ 1is not 10. Name: Frances L. Mahan
required. S_gnbelow if required and return to contracting officer.

Name: __ (Person authorized to sign)

CONTRACTING OFFICER
11. Schedule

[
ITEM QUANTITY UN!T QUANTITY
NO, DESCRIPTION OI_ERE.D UNIT AMOUNTPRICE ACCEPTED

1 NetworkandSecurityServices 1 JOB 11,137.57

, This taskis addedto meettherequirementsas proposedfor SR#103797
StorageU_clradefor ForensicsSewer. fCorrectionto Mod. 68")

TOValue: Was: ThisAction: NewTotal: I

Est. Cost; $ 2,263,841.66 $ 11,137,57$ 2,274,979.23 I

Max.AwardFee: $ 75,841.84 $ 0,00 $ 75.841.84 I

TotalEsL Cost& Fee:$ 2,339,683,50 $ t1,137.57 $ 2,350,821.07 ! b
p

1
12. For JSC Internal Use Only: 13. Total

Requisition No.: N/A [] COMP. [] PART. PPC:

Rissue To: IT4C/Nichlos H. Mesloh S 1t,137.57

14. Quantities in "Quantity Accepted" Column Have Been

i_ INSPECTED [] ACCEPTED [] RECEIVED
TOCONFORMTOTHECONTRACT.
ACCEPTANCEWILL BEATJSCUNLESS BY:
OTHERWISENOTED,

AuthorzedU.S. GovernmentRepresentative Da,_e
JSC Worm 1429 (Rev November i0, 2004) (MS Word August 1,995)



NationalAeronauticsandSpaceAdministration

Lyndon8 JohnsonSpaceCenter ORDER FOR SUPPLIES OR SERVICES Page 1 of 11Houston.TX 77058

1. Order No. 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.JETS-IT07-01 See date in block 10

Contract: NNJ04JA53C Certified for National Defense under DPAS (15 CFR 700) DO-C9
3. Issuing Office: 4. Ship To:

NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
Org./Buyer: Cody Corley Houston, TX 77058-3696

Mark For: Accountable Property

Tel No.: 281-483-3147. Fax: 281-483-4173 Order No.; JETS-IT07-01.
E-mail: cody.cerley-l_,nasa.qov

5. Contractor: 6, Deliver On or Before: 09/31/2007
MEI Technologies, Inc.

2525 Bay Area Boulevard, Suite 300 F,O.B. Point: Destination
Houston, TX 77058

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

Phone: 281-283-6015 x Fax: 281-283-6170 NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-IT07-01

8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order listed on the following page, this delivery order is subject to
Reference: instructions contained on this form and is issued subject to the

terms and conditions of contract number: NNJ04JA53C

9. Written acceptance of this order by contractor [i-I ] is, [[_ ] is not 10. Name: Frances L.Mahan
required. Sign below if required and return to contracting officer.

Name: (Person authorized to sign) _. _,_ _ /__OSignature: Date: Signatur,eL p#_.ct....-j_L,,._ rj . d,_LDate:
CONTRACTING OFFICER I '

11. Schedule

ITEM QUANTITY UNIT AMOUNT QUANTITYNO. DESCRIPTION ORDERED UNIT PRICE ACCEPTED

1 SystemSupport 1 JOB

EstimatedCost: $ 2,303,365.34

MaximumAward Fee: $ 149,026.56

Total EstimatedCostand Fee: $ 2,452,391.90

12. For JSC Internal Use Only: 13. Total

Requisition No.: N/A [] COMP. [] PART. PPC:

Rissue To: IC/Steven A. Guy $ 2,452,391.90

14. Quantities in "Quantity Accepted" Column Have Been

[] INSPECTED [] ACCEPTED [] RECEIVED
TO CONFORMTOTHE CONTRACT.
ACCEPTANCEWILL BE AT JSC UNLESS BY:
OTHERWISENOTED.

Authorized U.S. GovernmentRepresentative Date
JSCForm1429(RevNovember10,2004)(MSWordAugust1995)



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

Task Order Approvals

Task Order: JETS-IT07- 01 - System Support

Approved Technical Evaluation Received: October 18, 2006

Performance Period: October l, 2006 - September 30, 2007

Funding Organization(s):

Task Order Value:

Cost: $ 2,303,365.34
Maximum Award Fee $ 149,026.56
Total Cost: $ 2,452,391.90

JETS 1



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

1. Task Order Number/Title

JETS-IT07-01 - System Support

2. Technical Monitor (TMR)

Primary: Ruben Reyes (IT4)
Alternate:

3. Narrative Task Description

The Contractor shall perform system administrative and sustaining engineering functions on
IRD-managed systems as identified in the Information Resources Directorate (IRIS)) Inventory
Database and in accordance with JETS Statement of Work (SOW) areas 4.1.1, 4.2.1, 4.3.1, and

4.3.3. The contractor shall use bestpractices, as defined by leading software manufacturers such
as Microsoft, Sun, Red Hat, etc, to maintain these systems at optimal performance levels, while
maximizing availability, and ensuring security integrity.

The TMR (Technical Monitor Representative) shall be responsible for adding and deleting

systems from the IRD Inventory Database. The contractor shall be responsible for maintaining
the accuracy of the data in this database and notifying the Government of any discrepancies. All
changes to the database shall be in accordance with baselined IRD configuration control
documents, JSC 29173, IRD Configuration Management Plan.

The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM -
5:00 PM in order to accomplish successful day-to-day systems administration functions.

The Contractor shall perform all the management functions, including technical and business

management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in

this Task Order, the Contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

3.1 Subtask 4.1.1 System Infrastructure Development

The Contractor shall provide support for new systems (e.g. Foundstone, CFO CBOT,
Constellation budget office toolbox, EA Proficiency, etc.) including build-outs and hand-overs to
Applications group. This support includes the submission of necessary SRs and documentation

JETS 2



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

to provide power, network, operating system installation, vulnerability scanning, and the
installation of tools, such as NetlQ, Patchlink, CIS Benchmarks, etc. The Contractor shall
provide a schedule for these activities as part of managing customer expectations.

3.1 Subtask 4.2.1 Systems Administration

The Contractor shall perform the following system administration functions:

o User account (USERID) administration
o Shared folder setup
o Access control rights management (except for user permissions on FS01 and FS03)
o Daily review of system/security logs for issues. If a security issue is discovered, the

contractor shall immediately notify, by phone, the TMR and the IT Security Manager
(ITSM). A follow-up email will also include the COTR and Alternate COTR.

o Data transmission among systems
o Creation and deletion of network printer queues
o System and data backups/restores
o Virus protection and scans. The system administrator shall ensure that systems, assigned to

them, are patched against the latest vulnerabilities identified by the IRD Security Office
(IM) prior to the quarterly scan performed by IM

o The contractor shall perform problem identification/resolution and root cause analysis in
accordance with IRD's corrective action process

o Hardware and software upgrades (including operating systems, security vulnerability
repairs), as well as the installation, configuration, operation and maintenance of all assigned
software pertaining to Microsoft (MS) Windows Server software (such as NT, 2000, 2003,
etc), ORACLE, SAMBA, ProIntralink, NetIQ AppManager, Apache, MS SQL, MS IIS,
Linux, and Unix systems will be addressed between JETS and JIMMS as specified in the
associated Associate Contractor Agreement.

o The Contractor shall be responsible for system retirements, including removing and
excessing old equipment. The Contractor shall be responsible for the replacement system
build and deployment.

o Comply with all current JSC IT policies and procedures, including JSC 29638, the Server
Operations Management Plan (SOMP) , JSC 29788, General Operating Procedures (GOP)
for B46 Central Computing Facility, and IRD's Project Management and Configuration
Management procedures

o Ensure that IRD management approves all information disseminated externally
o Maintain system performance of all systems in accordance with the performance and

availability requirements identified in the Information Resources Directorate (IRD) Inventory
Database

o Maintain a thorough understanding of existing and emerging IT/Internet technologies by
training each system administrator in server related classes

3.2 Subtask 4.3.1 Systems Sustaining Engineering
The Contractor shall provide sustaining engineering for all assigned systems identified in the
Information Resources Directorate (IRD) IT Inventory Database. For hardware systems and
stand-alone equipment, sustaining engineering shall include preventive maintenance and repair,

JETS 3



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

ordering of replacement parts and spares, and system software and firmware updates under

existing maintenance warranties or Government-provided maintenance contracts.

The Contractor shall be responsible for coordinating, as required, with associated contractors to
ascertain potential impacts to the applications that are running on the IRD-managed systems and
to obtain TMR concurrence for all scheduled hardware and software upgrades, planned

maintenance outages, break-fix repairs, and software patch installations. The contractor shall

provide patch management for all systems in accordance to I/T security requirements and SOMP
guidelines.

The Contractor shall provide daily status for all systems managed under this task order prior to
the morning status meeting. The Contractor shall provide full administrator level access to the
Govermnent and authorized contractors for all systems managed under this task order as

approved by the COTR or his/her designee.

The Contractor shall maintain server and peripherals data in the IRD Inventory Database. This

includes all required fields of the database, which include server name, location, IP address,
point of contacts, NASA Equipment Management System (NEMS), and service tags or serial
numbers of all equipment in the system.

3.3 Snbtask 4.3.3 Systems Problem Resolution

The Contractor shall perform and report problem resolution in accordance with JSC corrective

action procedure System Level Procedure (SLP) 4.14. The Contractor shall track, resolve, and
report on anomalies associated with systems.

The Contractor shall coordinate outages with affected customers as per the IRD standard

notification process as outlined in the Server Operations Management Plan (SOMP), JSC-29638
document.

The Contractor shall maintain a current Security Plan, as specified in Data Requirements

Document (DRD) 14, I/T Security Plans.

The Contractor shall attend weekly status meetings with the COTR or his/her designee. These

meetings will status the previous week's accomplishments, next week's planned tasks, and
technical, personnel, and budget issues. Corrective actions, if warranted, for issues shall be
discussed during this meeting. On the first weekly meeting of the month, the performance
standards, depicted in paragraph 3.7 of the SOW, shall be discussed along with plans for
improving the standards.

4. Performance Standards

A system administrator shall be required to demonstrate knowledge appropriate for those tasks.
This demonstration, referred to as the NASA System Administrator Security Certification, is a
NASA funded two-tier assessment to verify that system administrators are able to:

JETS 4



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

• Demonstrate knowledge in system administration for the operating systems for which they have
responsibility.

• Demonstrate knowledge in the understanding and application of Network and Intemet Security.

Certification is granted upon achieving a score above the certification level on both an Operating

System test and the Network and Internet Security Test. The Certification earned under.this
process will be valid for three years. The NASA Chief Information Officer (CIO) has established
the criteria for this skills assessment. The objectives and procedures for this certification can be

obtained by contacting the IT Security Awareness and Training Center at (216) 433-2063. The
contractor shall register all system administrators through the IRD Organizational Computer
Security Manager (OCSM).

System Administrators shall also comply with personnel security investigations requirements as
specified in JPG 2810.1. The Contractor's system administrators shall acquire IT security

training in accordance with the JSC Policy Directive (JPG) 2810.1, JSC IT Security Handbook.

5. Training

The Contractor shall propose training for system administrators to maintain competency on the

assigned systems. The Program Manager shall coordinate all training request via e-mail with
the TMR and provide e-mail notification to the COTR prior to expenditure of funds.

6. Period of Performance

The services in this task order shall be performed from October 1, 2006 through September 30,
2007.

7. Deliverables Required

For systems identified in the Information Resources Directorate (IRD) Inventory Database, the
contractor shall develop and maintain all deliverables and documentation as required by the
SOMP.

The Contractor shall providc a physical inventory plan per DRD 19.

The Contractor shall provide facility layout and power distribution drawings per DRD 18.

The Contractor shall provide status reports per DRD 07.

The Contractor shall provide system accounting data as described in Systems Accounting Data
(ECF) (DRD 22) to be collected and summarized by user, organization, and program supported.
Additionally, the MSC/NASTRAN application shall be tracked in the same way.

The Contractor shall provide a hurricane plan per DRD 17.

The Contractor shall provide metrics report per DRD 03.

JETS 5



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

The Contractor shall provide performance management and capacity plan per DRD-11.

The Contractor shall update and submit security plans for approval per DRD 14.

8. Special Requirements

At the direction of the TMR or COTR, work duties may be prioritized to satisfy an emergency

customer need. For example, installation of an emergency security patch for all servers by a
certain timeframe. This waives the three day customer notification requirement.

The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items

pertaining to this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information may be processed
outside of the JATS system.

9. Metrics

The Contractor shall provide monthly metrics on Customer Satisfaction, System Administrator
Productivity, System Availability, data restore time, time to repair hardware, and time taken to
return to service as specified in DRD-03 Metrics Reports. Availability metrics shall clearly
contrast a system's availability with unscheduled and scheduled outages.

Definition of the availability metric uses the following formula:

Principal Period of Performance (PPP) less unscheduled outages (UO) quantity divided by
Principal Period of Performance

or

Availability = ((PPP-UO)/PPP).

10. Total Cost Summary and Cost Phasing by Month

Cost: $ 2,303,365.34
Maximum Award Fee $ 149,026.56
Total Cost: $ 2,452,391.90

Monthly Cost Phasing - See Attachment A

JETS 6



N_ona_ Ae_onau_csandSpac_gAdministra_on

Ly,_on8.Jo_,:sons_o_c-..te, ORDER FOR SUPPLIES OR SERVICES Page i of 1
Houston,TX 77058

1, Order No. ! 2. Dateof Order NOTE: MARKALL PACKAGESAND PAPERSWITH ORDER NO.
JETS-IT07-01Rev4 Seedateinbo_ 10
Contract:NNJ04JA53C Cedified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office: 4. Ship To:
NASA Johnson Space Center,2101 Nasa Parkway Transportation Officer, Building 421
Houston,TX 77058-3696 NASA Johnson Space Center
Org./Buyer:BJ2iMatreniaR.Anumete Houston, "IX 77058-3696

Mark For:, Accountable Property

Te_ No.: 2814834144 Fax: 2814834173 Order No,: JETS-IT07-01. Rev 4

E-mail: matrenia.r.anvme!e@nasa.qov

5. Contractor:. 6. Deliver On or Before: 09t31/2007
MEI Technologies, Inc.
2525 Bay Area Boulevard,Suite 300 F.O.B, Point: Destination
Houston,TX 77058

DiscountTerms: Net 30 Days.

7. BILLING ADDRESS:

Phone:281-283-6015 x Fax: 281-283-6170 NASA Johnson Space Center
Attn: LF231/Accounts PayableGroup
Houston,TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-IT07-01, Rev 4
I

8, Type of Order:
[] PURCHASE: Please furnish the fol!owing in [] DELIVERY: Except for the Terms and Conditions of Purchase

accordance with the conditionsspecified on this c,rder. Order listed on thefollowing page, this delivery order is subject to
Reference:...... instrucUonscontained on this form and is issued subject to theterms and conditions of contract number: NNJ04JA53C

9. WriEen acceptanceof this order by contractor [r-] ] is, [[_ ] is not 10, Name: Frances kMahan
required. Sign below if required and return to contracting officer.

Signature: Date: __ Slgnatu ate: o7

11. Schedule

QUANTITY UNIT J OU.,,_rrY
ITEM OESCRiPTION UNIT AMOUNT
NO. ORDERED PRICE I ACCEPTED

1

1 SystemSupport 1 JOB $41,777.82
Thistaskis tomeettherequi_mentsasproposedfor SR#":02684

C_rne,a.SR_ ,0z58_AM i ransmk,_r,an_SR1037£7StorageUo-.

gradeforForenslc._Server

TOValue Was: ThisAction: NewTotal:

Est.Cost: $ 2,587,405.83 S4!,777,82 $2.629,183.65

Max.AwardFee: $ 149,028.56 $ 0.00 $ !49,028.56 {

TotalEst.Cost&Fee: $ 2,738,432.39 $41,777.82 $ 2,778,210.2! [
i
J

12. For JSC Internal Use Only: I 13. Total
I

RequisitionNo.: N/A [] COMP. [] PART. PPC: i $ 41,777,82

Rissue To: IT4iNichlcs H. Mesloh }

]

14. Quantities in "Quanti_ Accepted" Cc!umn Have Been
[] INSPECTED "_ ACCEPTED [] RECEIVED
TOCQNFORMTOTHECONTRACT.
ACCEPTANCEWILLBEAT,;SCUNLESS BY:
OTHERWISENOTED.

Authodz_edU.S.GovernmentRepresenta'_ve Date
JSC Fo;m !429 (Re_ ,_iovember10. 2004] :_,ISWord Aug,,sL1995)



NaSop,alAercnaulicsandSpaceAdministration P8_8
L:_donSJoh_,_onSpaceCo,t_ ORDER FOR SUPPLIES OR SERVICES 1 of 1
HousLon,TX77058

1. Order No. 2, Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.
JETSqT07-01Rev5 Seedate in block10
Contract: NNJ04JA53C Ce,_fied for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office: 4. Ship To"
NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 42I
Houston, TX 77058-3696 NASA Johnson Space Center
Org./Buyer: BJ2/MatranlaR.Anumele Houston, TX 77058-3696

Mark For. Accountable Property

Tel No.: 281-483-4144 Fax: 281-4834173 Order No.: JETS4T07-01.Rev5

E-mail: metrania.r,anurnele@nasa:ctgv
5. Oontractor; 6. Deliver On or Before: 09!31/2007
MEI Technologies, Inc.
2525 Bay Area Boulevard, Suite 300 F.O,B. Poin_ Destination
Houston, TX 77058

Discount Terms: Net 30 Days.

• 7. BILLING ADDRESS:

Phone: 281.283-6015 x Fax: 281-283-6170 NASA Johnson Space Center
Attn: LF231]Aecounts Payabie Group
Houston, TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-IT07-01, Rev 5

8, Type of Order:.

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order listed on the following page, this delivery order is subject to
Reference: instructions contained on this form and is issued subject to the

terms and conditions of contract number: NNJ04JA53C

9. Written acceptance of this order by contractor [F-I ] is, [[_ ] is not 10. Name: Frances LMahan
requin_d. Sign below if required and return tOcontracting officer.

Signature; Date: __ Signetu Date: "_
CONTRACTING OFF1CER

11. Schedule

ITEM DESCRIPTION QUANTTTY UNIT UNIT AMOUNT OUANTI,'rYNO, ORDERED PRICE ACCEPTI-=-C

1 SystemSupport 1 JOB 83g,888.19
Taskorder SR103797StorageUp-gradefor ForensicsServeris
removedfromthis task orderin theamountof (Sl 1.137.5T_and added
to fM07-01. SharepointSR#'I01208- $28,085.15andSoftgdd
SR#!02533- S22,940,82inthe amountof $51,025.78are beingadded

to IT07-01. (Correctionto Mod.68)

TO Value Was: This Action: NewTotal:

EsLCost: $ 2,629,183.65 $ 39,888.19 $ 2,6_g,071.84

Max.AwardFee: S 149,02&56 $ 0.00 $ 149,02&56

TotalEst.Cost& Fee: $ 2,778,21&2i 8 39,888.!g $ 2,818,098.40

12. For JSC Interne[ Use Only: 13. Total

RequisitionNo.: N/A [] COMP. [] PART, PPC:___
$ 3g,888.19

Rissue To: IT4/Nichlos H. Mesloh

14, Quantities in "Quantity Accepted" Column Have Been
[] INSPECTED [] ACCEPTED [] RECEIVED

TO CONFORM TO THE CONTRACT.
ACCEPTANCEWILL BEAT JSCUNLESS BY:
OTHERWISENOTED.

AuthorizedU.S.GovernmentRepresentative Date

Jac Form1429(RoyNovember10,2004)(MSWordAugust!995)



NationalAeronauticsandSpaceAdministration J PageLyndonB.JohnsonSpaceCenter ORDER FOR SUPPLIES OR SERVICES i of 9
Houston,TX 77055 I
1, Order No. 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.
JETS-IT97-02 See dateinblock10
Contract:NNJ04JA53C Certified for National Defense under DPAS (15 CFR 700) DO-C9
3. Issuing Office: 4. Ship To:

NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building421
Houston, TX 77058-3696 NASA Johnson Space Center
Org./Buyer: CodyCorley Houston, TX 77058-3696

Mark For: Accountable Property

Tel No.: 281-483-3i47 Fax: 281-483-4173 Order No.: JETS-iT07-02
E-maih cody.corley-l_,,nasa.qov

5. Contractor: 6. Deliver On or Before: 09/31/2007
MEI Technologies, Inc.
2525 Bay Area Boulevard, Suite 300 F.O.B. Point: Destination
Houston, TX 77058

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

Phone: 281-283-6015 x Fax: 281-283-6170 NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-IT07-02

8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order listed on the following page, this delivery order is subject to
Reference: instructions contained on this form and is issued subject to the

terms and conditions of contract number: NNJ04JA53C

9. Written acceptance of this order by contractor [I-1 ] is, [[_ ] is not 10. Name: Frances L.Mahan
required. Sign below if required and return to contracting officer.

Name: __ (Person authorized to sign) u"TJ-'_-..f_.L /]_O
Signature: Date: S/gnat //I(__...,_o'_ _. _. Date: ((.

CONTRACTING OFFICEI_-

1I. Schedule
ITEM QUANTITY UNIT QUANTITYDESCRIPTION UNIT AMOUNT
NO ORDERED PRICE ACCEPTED

1 StorageSupport 1 JOB

EstimatedCost: $ 353,745,95

MaximumAward Fee: $ 19,974.22

Tolal EstimatedCost and Fee: $ 373,720,17

12. For JSC Internal Use Onty: 13. Total

RequisitionNo.: N/A [] COMP. [] PART. PPC:
$ 373,720.17

Rissue To: IC/Steven A. Guy

14. Quantities in "Quantity Accepted" Column Have Been

[] INSPECTED [] ACCEPTED [] RECEIVED
TO CONFORMTOTHE CONTRACT,
ACCEPTANCEWILL BE AT JSC UNLESS BY;
OTHERWISENOTED.
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JSC Enabling Technology and Security (JETS)
NNJ04JA53C

Task Order Approvals

Task Order: JETS-IT07-02 - Storage Support

Approved Technical Evaluation Received: October 18, 2006

Performance Period: October 1, 2006 - September 30, 2007

Funding Organization(s):

Task Order Value:

Cost: $ 353,745.95
Maximum Award Fee $ 19,974.22
Total Cost: $ 373,720.17
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1. Task Order Number/Title

JETS-IT07-02 - Storage Support

2. Technical Monitor Representative (TMR)

Primary: Hung V. Luu/IT2

3. Narrative Task Description

The Contractor shall be responsible for the operation and management of the Storage Systems, as
specified in the JETS Statement of Work (SOW) Section 4.2.2, 4.3.2, and 4.3.4.

The individual Storage components include storage arrays, tape backup systems, master backup
servers, media servers, Fibre Channel switches, related cables, backup tapes, and the SAN
management software as baselined in IRD IT Inventory Database.

The Contractor shall perform this task in compliance with configuration management, 508
compliance, export control, property control and safety requirements as specified in the contract.
The contractor shall adhere to the standard IRD practices and procedures as outlined in SOMP of
the SOCCB.

The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM -
5:00 PM Central Standard Time in order to accomplish successful day-to-day Storage operations.

The Contractor shall attend monthly status meetings with the COTR or his/her designee. These

meetings will status the previous month's accomplishments, next mouth's planned tasks, and
technical, personnel, and budget issues. Corrective actions, if warranted, for issues shall be
discussed during this meeting.

The Contractor shall attend weekly status meetings with the TMR for this Task Order.

The Contractor shall assist the Government in performing assessments related to system changes
and upgrades. The Contractor shall assist the Government in developing or updating JSC
Information Technology Security Plans related to storage systems. The contractor shall also be
responsible for meeting the requirements of the I/T Security Plans, related to storage systems.

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.4 Safety, Health and Environmental Compliance

3.5 Quality
3.6 Records Management
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3.7 Work Authorizations

3.8 Facility Management

3.9 Property Management
3.10 JETS Metrics

3.1 Subtask 4.2.2 Storage Administration

The Contractor shall be responsible for the administration, and operation for the IRD storage

components in accordance with the JETS Statement of Work (SOW) Section 4.2.2.

The Contractor shall provision storage allocations, per approved Service Requests (SRs) within
10 business days, including supplying any access rights required, if unaliocated storage is
available. If unallocated storage is not available, then provisioning shall be completed within 10
business days of storage becoming available. The Contractor shall prepare and submit any
Outsourcing Desktop Initiative for NASA (ODIN) SRs for network modifications or JETS SRs
for Central Computing Facility (CCF) power or fiber modifications needed to provision new

requirements. All SRs must be approved by the TMR.

The Contractor shall manage zoning on the SAN fabric to maintain isolation between Storage

resources and their related end user systems. Any zoning required to enable provisioning shall
also be completed within the same 10 business days.

The Contractor shall monitor the performance of the Storage components using the Government-
supplied Symantec CommandCentral Storage, Symantee CommandCentral Service, and its
components.

The Contractor shall use the Symantec CommandCentral Service and its components to produce

online storage utilization, backup, and recovery reports for JETS servers that are connected to the
Consolidated Storage System components as defined in the IRD IT Inventory Database.

The Contractor shall backup and restore the systems and servers as defined in the IRD Inventory
Database per the Server Operations Management Plan (SOMP), JSC 29638.

The Contractor shall retain system security logs (Application, Security, and System) at least six
months (Incremental daily and lull backup weekly).

The Contractor shall also keep monthly DR tapes off-site for 1 year.

The Contractor shall backup up the Operating System, system states, and system services at least
monthly (and when modified).

The Contractor shall backup user/application data based on user requirements.

For data restoration, the Contractor shall restore the data based on the following formulas, in

addition to a two hour response window for the request:
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• Data backed up between 1 day to 30 days ago. The minimum restoration rate is 2
hours plus 400 MB per minute.

• Data backed up more than 30 days ago. The minimum restoration rate is 24 hours
plus 400 MB per minute.

For example, if 10 GB of data was backed up within the last 30 days, then the restoration of that
data must be completed in 2 hours, 25 minutes, (2 hrs +10 GB*(2.5 min/GB)).

The Contractor shall provide support to the user community for issues that are related to the
SAN, including receiving and documenting incoming calls and requests, handling SAN-related
calls that are forwarded from associate contractors, and working directly with end-users and
associate contractors as required to resolve user-reported issues. Based on the current
environment, it is estimated that eight (8) hours per week are currently required for the
investigation and resolution of user-reported issues. The contractor shall respond to each call
within one (1) business hour.

3.2 Subtask 4.3.2 Storage Sustaining Engineering

The Contractor shall be responsible for maintaining the IRD storage components in accordance
with the JETS Statement of Work (SOW) Section 4.3.2.

In addition, the Contractor shall maintain the configuration-managed architecture diagram of the
CISAN, as well as the configuration-managed document listing the hardware model numbers and
serial numbers of all CISAN components. This also includes the installation procedures,
applicable software license codes, reboot procedures, backup procedures, restore procedures, and
the procedures to open maintenance trouble calls.

The Contractor shall follow the IRD Configuration Management (CM) Project Management
process to make any approved changes of the baselined architecture. The Contractor shall
submit an IRD Change Request (CR) to reflect the changes to the baseline within 7 days.

The Contractor shall also monitor the performance of the storage components. The Contractor
shall provide support for backup/restore software, nearline software, storage management
software, and server utilization software. The Contractor shall also be responsible for
implementing software updates per the SOMP.

The Contractor shall collect CISAN performance data for trend analysis, and provide on-line
summaries. The Contractor shall submit a report that has the data parameters for trend analysis
to the TMR for approval 60 days alter initiation of this Subtask.

3.3 Subtask 4.3.4 Storage Problem Resolution

The Contractor shall be responsible for providing corrective action support for the IRD storage
components in accordance with the JETS Statement of Work (SOW) Section 4.3.4.
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The Contractor shall perform and report problem resolution in accordance with JSC corrective
action procedure System Level Procedure (SLP) 4.14. The Contractor shall track, resolve, and

report on anomalies associated with Storage systems.

4. Period of Performance

The services in this Task Order shall be performed from October 1, 2006 through September 30, 2007.

5. Training

The Contractor shall propose training for personnel assigned to this task required to maintain
competency on the assigned systems. The Program Manager shall coordinate all training request
via e-mail with the TMR and provide e-mail notification to the COTR prior to expenditure of
funds.

6. Deliverables Required

The Contractor shall provide online monthly reports on storage growth trend statistics to include
the amount of used storage, amount of available storage, and which organizations are using the

storage.

The Contractor shall provide a monthly summary report for any unplanned outages occurring

during previous month.

The Contractor shall maintain a physical inventory of the backup tapes and Fibre Channel cables

for the Storage systems. If additional tapes, HBA cards, Fibre Channel cables or cleaning

cartridges are required, the contractor shall purchase the materials to meet the requirements. All

purchases must be coordinated through the TMR.

The Contractor shall include availability metrics for the CISAN provided per DRD 03.

The Contractor shall include CISAN status reports provided per DRD 07.

The Contractor shall include CISAN performance management and capacity plan provided per
DRD 11.

The Contractor shall maintain a current SPIA 5004 for the IRD Data Storage and Backup

Systems, as specified in DRD 14 IT Security Plans.

The Contractor shall include safeguards for the C[SAN in the hurricane plan provided per DRD
17.

The Contractor shall include the CISAN components in the facility layout and power distribution

drawings provided per DRD 18.

The Contractor shall include the CISAN components in the physical inventory plan submitted

per DRD 19.
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The Contractor shall provide a monthly summary report for the status of server backups for all
JETS-maintained servers, and tape usage per Data Requirements Document (DRD) 21.

The Contractor shall updatc thc CISAN components firmware and software in accordance with
the JSC Information Technology Security Handbook, JPR 2810.1, and System Operations
Management Plan, JSC 29638, guidelines.

7. Special Requirements

At the direction of the TMR or COTR, work duties may be prioritized to satisfy an emergency
customer need. For example, installation of an emergency security patch for all servers by a
certain timeframe. This waives the three day customer notification requirement.

The contractor shall utilize the JSC Action Tracking System OATS) to track action items
pertaining to this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information can be processed
outside of the JATS system.

8. Metrics

The Contractor shall provide monthly Customer Satisfaction and System Availability metrics as
specified in DRD 03 Metrics Reports, and other reports as defined in Section 6. Availability
metrics shall clearly contrast a system's availability with unscheduled and schedule outages.

9. Total Cost Summary and Cost Phasing by Month

Cost: $ 353,745.95
Maximum AwardFee $ 19,974.22

Total Cost: $ 373,720.17

Monthly Cost Phasing - See Attachment A
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/ Contracf:NNJ04JA53C Certkled for National Defense under DPAS (15 CFR 700) DO-C9
3. Issuing Office: 4, Ship To:

NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston,TX 77058-3696 NASA Johnson Space Center
Org./Buyer:Ma[ren!aR.Anumete Houston, TX 77058-3696

Mark For: Accountable Property

Tel No.; 281483-4144 Fax: 281-483-4173 Order No.: JETS-IT07-02Roy,1
E-mail: matrenia.r,anumele@nasa.qov

5. Contractor: 6. DeliverOn or Before: 09f311'2007
MEITechnologies, Inc.

2525 Bay Area Boulevard,Suite 300 F.O.B. Point: Destination
Houston,TX 77058

Discount Terms: Net 30 Days.

7. BILLINGADDRESS:

Phone:281-283-6015 x Fax: 281-283-5170 #4ASAJohnson Space Center
Attn: LF231/Accounts PayableGroup
Houston,TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-IT07-02 Rev. 1

8. Type of Order:

[] PURCHASE: Pleasefamish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordancewith the conditionsspecified on this order. Order listed on the followi_qgpage, this delivery order is subject to
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terms and conditionsof contract number: NNJ04JA53C
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CONTRACTING OFFICER / ,

11. Schedule
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required.Sign below if requiredand return to contractingofficer.

Name: (Personauthodzedto sign) "J.,¢._.._ _]__._"7_'i_/_t_ /___i O_Signature: Date:__ Signatur _.._Date:
•CONTRACTINGOFFICER

11. Schedule

tTEM DESCRIPTION QUANTITY UNIT AMOUNT QUANTITYNO, ORDERED UNIT PRICE ACCEPTED
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Total Estimated Cost and Fee: $ 120,229.66

12. For JSC InternalUseOnly: 13. Total
Requisition No.: N/A [] COMP. [] PART. PPC:

$120,229.66
Rissue To: IC/StevenA. Guy

14. Quantitiesin "QuantityAccepted" ColumnHave Been
[] INSPECTED [] ACCEPTED [] RECEIVED
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AuthorizedU.S,GovernmentRepresentative Date
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JSC Enabling Technology and Security (JETS)
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Task Order Approvals

Task Order: JETS-IT07-03 - Network Performance Monitoring

Approved Technical Evaluation Received: October 12, 2006

Performance Period: October 1, 2006- September 30, 2007

Funding Organization(s):

Task Order Value:

Cost: $ 113,377.15
Maximum Award Fee $ 6,852.51
Total Cost: $ 120,229.66
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1. Task Order Number/Title
JETS-IT07-03 - Network Performance Monitoring

2. Technical Monitor Representative (TMR)
IT2/Jose A. Nunez-Zapata

3. Narrative Task Description
The Contractor shall provide the Government with assessment, definition, planning,
implementation, analysis, administration and ongoing operations of the Network Engineering
group network traffic monitoring systems in accordance with SOW 4.4.

The Contractor shall perform network traffic monitoring, network traffic analysis, network
testing and network troubleshooting on the Johnson Space Center Integrated Network System
(JSC INS) which includes the Isolation Network and the Wide Area Network (WAN) Interface.
Upon request, the Contractor shall monitor traffic and analyze other on-site networks. Data
obtained from the monitoring process shall be analyzed and archived to provide historical
statistics and data for trend analysis. Graphical reports of this data shall be generated and
presented to appropriate personnel as requested by the COTR.or his/her designee.

The Contractor shall perform hardware and software requirements definition and operations for
new network traffic monitoring, network traffic analysis, modeling, and management systems.
The Government estimates 3 hardware or software monitoring system changes shall be
implemented during performance of this task order. In addition, the Contractor shall develop and
meet project schedules for the implementation of the new systems. Schedules shall be
coordinated with the COTR or his/her designee.

The Contractor shall monitor traffic. Monitoring shall be accomplished through the use of(but
shall not be limited to) the following systems:

* Niksun NetVRC 3.0 (2 units)

• Solarwinds/Orion Network Performance Monitor (1 unit)
. MRTG(1 unit)
• Big Brother BB19C (1 unit)
• NAI Gigabit Sniffer (2 units)
• NAI Portable Sniffer (1 units)
• NetOpticsTap (3 units)
• Out of Band Monitoring Network (OOBMON)

o Gigamon, GigaVUEs and Fluke Network, Link Analyzers

The Contractor shall perform assessment, analysis and troubleshoot issues regarding network
traffic monitoring tools and their respective operating system (Windows NT/2000/2003/XP,
Unix and Linux).
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The Contractor shall maintain a thorough understanding of existing and emerging IT Intemet
technologies by providing training to each network analyst in the appropriate classes in order to
develop solutions to implement customer's requirements. In addition the Contractor shall
propose new ideas in which the JSC Network Traffic Monitoring, Management and Operations
can be improved.

The Contractor shall provide technical support to review boards such as the Network Access
Control Board (NACB), the Information Resources Directorate Control Board (IRD ICB) and
others as necessary to provide technical expertise for project design alternatives, provide status
of the project implementation, and ensure all project tasks are meeting milestones. The
Contractor shall assist the Government in preparing presentations in support of the above
mentioned boards.

The Contractor shall meet with technical, managerial and computer security personnel from
customer organizations to understand and report on detailed computer network connectivity
requirements.

The Contractor shall comply with all JSC IT policies and ensure that IRD management approves
all information before it is disseminated externally.

The Contractor shall maintain personnel onsite Monday through Friday, 8:00 AM - 5:00 PM
excluding federal holidays in order to accomplish successful day-to-day operations of the
network traffic monitoring, analysis, modeling and management systems listed above. In
addition, the Contractor shall provide 24/7 on-call support for all security related incidents which
may adversely affect the JSC institutional network. The 24/7 on-call support shall be
accomplished via a Government-provided pager.

The Contractor shall provide support to the network engineering team for issues that are related
to the network connectivity, including documenting requests to troubleshoot network
connectivity issues, and working directly with end-users and associated Contractors as required
to resolve them. In addition, the Contractor shall provide an electronic report documenting
issues, data gathering, analysis results and recommendations within five (5) business days of
initial data capture. For issues in which the five (5) business day metric is not met the Contractor
shall provide a rationale for not meeting the metric.

The Contractor shall respond (make contact with the customer, gather the problem description
and schedule time for monitoring) to each troubleshooting request within one (1) business day.

The Contractor shall monitor network traffic on a daily basis using the network traffic
monitoring tools provided by IRD. In addition, the Contractor shall investigate and report any
traffic anomalies found to the COTR or her/his designee within four (4) hours.

The Contractor shall provide any necessary materials (e.g. fiber patch cables, labeling materials)
needed for the completion of work on this task order. The Program Manager shall coordinate
material purchase requests via e-mail with the TMR and provide e-mail notification to the COTR
or his/her designee prior to expenditure of funds.
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The Contractor shall perfo,m all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services

described in this Task Order. In addition, to effectively perform and manage the work detailed in

this Task Order, the Contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Period of Performance
The services in this task order shall be performed from October 1, 2006 through August 31,
2007.

5. Deliverables Required

The Contractor shall provide project status, as specified in DRD-07 Contractor Status Report.

The Contractor shall communicate user problem requests to the TMR and provide status on
efforts spent analyzing and resolving the issues.

The Contractor shall develop and submit a weekly electronic report using the network traffic
monitoring tools provided by IRD, with daily traffic statistics for the distribution layer network

links. The report shall be available by Monday close of business day. The report shall contain
the following metrics data. This report is subject to change based on requirement needs.

Data Communications Metrics

• Device Availability: is measured in terms of lost service connections as a percentage of
the total network devices

o Percentages will be coded according to severity Green (everything is OK), Yellow
(several devices were down) and Red (major Network problem)

• Green - 100% > Device Availability Metric _>98%
• Yellow - 98% > Device Availability Metric > 95%
• Red - Device Availability < 95%

• Traffic Integrity: is measured at the distribution layer in terms of the parameters below:
o Daily Number of Network Segments with Frame Discards vs. total segments
o Daily Number of Network Segments with Frame Errors vs. total segments
o Daily Number of Network Segments with over 60% Bandwidth Utilization

Averaged over Five Minutes vs. total segments
• Percentages will be coded Green (everything is OK), Yellow (several

devices were down) and Red (major Network problem)
Green - 0% < Traffic Integrity Metric < 2%
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Yellow - 2% < Traffic Integrity Metric < 5%
Red - Traffic Integrity Metric > 5%

• Response Time: Number of Instances for which Packet Delay between B46 and
all distribution layer network devices is greater than 50ms
o Data will be coded according to severity Green (everything is OK), Yellow

(several devices were down) and Red (major Network problem)

• Green - 0 < Response Time < 5
• Yellow - 5 < Response Time < 10
• Red- Response Time Metric > 10

In addition any traffic anomalies found during that week shall be documented in this report.

The Contractor shall provide an electronic report per support task assigned by the network
engineering team documenting the issue, data gathering, analysis results and recommendations
within five (5) business days of initial data capture, unless otherwise directed by TMR.

6. Training
Training shall include attendance by one individual at an annual network training/conference
(Cisco Networkers) and one monitoring tool training (Fluke Networks Analyzers). The Program

Manager shall coordinate all training request via e-mail with the TMR and provide e-mail
notification to the COTR prior to expenditure of funds.

7. Special Requirements
None

8. Metrics

Network traffic report shall be delivered close of business day each Monday 95% of the time.

The analysis report shall be delivered within five (5) business days 95% of the time.

9. Total Cost Summary and Cost Phasing by Month

Cost: $ 113,377.15
Maximum Award Fee $ 6,852.51
Total Cost: $ 120,229.66

Monthly Cost Phasing - See Attachment A
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E-mail: rnatrenia.r,snumele_nass.qgv

5. Contractor: 6, Deliver On or Before: 09/3112007
MEt Technologies, Ine.
2525 Bay Area Boulevard, Suite 300 F.O.B. Point: Destination
Houston, TX 77058

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

Phone: 281-283-6015 x Fax: 281-283-6170 NASA Johnson Space Center
Attn: LF231/Acoounts Payable Group
Houston, "iX 77058-3696

TIN: CAGE CODE: Order No.: JETS-IT07-04 Rev 2

8. Type of Order:
[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase

accordance with the conditions specified on this order. Order listed on the following page, this delivery order is subject to
Reference: instruc,_ons contained on this form and is issued subject to the

terms and conditions of contract number: NNJ04JA53C

9. WdEen acceptance of this order by contractor [I-i ] is, [_] ] is not 10, Name: Frances L.Mahan
required. Sign beiow if required and return to contracting officer.

Name: (Person authorized to sign) .._..4,_L44 (,2z__.. _ e_,_O. _
Signature: Date: __ Signature , ,,....JDat

CONTRACTI'NG OFFICER '

11, Schedule

__ DESCRIPTION QUANTh'P/ UNIT QUANTI_

OROF-FIED UNIT PRICE ,_4OUNT ACCEPTED

This task is to meet the requirements as proposed for Sharepaint Server , 1 JOB 551,025.76
Assessment #101208 and SoftgddAssessment #102533

I

TO Value: Was: This Action: New Total:

Est. Cost: $ 1,223,350.50 $ 51,025.76 $1,274,376,26

Max,Award Fee: $ 6,930.34 $ 0.00 $ 6,930.34

Total Est. Cost & Fee: $ 1,230,280.84 $ 51,025.76 $1,281,306,60

12. For JSC Internal Use Only: 13. Total

RequisitionNo.: N/A [] COMP. [] PART. PPC: ....

Rissue To: IT4/Nieholas H. Mesioh $ 51,025.76

14. Quantities in "Quanti_ Accepted" Column Have Been

[] INSPECTED [] ACCEPTED [] RECEIVED
TO CONFORM.T'O"THECONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED.

Au ,,odz_d U.S. Govemm,=ntRepres_r tatre Date

JSC Fo,mn 1429 ,tR_v No;,ember 10, 2004} (tv*,S Word AL g_ S 1995)



NationalAeronauticsandSpaceAdministration "
LyndonB.JohnsonSpaceCenter ORDER FOR SUPPLIES OR SERVICES Page I of 6
Houston,T× 77058

1. Order No. 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.JETS-IT07-04 See date in block 10

Contract: NNJ04JA53C Certified for National Defense under DPAS (15 CFR 700) DO-C9
3. Issuing Office: 4. Ship To:

NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
Org./Buyer: Cody Cortey Houston, TX 77058-3696

Mark For: Accountable Property

Tel No.: 281_483-3147 Fax: 281-483-4173 Order No.; JETS-IT07-04

E-mail: codv.corlev-l_nasa.qov

5. Contractor: 6. Deliver On or Before: 09/31/2007
MEI Technologies, Inc.

2525 Bay Area Boulevard, Suite 300 F.O.B. Point: Destination
Houston, TX 77058

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

Phone: 281-283-6015 x Fax: 281-283-6170 NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-IT07-04

8, Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order listed on the following page, this delivery order is subject to
Reference: instructions contained on this form and is issued subject to the

terms and conditions of contract number: NNJ04JA53C

9. Written acceptance of this order by contractor [I-'l ] is, [[] ] is not 10. Name: Frances L.Mahan
required. Sign below if required and return to contracting officer.

Name: __ (Person authorized to sign)

CON'I'RACTING OFFICER

11. Schedule

ITEM QUANTITY UNIT QUANTITYDESCRIPTION UNIT AMOUNTNO. ORDERED PRICE ACCEPTED

I MaintenanceAgreementsand License Renewals 1 JOB

EstimatedCost: $ 1,223,350.50

MaximumAward Fee: $ 6,930.34

Total EstimatedCost and Fee: $ 1,230,280,84

12. For JSC Internal Use Only: 13. Total

Requisition No.: N/A [] COMP. [] PART. PPC:

Rissue To: IC/Steven A. Guy $1,238,280.84

14. Quantities in "Quantity Accepted" Column Have Been

[] INSPECTED [] ACCEPTED [] RECEIVED
TO CONFORMTOTHE CONTRACT,
ACCEPTANCEWILL BE AT JSC UNLESS BY:
OTHERWISENOTED.

AuthorizedU.S. GovernmentRepresentative Date
JSCForm1429(RevNovember10.2004)(MSWordAugust1995)



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

Task Order Approvals

Task Order - JETS-IT07-04 Maintenance Agreements and License Renewals

Approved Technical Evaluation Received: October 18, 2006
Performance Period: October 1, 2006- September 30, 2007

Funding Organization(s):

Task order Value:

Cost: $ 1,223,3'50.50

Maximum Award Fee $ 6,930.34
Total Cost: $ 1,230,280.84

JETS 1



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

1. Task Number/Title

JETS-IT07-04 Maintenance Agreements and License Renewals

2. Technical Monitor Representative (TMR)

Primary: JuanGalvez/IT4

3. Narrative Task Description

The Contractor shall track hardware warranties and software licenses, renewal of hardware
maintenance, software licenses, and software support contracts, for the systems specified in the
Information Resources Directorate (IRD) IT Inventory Database. The Contractor shall also
negotiate and establish maintenance agreements and software license and support renewals with
the vendors and report status of this activity per DRD-07 (Contractor Status Report). This task
order shall be accomplished in accordance with Statement of Work element 4.3.5.

Additional hardware and software may be added and deleted during the term of the task order.
The Contractor shall ensure additions and deletions are posted to _theIRD IT Inventory Database
within 7 calendar days from the receipt of an approved IRD Service Request (SR) in the
Customer Service System (CSS) and concurrence from the TMR of this task order.

The Contractor shall provide a point of contact for IRD customers to coordinate the maintenance
schcdules. This includes stand-alone equipment and software located in the IT Inventory
Database under the JETS Non-IRD EA, and JETS Non-IRD JA systems.

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver lhe required services
described in this Task order. In addition, to effectively perform and manage the work detailed in
this Task order, the contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations
3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Performance Standards

None.

JETS 2



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

5. Period of Performance

The services in this task order shall be performed from October 1, 2006 through September 30,
2007.

6. Deliverables Required

The Contractor shall provide a Maintenance Agreement and License Renewal Plan for assigned
items listed in the IT Inventory Database per DRD-01 (Management Plan).

The Contractor shall provide monthly reports on License Renewal and Maintenance agreement
changes for the hardware and software in the IT Inventory Database. These reports shall include
the amount &non-labor cost for each of the following systems:

Engineering Computation Facility MA, OA
CFO Systems LA
IRD IT Security Systems IA
IRD CSS/CR945 IA
IRD Web IA

NetIQ IA
Consolidated Systems IA
CSM IA

NASAPOST IA
Network Miscellaneous IA

DDMS/EDCC IA

Imagery Systems IA
PAO Systems AP
JSC Search IA
EOC JA

EA Org EA
JA Org JA

The Contractor shall provide monthly reports on the 30-60-90 day maintenance
agreement/license renewal plan for review at a joint NASA/JETS meeting.

7. Training

The Program Manager shall coordinate all training request via e-mail with the TMR and provide
e-mail notification to the COTR prior to expenditure of funds.

8. Special Requirements

The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The Contractor shall evaluate the sensitivity of all data prior to

JETS 3



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

submission into the JATS system. Data that contains sensitive information can be processed
outside of the JATS system.

9. Metrics

On a monthly basis, the Contractor shall report metrics specifying
1. Number of licenses and maintenance agreements renewed on time.
2. List of licenses and maintenance agreements renewed on time.
3. Number of licenses and maintenance agreements not renewed on time.
4. List of licenses and maintenance agreements not renewed on time.

The Contractor shall achieve 100% on time completion of software license renewals and
hardware maintenance agreements before expiration of current agreements.

10. Total Cost Summary and Cost Phasing by Month

Cost: $ 1,223,350.50
Maximum Award Fee $ 6,930.34
Total Cost: $ 1,230,280.84

Monthly Cost Phasing - See Attachment A

JETS 4



--1 281483 4i73 8J BHPROCUREMENT NASABLDG45 LIB,RMI02 01:50:05p.m. 09-18-2007 5/6111taBu

-Nat'°ha'Aer°nau'icBandSPaceAdmin'sI'ali°n 1 t
Ly.o_.B.Jo_._o,_spa_c_.to, ORDER FOR SUPPLIES OR SERVICES Page 1 of 1Hou..,_n,TX 77068

1. Order No. I 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WiTH ORDER NO.JETS-FF07.04Roy 3 [ See datein b_ _,0

Cont =_: NNJ04JAS_C l Certified for National Defense under DPAS (15 CFR 700) DO-C9
3. Issuing Office; 4, Shlp To"

NASA Johnson Space Center, 2101 Nasa Parkway Transportation Qfficer_Building 421
Houston, TX 77058.3696 NASA Johnson Space Center
Org./Buyer. ,BJ2.,'MatrentaR. Anum_t_ Houston, TX 7"70,58--3696

Mark FOR.Accountable Property

Tel No : 281-483.4144 Fax: ._-483,4"Fr3 Order No.: JETS-LT..0_7.¢4R_v 3
{ ' E-mail: m_.tr_na r.anumete@nasa.cL_.

5. Conlractor; 8. Del[ver On or Before: 09/31/2007MEI Technologies, Inc.

2525 Bay Area Boulevard, Suite 300 F.O.B. Point: Destination
Houston, TX 77058 ....

Discount Terms: Net 30 Days.

7. BILLING ADDRESS;

Phone: 28%283-6015 × Fax:. 281-283-6170 NASA Johnsoll Space Center
Attn: LF231fAccounts Payable Group
Houston. TX 77058--3696

TIN: CAGE CODE:, Order No.: JETSdT07-O4 Roy 3

8. Type of Order:

[] PURCHASE: Please f(Jmish the following in [] DELIVERY: E_r_eptfor the Terms and Condffions of Pu_haso
accordance with the cenditien_ specified on th_sorder. Order listed on the following page, this delivery order is sub[act to
Reference: instructions contained on this form and Is issued subject to the

terms and condi[lons of contr,,atnumber: NNJ04JA53C

9. Written acceptance of this order by contractor [_ ] Is, [_ ] is not 10, Name: Frances L.Mahan
required, Sign below if required and return to contracting of_cer. C"

Name;, (PerSon authorized to sign)

..... 1I. Schedule

NO. D_ecegr)oN QUANTITY UNIT I QUANTI_ORDERED UNIT PRI_E _._OUNT I ACCEPTE[
This task'isto meetNe requirementsas proposedfor'Ear_,RenewaI_ _ '

1 SR# 101t22, . JOB : $738,784.60

=
i
I

J TO Value; Was', ThisAragon: NewTotal:J

!Esl. Ccsh $ 'J,274.378.26 $738,784.50 $2,013,160,78

Max.Award Fee: $ 6,930.34 $ 0.00 $ 8,930.34

To_alEst.Cost&Fee: $ 1,281,306.80 $738,784.50 $2)0"20,091.10

"!,2. For JSC Internat Use Only: 13. Total
Requisition No.: _ [] COMP. [] PART, PPC:

$ 73_,784.50
Rissue To: IT4/Nicholas H. Mes oh

1_41Quantities in "Quantity Accepted" Column Have Been

[] INSPECTED [] ACCEPTED [] RECEIVED
TO CONFORMTO THECONTRACT,
ACCEPTANCEW_LLBEAT JSOUNLESS BY:
OTHERWISENOTED.

AuthorizedU.S. GovernmentRepresentative Da_
JSC Form "_429 Roy N_vom_r '_O,_'_34) (MS Word A)_g_S( Ig95_



NationalAeronauticsandSpaceAdministration
L_do_a. John_onS_=_C_t--r ORDER FOR SUPPLIES OR SERVICES Page 1of 1
Houston.TX 77058

1. Order No. I 2. Date of Order NOTE; MARK ALL PACKAGES AND PAPERS WITH ORDER NO.JETS4T07-04Roy4. Seedate in block 10

Contract: NNJ04JA53C f Certkied for National Defense under DPAS (15 CFR 700) DO-C9
3. Issuing Office: 4. Ship To:

NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3698 NASA Johnson Space Center
OrgJBuyer: BJ2fMatrer,ia R.Anumele Houston, TX 77058-3696

Mark For: Accountable Property

Tel No.: 281-4834144 Fax: 281-483-4173 Order No.: JETS-IT07-04Rev4

E-mail: matrena _ar_umele@nesa.gov

5. Contractor: 6. Deliver On or Before: 09131/2007
MEI Technologies, Inc.
2525 Bay Area Boulevard, Suite 300 F.O.B. Poin2 Destination
Houston, "IX 77058

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

Phonei 281-283-60!5 x Fax: 28%283-6170 NASA Johnson Space Center
Attn: LF231/Aocounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-IT07-04 Rev 4
i
i

8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order listed on the following page, this delivery order is subject to
Reference: instructions contained on this form and is issued subject to the

terms and conditions of contract number: NNJ04JA530

9. Written acceptance of this order by contractor it-} ] is, [[_ ] is not lO. Name: Frances LMahan
required. Sign below if required and return to contracting officer.

Name: __ (Person authorized to sign)

s0o.,ore: co,e:__  I'L °"°:!bj07
CONTRACTING OFFICER

11. Scheduk

ITEM DESCRIPTION QUANTITY UNIT UNrT AMOUNT QUANThTY
NO, o_OeRED PRICE ACCEPTED

1 SharepointServerAssessment#101208andSoftgridAssessment 1 JOB ($51.025.76)#102533areremovedfromthis _sk order andadded_oIT07.01.

(Con'ectionto Mod.68)

TO Value: Was: ThisAction: NewTotal:

Eat.Cost: $ 2,013,1_0.7_ ( $ 51,025.76) $1,962,135.00

Max.AwardFee: $ 6,930.34 $ 0.00 $ 6,930.34

TotalEst. Cost& Fee: $ 2,020,091.10 ($51,025,76)S 1,969,065.34

12. For JSC Internal Use Only: 13. Total

Requisition No.: N/A [] COMP. [] PART. PPC:

Rissue To: IT4/Nicholas H. Mesloh $ (51,025.76)

14. Quantities in "Quantity Accepted" Column Have Been

[] INSPECTED [] ACCEPTED [] RECEWED
TO CONFORMTOTHECONTRACT.
ACCEPTANCEWILL BEAT JSCUNLESS BY:
OTHERWISENOTED.

AuthorizEdU,S,GovernmentRepresenlative Date
JSC Form 1429 (Rev November 10, 2004) (MS Word August 1995)
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u_ne,J_=_=_ c_i_, ORDERFORSUPPLIESORSERVICES ;'
Houston,TX 77058 t

1. OrderNo. - J2. Dateof Order NOTE: MARKALL PACKAGESANDPAPERSwITH ORDERNO.JET,_-JA07..01 Seedateinb{ooff10
C_mtract:NNJ04JA_3C I Certifiedfor NationalDefenseunderDpA_(! 5 CFR700)DO-C9
3, ;8sulngOffice; 4. ShipTO"

NASAJohnsonSpaceCenter,210t NasaParkway TransportationOfficer,Building421
Houston,TX77058.3896 NA,DAJohnsonSpaceCenter
Org,/Buyer;BJ2/Mairenl_Angmale Houston,I"X 77058-3698

Ma,d_FeF,-.Aeeo_t ablel=roper'cy.......................................

Tel NO.:_814834,1_4_ Fax: 281-483.4173 OrderNo.;,_ETS,JAO74)I

5. C0nt_n ....... 6. geflverOnor Before:.o8/_os2097
MEITechnoloGies,Inc.
2525 BayAresBoulevard,Suite300 F,O,B.Point:Destination
Houston,'IX 77058

DiscountTerms: Net30 Days,

7. BILLINGADDRE88:

Phons;281-283-801_ x Fax: 28t-283.6t70 NASAJohnsonSpaceCenter
Attn',LF2311AccountsPayableGroup
Houston,TX 77058-3696

TINt CAGECODE: OrderNo,:JETS-JA07-01

8, Type_f Order,

[] PURCHASE:Pleasefurnishthefollowingtn [] ' DELIVERY;ExceptfortheTermsandCond]fionsof Purchase
accordancewtth theconditionsspecifiedonthisorder. , Orderlistedonthefollowingpage,thisdeliveryorderis subjecttO
Reference:....... instructions¢ontain_ onthisf'on'nail_ isi_ed aubJe_to the

termsandcohdltl0nsofcontractnumbenNNJ04JA530

g, Writtenacceptanceof thisorderbycontractor[1"],]is.[1_ | is not 10. Name: Francesk,Mehan
required,SignbelowIfroquiredandreturntocontfactirtgofficer.

N,me: (Personaulhorizedtos,gn) 't_" _'_ ,_oSignature; , __ Date: 8ignatu Date: 7
CONTRACTINGOFFICER _ r

1I. $¢h'edute ....

NO. pE_,GP4PT]0N OROEREO UNE pRIt_ _OUNI' AGOEI_/,EC

I ' Ts_hnl_lAsslsi,_nce 1 JOB

t
I

i

i
i EstimatedCost: $1,_,962.24

[ Max}mumA,_,'ardFee: $ 9,630.81

! To a] Est_mat_ Costand Fee: $158,593,05

12. FI_CJSC Internal L_ C_ly: .............. 13. mof_l

RequisltlonNe,:N/A I-] COMP, t-I PART. PPC: , ,,

14. Quan_tJeein "QuantityAccepted°ColumnHaveBoon
[] }NSPECTED [] AGCEPTED [] RECEIVED

TO CONFORM TO THE CONTI_,CT.

ACCEPTANCEWILLBEATJSOUNLE88 BY:
OTHERWISENOTED.

................................................. AuiherizedU:8:OovemmentReEre_e_b_tJve..........................Date.......................................................
JSOForm1429(RevNovember10,2C04)(MSW_cdAugustII_99)
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JSC Eltab]iagTechnal%_yandSecurity (JETS)
NNJ04JA53C

•...................... T_s!_O_ro_als

Task Order: JETS-JA07-O1- Tee_micalAssistanoe

Approved Technical EvaluationReceived __

PerformancePeriod: February 15, 2007- September 30, 2007

FundingOrganlzafioa(s):

Task Order Value:

Cost: $148,962.24
MaximllmAwardF¢¢ 9,630,81
TotalCost: $158,593,05

JSC'YETSB,_t Analyst d ' 'Date'

JSC JETS TMR 'Date .... "

JSC _,TS COTR Date

...........................3_S- ...................................................................................................................-2



M_?,15. 2007 9:21AM No.6056 P. 7

1. Task Ord_Nnmber/Tifle

3ETS-JA07-01-TechnicalAssiatanee

2, Technical Monitor Representative (TMR)

Primary: ThortonB,Dyson/1M
Altemato: Richard Slater/IM

3, Narrative Task Description

Th_contractorshallprovidesupportforinformationtechnolog7activitiesand infimu_otur_of
the Center OperatiortsDirectorate,Tasks include:

- Represent the C_nte_Opor_ens Directorate and its component organizations(Logistics
Division, EnvironmentalOffice,FacilitiesMaintenanceand OperationsDiyizion, .
Planning and IntegrationOffice,Protective S_dces Division and all SV,lrPOrteontraetorg)
to the ISC InformationResouroeaDirectorate in all mattersrelating to IT security,
d_velopmentof ITA's betweenC_ter OperationsmadIRD, implementationof IT
securityupgradesand eh_gcs to systeamoperatedby CenterOperations(web sites and
systems suohas CBAC$, BMCS,eto.),This may inetud_the nommlOSCM/OSCO-type
dudes and rzpresentatienat requiredIT meetingsand boards to assv:Bcompllmlecwith
all 1Tsecurity andreportingrequirements.

. Pr_pm'¢re@ome_for data calls, annualIT Plans,inventories of systems and similar

aetivitie_for IT systems operatedby CenterOporatJo_s,

• Developa detailedunderstandingof the Rm_on and operatingd_tailsof the information
technologysystemsmaintainedby CenterOperations, Applyerpertise in information
technologyandknowledgeof IT managementr_uiroments to onsars that Center
Operationsis r_sponsiveto all IT reporting andIT s_urity impleraontaiionrequirements,
developingand _hepherdJngthroughthe approvalprocessall of the C_nterOperationsIT
plans for C&A (Cei:dfieationand Accreditation).

. Maintainr_sponsibilityformonitoringscoufitycontrolsfor C_mterOperations
Directorate1Tsystems,assuringa continuousstate of o_rmpliane¢withall IT security
regulationsandrequirements.

• Provideperiodicrepol_sto CenterOperationsmanagersonthe stat_ofreg_flatory
_omplianee,plan developmetatand approvalstatus and slgnifieaat issuesrelating to IT
management,



May.15. 2007 9:2JAM No,6056 P. 8

Note: The inter of the requiredtasks describedin tt_ doeuraentis to have the contractor take
responsibilityforthenecessaryactionsto_nsvzeExtomdRela_onssystemsam inoomPlimce
withITsecurityreq_rcmenls,Thisinclude:I)identifyinganddoowaenfingexistingcontrols;
2) identifyingaddifion_ consols andprooMuresrequiredto satisfy IT s_curilyrequirements;3)

...... _v01opi_g_Secu_d[__plms,.___ss__sm_nls,toldeonfing_ncy_plansm addressartyidentified
risks;and4)_n,uringthatthesystemsarcincompliancewithITsecurityrequirem_ts.

(_ventory of the systems,web silos, etc., managedby C_' Op_ations to b_ appendedto this
aSsoonasit'sdevelopS)

ThemwillbefivesecurityplansthatcoverC_nterOperationsanditscontractors._osesecurity
plans are segregatedinto the followingare_:

JSSecurity
1.3SC addendumto NSFC-04-1654CBACSplan.
Security SystemN_me:JSC CeaterP_'nise Equipm_qt(CPE) S_'ufity plan.
SecurityPlannumberSPJA0001,OA-xxxgSC-JA0001

This a subordinateplan to MSFC-0-4-1654CBACSSecurityplan that cover_the JSC
centerequipmentthatworks Mth _e CBACSsystem(c_ntralservers and region_I

Moderatolevel

Currentsecurity plan is SPJA000t SAC SecurityPlan dated 10/20/2005.

2. Seem-itySystemName: JS IT Systems

Moderatelevel

Currentsee_ky plans are as tbtlows:

SPJA0010Emerg_cy OperationsCenterdated 09/29/2006

$_eurityPlanNumber: SPJA0005SecurityOperationsSystemSO8 dated
10/13/2005

See_xityPlanNumberSPJA0009IA Applicationsdated 11/01/06

IncludesonlyJS moderate level applicationsover to SPJA0010

Seem_ityPlanNumber SPJA0005 JA OfficeAutomationdated 10/14/2005

IncludesonlyJS minor systemssuch as fingerprintsystem,ere,

JA Plans

3, SecurityPlanNumberSPJA0004, OA-xxx-JSC-JA0004

SecuritySyst_l Name: JA tT Systems
C&A dato:3/30/07

....................................TETS............................................................................4................................................................................................................................
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hacludosFacilityCenter/GIS

Inoludaslion-ODINwofl_tations, laptops,and attacheddevicesthat perform the dosktop
function,

Cicero _ocurityplar_ are asfollows:

Includes4I JA applicationsowrto SPJA0010

SecurityPla_NumberSPJA0005JA OfficeAutom_on dated 10/14/2005

4.SoourityPlanNumborSPJA0002,OA.xxx4SCqA0002NIST

S_urityPlanfortheC$C DataCan_,KeyC dated10/17/2005

C&A dale:1/19/07

low

5. SecurityPlanN_kmbe¢SPJA0003,OA-xxx-JSC4A0003,RoyC,NIST

Se_m'JtyPlan for EnergyManagementControlSystem(EIvIC$)dated 10/20/2005

C&A date: 2J15/07

low

The Contractor_hallperformall lh_managementfunctions,inelud_ technical and business
management,noeo_ar] to plan, implement,track, reportand deliver the required s_f'viees
descfibeAin this Task Order, Inaddition,to effectivelyperform andm_ag_ ti_ work detailedin
tiffsTask Order,the contractorshallperform all the ContractManagement functionsdetailedin
Statementof Work area 3,0 ContractManag_mantand Adminislxaflom

3.1Saf_ff, Health and Bnvkoia_,eatalCompliance
3.2 Q_ality
3,3 RecordsManaggmvnt
3.4 WorkAuthorizations

3.5 FacilityMmmgement
3.6 Prope_y Management
3,7 JBTSMetrics

4. Period el'Performance

TheservicesinthisTaskOrdershallbaperformedfromFebruary15,2007throughSeptember
30,2007,

5, DellverablesRequired

1) Weeklysmnmaryof a_vities totheorganizationandTMR

......................................._TS ................................................................................................................5-..............................................................................................................
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2) Monthly statusreportsof ongolngor recently completedprojects
3) Completesystemsoertificgtionand aocre.ditationdocum_t% controlvalidations, andthe

requiredsubm_ion package.This shouldinoludo:

................................................................................_......_..$ee_t_controlcheeklist,usingNIST 800.53,with s_stemcontrolvalidations
and d_talledcontrolnarratives •

, _ooess _n_ySJsand proceduresdevelopmentto address _y tdonflfiedIT sec_fl_y
oox_rolwealcnesses

Risk assessmentto identifyorganizationalmit/gat_drisks, acceptedrisks, and
_sidual rlsk_

• Developmentof a seouri_ planfor eachsystemwith do,ailed system_ontrol
b_etines with referenceto evidence

• Applioabl_co_fingemoyptms
• Applicablesyst_ dovdopmont1L_cycle plan
• Ongoingmonitoringplans toens_ the organizationalsystemsare in compliance

with qaart_ty and armuatee_fication reqtzirements
• POAM-PIanfor Actionand Mil_ston_

6, SpecialRequirements

The Contm_or shallutiI/e the JSCActionTrackingSystem (JATS)to track action items
petta_,_g to this task order,The Contra_or shall evaluate_e s_nsitivityof all data prior to
submissioninto the JATSsystem, Data that containssensitiveinformationo_nbe processed
outsideof the JATS system.

7, Metrics

The Contraoto_shalIprovide inputsto the monthly certificationanda¢creStation (C&A) score
card s_atusrc_port.This r_oortwill demonstratewh_therCaA tasks arecompleted on sehed_Je.
In addition,th_ fin_lC&Areportwill dcraonstmt_the final completionof the tasks for th_period
of performance.



NationalAeronauticsandSpaceAdministration I PageLyndonB.JohnsonSpace Center ORDERFOR SUPPLIESOR SERVICES I of 7
Houslon,TX 77058 I
1. Order No. 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.
JETS-XA07-01 See date in block 10
Contract: NNJ04JA53C Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office: 4. Ship To:
NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
Org./Buyer: Cody Corley Houston, TX 77058-3696

Mark For: Accountable Property

Tel No.: 281-483-3147 Fax: 281-483-4173 Order No.: JETS-XA07-01
E-mail: cody.codey-l@nasa.qov

5. Contractor: 6. Deliver On or Before: 09/31/2007
MEI Technologies, Inc.
2525 Bay Area Boulevard, Suite 300 F.O.B. Point: Destination
Houston, TX 77058

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

Phone: 281-283-6015 x Fax: 281-283-6170 NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-XA07-01

8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order listed on the following page, this delivery order is subject to
Reference: instructions contained on this form and is issued subject to the

terms and conditions of contract number: NNJ04JA53C

9. Written acceptance of this order by contractor [I-3 ] is, [[_ ] is not 10. Name: Frances L.Mahan
required. Sign below if required and return to contracting officer.

Name: __ (Person authorized to sign) ._ S_.,,.D /_L/td
Signature: Date: __ Signatu ,,_,__ _ ate: _,

--CONTRACTING OFFICER"

11. Schedule
ITEM QUANTITY UNIT QUANTITYDESCRIPTION UNIT AMOUNT
NO. ORDERED PRICE ACCEPTED

1 TechnicalAssistance 1 JOB

EstimatedCost: $143,466.21

MaximumAward Fee: $ 9,300.99

Total EstimatedCost and Fee: $ 152,767.20

12. For JSC internal Use Only; 13. Total

Requisition No.: N/A [] COMP. [] PART. PPC:
$152,767.20

Rissue To: IC/Steven A. Guy

14. Quantities in "Quantity Accepted" Column Have Been

[] INSPECTED [] ACCEPTED [] RECEIVED
TO CONFORMTO THE CONTRACT.
ACCEPTANCEWILL BE AT JSC UNLESS BY:
OTHERWISENOTED.

Authorized U.S. GovernmentRepresentative Date

JSCFarm1429(RevNovember10.2004)(MSWordAugust1995)



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

Task Order Approvals

Task Order: JETS-XA07-01 - Technical Assistance

Approved Technical Evaluation Received: October 31, 2006

Performance Period: October 1, 2006 - September 30, 2007

Funding Organization(s):

Task Order Value:

Cost: $ 143,466.21
Maximum Award Fee $ 9,300.99
Total Cost: $ 152,767.20

JETS 1



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

1. Task Order Number/Title

JETS-XA07-01 -Tcchnical Assistance

2. TechnicalMonitor Representative (TMR)

Primary: Thorton E. Dyson/IM
Alternate: Dianne L. Robinson/IC

3. Narrative Task Description

a. The Contractor shall be responsible for the daily IT support of the EVA Office (Code XA),
as specified in the JETS Statement of Work (SOW) area 6.0.

b. The Contractor shall provide support to ODIN and OneEVA for obtaining the concurrence

of the Contracting Officer's Technical Representative (COTR) or his/her designee to perform all
scheduled hardware and software upgrades, maintenance outages, and software patch
installations.

c. The Contractor shall be responsible for coordinating with associate contractors for all
applicable software upgrades, maintenance outages, and software patch installations.

d. The Contractor shall provide technical expertise at IRD boards and meetings, such as the

Network Access Control Board (NACB). The NACB typically meets once each week for one to
three hours. Additional ad-hoc special NACB meetings and other working group meetings may

be required, generally not exceedin_g two to three hours per week. In addition, the Contractor
shall attend the IT Steering Council (meets twice monthly) and the IRD Customer Forum (meets

once a month). The Contractor shall report back to the organization any issues which will
impact the organization. Information on IT events or new capabilities will either be distributed
via email or discussed during staff meetings.

e. The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM -

5:00 PM in order to accomplish successful day-to-day IT operations. In addition, the Contractor
shall provide 24/7 on-call support for all security-related incidents which may adversely affect
the EVA Office. The 24/7 on-call support shall be accomplished via a Contractor provided

pager. If the Contractor detects or is notified via Government provided automated means (such

as an e-mail or pager alert) of a potential security issue, the Contractor shall notify the JSC IT
Security Office by calling the IT Security Duty Phone and coordinating as required with
associate contractors. The Contractor shall assist all members of the EVA Office in reducing the

number of unsolicited emails and work with the Consolidated Help Desk if a virus is suspected
on a user workstation.

f. The Contractor shall provide support to the EVA Office user community working directly
with end-users and associate contractors to resolve user-reported issues. Based on the current

environment, approximately twenty (20) hours per week are required for the investigation and
resolution of user-reported issues. The Contractor shall make contact with the end-user within
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JSC Enabling Technology and Security (JETS)
NNJ04JA53C

one (1) business day of a reported issue. The Contractor shall coordinate with off-site personnel
assigned to the EVA Office and assure commonality of hardware/software.

g. The Contractor shall be responsible for assisting in the installation and use of Public Key
Infrastructure (PKI).

h. The Contractor shall provide support for the maintenance of the ODIN laptop loan pool for
the EVA office. This will include ensuring that ODIN has the correct information for log
tracking (user and due date), configuring the laptops for individual users and ensuring wipe and
load are performed when laptops are returned (if necessary). The Contractor shall provide
support for users to check out end-user take-home software and maintain a log of checked out
software.

i. The Contractor shall maintain and assure the accuracy of the Customer Service System
database. The Contractor shall receive all requirements for new IT or telephone equipment and
write all Service Requests (SR's) required to obtain the IT or telephone equipment. The
contractor shall write all SR's for moves within the EVA Office. The Contractor shall write all

SR's for new ID's or changes to existing ID's. The Contractor shall review all SR's written for
off-site EVA Office personnel to assure accuracy and where new items are being purchased,
assure these are in compliance with the EVA Office IT Plan and provide for commonality
between on-site hardware and software.

j. The Contractor shall provide support for obtaining all file access rights for any share
directory and maintain records.

k. The Contractor shall review file storage usage for all EVA Office employees and advise
when usage is 80% maximum. The contractor shall assist employees in efficient use of home
directories. The Contractor shall provide assistance to employees in backing up data on
individual hard drives, CD's or other media. The Contractor shall assist users in the use of their
workstations/phones/printers/DVD/CD burners/scanners, etc.

1. The Contractor shall gather requirements from all members of the EVA Office and
coordinate with management. After approval of requested items has been received, the
Contractor shall write the IT Plan and present to both EVA Office management and the JSC
Chief Information Officer.

m. The Contractor shall provide all information (such as log files, system configuration
information, and system backups) requested by the COTR or his/her designee to support IT
security incidents, investigations and forensics analyses. The Contractor shall provide assistance
on reducing unsolicited email and respond to all virus incidents. The Contractor shall assure all
office workstations have the latest anti-virus software loaded. The Contractor shall provide
check-out copies of those items which are allowed for home use and maintain log records.

n. The Contractor shall maintain a current Security Plan for the EVA Office, as required by
IRD. The Contractor shall perform all duties as the Organizational Computer Security
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JSC Enabling Technology and Security (JETS)
NNJ04JA53C

Representative (OCSR) as defined by IRD, and coordinate with the Organizational Computer
Security Manager (OCSM).

o. The Contractor shall maintain a configuration-managed diagram of the EVA Office, as well

as a configuration-managed document listing pertinent information, such as locations, hardware
tag numbers, cable and jack numbers, of all EVA Project Office components, with applicable
software license codes.

p. The Contractor shall be knowledgeable of the XA Web site, perform routine updates, and
work with other IRD contractors to perform programming changes.

q. The Contractor will be provided office space, computer and phone in the EVA Office (this
will be their permanent office).

r. The Contractor shall perform all the management functions, including technical and

business management, necessary to plan, implement, track, report and deliver the required
services described in this Task Order. In addition, to effectively perform and manage the work

detailed in this Task Order, the contractor shall perform all the Contract Management functions
detailed in Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality

3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Period of Performance

The services in this Task Order shall be performed from October 1, 2006 through September 30,
2007.

5. Deliverables Required

a) Security Plan reviews and updates for the EVA Office.
b) Support IT Planning for the EVA Office.
c) Configuration-managed diagram of JETS-managed IT equipment for the EVA Office.

d) Configuration-managed document listing pertinent information of all JETS-managed
equipment in the EVA Office IT components and telephone equipment and applicable software
license codes. The applicable items should be recorded and maintained in the IRD Inventory
Database.

JETS 4



JSC Enabling Technology and Security (JETS)
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6. Special Requirements

The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items

pertaining to this task order. The Contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information can be processed

outside of the JATS system.

7. Metrics

The Contractor shall provide monthly Customer Satisfaction and System Availability metrics as

specified in DRD-03 Metrics Reports. Availability metrics shall clearly contrast a system's
availability with unscheduled and scheduled outages.

8. Total Cost Summary and Cost Phasing by Month

Cost: $ 143,466.21
Maximum Award Fee $ 9,300.99
Total Cost: $ 152,767.20

Monthly Cost Phasing - See Attachment A
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1. Order No. _ i

JJETS-PM-OS-OI t 2. Date of Order .I . _ ., ,_- _.... .,.
Control: NNJ04JA53C t Seedate inblock 10 NOTE: M_ RK A.L, P*_._,KAL_=SAND PAPERS W,q'H ORDER NO.

Ce_fied fc: Na;ional Defense under DPAS (15 CFR 700) DO-C9
3. Issuing O_ce: 4 Ship To:

NASA Johnson Space Center, 210! Nasa Par_*_ay Transportalen Officer, Buldin_ 421
Houston _ 77058-369_ NASA Johnson Space Center
OrgJBuyer: Matre__iaAnumet_ Houston, TX 77058-3696

Mark For. Accountable Prol_erby

Tel No.: 281-4_-L'%414.__ Fe_: 28tM83-4.173 Order No.: JETS-PM_9,B.-91
E_mail: matr_La..[.a_numaleCt_nasa_ov

5. Oontractor. 6. Delver On or Before: 00/30.;200¢_
MEI Technologies, lnc.

A_n: Unda Slaman 'F.O.B. Point: Desti_a_on
2525 Bay Araa Bouievard, Suite 300

Houston, TX 77058 Discount Te,,,'_ms:Net 30 Days.

7. BtLUNG ADDRESS:

Phone: 281-2_'E.-_6_55x Fax: 261-283-6162 NASA Johneon Space Center
A._n: LF2ol/A_ount. Payable Group
Houston, _ 77058-3696

TIN: CAGE CODE: Order No.: JETS-PM-08_01

8. Type of Order.

PURCHASE: Please f,_mish the folowing in [] DELIVERY: E_x_pt forthe Terms and Conditions of Purchase
accordance with ;he cond_'donsspecified on this order. Order listed on the folowing page, this delivery order is subject to
Reference: instructio,mscontained on this form and is issued subject to the

terms and conditfons of contract number: NNJ04JA53C

9. Written acceptance ofthis order by contractor [_ ] is, [_ ] is net J 10. Name: Frances L Mahanrequired. Sign below if required and return to oontrac'd,ng o,'_cer.

Signature: Die:, I Signatu . ..Date: 7
t CONTRACTING OFFICER /" ' i

11. Schedule I
i nT=_ UNiT QUANTr_NO OESCRFR30N OUAt__TY UNP£ AIYIOUN*rORD_ PPJC_ ACCEPT_

1 ProgramManagementOffice 1 JOB $929,420.48

EstimatedC_t: $ 876,003.57

MaximumAwardFee: $ 53,416.9!

TotalEs,'im_edCostarid Fee: $ £29,42"43.4.8

i

12 For JSC Internat Use Only: 13. Total

RequisitionNo.: N/A E] COME [] PART. PPC: _

Rissue To: IT4/Nichdae H. Mesloh $ 829,420.48

14 Quan_ee in "Quantity Accepted" Column Have Been

INSPECTED [:] ACCEPTED _ RECEIVED

TO CONFORMTOTHECONTRACT.
ACCEPTANCEWELLBEAT JSCUNLESS BY:
OTHERWISENOTED.

AL_hodzedU.S. GovernmentRepresen,,_tive Date
JSO Form 1429 (Ray Novem[_.-r lrj, 2004) 9._,SWord Aagu_ 1_



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

1. Task Order Number/Title

JETS-PMO08-01 - Program Management Office (PMO) Contract Management and
Administration

2. Technical Monitor Representative (TMR)

Primary: Nicholas Mesloh/IT

Alternate: Steven Guy/IM

3. Narrative Task Description

The contractor shall perform all the management functions, including technical and business

management, necessary to plan, implement, track, report and deliver the required services

described in the JETS Statement of Work (SOW), The Contractor shall manage the full system
life cycle for JETS systems, including design, acquisition, operations, and maintenance for
cmTent, modified, and new systems identified under this contract in accordance with the NASA

approved Management Plan (DRD-01).

3.1 Safety, Health and Environmental Compliance

The Contractor shall ensm'e the protection of personnel, property, equipment, and the
environment in all Contractor products generated and activities undert_en for institutional and
space flight program objectives.

The Contractor shall comply with a NASA-approved safety, health and environmental

compliance plan as specified in DRD-06 (Safety, Health and Environmental Compliance Plan).

The Contractor shall develop and implement risk management techniques, including risk
assessment, to be applied to hazards identified from analyses of activities and products (DRD-01

Management Plan). The purpose of these risk management techniques is to eliminate or control

hazards as specified in NASA hazard reduction policies and requirements. The Contractor shall

develop and maintain a lessons-learned database per DRD-12 (Safety, Reliability and Quality
Assurance [SR&QA] Lessons Learned). Monthly safety and health metrics shall be provided per
DRD-13 (Safety and Health Metrics). The Contractor shall also provide a hurricane/severe

weather plan as specified in DRD-17 (Hurricane/Severe Weather/Emergency Plan) and conduct
and safety and health self-evaluation per DRD-15 (Safety and Health Program Sell' Evaluation).

The Contractor shall establish and maintain a Quality Management System (QMS) that complies
with ANSI/ISO/ASQC Q9001-2000. Alternately, the Contractor's QMS need not be certified if
the Contractor proposes to follow the JSC quality system in its entirety.

The Contractor shall perform safety walk-throughs, report safety issues, and address and resolve

close calls, under floor alarms, and facility outages.

JETS 2



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

3.2 Intbrmation Technology Security

The Contractor shall ensure that security plans and managed, updated and submitted for approval
per DRD 14.

3.3 Information Technology (IT) Capitol Planning and Investment Control (CPIC)
Planning

TBD

3.4 Quality

The contractor shall comply with its documented Quality Processes (DRD-08, Quality Processes

- Procedures). JSC will review these documents to ensure they do not conflict with the JSC
quality management system. The contractor shall submit and comply with the Government
approved Quality Plan as required in DRD-05 (Quality Plan).

3.5 Records Management

NASA-owned, Contractor-held records, regardless of physical format and as identified in task

orders, shall be managed by the Contractor in accordance with Title 36 of the Code of Federal
Regulations, Chapter XIIB, Records Management and NASA Policy Directive (NPD) 1440.6,

NASA Records Management Program. The Contractor shall maintain records appropriately and
administer the disposition of records and non-records in accordance with NPG 1441. I, NASA

Records Retention Schedules, which has been approved by the CO and the National Archives

and Records Administration. The Contractor shall provide details concerning 0n-site personnel
per DRD-10 (Reports, Onsite Contractor - Headcount).

3.6 Work Authorizations

The CO authorizes work via Task Orders. In addition to requirements identified in the SOW,

Task Orders will specify requirements, indicate schedules and identify required quality levels.

3.7 Facility Management

The Contractor shall be the alternate facility manager of Building 46. This requires performing
electrical management, initiating and tracking implementation of facility requests, performing

safety inspections, and coordinating installation and removal of systems. While perfornaing
facility management functions, the contractor shall adhere to the Cen_er Operations Directorate

(COD) Facility Manager Handbook and the Roles of a Facility Manager located in Attachment J-

3, Technical Library. For other facilities where the contractor has responsibility for equipment,
but is not the facility manager, the contractor shall comply with safety and facility rules,
restrictions and guidelines.
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JSC Enabling Technology and Security (JETS)
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3.7.1 Facility Layout Drawings

The Contractor shall conduct weekly inspections of Building 46 to determine modifications to
the layout of the facility. Modifications observed during the weekly inspections shall be
compiled and documented in both the electronic and hard copy facility drawings. Facility
Layout Drawings shall be provided and maintained by the contractor as specified in DRD- 18
(Facility Layout Drawings).

JETS 4
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3.7.2 Electrical Management

The Contractor shall perform installation of new circuits for computer systems as required to
accomplish the work defined in the Task Orders. The Contractor shall coordinate and schedule
higher voltage (480 volts and above) circuitry work with the JSC COD Facility Engineering
Electrical Branch. Coordination and scheduling activities shall include initiating and tracking
facility modification requests Ibr electrical work. Prior to installation or removal of server
systems or network devices, the Contractor shall perfo_Tnpower resource analysis to assure
proper electrical power balancing across power distribution units, uninte_Tuptible power supplies,
and the overall grid system for building 46. The contractor shall also provide power distribution
drawings per DRD JETS-18, Facility Layout Drawings. The Contractor shall perform and record
monthly preventive maintenance (PM) on power distribution units, power panels, alarm systems,
as well as all security and safety lighting and cameras within the computer systems facility in
Building 46.

As defined in the Task Order, PM shall be performed as recommended by the equipment
manufacturer or vendor. The documentation of PM shall be on a format chosen by the contractor
and submitted electronically to the CO and COTR on a monthly basis in the contractor status
report (DRD-07). The Contractor shall also inspect and coordinate PM for air handlers and
Unintenuptible Power Supply (UPS) systems in Building 46.

3.7.3 Installation and Removal

The Contractor shall coordinate the installation and removal of systems and equipment.
Removal shall include deletion of all sensitive data. Installation and removal activities require
coordination with the COD Facility Engineering Electrical Branch, the property custodian and
Organizational Computer Security Manager (OCSM). Coordination is also required with system
administrators to assure compliance wida the Server Operations Management Plan (SOMP),
including NASA tagging of equipment and cables, logistics of delivery, placement, or removal of
equipment, The Contractor shall coordinate and expedite ",allunder floor work, including excess
cable removal. In addition, the Contractor shall be responsible for initiating, tracking, and
expediting facility work, including work performed by JETS, by COD or other parties.

3.8 Property Management

The contractor shall provide a Physical Inventory Plan (DRD-19) to describe the method of
administering Government propel_y. The contractor shall conduct inventories for the
govermnent property identified in Attachments J-8 and J-10. The contractor shall serve as
property custodian for the Installation Accountable Government Property identified in
Attachment J-10.

3.7 JETS Metrics

The Contractor shah calculate and report, metrics in accordance with DRD-03 (Metrics Reports).
Prior to the beginning of the Government Fiscal Year (FY), the Comractor shall recommend for
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CO approval any changes to metrics to be tracked and reported during the upcoming FY. The

government will evaluate the Contractor's perff)rmance in accordance with the following table:

Perlbrmance Baseline Basic ! Option 1 Option 2 Option 3
, Standard [

Systems Minimum of Contractor Contractor to propose. Contractor shall

Administrator 13 servers to propose, work to increase efficiencies during the
Productivity course of contract performance.

System Per J-7 Contractor Contractor to propose. Contractor shall
Availability to propose, work to increase efficiencies during the

course of contract performance.

**Customer Minimum Minimum Minimum Minimum Minimum
Satisfaction score of 4 score of 4 score of 4 score of 4 score of 4

out of 5, out of 5. out of 5 out of 5. out of 5.
License 100% on t00% on 100% on 100% on 100% on

Renewals and time time time time time
Maintenance

Agreements
**Customer Satisfaction scores are as listed in DRD-03 (Metrics Report),

4. Period of Performance

The services in this Task Order shall be performed from October 1, 2007 through September 30, 2008.

5. Training

The Contractor shall propose training for personnel assigned to this task required to maintain
competency on the assigned systems. The Program Manager shall coordinate all training request

via e-mail with the TMR and provide e-mail notification to the COTR prior to expenditure of
funds.

6. Deliverables Required

The contractor shall provide the following contract deliverables per the frequency specific in
each specific Data Requirements Document (DRD):

a. Provide status reports in accordance with the Contractor Status Report (DRD-07 Contractor

Status Report),

b. Provide Information Technology Security Plans and Reports as defined in DRD-I 4 (Information

Technology System Security Plans and Reports),

c. Create and maintain a Capital Planning and Investment Control process. (DRD-02 Capital
Investment Planning).
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d. Create, modify, maintain, and report resource information in accordance with the Plan (DRD-04,

Resource Management Plan; DRD-20, Supplemental Cost Report; and NASA Procedures and
Guidelines (NPG) 9501.2D NASA Contractor Financial Management Report).

e. Provide re-procurement data in accordance with DRD-16 (Re-procurement Data Package).

f. Provide wage and salary data per DRD-09 (Wage/Salary and Fringe Benefit Data).

g. Report system and equipment performance in accordance with the performance management

plan required by DRD-I 1 (Performance Management and Capacity Plan).

h. Perform configuration management for all systems in accordance with the Information
Resources Directorate (IRD) Configuration Management Phm Document JSC 29173.

i. Perform system development in accordance with the IRD Project Lifecycle Guidelines, provided
m draft form in Attachment J-3.

j. Provide Backup and Restore reporting in accordance with DRD-21 (Server Backup, Restore &

Tape Usage Report)

k. Provide ECF Accounting reporting in accordance with DRD-22 (Systems Accounting Data

(ECF)

For all documents referenced in the JETS contract, the contractor shall adhere to the most cun'ent

versions unless otherwise specified

7. Special Requirements

None

8. Metrics

The Contractor shall complete and submit the deliverables above per the frequency specified in
each DRD In addition, the contractor shall provide inputs to Contract Surveillance Meetings

scheduled by the COTR.

9. Total Cost Summary and Cost Phasing by Month

Cost: $xxx,xx.xx

Maximum Award Fee: $ x,xxx,.xx
Total Cost: $xxx,xxx.xx

Monthly Cost Phasing - See Attachment 1
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Task Order Approvals

Task Order: JETS-PM08-01 - Program Management Office

Approved Technical Evaluation Received

Performance Period: October 1, 2007 - September 30, 2008

Funding Organization(s):

Task Order Value: Cost: $ 876,003,56
Maximum Award Fee: $ 53,416.9t
Total Cost: $ 929,420.47

Approved By: _ JETS Bucfget An_Iysf/ "

Approved _,_'_.¢/ -c_t_¢_/_)_
JSC JETS TMR Date

JSC JETS COTR

Approved By: Ma__ation Technology DiVision _l_ate / "

Approved B?t__=__ ___-_'_ e/'_$/0 V
JSC JETS Contracting Officer Date
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JSC Enabling Technology and Security (JETS)
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1. Task Order Number/Title

JETS-IM08-01 - Network and Security Services

2. Technical Monitor Representative (TMR)

See Contracting Officer's letter for TMR's for this task order.
Primary: John Flood/_
Alternate! Luke Drury/IM

3. Narrative Task Description

a. The Contractor shall be responsible for the daily operation of the systems identified
below and as listed in the Information Resources Directorate (IRD) IT Inventory
Database as IT Security. Daily operation, as specified in the JETS Statement of Work
(SOW) Section 5.0, include the monitoring of system activity and performance, review
of logs, configuration changes and management (including user accounts), performing
system upgrades, reporting, system engineering, and ensuring documentation is
complete, accurate, and up-to-date. It is the Government's _ntent to retain the PPTP
systems as a contingency capability in case of Pandemic events. The primary VPN
capability of JSC will be the Juniper IVE.

(1) Firewall Systems

(a) JSC Firewall Systems

• Outer Firewall (Primary)
• Outer Firewall (Secondary)
• Inner Firewall (Primary)
• Inner Firewall (Secondary)
• DMZ Fimwall (Primary)
• DMZ Firewall (Secondary)
• Lab/Development Firewalls

(b) JSC Firewall Support Systems

• Inner Firewall Log Server
• Outer Nrewall Log Server

(c) WSIY Firewall Systems

• WSTF Fircwall (Primary)
• WSTF Firewall (Secondary)

(d) WSTF Firewall Management Server
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(2) Content Monitoring and Filtering systems

(a) SurfControl

* SurfControl Application Server-t
• SurfControl Application Server-2
, Sm'fControl Database Server

(b) Websense (To be replaced by Sm'fControl)

(c) NetContExt (Content Analyzer)

(d) URL Logging Systems

® URN NID
o URL CMS

(e) JSC Proxy Systems

• Proxy Appliance Primm-y
, Proxy Appliance Secondary
• Proxy Reporting Server

(3) Network Intrusion Detection (NID) sysmms

(a) RealSecure SiteProtector

, ISS SiteProtector Application Server
INS Core ISS Network Sensor

* ISO Core ISS Network Sensor

• INS Building 1 and Wireless ISS Network Sensors
o INS Building 2 and Poldev ISS Network Sensors
• PSNa and SIP ISS Network Sensors
• JSCMAN and PIP ISS Network Sensors

• WSTF ISS SiteProtector.Application Server
• WSTF Network Sensor

(b) Netscreen Intrusion Detection and Prevention (IDP)

• IDP Management Server
• INS Core IDP Network Sensor

• INS Building IDP Network Sensor
, ISO Core IDP Network Sensor
• PIP/SIP IDP Network Sensor
• Wireless/PSN_JSCMAN IDP Network Sensor

(c) NID Consoles (Quantity 5)
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(4) Traffic Capturing and Analysis

(a) INS Buildings TCP-Dump and lPView data collectors

(b) [SO Core TCP-DUMP and IPView data collectors

(c) SIP/PIP TCP-DUMP and IPView data collectors

(d) NetContExt-NTR (to be replaced by IPView)

(5) IT Security Support systems

(a) Boundary Services Log Repository and Gateway System

• Two RAID Cabinets

(b) Boundary Services Backup Log Repository; Gateway Server and TCP-Dump
Data Storage

• 6 RAID Cabinets

(c) JSC IT Security Forensics Repository

(d) JSC IT Security File shale

(e) Security Data Warehouse (SDW)

• SDW Production

• SDW Development
• RAID Cabinet

(6) JSC Scanning Systems

(a) Foundstone

• Foundstone Enterprise Manager
• Foundstone Database

• Foundstone Scan Engines (Quantity 6)

(b) Linux Scanners

° ISO Linux Scanner
• INS Linux Scanner

(7) Consolidated lmgging systems (LogLogic) Production Support and Operations
Requirements need to be developed in ordm"to understand the scope of work
associated with the Consolidated Logging Project.
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• LogLogic LX2000
• LogLogic LX2000
• LogLogic LX2000
• LogLogic LX2000
• LogLogic LX2000
® LogLogic LX2000
• LogLogic LXIO00
• Lo_,ogic ST3000
• LogLogic ST3000

(8) JSC Remote Access Systems

• Point-to-Point Tunneling Protocol (PPTP) Server (Primary)
• Point-to-Point Tunneling Protocol (PPTP) Server (Warm Backup)
• Juniper tVE System (Primary)
• Juniper IVE System (Secondary)

(9) Public Key Infrastructure (PKI) systems

• Profile Server cluster node 1
• Profile Server cluster nodc 2

• JSC RA Laptop

b. The Contractor shNl provide daily review and analysis of the firewall and other log files,
coordinating as required with the appropriate IRD Security personnel, associate
contractors, and the user community to identify and resolve security problems and
configuration issues. The Contractor shall provide support to the user community for
issues that are related to the IT Security Systems, including receiving and electronic
tracking of incoming calls and requests, handling related calls that are forwarded&ore
associate contractors, and working directly with end-users and associate contractors to
resolve user-reported issues. Based on the current environment, approximately thirty
(30) hours per week are required for the investigation and resolution of user-reported
issues. The Contractor shall make contact with the end-user within one (1) business day
of a reported issue.

c. The Contractor shall be responsible for the revalidating, development and testing of
Public Key Infrasu'ucture (PKI) installation packages. It is estimated that approximately
six PKI packages (four quarterly-load packages, two special-purpose development
packages) wilt be required each year.

d.. The Contractor shall be responsible for supporting network security scanning and
vulnerability assessment that includes:

(1) Regular network scans using the Foundstone, nmap, wireless and other scanning
tools as specified by the JSC CIO Office. The network vulnerability scanning is
to be performed per the quarterly requirements defined by the NASA OCIO
Vulnerability Reduction Guidance (updated yearly). This memo can be found on
the JSC webpage under the IT Security section, NASA I/T policy & directives
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(2) Software and hardware configuration vulnerability scans on devices connected to

JSC networks and report results to the TMR.

(3) The Contractor shall ewduate and develop a monthly scanning plan of all systems
and provide scan trend analyses.

(4) Coordinate and conduct vulnerability assessments oi compliance scanning in

support of Certification and Accreditation (C&A) and report completion and
results to the TMR.

(5) Scans on any new system installed at the Center, in support of web registration,
and on an ad-hoc basis due to security threats or data calls.

(6) Network Mapper (NMAP) and wireless scanning will be performed monthly or as
determined by the IT Secmity Office.

(7) Monthly full scans of all hosts with firewall rules allowing for access from
outside of the JSC address space.

(8) Compile and report Quarterly Vulnerability results to NASA and JSC
organizations.

(9) Coordinate and validate with Center Organizations to remove or mitigate
identified vulneraNlities.

(10) Perform security scanning to identify and remediate vulnerabilities.

(11) When directed by higher authority, all information systems determined to be

compromised either through unauthorized access or malicious logic will be rebuilt
from original media, patched, and scanned for compliance before reintroduction
to the JSC network. The Contractor shall support the scanning of systems that
have been rebuilt as required.

(12) Ensure all Information Systems, networks, and devices are scanned semi-annually
at a minimum, including, but not limited to, scanning for vulnerabilities, poor

security practices, noncompliance, backdoor connections, unauthorized modems,
and unauthorized network connections; take actions to eliminate and report all
violations.

e. Web Access and Forward Proxy - The Contractor shall:

(1) Provide the capability and features that allow users to access in-house and

external web content via a Forward Proxy.

(2) Provide operational and maintenance support for the JSC WebProxy system to
provide indirect Internet access to JSC institutional server systems for system and
application update purposed.

(3) Provide the capability for caching and proxy to enhance information access and
performance.

(4) Assist customer with web applications as required.
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(5) Proxy all Internet access through a centrally managed access point and isolate
from other JSC or NASA Information Systems by physical or technical means.

(6) Manage the list of allowed systems and sites for the proxy system.

(7) Manage the storage and organization of the resultant log files.

(8) Provide the TMR with monthly reports on Interact use based on management
requirements.

(9) Report Internet use abuse in accordance with NASA and JSC policy.

f. The Contractor shall be responsible for generating the following reports and providing
them to the TMR.

(1) As part of IT Security scanning activities, Ad-hoc reports in a format to be
determined by the IRD Information Technology (IT) Office of the CtO based on
the specifics of each individual security situation. The contractor shall deliver bi-
monthly reports.

(2) Network security and wireless security audit reports electronically monthly.

(3) The contractor shall submit monthly Security Data Warehouse (SDW) ad hoc
reports.

g. The Contractor shall assist the JSC CIO Office in the resolution of security incidents as
requested by the TMR to support IT security investigations and forensics analyses.

(1) This includes providing all information such as log files, system configuration
information, and system backups that the Contractor manages on behalf of the
govemment.

(2) Provide analysis of IT Security 10gsand information as requested by the TMR to
assist in the identification and resolution of IT Security investigations.

(3) Reviewing NASIRC bulletins and providing data analysis.

h. The Contractor Shall support and assist the IT Security Manager in the collection of
electronic data obtained from workstations as requested by the TMR. This data
collection is to only be done by the contractor as directed by the TMR using tools
supplied by the Government:. The Contractor will have individuals trained by JSC on the
use of the JSC tools for electronic data collection. All data is to be turned over to the
government when collected.

i. The Contractor shall perform protocol studies to assist the CIO Office in determining
possible security issues as requested by the TMR.

(1) This includes reviewing firewall log for a specified time pe:dod determined by the
TMR.

(2) Reviewing firewall rules associated with protocols.

(3) Reviewing other IT Security data sources.
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(4) Provide presentations on the findings to the TMR and presenting to IRI) IT
Security personnel.

j. The Contractor shall use the JSC IT Security Systems to assist the JSC Office of the CIO
m the resolution of virus-related issues. The Contractor shall be responsible for
processing alerts from the antivirus products (Symantec) and assisting users in the
resolution of virus-related issues on a daily basis. The processing of alclls wilt entail
verifying infection and/or origin of viruses. If an infection has OCCtHTed,the contractor
shall contact the user and Organization Computer Security Official (OCSO) for repair.
Notification to the user and OCSO should be done by phone and email.

Sample of Vires alert notification:

Symantec
Virus Name: Downloader.Trojan
Computer:"computername"
Location:D:\documentsand settings\mwaid\LocalSettings\TemporaryInternet

Files\Contene.IES\CR9VE6FI\NETWIN_[1].CHM
RequestedAction:Clean
ActualAction;Quarantine
Date: 08/16/2004Time: 01:59:57 PM
Source: NortonAntiVirus CorporateEdition
User Name:"domainuserid"

k. The Contractor shall be responsible for the operations and maintenance of the Security
Data Warehouse (SDW) application. This includes loading data, performing data
integrity checks, and performing data validation, support ad-hoc reporting (described in
item 5c). The contractor shall be responsible for adding new capabilities as directed by
the TMR to the SDW as workload permits. It is currently anticipated that not more than
10 new capabilities shall be implemented. The Contractor shall provide user support to
those stakeholders utilizing the data warehouse.

l. The Contractor shall provide the following support:

(1) Personnel onsite Monday through Friday 8:00 AM - 5:00 PM in order to
accomplish successful day-to-day operations.

(2) 24/7 on-call support for all security-related incidents which may adversely affect
the IT Security Systems or the JSC Institutional Networks. The 24/7 on-call
support shall be accomplished via a Government-provided Firewall Security Duty
Phone. If the contractor detects or is notified via Government provided
automated means (such as an e-mail or pager alert) of a potential security issue,
the contractor shall notify the JSC Office of the CIO by calling the 1T Security
Duty Phone and coordinating as required with associate contzactors.

(3) Arrange, support or conduct meetings as requested (no more than one per month)
to inform the user community of upcoming IT Security Systems capabilities and
events.
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(4) Provide technical expertise at IRD boards and meetings, such as the Network
Access Control Board (NACB) and the IRD Control Board (ICB), The NACB
typically meets once each week for one to three hours; the ICB typically meets
once each week for two to three hours.

(5) Conduct or attend additional ad-hoc special NACB meetings and other working
group meetings.

(6) As requested by the TMR with e-mail notification to the COTR. perform security
awareness training, provide technical support, and share technical knowledge and
process improvements as needed to support the overall improvement of
Information Technology (IT) security at the Center. The Security awareness
training provided shall include items such as brief overviews of training classes
and seminars attended, as well as uip reports.

(7) Provide inputs, as requested by TMR, for IT Security Systems documentation,
procedures (such as Red Book), schedules, project plans, budget planning, and
strategic planning.

(8) Obtain the conculTence of the TMR and provide e-mail notification to the
Contracting Officer's Technical Representative (COTR) to perform all scheduled
hardware and software upgrades, maintenance outages, and software patch
installations.

(9) Coordinate with associate contractot_ for all applicable software upgrades,
maintenance outages, and software patch installations.

(10) Provide inputs and technical assessment to the TMR for incorporation into the
Security Plan for the IT Security System, as specified in DRD-14 IT Security
Plans.

(t l) Maintain a configuration-managed architecture diagram of the IT Security
System, as well as a configuration-managed document listing the hardware model
numbers and serial numbers of all I1"Security System components, applicable
software license codes, reboot procedures, backup procedures, restore procedures,
and the procedures to open maintenance trouble calls. All applicable data shall be
updated and maintained in the IRD Inventory Database.

(t2) Maintain configuraion of the 1T Security System devices m the IRD
Development Lab. Coordinate test activities with the IRD Lab managers and
TMR. Provide support to testing activities as requested by the TMR.

(t3) Record all activity associated with any IT Security Incident, IT Security TasMng
in support of IT Security Incidents, and/or IT Security Investigations through the
rl" Security Incident Tracking System (ITSITS) aka MANTIS.

m. The Contractor shall be responsible for maintaining the NFR-URL logging systems,
used for logging HTTP request information on the JSC institutional networks. The
contractor shall be responsible for managing the storage and organization of the resultant
log files.
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n. The Contractor shall be responsible for managing the log collection systems; this
includes user creation, deletion, and the control of access to log entries. The contractor
shall patch the systems with all vendor supplied updates and fixes. The contractor shall
be responsible for maintaining the end-user system configuration documents that
describe how to transmit and retrieve logs to and fl'om the system.

o. The Contractor shall be responsible fornetwork traffic and session summary logging at
the JSC institutional network boundaries. This includes managing the resultant pcap
files, log files, file manipulation scripts, and administering the session summary
database. The Contractor shall maintain a web based graphical user-interface to the
session summary database.

p. The Contractor shall be responsible for maintaining the JSC IT Security Incident
Tracking system. The contractor shall support application configuration, user
management, and database maintenance for the system. This includes custom
configuration of the tracking system to support encrypted communications and
notifications.

q. The Contractor shall be responsible for maintaining the JSC IT Security Knowledgebase
system. The contractor shall support application configuration, user management, and
database maintenance for the system. The contractor shall support multiple instances of
the application as necessary to support all JSC IT Security functions.

r. The Contractor shall be responsible for network content management. This includes the
maintenance of network traffic content filtering and monitoring systems. The contractor
shall manage the databases used for logging and configuration and the scripts used to
extract and backup the daily system configuration.

s. The Contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
required services desc;ibed in this Task Order. In addition, to effectively perform and
manage the work detailed in this Task Order, the contractor shall perform all the
Contract Management functions detailed in Statement of Work area 3.0 Contract
Management and Administration:

(1) Safety, Health and Environmental Compliance

(2) Quality

(3) Records Management

(4) Work Authorizations

(5) Facility Management

(6) Property Management

(7) JETS Metrics

t. The Contractor shall provide the items listed above (a-l, excluding 10a) for the IT
Security Services at WSTF which include:
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(1) FirewalI Systems

• Primary WSTF Institutional Nrewall
• Secondary WSTF Institutional Firewall

(2) N1D systems

(3) Support systems

• BrightStore Enterprise Tape Backup System (StorageTek L40 Library) SDLT
320 Tapes

• WSTF Institutional Firewall Management Station
• WSTF Institutional Firewall Log Processing

(4) SDW

• nmap scanning server

(5) The Contractor shall maintain day-to-day operations as detailed above at WSTF.

(6) As a part of contingency operation activities, the contractor shall be responsible
for operations of the IT Security System at WSTF.

(7) Evaluate and develop a transition plan, including schedule, system requirements
and hardware requirements for migrating the current remote access capability at
WSTF, cm-rentlymanaged by ODIN, to a JETS supported remote access solution

4. Period of Performance

The services in this Task Order shall be performed from October 1, 2007 through September
30, 2008.

5. Deliverables Required

a. Inputs to the Security Plan for the IT Security System, as specified in DRD-14 1T
Security Plans.

b. Configuration-managed architecture diagram of the IT Security System.

c: Configuration-managed document listing the hardware model numbers and serial
numbers of all IT Security System components, applicable software license codes,
reboot procedures, backup procedures, restore procedures, and the procedures to open
maintenance trouble calls. The applicable items should be recorded and maintained in
the 1RD Inventory Database.

d. Change control procedures and configuration management plan for the 1T Secm-ity
System. TMR approval required within 30 calendar days of Task Order start.

e. Monthly activity report.

f. Monthly reports of IT Security Systems related calls and service requests

g. Scanning reports for each scan that is performed.

h. A memorandum as directed by the JSC Office of the CIO for each quarterly scan, web
registration, organizational and incident investigation scan that is performed. The
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appropriate IRD IT Security management signature shall be obtained for each
memorandum.

i. Network security and wireless security audit reports electronically to IRD tT Security
personnel.

j. Monthly reports of firewall requests.

6. Trainin_

a. Training shall include annual attendance by one individual to the Network+Inlerop
trmninJconference.

h. The Contractor shall coordinate all training requests via e-mail with the TMR and
provide e-mail notification to the COTR prior to expenditure of funds.

7. Special Requirements

The contractor shall utilize the JATS database to track action items pertaining to this task
order. The contractor shall evaluate the sensitivity of all data prior to submission into the
JATS online system. Data that contains sensitive information shall be processed by the
JETS Program Manager or Task Coordinator and shall not be entered into the JETS online
database.

8. Metrics

The Contractor shall provide monthly Customer Satisfaction and System Availability
metrics as specified in DRD-03 Metrics Reports. Availability metrics shali clearly contrast
a system's availability with unscheduled and scheduled outages. In addition, the contractor
shall provide the following metrics monthly to the TMR:

• # of system DRs opened + closed per week (by category) on IRD IT Security systems
• # of customer systems configuration anomalies opened + closed (potential - customer

time to closure)
• Average # of firewall sessions. (Accepted + dropped)
• CPU utilization and through-put of firewaIls
• Utilization of VPN servers by # of average, max, rain simultaneous users (PPTP,

Juniper IVE)
• SuffControl

o # of blocked attempts per category
o # of hits + # o:fusers and utilization of other categories (Top 20 )
o # of hits + # of users + # of bytes transfened

9. Total Cost Summary and Cost Phasing by Month

TBD
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Task Order Approvals

Task Order: JETS-IM08-01 - Network and Se_arity Services

Approved Technical Evaluation Received

Performance Period: October 1, 2007 - September 30, 2008

Funding Organlzation(s):

Task Order Value: Cost: $1,330,389.73
MaximumAward Fee: $ 86.242.18
Total Cost: $1,416,631.91

Approved By: /S/PF (/S/_ _', __' f'..ef_7

/fl_C JETS Budget A_aty_"

ApprovedBy: .___ _qg J_ 0__

JSC _TMR Date

,i/ " ,." b .bc, f7Approved By:
JSC JETS COTR I)ate

_"L_-_4an_ Information Technology Div_ion Date

JSC JETS Contracting Officer
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1. Task Order Number/Title

JETS-IM08-02 - Technical Assistance

2. Technical Monitor Representative (TMR)

Primary: Ric Slater/IM
Alternate: Polly J. Steele/IM

3. Narrative Task Description

The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM ....
5:00 PM in order to accomplish successful day-to-day operations as detailed below.

The Contractor shall be responsible for supporting 1RD Management tasks and activities, in
accordance with JETS SOW area 6.0, including, but not limited to the _bltowing:

a. Exhibit 300 Support

The Contractor shall support both JSC and KSC in activities resulting in passbacks for FY09
fl'om OMB. This will include addressing and coiTecting issues brought on by submitted data.

The Contractor shall be responsible for consulting on the FY10 Exhibit 300s that will be

representing JSC to NASA Headquarters and if necessary, the Office of Management and
Budget. The Contractor shall be responsible for quality control review on all of the associated

documentation and submittal. This task is for consultation only and does not include data entry
into Pro-Site.

1) The Contractor shall assess the Johnson Space Center (JSC) and Kennedy Space
Center (KSC) organizations' developed Exhibit 300s for a comprehensive product

(preliminary review with comments and recommendations, and offer best practice
solutions, where needed), The Contractor shall provide recommendations on the

preparation and integration of a comprehensive submittal to NASA Headquarters.

The Contractor shall provide additional Exhibit 300 review support and additional
recommendations in response to NASA Headquarters review and various ad hoc

inquires through submittal and pass-back process with Office of Management and
Budget (OMB).

2) The 7 planned Exhibit 300s for JSC SOMD include:

a. Flight Operations
b. Integrated Planning System
c. Mission Control Center

d. Software Development/Integration Laboratory, JSC
e. Space Shuttle Prognam Flight Software

f. Space Shuttle ProN'am Integration

g. Space Station Production Facility

3) The support: for the SOMD Exhibits at JSC do not require any travel.
4) The 4 planned Exhibit 300s for KSC includes:
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a. KSC Space Shuttle Program Ground Operations
b. Launch Control System

c. Integrated Logistics
d. Shuttle Processing Support

5) The support for the KSC Exhibits may require travel,
6) The contractor should plan for the development of two new Exhibit 300s for SOMD;

one of which is for JSC and the other KSC. As requirements for Exhibit 300s vary

based on the phase the proposed investment is in of the investment life cycle (e.g.,

development, steady state or mixed lifecycle), the complexity and level of effort of
the Exhibit 300 would be greater on investments in the development stage versus
steady state,

7) The planned Exhibit 300s for ESMD are not eunently defined. If requirements are
added to include the development of Exhibit 300s for ESIVff), it will be completed
through a modification of this Task Order.

b, IRD administrative support
The Contractor shall be responsible for administrative support for IRD meetings, including, but
not limited to the:

Weekly
• Network Access Control Board (NACB)

Bi-weekly
• Application Control Board (ACB)

Monthly (or as needed)

• Birds of a Feather (BOF)

• Organizational Computer Security Officials Meeting (OCSO)

• Information Technology Steering Council (ITSC)

The Contractor may be requested to support ad hoc meetings which will be coordinated with the
TMR or Alternate TMR on a case by case basis.

The Contractor shall be responsible, at a minimum, for creating agendas (through civil servant

input); writing minutes, posting approved minutes, tracking action items; supporting the

definition, documentation and implementation of process flows and charters for the supported
IRD meetings.

The Contractor shall also be responsible for tracking data related to management support such as
the timeliness of handling customer funded Change Requests (CR's). CR processing shall be per
the IRD Configuration Management Plan, JSC 29173. The IRD CM Plan can be found at the
following !ink; h_ttt?'./lstic.jsc.nasa.gov/dbase/iso9OOO/docs/IA/master.htm. For JATS, the

Contractor shall be responsible for entering and tracking actions received from the CIO's
Actions Registry.

c. Network Access Control Board (NACB) Support
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The Contractor shall be the primary focal point with the vttrious Service Request (SR) writers
and customers for NACB information and processes. The Contractor will work with customers

in helping them understand and follow the processes defined by the NACB including, but not
limited to:

1. Describe minimum technical requirements for SR's that come through the NACB
to customers

2. Coordinate interaction between customers and NACB board members rcgarding
technical requirements for the Service Request (SR).

3. Coordinate with Customers and NACB voting members for time critical Service
Requests (Known as Type II SR's)

4. Manage the NACB SR database (includes agenda, minutes, etc.)

5. Review all NACB SR's and referenced IT Security Plans to ensure that the

requested service has been appropriately documented within the organization IT
security plans.

6. Re-scheduling SR's with interim approval to return to the NACB
\

The Contractor shall be responsible for the enhancement and maintenance of NACB too]s,

including the Service Request (SR) expiration process.

d. Websitc Registration Process for JSC

The Contractor shall be responsible for the website registration process. Specifically:

1. Enhance & manage Web site registration system and process

2. Act as the primary interface between customers and the Applications Control
Board (ACB) by helping them to understand the website registration policy and
processes.

3. Manage user accounts on LIFT Machine (Server based tool for checking 508
compliance in Web sites)

4. Review and provide recommendation for approval of the LIFT scan results for
Web site registrations

5. Ah-hoc reports

6. Track and report center's progress toward 100% of the yearly website
registrations.

The Contractor shall be responsible for the enhancement and maintenance of tools, including the
JSC Web Registration process and the migration of JSC data to the agency solution for tracking
website registration.

The Contactor shall track monthly metrics associated with website registration including:

a) Number of accounts on the LIFT machines

b) Number of website awaiting registration

c) Number of websites completed registration process
d) Number of websites awaiting registration due to export control signoff
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e. Supporting IRD's change management process.
The Contractor shall be the IRD central "clearinghouse" for routing, tracking and providing

status on all CR's submitted to [RD, including determining the intended control board or
management forum, and tracking associated actions. CR processing shall be per the 1RD
Configuration Management Plan, JSC 29173.

f. IT Security Policy Waiver tracking and reporting
The Contractor shall be the IRD central "clearinghouse" for routing, tracking and providing

status for all tT Security related waivers submitted to IRD, including refining the IRD waiver

process (http://irddsc.nasa_ov/it security�Process�Default.Iron), creating common templates,
determining the appropriate review authority, and tracking associated actions. The Contractor

shall be responsible for the enhancement and maintenance of tools provided by the government.

g, CPIC support

The contractor shall support the JSC CNC process by working with JSC organizations to collect

the needed ITPOP data, entering the data collected from center organizations into the agency

ProSight application, verifying the accuracy by reconciling Prosight fields to input sources, and
understanding the formulas upon which calculated fields are populated. The data will be entered

from spreadsheets and other types of reports. Coordination with HQ and Center personnel is
requircd to clear up discovered discrepancies.

h. IRM Planning support
The contractor will support the JSC rl" planning process by Working with the JSC organizations
to develop their yearly IT plans in conjunction with their CPIC inputs. Once the IT plans are

submitted and approved by the JSC CIO, the contractor will track the organizational adherence
with the plans during the rest of the year. The contractor shall maintain accurate records of the
CRs that are routed thru the office.

i. Privacy Act support
The contractor shall support the center in the development, submittal, and management of
Privacy Act Assessments (PAAs). The contractor will assist customers with completing their

Privacy Impact Assessments (PIAs), re'chive completed PIAs, and assist the JSC Privacy Act
Manager (PAM) With completing data calls from HQ by developing the needed questionnaires

and other data sources, coordinating with JSC organizations in supplying the resulting data,
consolidating the final data into a JSC report for final approval by the JSC PAM and CIO.

j. IT asset tracking support
The contractor shall work with the JSC lq" Asset Manager to support data calls, maintain the data

in the tTAM portal web-based application, draft quarterly updates of the software inventory,
determine organizational allocations of invoices quarterly, track PRs and POs generated by the
organizations to pay for software licenses.
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k. Technical Assistance for Organizations
The intent of the required tasks described in this section is to have the contractor take

responsibility for the necessary actions to ensure the organization's systems are in compliance
with IT security requirements. This includes:

1) identifying and documenting existing controls;

2) identifying additional controls and procedures required to satisfy IT secm'ity
requirements;

3) developing security plans, risk assessments, and contingency plans to address any
identified risks; and

4) ensuring that the systems are in compliance with IT security requirements.

The contractor shall provide technical and administrative support for information 1;echnology
activities and infl'astructure for the following JSC organizations

a. AA - Office of the Director

a. AB - Office of Deputy Director of JSC
b. AC - Associate Director (Management)

c. AJ - Office of Equal Opporttmity and Diversity
d. AL - Office of Chief Counsel

b. AD - External Relations Office
a. AE - Education Office

b. AP - Office of Communications & Public Affairs

c. AT - Technology Transfer & Commercialization Office
c. AH - Human Resources Office

d. JA - Center Operations Directorate
e. BA - Office of Procurement

f. RA - White Sands Test Facility

Tasks include:

1) Represent the organization to the JSC Inl-brmation Resources Directorate in all

matters relating to IT security, development of ITAs with IRD, implementation of IT
security upgrades and changes to systems operated by the organization. This includes
the normal OCSR duties and representation at required IT meetings and boards to

assure compliance with all IT security and reporting requirements.

2) Prepare responses for data calls, annual IT Plans, inventories of systems and similar
activities for IT systems operated by the organization. (Security OCSR, Capital
Planning Investment Control (CPIC), 1T Planning, etc.)

3) Develop a detailed understanding of the function and operating details of the
information technology systems maintained by the organization. Apply expertise in
information technology and knowledge of IT management requirements to ensure that
the organization is responsi ve to all IT reporting and IT security implementation

requirements, developing and shepherding through the approval process all of the
organization's IT plans for C&A (Certification and Accreditation).
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/

4) Establish system security baselines and maintain responsibility for ongoing

monitoring of security controls for organization's IT systems, assuring a continuous
state of compliance with all IT security regulations and requirements.

5) Provide periodic reports to organization managers oll the state of regulatory

compliance, plan development and approval status and significant issues relating to
IT management.

OCSR's do not have the policy-making role and responsibility of an Organizational Computer

Security Official (OCSO) because they are not a civil servant. The OCSR is _oprovide
assistance in creating and implementing policy; however, organizational management mus_

approve policy. OCSR tasks include, but not limited to the following:

The Contractor shall be responsible for performing OCSR tasks and activities, in accordance
with NPR 2810, as revised and JETS Statement of Work (SOW) Section 6.0.

1) Developing a management control and communications process to ensure that
the organization's I/r security program is implemented consistent with the
current edition of NPD 2810. t.

2) Serving as the organization's representative to the JSC I/T Security Committee,

representing the organization's director or office chief on all 17Tsecurity

matters, and coordinating that organization's vote on matters of I/T security
policy.

3) Reporting suspected I/T security incidents to the ITSM and the organization's
director or office chief.

4) Reporting periodically to the ITSM and the organization's director or office
chief on the status of I,rI"security planning in that organization.

5) Reviewing annually the IT Security Plans for the organization's systems.

6) Submitting electronic and printed copies of each I/T Security Plans to the
ITSM. If the contingency plan is set out in a separate document, that document

must also be submitted to the ITSM since it is an integral part of the security
plan.

lY ' " '7) Serving as the o%amzatlon s representative to the Network Access Control
Board unless the organization has named another individual to be the
representative.

L Contractor Support for lVlFR 137
The intent of the required tasks described in this section is to have the contractor take

responsibility for tracking the organization's systems in compliance dispositioning listed

equipment to meet JSC's goals for IvIFRt37. The support includes the developing and tracking
of organizational and center metrics used as monthly reports to the ITSC and quarterly reports to
JSC Management Council on organization adherence to the IX_'R137 transition.

Support is requested in order to perform the following functions:

• Validate disposition data entered into the Government reporting tool by

1) Verifying that waiver numbers submitted match the associated systems and that the
waiver has been approved
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2) Verifying that Out of Scope lbnn numbers submitted match the associated systems
and that the Out of Scope form has been approved

3) Verifying that ODIN seat numbers submitted match the associated systems

,, Providing charts for each of the five reporting periods. There will be a chart associated

with each JSC organization and contract in addition to two overall JSC status charts. The

organization/contractor charts will map their actual progress to the plan submitted as an
initial step in the transition process. The two overall JSC charts will show the center's

progress compared against (1) a straight line progress--20% dispositional each quarter,
and (2) the conglomeration of the organizations/contracts' initial plan.

m. Management Functions

The Contractor shall perform all the management functions, including technical and business

management, necessary to plan, implement, track, report and deliver the required services

described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the contractor shall perform all the Contract Management functions detailed in

Statement of Work m'ea 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management

3.6 Property Management
3.7 JETS Metrics

4. Key Schedule Milestones / Completion Date

The services in this task order shall be performed from October 1, 2007 through September 30,
2008.

5. Deliverables Required

• Comprehensive analysis of Exhibit 300s for completeness and quality including
assistance in interpreting OMB (Office of Management and Budget) and NASA

Headqum'ters guidance and providing suggested boiler template language to
organizations for Exhibit 300s.

• The deliverabtes consist of analysis for multiple completed Exhibit 300s and
supporting documentation.

* Agendas, minutes, action item reports for supported meetings

• Draft process flows and charters for supported activities

• The contractor shall provide weekly status to the Deputy Chief Information Officer

(D-CIO) to address potential changes in assumptions and methodology, cun'ent
accomplishments and finding, and external issues that may hinder the advanced
development.

• Monthly report on the Number of accounts on the LIFF machines.
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• Monthly report which integrates the ODIN Patchlink and the organizational reports
for Patchlink waived systems into a final report describing the state of patches for the
center based on the patch management objectives for that month.

® Draft of a monthly memo :from the JSC CIO to the Agency CIO documenting the
patch status each month.

® Periodic status to ITSM on organization's security plans

® Monthly and Quarterly MFR137 Metrics for the prospective boards.

® Security Plans for organization's that are covered by Section k

• Section k - Complete systems certification and accreditation documents, control

validations, and the required submission package. This should include:

1. IT Security control check list, using NIST 800-53, with system conirol
validations and detailed control narratives

2. Process analysis and procedures development to address any identified 1T
security control weaknesses

3. Risk assessment to identify organizational mitigated risks, accepted risks,
and residual risks

4. Development of a security plan for each system with detailed system
control baselines with reference to evidence

5. Applicable contingency plans

6. Applicable system development life cycle plan

7. Ongoing monitoring plans to ensure the organizational systems are in

compliance with quarterly and annual certification requirements

6. Training

The Program Manager shall coordinate all training requests via e-mail with the COTR or his/her
designee prior to expenditure of :funds.

7. Special Requirements

The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items

pertaining to this task order. The Contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive infommtion can be processed
outside of the JATS system.

Expert knowledge of and skill in using the Microsoft Office suite with emphasis on Excel and
Access is required.

Knowledge of and skill of NASA Information Technology Security Requirements and policies.

Extended hours may, be required and should be coordinated with TMR. Approval of over-time
can only be provided by the Contracting Officer.
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Travel may be required under this task order to assist in the development of the Exhibit 300

documentation. The Conu:actor shall anticipate three one-week trips to NASA Kennedy Space
Center.

Travel may be required for two one-week trips to NASA Kennedy Space Center for participation
in the annaal IT Asset Management Conference and one one-week trip to the Glenn Research
Center for the annual Privacy Act Conference.

8. Metrics

a. 100% On-time delivery of products per the due dates specified in referenced CPIC and rr
POp processes,

b. 100% meeting coverage.

c, Completed analysis of Exhibit 300 Submittals,

d. LIFT accounts created with 24 hours of receiving request 99% of the timel
e. Posting of meeting actions two working days after meeting 95% of the time.

f. Meeting minutes shall be available 2 working days after the meeting for NASA approval.
g. Posting of meeting minutes two working days from NASA approval 95% of the time.
k. 100% On-time delivery of Organization Security Plans.
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9. Total Cost Summary and Cost Phasing by Month

Cost:
Maximum Award Fee:

Total Cost:

Monthly Cost Phasing - See Attachment 1
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Task Order Approvals

Task Order: JETS-IM08-02 - Technical Assistance

Approved Technical Evaluation Received

Performance Period: October 1, 2007 - September 30, 2008

Funding Organization(s):

Task Order Value: Cost: $ 803,870.91
Maximum Award Fee: $ 52,603.46
Total Cost: $ 856,474.37

Approved By: --/_ / _._-* _' _JW_ j" _ _

_C JETS Budget ._aly_t Dat_

Approved By: _)_) _ _._ zD67
JSC JETS TMR Date

Approved By'( Da_e" 'JSC JETS COTR

------__ation Tec]_iStogy-I)iyision

JSC JETS Contracting O_cer tDate
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1. Task Order Number/Title

JETS-OPS08-IT-01 - System Administration and Sustaining Engineering

2. Technical Monitor (TMR)

Primary: Ruben Reyes (IT4)
Ahernate: Juan Galvez/Hector Saenz (IT4)

3. Narrative Task Description

The Contractor shall perform system administrative and sustaining engineering functions on

IRD-managed systems as identified in the Information Resources Directorate (IRD) Inventory
Database and m accordance with JETS Statement of Work (SOW) areas 4,2.1, 4.3.1, and 4.3.3.

The contractor shall use best practices, as defined by leading software manufacturers such as

Microsoft, Sun, Red Hat, etc, to maintain these systems at their optimal performance, maximum

availability, and security integrity.

The contractor shall be responsible for adding and deleting systems from the IRD Inventory
Database. The contractor shall be responsible for maintaining the accuracy of the data in this

database and notify the Government of any discrepancy. All changes to the database shall be in
accordance with baselined IRD configuration control documents, JSC 29173, IRD Configuration

Management Plan.

The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM -

5:00 PM in order to accomplish successful day-to-day systems administration functions.

The systems noted in this task order may be located within IRD or organizations located on-site
at the JSC facilities.

3.1 Subtask 4.2.1 Systems Administration

3.1. I Production/Development Systems

The Contractor shall perform the following system administration functions:

o User account (USERID) administration
o Shared folder setup

o Access control rights managemcnt

o Daily review of system/security logs for issues. If a security issue is discovered, the
contractor shall immediately notify, by phone, the TMR, the IRD OCSM (organizational

computer security manager), the COTR, and the IT Security Manager (ITSM) and follow up

by email
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o Data transmission among systems
o Creation and deletion of network printer queues
o System and data backupsh-estores
o Virus protection and scans. The system administrator shall ascertain that systems, assigned

to them, are patched against the latest vutnerabilities identified by the IRD Security Office
prior to the quarterly scan.

o The contractor shall perform problem identification/resolution and root cause analysis in
accordance with IRD's corrective action process

o Hardware and software upgrades (including operating systems, security vulnerability
repairs), as well as the installation, configuration, operation and maintenance of all assigned
software pertaining to Microsoft (MS) Windows Server software (such as NT, 2000, 2003,
etc), ORACLE, ProIntralink, NetIQ AppManager, Apache, MS SQL, MS IIS, Linux, and
Unix systems

o Contractor shall be responsible for system retirements, including removing and excess old
equipment. Contractor shall be responsible for the replacement system build and deployment:.
Any hardware/software acquisition may be initiated under a separate task order or task order
revision.

o Comply with all current JSC IT policies and procedures, including JSC 29638, the Server
Operations Management Plan (SOMP) , JSC 29788, General Operating Procedures (GOP)
for B46 Central Computing Facility , and IRD's Project Management and Configuration
Management procedures

o Ensure that IRD management approves all information disseminated external to IRD;
o Maintain system performance of all systems .in accordance with the performance and

availability requirements identified in the Information Resources Directorate (IRD) Inventory
Database

Maintain a thorough understanding of existing and emerging IT/Internet technologies by
training each system administrator in server related classes

In compliance with NASA Security policies, a requirement for continuous monitoring of C&A
systems will be performed on a monthly basis. A monthly meeting will be called to review the
security controls. Meeting minutes and presentations will be developed and reported to the IT
security office. Refer to NIST-800-37, paragraph 2.7 for further infom_ation.

3.1.2 IRD Lab Systems
The contractor shall perform IRD lab management duties. The duties are as follows:
* Act as the primary contact for management of the laboratory environment
* Load OS on sm'vers/desktops.
a, Patch OS servers/desktops.
* Manage and update antivirus software on all systems.
, Install/Maintain CIS Benchmarks on all required devices.
* Maintain tape backups of servers/desktops that currently require this service. (as specified in

Lab Request Form). This includes managing data backup application and tape rotation.
® Perform troubleshoot, repair (Call-in) and track hardware and software (O/S) problems

(excluding software applications).
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• Coordinate any planned power and network outages with users.
• Manage the Lab software repository
• Track all lab activities in Government-provided database
• Report lab activities on a monthly basis.
• Generate Lab Metrics report.
• Once it is no longer needed, excess old equipment.
• Manage and schedule Lab resources in conjunction with TMR (TMR determines priorities)
• Assure all lab systems pass quarterly security scans
• Coordinate network testing with Lab Network Manager (IT2)

The system availability and return to service meu_icsfor the lab systems will be relaxed and any
failure will be worked oll a best-effort basis. Generally, hours of'operation are from 8:00 am
until 5:00 pm, Monday through Friday. After hours support will be limited to network or power
outages where certain systems will required to be brought back up after the outage.

3.2 Subtask 4.3.1 Systems Sustaining Engineering

The Contractor shall provide sustaining engineering for all systems identified in the Information
Resources Directorate (IRD) Inventory Database. For hardware systems and stand-alone
equipment, sustaining engineering shall include preventive maintenance and repair, ordering of
replacement parts and spm'es, and system software and firmware updates under existing
maintenance warranties or Government-provided maintenance contracts.

The Contractor shall be responsible for coordinating, as required_ with associated contractors to
ascertain potential impacts to the applications that are running on the IRD-managed systems and
to obtain TMR concurrence with an e-mail to the COTR for all scheduled hardware and software

upgrades, planned maintenance outages, break-fix repairs, and software patch installations. The
contractor shall provide patch management for all systems in accordance to I/T security
requirements and SOMP guidelines.

The Contractor shall provide online system status for all systems managed under this task order.
The Contractor shall provide full administrator level access to the Government and authorized
contractors for all systems managed under this task order as approved by the COTR or his/her
designee.

The Contractor shall maintain server and peripherals data in the IRD Inventory Database. This
includes all required fields of the database, which include server name, location, IP address,
point of contacts, NASA Equipment Management System (NEMS), and service tags o1"serial
numbers of all equipment in the system.

The contractor shall ensure that the server monitoring agent remains operational (i.e. collecting
data, generating events, monitoring server health, communicating with the server monitoring
infl'astructure) on all JETS managed servers having that agent installed. In the case where agent

JETS-OPSO8-IT-O 1 4



JSC Enabling Technology and Security (JETS)
N_J04JA53C

issues involve the monitoring infrastructure, then JETS shall coordinate with the monitoring
infrastructure administrator.

3.3 Subtask 4.4.1 Systems Problem Resolution
r_

The Contractor shall perform and report problem resolution in accordance with JSC corrective
action procedure System Level Procedure (SLP) 4.14. The Contractor shall track, resolve, and
report on anomalies associated with systems.

The Contractor shall coordinate outages with affected customers as per the IRD standard
notification process as outlined in the Server Operations Management Plan (SOMP), JSC-29638
document.

The Contractor shall coordinate changes to the system configurations, with respect to C&A, With
the ISSO and OSCO. Configuration changes shall be docmnented for inclusion in the security
plan updates.

The Contractor shall attend weekly status meetings with the COTR or his/her designee. These
meetings will status the previous week's accomplishments, next week's planned tasks, and
technical, personnel, and budget issues. Corrective actions, if wan;anted, for issues shall be
discussed during this meeting. On the first weekly meeting of the month, the performance
st_mdm'ds, depicted in paragraph 3.7 of the SOW, shall be discussed along with plans for
improving the standards.

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the Contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations
3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Performance Standards
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A system administrator shall be required to demonstrate knowledge appropriate tor those tasks.

This demonstration, referred to as the NASA System Administrator Security Certification, is a

NASA funded two-tier assessment to verify' that system administrators are able to:

,, Demonstrate knowledge in system administration for the operating systems for which they have

responsibility.

,, Demonstrate knowledge in the understanding and application of Network and Intemet Security.

Certification is granted upon achieving a score above the certification level on both an Operating

System test and the Network and Internet Security Test. The Certification earned under this
process will be valid for three years. The NASA Chief Information Officer (CIO) has established

the criteria for this skills assessment. The objectives and procedures for this certification can be

obtained by contacting the IT Security Awareness and Training Center at (216) 433-2063. The

contractor shall register all system administrators through the IRD Organizational Computer
Security Manager (OCSM).

System Administrators shall also comply with personnel security investigations requirements as
specified in JPG 2810.1. The Contractor's system administrators shall acquire IT security

training in accordance with the JSC Policy Directive UPG) 2810.1, JSC IT Security Handbook.

5. Training

The Contractor shall propose training for system administrators to maintain competency on the
assigned systems. The Program Manager shall coordinate all training request via e-mail with

the TMR and provide e-mail notification to the COTR prior to expenditure of funds.

6. Period of Performance

The services in this task order shall be performed from October 1, 2007 through September 30,
2008.

7. Deliverables Required

For systems identified in the Information Resources Directorate (IRD) Inventory Database, the

contractor shall develop and maintain all deliverabtes and documentation as required by the
SOMP.

The Contractor shall provide a physical inventory: plan per DRD 19.

The Contractor shall provide facility layout and power distribution drawings per DRD 18.

The Contractor shall provide status reports per DRD 07.
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The Contractor shall provide system accounting data as described in Systems Accounting Data
(ECF) (DRD-17) to be collected and summarized by user, organization, and program supported.
Additionally_ the MSC/NASTRAN application shall be tracked in the same way.

The Contractor shall provide a humcane plan per DRD 22.

The Contractor shall provide metrics report per DRD 03.

The Contractor shall provide performm_ce management and capacity plan per DRD-11.

The Contractor shall update and submit security plans for approval per DRD t4.

8. Special Requirements

At the direction of the TMR or COTR, work duties may be prioritize to satisfy an emergency
customer need. For example, installation of an emergency security patch for all servers by a
certain timeframe. This waives the three day customer notification requirement.

The Contractor shall .utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive information may' be processed
outside of the JATS system.

9. Metrics

The Conta'actorshall provide monthly metrics on Customer Satisfaction, System Administrator
Productivity, System Availability, data restore time, time to repair hardware, and time taken to
return to service as specified in DRD-03 Metrics Reports. Availability metrics shall clearly
contrast a system's availability with unscheduled and scheduled outages.

Definition of the availability metric uses the following formula:

Principal Period of Performance (PPP) less unscheduled outages (UO) quantity divided by
Principal Period of Performance

or

Availability = ((PPP-UO)/PPP).

10. Total Cost Summary and Cost Phasing by Month

Cost: $
Maximun Award Fee: $
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Total Cost: $

Monthly Cost Phasing- See Attachment 1
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' ' Task Order Approvals

Task Order: JETS-IT08-01 - System Support

Approved Technical Evaluation Received

Performance Period: October 1, 2007 - September 30, 2008

Funding Organ_ation(s):

Task Order Value: Cost: $ 2_336,076.79
Maximum Award Fee: $ 154_59L87
Total Cost: $ 2,490,672.93

_C JETS Budget Analygt

JSC_TS TMI_ Date

JSC JET gC-OTR ----Daie

_Information Technology Division C/Date

JSC JETS Contracting Officer " Date
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3. Issuing Office: 4. Ship To: |
NASA Johnscn Space Center, 2101 Nasa Parkway Transportation{Officer, Building 421

I Houston, TX 77058-3696 NASA Johnsoi Space Center

Qrg./Buyer: MatreniaAnumele Houston, TX _7058-3696

Mark For: Ac, _ountable Property

Tel No.: 281-4,83-4144 Fax: 28t-483-4173 Order No.: JE" S-IT08-01Rev. 1
E-mail: Q]a_!/_e&a_.r.aEun._e!e(_'_nasaeov

5. Contractor: 6. Deliver On or Be !ore: 0g/30/2008
MEI Technologies, Inc. - ......

Attn: Linda Slaman F.Q.B, Point: Destir ation
2525 Bay Area Boulevard, Suite 300

Houston, TX 77058 Discount Terms: N_t 30 Days.

7, BILLING ADDRESS:

Phone: 281-283-6155 x Fax: 281-283-6162 NASA JohJlson Space Center
Attn: LF2; 1/Accounts Payab e Group
Houston, "rx 77058-3696
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8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accorcance with the conditions specified on this order. Order listed or the following page. this delivery order is subject to
Reference: instructions cc 'ltained on this form and is issued subject to the

terms and con Jitions of contract number: NNJ04JA53C

9. Written acceptance of this order by contractor [I-] ] is, [_ ] is not 10. Name: Frances L. Mahan
required. Sign below if required and return to contracting officer,

Name: (Person authorized to sign)

Signature: Date: Sign_ :ure_.[J_-"£,tz.;2cY<_/.//4"..U_'..>. Date:_,_CONTRACTING OFFICER

11, Schedule

ITEM OUAN'ITY UNIT QUANTITY
NO, DESCRIPTION ORDEIIED UNIT AMOUN'[PRICe ACCEP[ED
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Requisition No.: N/A [] COMP. [] PAF PPC: i
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[] INSPECTED [] ACCEPTED [] RECEIVED
-O CONFORMTO THECONTRACT.
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AuthorizedU,S. GovernmentRepresentative Date
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1. Task Order NumberFl'itle

JETS-OPS08-IT-02 - Consolidated Information Resources Directorate (IRD) Storage Area
Network (CISAN) Administration - Consolidated Systems Management
(CSM)

2. Technical Monitor Representative (TMR)

Primary: Hung V. Luu/lT4
Alternate: Hector Saenz/iT4

3. Narrative Task Description

The Contractor shall be responsible for the administration, operation, and development for IRD
storage component of the CISAN Systems, as specified in the JETS Statement of Work (SOW)
Section 4.1.2, 4.2.2_ 4.3.2 and 4.3.5.

The individual components of the CISAN include storage arrays, tape backup systems, virtual

tape libraries, master backup servers, media servers, fibre channel switches, related cables,
backup tapes, and the Storage management software as baselined in IRD Inventory Database.

The Contractor shall provision storage allocations per approved Service Requests (SRs) in the

Customer Service Systems (CSS) within 10 business days, including any access rights required,
if unallocated storage is available. If unallocated storage is not available, then provisioning shall

be completed within 10 business days of storage becoming available. The Contractor shall
prepare and submit any Outsourcing Desktop Initiative for NASA (ODIN) SRs for network

modifications or JETS SRs for Central Computing Facility (CCF) power or fiber modifications
needed to provision new requirements. All SRs must be approved by TMR.

The Contractor shall manage zoning on the CISAN fabric to maintain isolation between Storage

resources and their related end user systems. Any zoning required to enable provisioning shall
also be completed within the same 10 business days.

In addition, the Contractor shall maintain the configuration-managed architecture diagram of the

CISAN, as well as the configuration-managed document listing the hardware model numbers and

serial numbers of all CISAN components. This also includes the installation procedures,
applicable software license codes, reboot procedures, backup procedures, restore procedures, and

the procedures to open maintenance trouble calls.

The Contractor shall follow the IRD Configuration Management (CM) Project Management

process to make any approved changes of the baselined architecture. The Contractor shall
submit a Change Request (CR) to reflect the changes after the implementation within 7 business
days.
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The Contractor shall monitor the performance of the CISAN components using the Government-
supplied Symantec CommandCentral Storage, Symantec Veritas Backup Reporter(VBR), and
Symantec Micro Measure applications.

The Contractor shall collect CISAN performance data for trend analysis, and provide on-line

summmies. The Contractor shall submit a report that has the data parameters for trend analysis
to the TMR for approval 60 days after initiation of this Task Order.

The Contractor shall perform problem identification, resolution, root cause analysis (RCA), and

con'ecti ve action, if necessary. The Contractor shall submit a RCA report if an incident occurs.

The Contractor shall backup and restore the systems and servers as defined in the IRD Inventory
Database per the Server Operations Management Plan (SOMP), JSC 29638.

Tile Contractor shall retain system security logs (Application, Security, and System) at least six
months.

The Contractor shall also keep monthly DR tapes off-site for 1 year.

The Contractor shN1 backup the Operating System, system states, and system services at least

mon}hly (and when modified).

The Contractor shall backup user/application data based on user requirements.

For data restoration, the Contractor shall restore the data based on the following formulas, in

addition to a two hour response window for the request during core business hours:

• Data backed up between t day to 30 days ago. The minimum restoration rate is 2
hours plus 400 _ per minute.

• Data backed up more than 30 days ago. The minimum restoration rate is 24 hours
plus 400 MB per minute.

For example, if 10 GB of data was backed up within the last 30 days, then the restoration of that
dam must be completed in 2 hours, 25 minutes, (2 hrs +10 GB*(2.56 mirgGB)).

The Contractor shall perform this task in compliance with configuration management, 508
compliance, export control, property control and safety requirements as specified in the contract.
The contractor must adhere to the standard IRD practices and procedures as outlined in SOMP of
the SOCCB.

The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM -
5:00 PM Central Standard Time in order to accomplish successful day-to-day CSM operations.

The Contractor shall provide support to the user community for issues that are related to the

CISAN, including receiving and documenting incoming calls and requests, handling CISAN-

related calls that m'e forwarded from associate contractors, and working directly with end-users

and associate contractors as required to resolve user-repo:ted issues. Based on the current
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environment, it is estimated that eight (8) hours per week are cm'rently required for the
investigation and resolution of user-reported issues. The contractor shall respond to each call
within one (1) business hour.

The Contractor shall attend monthly status meetings with the COTR or his/her designee. These
meetings will status the previous month's accomplishments, next month's planned tasks, and
technical, personnel, and budget issues. Corrective actions, if warranted, for issues shall be

discussed during this meeting.

The Contractor shall attend weekly status meetings with the TMR for this Task Order.

The Contractor shall assist the Government in performing technical, security assessment related

to system changes and upgrades. The Contractor shall assist the Government in developing or

updating JSC Information Technology Security Plans related to Storage systems. The Contractor

shall also be responsible for meeting the requirements of the I/T Security Plan including the
Certification and Accreditation (C&A) process, related to CMS systems.

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in

this Task Order, the contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3. l Safety, Health and Environmental Compliance

3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Period of Performance

The services in this Task Order shall be performed from October 1, 2007 through September 30, 2008.

5. Training

The Contractor shall propose training for personnel assigned to this task required to maintain
competency on the assigned systems. The Program Manager shall coordinate all training
requests via e-mail with the TMR and provide e-mail notification to the COTR prior to

expenditure of fimds.

6. Deliverables Required

The Contractor shall use Government provided software to produce online storage utilization,

backup, and recovery reports for JETS smwers that are connected to the CSM components as
defined in the IRD IT Inventory Database.
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The Contractor shall provide online monthly reports on storage growth trend statistics to include

the amount of used storage, amount of available storage, and which organizations are using the
storage.

The Contractor shall provide a monthly summary report for may unplanned outages occurring
during previous month.

The Contractor shall maintain a physical inventory of the backup tapes and fibre channel cables
for the CSM systems, tf additional tapes are required, the contractor shall purchase the tapes.

and cleaning cartridges to meet the requirements. All purchases must be coordinated through the
TMR.

The Contractor shall maintain the system configuration of all CSM components which include

storage arrays, tape backup systems, virtual tape libraries, physical tape libraries, master backup
servers, media servers, and fiber channel switches.

If additional fibers are needed, the Contractor shall procure the additional fibers. All purchases

must be coordinated through the TMR.

The Contractor shall include availability metrics for the CISAN provided per Data Requirements
Document (DRD) 03.

The Contractor shall include CISAN status reports provided per DRD 07.

The Contractor shall include CISAN performance management and capacity plan provided per
DRD 11.

The Contractor shall maintain a current Security Plan for the CISAN, as specified in DRD 14 IT

Security Plans.

The Contractor shall include safeguards for the CISAN in the hurricane plan provided per DRD
17.

The Contractor shall include the CISAN components in the facility layout and power distribution

drawings provided per DRD 18.

The Contractor shall include the CISAN components in the physical inventory phm submitted
per DRD t9.

The Contractor shall provide a weekly summary report for the status of server backups for all
JETS-maintained servers, and tape usage per Data Requirements Document (DRD) 2t.

The Contractor shall update the CISAN components firmware and software in accordance with

the JSC Information Technology Security Handbook, JPR 2810.1, and System Operations
Management Plan, JSC 29638, guidelines.
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7. Special Requirements

At the direction of the TMR or COTR, work duties may be prioritize to satist_; an emergency
customer need. For example, installation of an emergency security patch for all servers by a

certain timeframe. This waives the three day customer notification requirement.

The contractor shall utilize the JSC Action Tracking System (JATS) to track action items

pertaining to this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system, Data that contains sensitive information can be processed

outside of the JATS system.

8. Metrics

The Contractor shall provide monthly Customer Satisfaction and System Availability metrics as

specified in DRD 03 Metrics Reports, and other reports as defined in Section 6. Availability
metrics shall clearly contrast a system's availability with unscheduled and schedule outages.

9. Total Cost Summary and Cost Phasing by Month

Cost: Sxxx,xx.xx

Maximum Award Fee: $ x,xxx,.xx
Total Cost: $xxx,xxx.xx

Monthly Cost Phasing- See Attachment 1
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Task Order Approvals

Task Order: JETS-IT08-02 - Storage Support

Approved Technical Evaluation Received

Performance Period: October L 2007- September 30_2008

Funding Organization(s):

Task Order Value: Cost: $ 31.8,762.29
MaximumAward Fee: $ 17,969.!4
Total Cost: $ 336,731.43

JSC JETS gudge_ Ana_gt

Approved By: _l "_,____ _//_/__V_:2_
JSC JETS TMR __.._ ' Date

Approved By. , •
JSC JETS COTR Date

Approved B ._...... _._.

\.__InIo.ation TeehnoWolyDivision _'_ _I0")

Approved B__ _-_ f_jr / 9/..2gt 0")
JSC JETS Contracting Officer tIDat_ " "--
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3. Issuing Office: 4. Ship To:

NASA John_n Space Cap,tot, 2101 Nasa ParKway TranaportalJon Officer, Building 421
Houe,.on,TX 77058-3696 NASA Johnson Space Center
Org./Buyer: _Aatrer,iaAnumete Houston, TX 77G58-36_o_3

Mark For: Accountable Proper_y

Tel No.: 2814&3_IZ-4 F_×: 281.48_173 Order No.: J_SET.._:L'F08-0_
E-mail: matrona r.a _imeleCbnese.oe',.__'

5. Contractor: 6. Oeli'var On or Before; .(:_o,_o_
ME! Technologies, }no.
A£n: Linda Stamen F.O.B. Point Destination
2525 Bay ,_ea Boulevard, Suite 300
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7. BILLING ADDRESS:
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...... AuthorizedU.S.Govemme_ Representative Date
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JSC Enabling Technology and Security (JETS)
NNJ04JA53C

1. Task Order Number/Title

JE FS-IT07-0._ - Netv 'ork Performance Monitoring

2. Technical Monitor Representative (TMR)
IT2/Jose A. Nunez-Zapata

3. Narrative Task Description

The Contractor shall provide the Government with assessment, definition, planning,
implementation, analysis, administration and ongoing operations of the Network Engineering

group network traffic monitoring systems in accordance with SOW 4.4.

The Contractor shall perform network traffic monitoring, network traffic analysis, network

testing and network troubleshooting on the Johnson Space Center [ntegrated Network System
(JSC INS) which includes the Isolation Network and the Wide Area Network (WAN) Interface.

Upon request, the Contractor shall monitor traffic and analyze other on-site networks. Data

obtained from the monitoring process shall be analyzed and m'chived to provide historical
statistics and data for trend analysis. Graphical reports of this data shall be generated and

presented to appropriate personnel as requested by the COTR or his/her designee.

The Contractor shall perform hardwm'e and software requirements definition and operations for
new network traffic monitoring, network traffic analysis, modeling, and management systems.
The Government estimates 3 hardware or software monitoring system changes shall be

implemented during perffmnance of this task order. In addition, the Contractor shall develop and

meet project schedules for the implementation of the new systems. Schedules shall be
coordinated with the COTR or his/her designee.

The Contractor shall monitor traffic. Monitoring shall be accomplished through the use of (but

shall not be limited to) the following systems:

• Niksun NetVRC 3.0 (2 units)

• Solarwinds/Orion Network Performance Monitor (I unit)

• MRTG (1 unit)

• Big Brother BB4 (1 unit)

• NetOptics Tap (3 units)

• Out of Band Monitoring Network (OOBMON)

o Gigamon, GigaVUEs and Fluke Network, Link Analyzers

The Contractor shall perform assessment, analysis and troubleshoot issues regarding network
traffic monitoring tools and their respective operating system (Windows NT/2000/2003/XP,
Unix and Linux).

The Contractor shall maintain a thorough understanding of existing and emerging IT Internet

technologies by providing training to each network analyst in the appropriate classes in order to
develop solutions to implement customer's requirements. In addition the Contractor shall
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JSC Enabling Technology and Security (JETS)
NNJ04JA53C

propose new ideas in which the JSC Network Traffic Monitoring, Management and Operations
can be improved.

The Contractor shall provide technical suppoi't to review boards such as the Network Access
Control Board (NACB), the Information Resources Directorate Control Board (IRD ICB) and
others as necessary to provide technical expertise for project design alternatives, provide status
of the prc_iectimplementation, and ensure all project tasks are meeting milestones. The
Contractor shall assist the Government in preparing presentations in support of the above
mentioned boards.

The Contractor shall meet with technical, managerial and computer security personnel from
customer organizations to understand and report on detailed computer network connectivity
requirements.

The Contractor shall comply with all JSC IT policies and ensure that IRD management approves
all information before it is disseminated externally.

The Contractor shall maintain personnel onsite Monday through Friday, 8:00 AM - 5:00 PM
excluding federal holidays in order to accomplish successful day-to-day operations of the
network traffic monitoring, analysis, modeling and management systems listed above. In
addition, the Contractor shall provide 24/7 on-call support for all security related incidents which
may adversely affect the JSC institutional network. The 24/7 on-call support shall be
accomplished via a Government-provided pager.

The Contractor shall provide support to the network engineering team for issues that are related
to the network connectivity, including documenting requests to troubleshoot network
connectivity issues, and working directly with end-users and associated Contractors as required
to resolve them. In addition, the Contractor shall provide an electronic report documenting
issues, data gathering, analysis results and recommendations within five (5) business days of
initial data capture. For issues in which the five (5) business day metric is not met the Contractor
shall provide a rationale for not meeting the metric.

The Contractor shall respond (make contact with the customer, gather the problem description
and schedule time for monitoring) to each troubleshooting request within one (t) business day.

The Contractor shall monitor network traffic on a daily basis using the network traffic
monitoring tools provided by IRD. in addition, the Contractor shall investigate and report any
traffic anomalies found to the COTR or her/his designee within four (4) hours.

The Contractor shall provide any necessary materials (e.g. fiber patch cables, labeling materials)
needed for the completion of work on this task order. The Program Manager shall coordinate
material purchase requests via e-mail with the TMR and provide e-mail notification to the COTR
or his/her designee prior to expenditure of funds.

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
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JSC Enabling Technology and Security (JETS)
NNJ04JA53C

described in this Task Order. tn addition, to effectively perform and manage the work detailed in
this Task Order, the Contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Period of Performance

[ The services in this task order shall be performed from October 1, 2006 through September 30,
2007.

5. Deliverables Required
The Contractor shall provide project status, as specified in DRD-07 Contractor Status Report.

The Contractor shall communicate user problem requests to the TMR and provide status on
efforts spent analyzing and resolving the issues.

The Conti'actor shall develop and submit a weekly electronic report using the network traffic
monitoring tools provided by IRD, with daily traffic statistics for the distribution layer network
links. The report shall be available by Monday close of business day. The report shall contain
the following metrics data. This report is subject to change based on requirement needs.

Data Communications Metrics

,, Device Availability: is measured in terms of lost service connections as a percentage of
the total network devices

o Percentages will be coded according to severity Green (everything is OK), Yellow
(several devices were down) and Red (major Network problem)

• Green - 100%> Device Availability Metric > 98%
• Yellow - 98% > Device Availability Metric > 95%
• Red - Device Availability < 95%

,, Traffic Integrity: is measured at the disn'ibution layer in terms of the parameters below:
o Daily Number of Network Segments with Frame Discards vs. total segments
o Daily Number of Network Segments with Frame Errors vs. total s%_nents
o Daily Number of Network Segments with over 60% Bandwidth Utilization

Averaged over Five IVlinutesvs. total segments
• Pementages will be coded Green (everything is OK), Yellow (several

devices were down) and Red (major Network problem)
Green - 0% < Traffic Integrity Metric < 2%
Yellow - 2% < Traffic Integrity Metric < 5%
Red - Traffic Integrity Metric > 5%
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• Response Time: Number of Instances for which Packet Delay between B46 and
all distribution layer network devices is greater than 25ms
o Data will be coded according to severity Green (everything is OK), Yellow

(several devices were down) and Red (major Network problem)
• Green - 0 < Response Time < 5
• Yellow -5 < Response Time < 10
" Red - Response Time Metric > 10

tn addition any traffic anomalies found during that week shall be documented in this report.

The Contractor shall provide an electronic report per support task assigned by the network
engineering team documenting the issue, data gathering, analysis results and recommendations
within five (5) business days of initial data capture, unless otherwise directed by TMR.

6. Training
Training shall include attendance by one individual at an annual network training/conference
(Cisco Networkers). The Program Manager shall coordinate all training request via e-mail with
the TMR and provide e-mail notification to the COTR prior to expenditure of funds.

7. Special Requirements
None

8. Metrics
Network traffic report shall be delivered close of business day each Monday 95% of the time.

The analysis report shall be delivered within five (5) business days 95% of the time.

9. Total Cost Summary and Cost Phasing by Month

Cost: $
Maximum Award Fee $
Total Cost: $

Monthly Cost Phasing - See Attachment A
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Task Order Approvals

Task Order: JETS-IT08-03 - Network Performance Monitoring

Approved Technical Evaluation Received

Performance Period: October 1, 2007- September 30, 2008

Funding Organization(s):

Task Order Value: Cost: $101,181.68
Maximum Award Fee: $ ,6,083,1_3
Total Cost: $107,264.81

/_C JETS Budget An yst

Approved By: 1_c_I_TS

JSC JETS COTR Date

Approved 13 _-_-_ ")

__nformation Technology Division
I3ate l

Approved _,,,'2-_x.=,_q. G_'_. _'_l_<.d/_- - __/]._g/O 7 ......
JSC JETS Contracting Officer ' Date
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MEI Technologies, inc.
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2525 Bay Are_ Boulevard, Suite 300
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CONTRACTING OFFICER
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I

I
I
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" i
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JSC Enabling Technology and Security (JETS)
NNJ04JA53C

1. Task Number/Title

JETS-IT07-04 Maintenance Agreements and License Renewals

2. Technical Monitor Representative (TMR)
\

Primary: Juan Galvez/IT4

3. Narrative Task Description

The Contractor shall track hardware wananties and software licenses, renewal of hardware

maintenance, software licenses, and software support contracts, for the systems specified in the
Information Resources Directorate (IRD) IT Inventory Database. The Contractor shall also

negotiate and establish maintenance agreements and software license and support renewals with
the vendors and report status of this activity per DRD-07 (Contractor Status Report). This task

order shall be accomplished in accordance with Statement of Work element 4.3.5.

Additional hardware and software may be added and deleted during the term of the task order.
The Contractor shall ensure additions and deletions are posted to the IRD IT Inventory Database

within 7 calendar days from the receipt of an approved IRD Service Request (SR) in the

Customer Service System (CSS) and concmTence from the TMR of this task order.

The Contractor shall provide a point of contact for IRD customers to coordinate the maintenance
schedules. This includes stand-alone equipment and software located in the IT Inventory
Database under the JETS Non-IRD EA, and JETS Non-IRD JA systems.

The Contractor shall perform all the management functions, including technical and business

management, necessary to plan, implement, track, repo_ and deliver the required services

described in this Task order. In addition, to effectively perform and manage the work detailed in
this Task order, the contractor shall perform all the Contract Management functions detailed in

Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality

3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Performance Standards

None.

JETS 2



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

5. Period of Performance

The services in this task order shall be performed from October 1, 2007 through September 30,
2008.

6 Deliverables Required

The Contractor shall provide a Maintenance Agreement and License Renewal Plan for assigned

items listed in the 1T Inventory Database per DRD-01 (Management Plan).

The Contractor shall provide monthly reports on License Renewal and Maintenance agreement

changes for the hardware and software in the IT Inventory Database. These reports shall include
the amount of non-labor cost for each of the following systems:

Engineering Computation Facility MA, OA
CFO Systems LA

IRD IT Security Systems IA
IRD CSS/CR945 IA

IRD Web IA

NetlQ IA

Consolidated Systems IA
CSM IA

NASAPOST IA
Network Miscellaneous IA
DDMS/EDCC IA

Imagery Systems IA
PAO Systems AP
JSC Search IA

EOC JA

EA Org EA
JA Org JA

The Contractor shall provide monthly reports on the 30-60-90 day maintenance
agreement/license renewal plan for review at a joint NASA/JETS meeting.

7. Training

The Program Manager shall coordinate all training request via e-mail with the TMR and provide
e-mail notification to the COTR prior to expenditure of funds.

8. Special Requirements

The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items
pertaining to this task order. The Contractor shall evaluate the sensitivity of all data prior to
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JSC Enabling Technology and Security (JETS)
NNJ04JA53C

submission into the JATS system. Data that contains sensitive information can be processed
outside of the JATS system.

9. Metrics

On a monthly basis, the Contractor shall report metrics specifying

1. Number of licenses and maintenance agreements renewed on time.

2. List of licenses and maintenance agreements renewed on time.

3. Number of licenses and maintenance agreements not renewed on time.

4. List of licenses and maintenance agreement s not renewed on time.

Tile Contractor shall achieve 1100%on time completion of software license renewals and
hardware maintenance agreements before expiration of cun'ent agreements.

10. Total Cost Summary and Cost Phasing by Month

Cost: $

Maximum Award Fee: $

Total Cost: $

Monthly Cost Phasing - See Attachment 1
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JSC Enabling Technology and Security (JETS)
NNJ04JA53C

Task Order Approvals

Task Order: JETS-IT08-04 - Maintenance Agreements and License Renewals

Approved Technical Evaluation Received

Performance Period: October 1, 2007 - September 30, 2008

Funding Organization(s):

Task Order Value: Cost: $ 698,931.60
Maximum Award Fee: $__.__6165.51.
Total Cost: $ 705,09%11

Appr°vedB _JSC_ i _i _" <_1"_Date -

i

JSC JETS COTI Date

X_ana_rmation Technology Division Iate /

JSC JETS Contracting Officer tDate '
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Houston, TX 77058 I

I. Order No. 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WFI'H ORDER NO.JETS-IT08-04Rev I See date in block 10

Cow,tract:NNJ04JA53C Certified for National Defense under DPAS (15 CFR 700) DO-C9
3. Issuing Office: 4, Ship To:

NASA Johnson Space Center, 210! Nasa Parkway Transportat on Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
Org./Buyer: MatreniaAnumele Houston, TX 77058-3696

Mark For: Accountable Property

Tel No.: 281-483-4144 Fax: 281-483-4173 Order No.: JETS-IT06-04Re',.,I
E-mail: rnatrenia.ranumele((#nas%:aq_{

r

5. Contractor: 6. Deliver On or Before: 09/30;2008
MEI Technologies, Inc.

Attn: Linda Slaman F.O.B. Point: Destination
2525 Bay Area Boulevard, Suite 300

Houston, TX 77058 Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

Phone: 281.283-6155 x Fax: 2_1-283-6162 NASA Johnson Space Center
Attn: LF231!Accounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE:' Order No,: JETS-IT08-04 Rev. 1

8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order listed on the following page, this delivery order is subject to
Reference: instructions contained on this form and is issued subject to the

terms and conditions of contract number: NNJ04JA530

9. Written acceptance of this order by contractor [[--I ] is, [[_ ] is not 10. Name: Frances L. Mahan
required. Sign below if required and return to contracting officer.

Name: (Person authorized to sign) _. Z_ _3
Signature: Date: Signatu 4.. Date

CONTRACTING dFFICER

11. Schedule
I]Eb" QUANThTY UNIT QUANTITY

NO DLSCRiPTION ORDERED IJNIT PRICE AMOUNT ACCEPTED

1 MaintenanceAgreementand License Renewals 1 JOB $60,234.15
This task [s aededto meet the requirernentsfor Surf Control CR#4909
as Drcaosed.

TO Value: Was: ThisAction: NewTotal:

Est Cost: $ 698,931.60 $ 60,234.15 $759,165.75

Max. Award Fee: $ 6,165.51 $ O.00 $ 6,165.51

Total Est. Cost & Fee: $ 705,097.11 $ 60,234.15 $765,331.26

12. For JSC Internal Use Only: 13. Total

Requisition No,; N/A [] COMP. [] PART. PPC:

Rissue To: iT41Nicholas H. Mesloh $ 60,234.15

14. Quantities in "Quantity Accepted" Column Have Been

[] INSPECTED [] ACCEPTED [] RECEIVED
TO CONFORMTOTHE CONTRACT.
ACCEPTANCEWILL BE AT JSC UNLESS BY:
OTHERWISENOTED.

AuthorizedU.S. GovernmentRepresentative Date
JSC F:}rm 142_ (Rev Ncve'mber 0, 2004} (MS Word AugdSl 1095
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1. Order No, 2. Date of Order NOTE: MARKALL PACKAGES AND PAPERS WITH ORDER NO.
JETS-IT08-04 Rev 2 See date in bio_ 10

Cont,'act:NhIJ04JA530 Certified for National Defense under DPAS (15 CFR 700) DO-C9
3. Issuing Ofl]ce: 4-. Ship To:

NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
Org./Buyer; Matrenir=Anume_e Houston, TX 77058-3696

Mark Fan Accountable Property

Tel No.: 281-4834144 Fax: 281-483-4173 Order No.: JETS-}T08-04Roy2

E-mail: matrenia.r.anumele@nasa.qov

5. Contractor: 6. Deliver On or Before: 09!30/2008
MEI Technologies, Inc.
Attn: Linda Slaman F.O.B. Point: Destina_on
2525 Bay Area Boulevard, Suite 300

Houston, TX 77058 Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

Phone: 281-283-6155 x Fax: 281-263-6162 NASA Johnson Space Center
Attn: LF231!Accounts Payable Group
Houston, TX 77058-3696 ji

l-IN: CAGE CODE: Order No.: JETS-IT08-04 Rev. 2 ii

-8. Type of Order: I
[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase

accordance with the conditions specified on this order. Order listed on the following page, this delivery order is subject to
Reference: instructions contained on this form and is issued subject to the

terms and conditions ofcontract number: NNJ04JA53C

9, Written acceptance of this order by contractor [F-] ] is, [[_ ] is not 10. Name: Frances L. Mahan
required. Sign below _ required and return to contracting officer.

Name: __ (Person authorized t0 sign)

CONTRACTING OFt_IOER

11. Schedule

ITEM OUAN'rrfY uNrr QUANTITY
DS$CR',PTION LfNrr AMOUNW

NO, ORDERED PRICE ACCF-.PT-_¢D

1 Maintenance Agreement and Ucense Renewals 1 JOB $46,479.15

This taskis addedto meettherequirementsfor lntergrephSoftware
SR#109324(S37.360,05}/_n4GiaamenandObserverMaintenance
SR#109205{$9.119.10).

TOValue: Was: ThisAction: NewTota!:

Est,Cost: $ 759,165.75 S46,479.15 $805,64-4.93 I
f

Max.AwardFee; $ 8.165.51 $ 0,00 $ 6.155,51

TotalEst. Cost& Fee:$ 765.331.26 $46,479,15 .f811,810.41

] '12, For JSC Internal Use Only: 13, Total

RequisitionNo.: N/A [] COMP. [] PART, PPC: .....
$

Rissue To: IT4/Nicholas H. Mesloh
46,479.1 5

14. Quantities in 'Quantity Accepted" Column Have Been
[] INSPECTED [] ACCEPTED [] RECEIVED

TOCONFORMTOTHECONTRACT.
ACCEPTANCEWILL BEATJSCUNLESS BY:
OTHERWISENOTED.

AuthorizedU.S,GovernmentRepresentative Date

JSC Form, 1429 (Roy November i0, 2004) (MS Word Augus: igg5)
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NASA Johnson Sp_.}ceCenter. 210_ i'4a_J4{Parkway Transportation Olf_f:f}_"[{iJiidi(l] 42]
Houston. T× 77058o't,696 NASA Johnson Space Cen_er
Org _Buyer: B.__2j!_4,,2_._!f.'.R;._j]:_QA! Housh:,_. T_ Z7058.3690

[',]ark For Accountable Properly

b Contractor 6 Deliver On erBefore!: 0_'.)0{2_)0_
MEI Techr}okxjies. I[_;

2525 Bay Area Boulevard, Suite 300 F O.B. Point [)gEliE_ti(}_q
t.tous_on, IX 17058

U,_s(ount Terms. Not 30 Days

7 BILLING ADDRESS:

Phor}_2 281283.6015 x Fax: 28!.283.6;70 NASA Johnson Space Cenle_
At|r}: LF231/Acc._unts Payabk._ GrouD
I{ouslnn, T× f7[)58.:_i(,)6

TIN. CAGE CODE" Ofd_ No,: JETS-IT08-04 Roy 3

6 Type of Orde_

[.] PURCHASE:: Please furnish the fo!!ow{ng in _ DELIVERY: Except for the Terms and Conditions of Purcha._
accordance wilh the conditions specified on this order Order listed On the following page. this dehvery order is subiect to
Reference: ...................... ir}slructions c_)ntained an this form and is issued subiect to the

teems and conditions of contract number: _NJ04.JA_

9 Wntten acceptance of this order by contractor [[J ] is, I_ I is not tQ Name #rant e,5L Mahan
required Sign below if required and return In contracting officer.

Name: ._._ (Pesson authorized to sigr})

S,,nat,,ro oote.............. ,,a,o/OCONTRACTING OFFICER

t t. Schedule

, _[_M n_"_;GRI_ TK'_N QL,'N"tY , ,N_, --1' (_,.,i,t*_llry

............................ ."-"Z/_/!L_.DOMS PRO,E:Worker Server Upgrades _R# 118539 1 . $10.969 28

TO VahJe Was This ACtK_: New l'otat

Esl Cost: $ 805 644,90 $10,969.28 $ 816,6t4.18

Max. Aw_r8 Fee: $ 6.IIg5 51 $ 000 $ 6,165,51

TotaiE_t Coat&Fee $811.81041 $ 1096928 $822.779.69 1 l

I
12 !:or JSC Internal Use Only i 13 Tolat

Reqt;isifir_nNo.: N]A [_ COMP _ PART [_C ............. i
! $ 10 969 2_

Rissue TO: L1"_,/##.8£_.I y#z I

14 Quantities in "Quarttily Accepted" C_lumn Have Been

ILl _NSPECTED [,_ ACCEPTED L_'] RECEIVED
TO CONFORM TO THE CON rRAC'r
ACcEprANcE WiLL BE AT JSC UNLESS BY"
OTHERWISE NOTED

............................ A_:i_:[;':!':!,!_:_d',:_.£gver{'_menl['_@rr's_!n!f!!!ye......................rg_!.f...................



, _,_t_ ._._,_._**_ :_,_ ORDER FOR SUPPLIES OR SERVICES ! "a,g_e'
Ot

I, C)tder No, NOTE MARK At[ PACKAGES.. AN[) I"AF>_;,R.R,¢_IH (]RIgER NO
d[: !S !I0,8 04 !_#_, 4 I S_1 (!_._t': I!! D_ook 10 . .

Cof_r _( NNJ0iJA53C
3, !ssu._gOffice: _i S'iiiii,':ff;'........................................................................................

NASA Johnson Space C( i'll_;r 2 ;0_ Nasa Parkway Transportation Officer, Buildil_g 421
Houston, TX 77058..3696 NASA Johnson Spice Caster
OP_i'Buyer: #42'{J£f!_q_'#R.._££{ tlouston. "IX 77058-36,g6

Mark For Accounlable Property

Tel No _At,2:£_.(}'_._,._ Fax _! {:_ 046 _ Ord{_*rNo.: ._E_'_';I:U)8:04 8e:,L:_

5. Contrack_ .............................................................................................................................................................................

MEI ]'echnologies. In(:. 6 Deliver On or Before: qSjX)d20.Z4#

2,575 Bay Area t3r*illevmd, Suite 300 FOB Peel Des.t![ atjgf)
Houston, TX 77058

Discount "farms: Ne! 3(} Days
...................................................................................................... 4

Bll. LING ADDRESS

Phone: 281.28360_5 Fax 251-2W_-61I(; NASA John_m Space Center
Arm L,_:2:]I_Aceeunls Payable Greup
Hou-ston T× "17058-3696

]'IN " ([;AGE CODE: O_der No JE'i'S-IT08-04 Ray 4

8Ty e ...........................................................................................................................................................................................................
_J PURCHASE Plea_* fur_}ish the following in [_] [)[[ IVERY: Except fat lhe Terms and Conditions of Purchase

accordance with [['ie condi_K;,ns specified en this ordm Order listed on the folk)wing page. Ibis delivery orde[ is sub eel to
Reference. ........... instructions conlained on this form and s ssued subject to the

lerms and condilion_ of contract number: NNJ__..O.4_AS._£;

I Ig. Written acceptance of this order by conlraclor [[.J ] is 1_] ] is not "I0. Name" F'ta0_gs.,_.,,t_._#.D 1
required. Sign below tf required and return to contracting offk:er. "............

Name: (Person authorized to sign) i

Signature; Date: ..................... i Signalur Dale:
[ CONTRACTING OFFICER / "t

11, Schedule

__ ;*{ ;Gi:P : I 0

1 Purchase addlllonal sr¢f_ate I_ce_lsestot CISAN, SR# 1189_ 1 JO8 $80.703 10

TO Valoe Was: _hl_ AcI_on: New To_al:

Est COSl $816,61418 $8070310 $ 89731728

Max Awaf_Fee $ 6,1655t $ 000 $ 6,t655t

TolaIE_t Cost&Fee $82277969 $ 80,70310 $ 90348279

_2 ForJSC_ntematU,_,Onty: ............ i:_=ro-_:,_(.................
RequisitionNo.: N_A [_] CAMP. [.] PART, PPC:

Risst_8TO; !Z4/J._9 Gjalve_ $ 80703 I0

14. Quantities fn T,)u0ntity Accepted Cetumtl Have Been

INSPffCTFO _ ACCSPTED RF_CEIVf_r}

're CONFORM TO TH£ CONTRACT
ACCEPTANCE W_LLBE AT JSC UNLESS BY:
OTHERWISE NOTED

JSCFo_m142__Re_No_embel_0 2g(14>iMSW'_dAo_uS_1_5)



Nation_l Aeronautics and Space Administragon I I Pagew_o. B john.o,sp._c_.,t_," ORDER FOR SUPPLIES OR SERVICES ! of 1
Houston, TX 77058 I
1. Order No. I 2 Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO

JETS.,IT08-04Rev5 I Seedatein block10Contract: NNJ04JA53C Certified for National Defense under DPAS (15 CFR 700) DO-C9

3, Issuing Office: 4. Ship To:
NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
Ore/Buyer BJ2/HomeroRanqe_l Houston, TX 77058-3696

Mark For: Accountable Property

Tel No.: 281-244-_962 Fax: 281-333-0463 Order No.; JE..__TS-IT08*0¢Rey5
E.mail- homeroranqe=.l(_.nas_ __
5. Contractor: 6. Deliver On or Before: 09/30t'2008
MEI Technologies, Inc.
2525 Bay Area Boulevard, Suite 300 F O,B. Point: Destination
Houston, TX 77058

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

Phone: 281.283-6015 x Fax: 281-283-6170 NASA Johnson Space Center
Attn: LF231/Accounls Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-IT08-04 Rev 5

8. Type of Order:
[] PURCHASE: Please Famishthe following in [] DELIVERY: Except for the Terms and Conditions of Purchase

accordance with the conditions specified on this order, Order listed on the following page, this delivery order is subject to
Reference: instructionscontainedon thisform and is issuedsubject to the

-- terms and conditionsof contract number: NNJ04JA53C

9. Written acceptance of this order by contractor [[] ] is. [_ ] is not 10, Name: Frances LMahan
required. Sign below if required and return to contracting officer,

Name _ ..... (Person authorized to sign) J..,'_l_t._, _ __ _'_,Signature: Date: __ Signat _ Date;
CONTRACTING OFFICER / /

t I, Schedule

'ITEM DESCRIPTION QUANTITY UNIT UN=T AMOUNT QUANTITY
NO OROEREI3 PRICE ACCEPTED

1 1 MaintenanceLicenseRenewalforMaximo,SR# 121280 1 JOB $57,858.94

(Mod.97)

TOValue: Was: ThisAction: NewTotal:

Est.Cost: $ 897.317,28 $57.858.94 $ 955.176.22

Max.AwardFee: $ 6.165.51 $ 0.00 $ 6,165.51

TotalEsl. Cost& Fee; $ 903.482.79 $ 57.858.94 $ 961,341.73

12. For JSC Internal Use Only: 13. Toiat "

Requisition No,: NtA [] COMP. [] PART. PPC:
$ 57,85894

Rissue To: IT4tJuan Galvez

14. Quantities in "Quantity Accepted" Column Have Been
[] INSPECTED [] ACCEPTED [] RECEIVED
TOCONFORMTOTHECONTRACT.
ACCEPTANCEWILL8E ATJSCUNLESS BY:
OTHERWISENOTED.

......... Aut_hor'iz_'dU."---S,--(30-vemmen--t'R--epr_e"sentatire......... 5a_-e.......
JSCFo_m1429{RevNovember102004)_MSWoldAugu$1995)



T

Natqonal Aeronautics and Sl_ace Aclministrabon / Page_y_o_a jo.n._:ooSp._eC_n_e, ORDER FOR SUPPLIES OR SERVICES ! of 1
!Houston,TX 77058

1. Order No. 2, Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO,

JETS-IT08-04Rev6 Seedateinbod( t0Contract:NNJ04JA53C Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. ssuing Office: 4, ShipTo:
NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space CenterHouston, TX 77058-3096
Org,IBuyer: BJ2/HemerqRaDg_ Mark For: Accountable Property

Tel No.: 2_.81-244-6962 Fax: 281-333-046_3 Order No.: JETS-IT08-04Roy6

E-mail: b__=_ero.ranqel"1_nasa qov
5, Contractor: 6. Deliver On or Before; 09/3012008
MEI Technologies, Ine,
2525 Bay Area Boulevard, Suite 300 F.O.B. Point: O(_stncfftioo.n
Houston, TX 77058

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA Johnson Space Center

Phone: 281.283-60i5 × Fax: 281-283-6170 Attn: LF231tAccounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE: : Order No,: JETS-IT08-04 Rev 6

8. Type of Order:
[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase

accordance with the conditions specified on this order, order listed on the following page, this delivery order is subject toinstructionscontainedon this form and is issued subjectto the
Reference: terms and conditionsof contractnumber: NNJ04JA53C.

9. Written acceptanceof this orderby contractor[[_] ] is, [_ ] is not 10, Name: FrancesL.Mahan
required. Signbelow if required and return to contractingofficer.

Name: ..... (Person authodzed to sign) e_A...,4f,,,$_ Jo _(zP_(a=,_J _k_Signature: Date: Signatur Date:CONTRACTING'OFI_ICER

1t. Schedule
UNit QUANTI'I_

- QUANTITY UNI_' I AMOUNT
iTEM DESCRIPTION ORDERED PRICE ACCEPTED

NO O , I
1 NetlQLicenseRenewa],SR#t21497 1 J B I $6,619.55

(Mod.97)

TOValue: Was: ThisAction: NewTotal:

Est. Cost: $ 965,17622 $ 6,6_9.55 $ 961,795.77

Max,AwardFee: $ 6,165.51 $ O,O0 $ 6,165.51 !
i

TotalEst,Cost&Fee: $981,341.73 $ 6,619.55 $ 967.961,28

1--2,For JSC Internal Use Only: 13. Total

Requisition No.: NL.A [] COMP. [] PART. PPC:____ $ 6,619,55

Rissue To: T4lJuan Galyez

14, Quantities in "Quantity Accepted" Column Have Been

[] INSPECTED [] ACCEPTED [] RECE[VED
TOCONFORMTOTHECONTRACT.
ACCEPTANCEWILLBE ATJSCUNLESS BY:

OTHERWISENOTED. Au_orized U.S.GovernmentRepresentative .........Z)at"_.....

JSC Form 1429 (Roy November _0, 2004) (MS Word August 1995}



Nalionat Ae.ror_au!ic.s a_d Space Adm!l_stra_ion

Ly_n a.J,,unsonSp_eC_nte, ORDER FOR SUPPLIES OR SERVICES Page 1 of I
Ho:.,'StOn TX 7705_

1. Order No. _ 2, Date ofOrder NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

JETS.IT08-04 Rev 7 I See.date in block 10Contract: NNJ04JA53C Certified for National Defense under DPAS (t5 CFR 700) DO-C9

3. Issuing Office: 4. Ship To:
NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 42t
Houston, TX 77058-3696 NASA Johnson Space Center
Org./Buyer: BJ2JHomero Ran_el Houston, TX 77058-3696

Mark For: Accountable Property

Tel No.: 2__44-6962 Fax: 281-333-0463 Order No.; JETS*ITO8-04 Rev 7

E-mail: horn_nasa_, ov
5. Contractor: 6. Deliver On or Before: 0oJ30,_2008
MEI Technologies, Inc,
2525 Bay Area Boulevard, Suite 300 F.Q,B, Point: Destination
Houston, TX 77058

Discount Terms: Net 30 Days,

7, BILLING ADDRESS:

Phone: 28t-283-6015 x Fa){: 281-283-6170 NASA Johnson Space Center
Attn: LF231tAccounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-IT08-04 Rev 7

8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance wtth the conditions specified on this order. Order listed on the following page, this deliven/order is subject to
Reference: instructions contained on this form and is issued subject to the

terms and conditions of contract number: NNJ04JA53C

9. Written acceptance of this order by contractor [El ] is, [[] ] is not 10, Name: Frances L.Mahap
required. Sign below if required and return to contracting officer.

Name: ,Person authorizedtosign) e__, _ ___"Signature: Date: __ Signatur Date:
CONTRACTING OFFICER

........ 11. Schedu'le ....

I_EM fJESCRIPTION QUANTITY UNIT UNIT AMOUNT QUANTITY
NO ORDERED PRICE ACCEPTEC

1 UCF Upgrade, SR# 121633 1 JOB $ 7,935,97

(IVied.97)

TO Value: Was: This Action: New Total:

Est, Cosl: $ 961,795.77 $ 7.935.97 $ 769.731.74

Max, Award Fee: $ 6,165.51 $ 0,00 $ 6,165,51

Total Est, Cost & Fee: $ 967,961.28 $ 7,935.97 $ 975,897,25

12. For JSC Internal Use Only: 13. Total

RequisitienNe.: N!.A [] COMP. [] PART, PPC: t
$ 7,935.97

Rissue To: T4/Juan Galve.__z

14. Quantities in "Quantity Accepted' Column Have Been

[] INSPECTED [] ACCEPTED [] RECEIVED
TO CONFORM TO THE CONTRACT,
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERWISE NOTED.

............................................................................. Aujorize_d U._:_S.Go___ve~mmen.tR..eprese,qtative_ ....... ._Dale ...............
JSC Form 1429 (Rev November 10.2004) (MS Word August 1995)



Na_ona,AeronauticsandSpaceAdmlnistrat,on I I
Ly_o.a.Jo..,onsp_c_n,_ ORDER FOR SUPPLIES OR SERVICES Page 1of 1Houston,TX 77056

1. Order Na. I 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.JETSqT08-04 Rev 8 See dste inblock 10

Contract: NNJO4JA53C I Certified for National Defense under DPAS (15 CFR 700) DO-C9
3. Issuing Office: 4. Ship TO:

NASA Johnson Space Center, 2101 Nasa Parkway Transpcdation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
OrgJBuyer: BJ2/Homer9Ramie{ Houston, TX 7705B-3596

Mark For:. Accountable Property

Tel No.: 281-244-6962 Fax; _1-333-q463 Order No.: JETS-IT08-04 R_
,ETmail: homero._anq_Fl@nasa,Qo_v..

5. Contractor: 6. Deliver On or Before: _)9/30/200B
MEI Technologies, Inc,

2525 Bay Area BOulevard, Suite 300 F.O.B. Point: Destinatier_
Houston, TX 77058

Discount Terms: Net 30 Days,

7, BILLING ADDRESS:

Phone: 281-2B3.6015 × Fax: 281-283.6170 NASA Johnson Space Center
Attn: LF231/Acc.ounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-IT08-04 Rev 8

8, Type of Order.

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order listed on the following page, th s dot very order is subject to
Reference: instructions contained on this form and is issued subject to the

terms and conditions of contract number: NNJ04JA5_(_

9. Written acceptance of this order by contractor [[7 ] is, [[_RI] is not 10. Name: Frances LMph_n
required, Sign below if required and return to Contracting of6cer.

Name: __ (Person authorized to sign) ur'_ P_k,,d _ e.-'__/_1
Signature: Date: __ Slgnat B.A/[ . Dat

CONTRACTING _FFICER _
11. Scheduk

I_.M" DESCRIPTION QUANTITY UNIT QUANTITY
ORDEREO UNIT AMOUNT....... PR{CE .... ACCEPTED

NetBackupLicenseRenewal, SR# 122844 1 JOB $ 4.740,45 1

(Mod. 100)

TO Value: Was: ThisA_ion: NewTotal:

Est. Cost: $ g6g.731.74 $ 4,740.45 $974,472,19

Max.Award Fee: $ 6,165,51 $ 0.00 $ 6,16531

ToterEst.Cost& Fee: $ 975,897.25 $ 4,740A5 $ 980,637,70

12, For JSC InternalUse Only: 13. Total

RequisitionNa,: _/_ [] COMP. r7 PART, PPC: ........

Rissue To: IT4/Juen Gatv_3 $ 4,740.45

14, Quantities in "Quantily Accepted" Column }lave Been

E] INSPECTED [] ACCEPTED [] RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSCUNLESS BY:
OTHERWISE NOTED.

AuthorizedU,S. GavemmentRepresentative Dale
J$C Form1429fray t.,_ovember10,2004)fMBWordAuqus11995)



NationalAeronauticsandSpaceAdmi_i$_rallor_ ]

Lyndor_8. JohnsonSpaceCem_ 1 ORDER FOR SUPPLIES OR SERVICES Page 1 of 1HoUstor_,TX 77058

• 1. Order No. / 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.JETS-IT08_04Rev 9 See date_nblock 10

ContracI: NNJ04JA53C L Certified for National Defence under DPAS (15 CFR 700) Do-ca __
3. Issuing Office: 4. Ship To:

NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer. Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
Org.IBuyer: BJ21HomeroRanoel Houston, TX 77058.3696

Mark For: Accountable Property

Tel No,: .28!-244:6962 Fax: 28!-3_3-0463 Order No,: JEFS-_TOS_I4Rev _}
E-mail; om(_m.r n 1-1 ._nAsa.qaY

5, Con{rector: 6. Deliver On or Before: 09/_03MEI Technologies, Inc. "'

2525 Bay Area Boulevard, Suite 300 F.O.B. Point: Destination
Houston. TX 77058

Discount Terms: Net 30 Days.

7. BILLING ADDRESS;

Phone: 281-293-G015 x Fax: 281-283.6170 NASA Johnson Space Center
Altn: LF231/Accounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-IT08-O4 Roy 9

8, Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order Ilsled on the following page th s de very order is subject to
Reference: Instructions contained on this form and is issued subject to the

terms and conditions of contract number: NNJO4J._53C

9. Written acceptance of this order by contractor [El ] is, [_ ] is not 10, Name: FrarJcesL.Mahan
required. Sign below if required and return to contrao'dngofficer. -

Name: (Person authorized to sign)

slna ra: °ate: S'0na'o L .Oate:Z/_/0
CONTRACTING (JFFTC-ER - _

1 t. Schedule

DESCRIPTION QUANTtT_t I UN'T QUANTITYoeoEe,e U_'T s_ou_rPRICE ACCEPTED

1 Crk:ketSupportRnewal, SR# 122845 1 JOB $ 971.46

(Mad, 108)

TO Value: Was: ThisAction: New Total:

Eat, Cast: $ 974,472.19 $ 971,46 $ 975,443.65

Max. AwardFee: $ 6.16551 $ O.00 $ 6,165.51

TotalEst. Cost& Feet $ 980,83770 $ 971.46 $ 981,609.'16

12. For JSC _ntemal Use Only: 13. Total

Requisition No.: N/A [] CAMP. [] PART. PPC:

Rissue To: IT4/Juan Galvez $ 971,46

14. Quantities in "Quantity Accepted" Column Have Been

[] INSPECTED [] ACCEPTED [] RECEIVED
TO CONFORM TO THE CONTRACT,
ACCEPTANCE W_LLBE ATJSC UNLESS BY:
OTHERWISE NOTED

AuthorizedU,S. GovernmentRepresentative Date
JaGForm_42a{RoyN_vembe_'_0,2004)(MSWofdAuau_t1995)



NationalAetotl_utict.ar_lSp=_ceAdmir_t,_lr_ic_n I

LyndonB.J{)htlscqlSpzceCerlrer ORDER FOR SUPPLIES OR SERVICES J Page 1 of 1
Houston,TX 77058

1, Order No, ' 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO,

JETS-IT08-O4Roy 10 See date inbloc_.10Contracl: NNJ04JA53C Certified for National Defense under DPAS (15 CFR 700) DO.Cg
3. Issuing Office: 4. Ship To:

NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
Org./Buyer: _J2/Homero Ranoel Houston, TX 77058-3696

Mark For: Accountable Property

Tel No,: 28_-244-6962 Fax: 281-33_,-__.46._3_ Order No.: JETS-IT0_-04 R_v '_0
kE-mail: h0me__n_asa: q£y

5. Contractor: 6. Deliver On orSetore: 09/30/2008
MEI Technologies, lnc.

2525 Say Area Boulevard, Suite 300 F.O.B. Point: Dest nat on
Houston, T× 77058 ....

Discount Terms: Net 30 Days,

7. BILLING ADDRESS:

Phone: 281-283-6015 x Fax: 281-283-6170 NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-IT08-04 Rev 10

8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accotdanco with the conditions specified on this order. Order IIstad on the following page, this de ivery order is subject to
Reference: instructions contained on this form and is issued subject to the

terms and conditions of contract number:. NNJ04JA53C

mqui_='d. Sign below tf required and return to contracting officer.

Name: (Person authorized to sign)

Signature: Dale: Signature_,.,,,_.... Data:_¢_/Q,CONTRACTING OFFICER - I - |
11. Schedule

ITEM OU"/d_TITY "UNr[ QUANTn_NO, DESCRtPT_ON UNIT /_MOUNT
,, .... O_D PRICE ACCEPTE[

1 IRD LabBackupExec Licenses,SR# 122901 1 JOB $ 't,195,74

(Mod. 100)

TO Value: Was: This Action: NewTotal;

Est, Cost; $ 975,443.65 $ 1,195.74 $ 978,639.39

Max.Award Fee: $ 6,165,51 $ 0.00 $ 6,165.51

Tot_lEst, Cost&Fee: $981,609,16 $1,t95.74 $ 982,804,90 ,,
12. For JSC Ir_teraal Use Only: 13. Total

RequisJfionNo.: N/,A [] COMP. [] PART, PPC:

Rtssue To: I.T4/Juan Galvez $1.195,74

14. Quantities in "Quantity Accepted" Column Have Been

[] INSPECTED [] ACCEPTED [] RECEIVED
TO CONFORM TO THE CONTRACT,
ACCEPTANCE WtLL BE AT JSC UNLESS BY:
OTHERWISE NOTED.

AuthorizedU.S, GovernmentRepresentative Date
JSCFolm 1d29(RevNovember10.2004)(MSWoadAL_:IUSf1995)



..t,ona_As,on.otis.._ndSpaceAdm_o_st,.tiooJ I
LyndonB, Johnson Space Center ORDERFOR SUPPLIESOR SERVICES Page1of 1Houston,TX 77058

1. Order No, I 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.JETS-IT08-04 Rev 11 See dateinblock10

Contract: NNJ04JA53C I Certified for National Defense under DPAS (15 CFR 700) DO-C9
3. Issuing Office: 4. Ship To:

NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
Org./Buyer: BJ2tHomeroRange! Houston, TX 77058-3696

Mark For: Accountable Property

Tel No.: 2_81-244,6962 Fax: 281-333-0463 Order No.: JETS-IT08-04Rev 11
E-mail: hpmero.ran_el-I (_,,nasa.9ov

5. Contractor: 6. Deliver On or Before: 09130/2008
MEI Technologies, Inc.

2525 Bay Area Boulevard, Suite 390 F.O.B. Point: Destination
Houston, TX 77058

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

Phone: 281-283-6015 x Fax: 281-283-6170 NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-IT08-04 Rev 11

8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order listed on the following page, this delive_ order is subject to
Reference: instructionscontained on this form and is issued subject to the

terms and conditionsof contrect number: NNJ04JA53C

9. Written acceptance of this order by contractor [[] ] is, [_;_] is not 10. Name: Frances LMahan
required. Sign below if required and return to contracting officer.

Name: __ (Person authorized to sign)

Signature: Date: __ Signatu '1_;_f"_,,t7 _._,_, _t_kDate._ _O,_
.-CONTRACTIN_,.OF=_.ICER _ v

11. Schedule
ITEM
NO. DESCRIPTION QUANTITY UNIT QUANTn'_ORDERED UNIT AMOUNT.... , PRICE ACCEPTE[

1 WSTF FirewatlReplacement,SR# 121009 1 JOB $102,996.39

(Mod. 102)

TO Value: Was: This Action: NewTotal:

Est.Cost: $ 976,639.39 $ 102,096.39 $1,078,735.78

Max.AwardFee: $ 6,165.51 $ 0,00 $ 6,165.51

TotalEst.Cost& Fee: $ 982,804.90 $102,096.39 $1,084,901.29

12. For JSC Internal Use Only: 13. Total

RequisitionNo.: N/._AA [] COMP. [] PART. PPC:

Rissue To: IT4/Juan Ga vez $102,096.39

14. Quantities in "Quantity Accepted" Column Have Been

[] INSPECTED [] ACCEPTED [] RECEIVED
TO CONFORMTOTHE CONTRACT.
ACCEPTANCEWILL BEAT JSC UNLESS BY:
OTHERWISENOTED,

AuthorizedU,S, GovernmentRepresentative Date
J$CForm1429(RevNovember10,2004)(MSWordAu(lust1995)



• .,¢=_'_6(_¢__ _,_ =_..............................

National Aeronautics and Space Adminislration I

LyndonS.JohnsonSpaceCenter I ORDER FOR SUPPLIES OR SERVICES Page1_of 1Houston, TX 77058

1. Order No, 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

JETS-IT08-04 Rev 12 Seedateinbrock10
Contract: NNJ04JA53C Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office: 4. Ship To:
NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
Org,/Buyer: BJ2/HomeroRan_el Houston, TX 77058-3696

Mark For: Accountable Property

Tel No,: 281-244-6962 Fax: 281-333-0463 Order No.: JETB-IT08-04Rev 12

E-mail: homero.ranqel-l(_nasa.qov
5. Contractor: 6. Deliver On or Before: 09/30/2008
MEI Technologies, Inc.
2525 Bay Area Boulevard, Suite 300 F.O.B. Point: Destination
Houston, TX 77058

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

Phone: 281-283-6015 x Fax: 281-283-6170 NASA Johnson Space Center
Attn: LF231tAccounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE:' Order No,: JETS-IT08-04 Rev 12

8. Type of Order.

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order listed on the following page, this delivery order is subject to
Reference: instructionscontained on this form and is issued subject to the

terms and conditionsof contract number: NNJ04JA53C

9. Written acceptance of this order by contractor [[] ] is, [_] ] is not 10. Name: Frances L.Mahan
required. Sign below if required and return to contractingofficer.

Name: __ (Person authodzed to sign)

Signature: Date: Signature: "_4_ _:,,_.. f(_ _,_ Date: _ __._/O _.CONTRACTING OFFICER

11. Schedule
_TEM QUANTITY UNIT QUANTITY

UESCRtPTtON UNIT AMOUNT
NO. ORDERED PRICE ACCEPTED

1 Urchin(1000 licenses)UpgradePurchase,SR# 123446 1 JOB $2,412.41

(Mod.102)

TO Value: Was: ThisAction: NewTotal:

Est. Cost: $1,078,735.78 $ 2,412.41 $1,081,149.19

Max.AwardFee: $ 6,165.51 $ 0.00 $ 6,165.51

Total Est. Cost & Fee: $1,084,901.29 $ 2,412.41 $1,087,313.70

12. For JSC Internal Use Only: 13. Total "'

Requisition No.: N/A [] COMP. [] PART, PPC:

Rissue To: IT4/Juan Galvez $ 2,412.41

14. Qua'niities in "Quantity Accepted" Column Have Been
[] INSPECTED [] ACCEPTED [] RECEIVED

TO CONFORMTO THECONTRACT.
ACCEPTANCEWiLL BE AT JSC UNLESS BY:

OTHERWISENOTED. I
AuthorizedU,S. GovernmentRepresentative Date J

JSCForm1429(RevNovember10,2004)(MSWordAugust1995)



N tO A oo'SO   A mos oi....L_onBJo.n_,,sp._c_°t_, ORDER FOR SUPPLIES OR SERVICES Page/of 1
Reunion TX 77_58

1. Order No. | 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.

JETS-IT08-04 Rev 13 _[ See date in block 10Contract: NNJI34JA53C Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office: 4. Ship Tot
NASA Johnson Space Center, 2t0t Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
Org./Buyer: BJ2/Homere Ranael Houston, TX 77058-3696

Mark For: Accountable Property

Tel No.: 28._1-244,6962 Fax: 281-333.0463 Order No.: JETS,IT08-04 Roy 133
E-mail: humero ranqe-l['_nasa Qov

5, Contractor: 6. Deliver On or Before: 09/3012008
MEI Technologies, Inc.

2525 Bay Area Boulevard, Suite 300 F,O.B. Point: Destination
Houston, TX 77058

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

Phone: 281-283-6015 x Fax: 281-283-6170 NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-IT08-04 Rev 13

8. Type of Order:

[] PURCHASE: Please fumish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order listed on the following page, this delivery order is subject to
Reference: instructions contained on this form and is issued subject to the

terms and conditions of contract number: NNJ04JA53C,

9. Wdtten acceptance of this order by contractor [[] ] is, [[5;_] is not 10. Name: Frances L.Mahan
required. Sign below if required and return to contracting officer.

Name: (Person autholtzed to sign) e,_,"l,_-d4 C.-¢_'_, _ _j_O
Signature: Date: __ Signatur Date:

CONTRACTING OFFICER

11. Schedule
OUAN'f frf' UNIT OUANTITY

ITEM DESCRIPTION UNI_ AMOUNT
NO ORDERED PRICE ACCEPTED

1 CBACCS Terminal Server, SR# 122812 1 JOB $10,385.69

(Mud. 104)

TO Value: Was: This Action: New Total:

Est. Cost: $1,081,149.19 $10,385.69 $1.091,534.88

Max. Award Fee: $ 6,165.51 $ 0.00 $ 6.165.51

Total Est, Cost & Fee: $1,067,314,70 $10,385.69 $1.697;700.39

12. For JSC Internal Use Only: 13, Total

Requisition No.: N/._A [] COMP. [] PART. PPC:
$10,385.69

Rissue To: IT4/Juan Galvez

14. Quantities in "Quantity Accepted" Column Have Been

[] INSPECTED [] ACCEPTED [] RECEIVED

TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE AT JSC UNLESS BY:
OTHERV_SE NOTED.

Authorized U.S. Government Representative Date I

JSC Form 1429 (Re_ November 10, 20{34) (MS Word Augus! 1995]



National Aeron_Jt_c_ and Space Adminis_falJon

_._o_BJoh_oos._c_c_ot_ ORDER FOR SUPPLIES OR SERVICES Page 1!_of 1
Houston, TX 7705{}

1. OrderNo. _2- Date°nfbOiorderl NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO,

JETS_IT08-04 Rev 14 I See date 0Contract: NNJ04JA53C Certified for National Defense under DPAS (15 CFR 700) DO-C9
3. issuing Office: 4. Ship To:

NASA Johnson Space Center, 2101 Nasa Pankway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
Org.lBuyer: BJ2/HomereRanqel Houston, TX 7705B-3696

Mark For, Accountable Property

Tel No.: 281-244-6962 Fax: _81-333-0463 Order No.: JETS-ITOB-Q4,ReY"14

E-me!l: hQmero.ranqel-l@nasa.qqv
5. Contractor: 6. Deliver On or Before: 09t30/20q8
MEI Technologies, Inc.
2525 Bay Area Boulevard, Suite 300 F.O.B. Point: Destination
Houston, TX 77058

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

Phone: 281-283-6015 x Fax: 281-283-6170 NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE Order No.: JETS-IT08-04 Rev 14
I

8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order, Order listed on the following page, this delivery order is subject to
Reference: instructions contained on this form and is issued subject to the

terms and conditions of contract number: NNJ04JA53C

9. Wdtten acceptance of this order by contractor [D } is, [_ ] is not 10, Name: Frances L.Mehen
required. Sign below if required and return to contracting officer.

Name: (Person authorized to sign) __, _(::i,_, ___.._/_
Signature: Date: Signatur Date:

CONTRACTING OFFICER

11. Schedule
ITEM QUANTITY UNiT OD._NTITYDESCRIPTION UNIT AMOUNT
NO. ORDERED PRICE ACCEPTED, , , , , ,

1 COSSNetBackupSoftwarePurchase,SR# 125694 1 JOB $8,207,88

(Mod.lo4)

TO Value: Was: ThisAction: NewTotal:

Est.Cost: $1,091,534.88 $ 8,207.88 $1,099,742.76

Max.AwardFee: $ 6,165.51 $ 0.0O $ 6,165.5t

TotalEst. Cost& Fee: $1,097,700.39 $ 6,207.88 $1.105,908.27

12. For JSC Internal Use 0nly:
I

I 3_ _
To_a_

Requisition No.: N/AA [] COMP. [] PART. PPC:
$ 8,207.68

Rtssue To: IT4/Juan Galvez

14. Quantities in "Quantity Accepted" Column Have Been
[] INSPECTED [] ACCEPTED [] RECEIVED
TO CONFORMTOTHECONTRACT.
ACCEPTANCEWILLBE ATJSCUNLESS BY:
OTHERWISENOTED.

AuthorizedU.S.GovernmentRepresentative Date

JSC Form 1429 (Rev November 10, 2004) {MS Wold A_just 1995)



"_t;onat Aeronautics _n_ Space Administration "Page _. ot 1
Lyndort B. Johnson Space Center ORDER FOR SUPPLIES OR SERVICES

iHouston. TX 77058

1, Order No. 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.
JETS-IT08-04Rev 15 Seedateinblock10
Contract:NNJ04JA53C Certifiedfor National Defense under DPAS (t5 CFR 700) DO-C9

-3. Issuing Office; 4.Ship To:
NASA Johnson Space Center. 2101 Nasa Pad(way Transportation Officer, Building 421NASA Johnson Space Center
Houston, TX 77058-3696 Houston, TX 77058-3696

. Org./Buyer:BJ2/HomeroRa_c=e! Mark For: Accountable Property

Tel No.: _81-244-6962 Fax: 281-333-8463 Order No.: J.._ET$-IT0_.04R_v 1_
E-math hgmero.ran_
5, Contractor:. 6, Deliver On or Before: 0g(.30(2008_
vlEI Technologies, Inc.
2525 Bay Area Boulevard, Suite 300 F.O.B. Point: D.estinatt.oq
Houston, TX 77058

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:
NASA JohnsonSpace Center

Phone: 281-283-6015 x Fax: 28%283-6170 Attn: LF231/Accounts Payable Group
Houston,TX 77058-3696

TIN: CAGE CODE: Order No.: JETS*IT08-04 Rev 15

8, Type of Order:,
[] PURCHASE: P ease furnishthe followingin [_ DELIVERY Except for the Terms and Conditionsof Purchase.Order listed on the followingpage,mis am_veryoroer is suDjeclm

accordance with the conditionsspecfledon thisorder, instructionscontainedon this form and is issuedsubject tothe
Reference: terms and conditionsof contract number: HNJO4JA53C

9. Written ac,ceptance 'ofthisorder by contractor[[-1 ] is, [[_ ] is not 10. Name: FrapcosL.Mah_n
required. Signbelowif requiredand returnto contractingofficer.

Name: (Person authorizedto sign) /'_ --J ,"_,."! ._ _ f • i

Signature: Date: Signature; CONTRACTING OFFICER. _,

11. Schedule ....
..... QUANTITY UNIT UNIT AMOUNT QUANTITY

ITEM DESCRIPnON ORDEREO PRICE ..... ACCEPTED
NO.

1 Price02ServerReplacement,SR#120445 1 JOB $33,85tA6

(Mod 105)

TOValue: Was: ThisAction: NewTotal:

Est.Cost: $1,099.742.76 $ 33,851.46 $1,133,594.22

Max.AwardFee: $ 6,165,51 $ 0.00 $ 6,165.51

TotalEst,Cost& Fee: $1,105,908.27 $ 33,851.46 $1.139,759.73

......... 13, Total
I2, For JSC Internal Use Only:

Requisition No.: NIA [] CAMP. [] PART. PPC: __ $ 33,881.46

Rissue To: IT4iJuan Galvez ___

-i4. Quantities in "Quantity Accepted" Column Have Been

[] INSPECTED F-l ACCEPTED [] RECEIVED

TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILLBE ATJSC UNLESS BY:

OTHERWISENOTED. AuthorizedU.S.GovernmentRepresentative Date

JSC Form t429 (Ray No,ember 10.2004} (MS WoodAugust tg_5_



National Aeronautics and Space Admirti_lrat_an

L_do,,_ John_o,s_:=c_te, ORDER FOR SUPPLIES OR SERVICES Page! of 1
Houston, TX 77058

1, Order No. 2. Date of Order NOTE: MARKALL PACKAGES AND PAPERS WITH ORDER NO.
JETS-IT08-04Rev16 Seedatein blr.,c,k10
Contract; NNJ04JA53C Certifiedfor NationalDefense under DPAS (15 CF R 700) DO-C9
3, IssuingOffice: 4, Ship To:

NASA JohnsonSpace Center, 2101 Nasa Parkway TransportationOfficer, BuiJding421
Houston,TX 77058+3696 NASA Johnson Space Center
Org./Buyer: BJ2JHomeroRanqet Houston,TX 77058-3696

Mark For:. Accountable Property

Tel No.: 281:244-6962 Fax: 281-333-04_6.3 Order No JETS-IT0,8-04Rev 16
E-mail; _pmero.ranael-l('__nasa.Bov

5. Contractor: 6, DeriverOn or Before: 09/3012008
MEI Technologies,Inc.
2525 Bay Area Boulevard,Suite 300 F,O.B. Point:Destination
Houston. TX 77058

DiscountTerms: Net 30 Days.

7. BILLING ADDRESS:

Phone: 281-283-6015 x Fax: 281-283-6170 NASA JohnsonSpace Center
Attni LF231/A¢counts Payable Group
Houston. TX 77058-3696

TIN; CAGE CODE: Order No,: JETS-IT08-04 Rev 16

8. Type of Order;

El PURCHASE: Please furnish the followingin [] DELIVERY: Exceptfor the Terms and Conditionsof Purchase
accordance with the conditionsspecifiedon thisorder. Order listed on the followingpage, this delivery order is subject to
Reference: Instructionscontainedon this formand is issued subjectto the

.... terms and conditionsof contractnumber: NNJ04JA_3C

9. Written acceptanceof this order by contractor[El ] is, [_ ] is not 10. Name: Frances L.Mahan
required. Sign below If required and retum to contractingofficer,

Signature: Date; ....... Slgnat Date;
CONTRACTING OFFICER

11, Schedul_
ITEM QUANTITY UNIT QUANTtTY
NO. OESCRIPTION ORDEREO UNIT PRICE AMOI)NT ACCEPTED

1 NiksunNetVCRRefresh,SR#126587 1 JOB $93,403.93

(Mod.105)

TOValue: Was: ThisAction: NewTotal:

Est,Cost: $1,133,594.22 $ 93,403.93 $1,226.998.15

['#lax.AwardFee: $ 6,165.51 $ 0.00 $ 6.165.51

TotalEst,Cost& Fee: $I,139,759,73 $ 93.403.93 $1,233.163.66

12. For JSC'internatUse Only: 13, Total

RequisittonNo.: N_ [] COMP. [] PART. PPC:

Rissue To: IT41Juan Galvez $ 93,403.93

14, Quantities In "Quantity Accepfed" Column Have Been

[] INSPECTED [] ACCEPTED [] RECEIVED
TO CONFORMTOTHECONTRACT,
ACCEPTANCEWILLBEATJSCUNLESS BY:
OTHERWISENOTED.

AuthorizedU.S.GovernmentRepresentative Date
JSC Form _429 (Rev Novembe¢ 10, 2004) (MS W_rd Au_u_11995)



Lyndon B, J_hnso_ Space Ce:'tte_" ORDER FOR SUPPLIES OR SERVICES age ! of t -t FHOU_Ion. TX 7705_

1. Order No. J 2, Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.JETS-IT08-04 Rev 17 See date in block 10
Contract;. NNJ04JA53C I Certified for National Defense under DPAS (15 CFR ?0O) DO-C9
3, Issuing Office: 4. Ship To:

NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Cenler
Org./Buyer: BJ_'Homer0Ranqel Houston, TX 77058-369B

Mark For: Accountable Property

Tel NO.: _8.1_244-6962 Fax: ;_81-333-0463 OrderNo.: JETS-ITOB-04Roy
E-mail: hornero.rangel*l(:_C_aaaaov

5, Contractor; 6. Deliver On or Before; P__L_)f_00B
MEt Technologies, Inc.

2525 Bay Area Boulevard, Suite 300 F.O.B. Point: O#_tination
Houston, TX 77058

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

Phone: 281-283-6015 x Fax: 281-283-6170 NASA Johnson Space Center
Attn: LF231IAccounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-IT08-04 Rev T7

B, Type of Order;

[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order. Order listed on the following page this delivery order is subject to
Reference: , . instructions contained On this form and is issued subject to the

l_rms and conditions of contract number: NNJO4JA53C

9. Written acceptance of this order by contractor [[] ] is, [_ ] is not 10. Name: Frances L.Mahan
required. Sign below if required and return to contracting officer.

Signature: Date: ___ Signatu Date
CONTRACTING OFFICER r •

11. Schedule

tTEM OUANTITy UNIT OOANTITy
NO. _SCRIPI: ION ORDERED UNIT #,MOUNT

, PRICE ...... ACCEPfEC

1 MOSS InfrastructureUpgrade,SR# 122029 t JOB $57.t78.91

(Mod. 10S)

TO Value: Was: This AclJon: New Total:

Esl.Cost: $'1.226,998.15 $ 57.17891 $1.284.171.06

Max. Award Fee: $ 6,t65,51 $ 0,00 $ 6,165.51

Total Est.Cost &Fee: $t.233.163 66 $ 57.17891 $1,290,342 57

12. For JSC Internal Use Only: 13. Total

RequlsitionNo,: 13VA [] COMP. [] PART. PPC:

Rissue TO: IT4/Joan Ga.lvez $ 57.178.gl
r

14. Quantities in "Quantity Accepted" Column Have Been
[] INSPECTED [] ACCEPTED [] RECEIVED

TO CONFORM TO THE CONTR,_CT.
ACCEPTANCE WILL.BE AT JSC UNLESS BY:
OTHERWISE NOTED

AuthorizedU.$.GovernmentRepresentative Dale
JSC Forfn 1429 (Rev No_embe¢ 10, _0O4l (MS Wold AeOlus1 1995t



Ly._o,,B..John,_sp_ c_._ ORDER FOR SUPPLIES OR SERVICES Page! of 1
HoustOn.TX 77058

[1. Order No, 2. Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.
JETS-IT08*04 Rev 1B See date in block10
Contract: NNJ04JA53C Certified for National Defense under DPAS (15 CFR 700) DO-C9

3. Issuing Office: 4, Ship To:
NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Cenler
Org./Buyer: BJ2/HomeroRan_el Houston, TX 77058-3696

Mark For: Accountable Property

Tel NO.: 281-244-6962 Fax: _81-33_-046_ Order No.: JETS-IT08-04Ray 18

E-mail: homer0.mnE9_ :'{._naSa__aov
5. Contractor: 6. Deliver On or Before: _09/30/2008
MEI Technologies, Inc.
2525 Bay Area Boulevard, Suite 300 F.O,B. Point:. De_tinelito|l
Houston. TX 77058

Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

Phone: 281.283.6015 x Fax: 281-283.6170 NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
HoustOn, TX 77058-3696

TIN: CAGE CODE' Order No,: JETS-IT08-04 Rev 18

8. Type of Order:
[] PURCHASE: Please furnish the following in [] DELIVERY: Except for the Terms and ConditiOns of Purchase

accordance with the conditions specified on this order. Order listed on the following page, this delivery order is subject to
Reference: Instructions contained on Ibis form and is issued subject to the

....... terms and conditions of contract number: NNJ04JA53C

9, Written acceptance of thls order by contractor [[_ ] is, [_ ] is not 10, Name: Fra_qe,_ L,_ahan
required. Sign below if required and return to contracting officer,

Signature: Date: __ Signet ate:
CONTRACTING OFFICER

.... 1i. Schedule
' ITEM QUANTITY _N_l QUANTITY",DESCRIPTION UNl_{ AMOUNT

NO. ORDERED PRICE ACCEPTED

1 Tr_ckWiseSoftwareUpgreadand Maintenance,SR# 126873 1 JOB $101.499.89

(M0d. 108)

TO Value: Was: This Action: New Total:

Est. Cost; $1,284,177.06 $101.499,89 $ t,385,676.95

Max. Award Fee: $ 6,165.51 $ e.00 $ 6,165,51

TotalEst. Cost8, Fee: $1,290,342.57 $101,499.89 $1=391,842.46

i2. For JSC Internal Use Only: 13, Totai'

RequlsitionNo.: N/A _ COMP. [_ PART. PPC:
$101,49g.89

Rlssue To: IT4/Juan G@!vez,

-;14. Quantities in "Quantity Accepted" Column Have Been
[] INSPECTED [] ACCEPTED [] RECEIVED
TO CONFORM TO THE CONTRACT.
ACCEPTANCE WILL BE ATJSC UNLESS BY:
OTHERWISE NOTED.

AuthorizedU.S, GovernmentRepresentative D_e

JSCForm142g(RevNovember10,2004}tMSWordAugust1995)



Kahona_Aer ar_,u11¢-san_ Space Admir_¢,ra_io_ I

!_:_ Joh_sr._:c_, i ORDER FOR.SUPPUES OR SERVICES Paget d
JHo_.,,_n,TX 7_05S i , --

1. Order No. I'_2. D_e of Order NOTE: MARK"',,_,L,_,'oACKAG=._,--,_ _ ,_,_D'PAPERS WITH ORDER NO.JETS-XA-08-01
I Seed_tefn bfcck10 ='_;5 _ _ '" _ _ =" - DPAS (15 CFR 700) DO-C9CooL'act: NNJ04JA53C , C_, _,,.e_,,JrNot_on_,Ou,en_e under

3. !ssuingO_ce: 4. ShipTo:
NASA Johnson Space Center, 2101 Nasa Pathway Transpo_aion O_cer, Buiidirg 421
Houston, TX 77058.-3696 NASA Johnson Space Center ,
Org./Buyer. Mat,-enlaArtumele Houston, TX 77058-3698

Mark For: Acoountab!e Property

Tel No.: 28!45_3-41.44 • Fax: 281-483-4173 Order No.: JETS-Y.A-08-01

E-maiL m_trenis.r.anuroele_nas&.oo,_

5. Contractor. 6 Del#verOn or Before: 09_30/2008
MEI Technologies, lnc.
Attn: UndaSlaman F.O.B. Point: Destina_on
2525 Bay Area Boulevard, Suite 300

Houston, TX 77058 Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

Phone: 281.283-gt55 x Fax: 281-2_4-6!62 NASA Johnson Space Center
Attn: LF231/Aeoounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-Y_,-08-0! i
r

8. Type of Order:

[] PURCHASE: Please furnish the following in [] DELIVERY: Except forthe Terms and Cond_ions of Purchase
accordance with the conditions specified on _is order. Order listed on the fo!lovdng page, this delivery order is subject to
Reference: instmddons contained on this form and is issued subject to the

terms end conditions of contract number. NNJ04JA53C

g. Written acoeptance ofthie order by contractor [O ] is, [[_ ]is not 10. Name: Frances L Mahan
required. Sign below if.,required and return to contracting o_cer.

 igna u,e: D e: S,gn ore ate: I
-- CONTRACTING OFFICER l _ i

1t. Schedule i
n_ OU_,_rrlTY UN_! I _UANTITY
NO_'. P-'E_cR_r'_BC'N ORDERED UNIT PRICE AMOLJNG l ACCEPTED

1 TechnicalServices 1 JOB $132,038.52

EstimatedCost: $ 123,78&78

MaximumA_ard Fee: $ 8,248.74

T_al E_imatedOu_ and Fee: $ 132.038.52

! I
12, For JSC !ntemal Use Only: 13. Total

Requisition No: NIP. _ COMP. [_ PART. PPC:__
$132,038.62

Rissue To: IT4/Nicholes H. Mesloh

14. Quan'_es in "Quantity Accepted" Column Have Been
[] iNSPECTED _ ACCEPTED [] RECEf'¢E.D

TO CONFORMTOTHECONTRACT,
ACCEPTANCEWILL BEATJSC UNLESS BY:
OTHER_ftSENOTED.

AuthorizedU.& GovernmentRepresmmative D_te

J$C Form 1429 ,(_v No,_embe_10,2,30_} (M_S_/ord August I_ _)



1. Task Order Number/Title

JETS-XA08-01 - Technical Assistance

2. Technical Monitor Representative (TMR)

Primary: Gregory S. Brown/IC
Alternate: Thorton E. Dyson/IM

3. Narrative Task Description

a. The Contractor shall be responsible for the daily IT support of the EVA Office (Code XA),

as specified in the JETS Statement of Work (SOW) area 6.0.

b. The Contractor shall provide support to ODIN and OneEVA for obtaining the concurrence

of the Contracting Officer's Technical Representative (COTR) or his/her designee to perform all
scheduled hardware and software upgrades, maintenance outages, and software patch
installations.

c. The Contractor shall be responsible for coordinating with associate conu'actors for all

applicable software upgrades, maintenance outages, and software patch installations.

d. The Contractor shall provide technical expertise at IRD boards and meetings, such as the
Network Access Control Board (NACB). The NACB typically meets once each week for one to

three hours. Additional ad-hoc special NACB meetings and other working group meetings may

be required, generally not exceeding two to three hours per week, In addition, the Contractor

shall attend the IT Steering Council (meets twice monthly) and the IRD Customer Forum (meets
once a month). The Contractor shall report back to the organization any issues which will

impact the organization. Information on IT events or new capabilities will either be distributed

via email or discussed during staff meetings.

e. The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM-

5:00 PM in order to accomplish successful day-to-day IT operations. In addition, the Contractor
shall provide 24/7 on-call support for all security-related incidents which may adversely affect

the EVA Office. The 24/7 on-call support shall be accomplished via a Contractor provided
pager, If the Contractor detects or is notified via Government provided automated means (such

as an e-mail or pager alert) of a potential security issue, the Contractor shall notify the JSC IT
Security Office by calling the IT Security Duty Phone and coordinating as required with
associate contractors. The Contractor shall assist all members of the EVA Office in reducing the

number of unsolicited emails and work with the Consolidated Help Desk if a virus is suspected
on a user workstation,

f. The Contractor shall provide support to the EVA Office user community working directly
with end-users and associate contractors to resolve user-reported issues. Based on the current

environment, approximately twenty (20) hours per week are required for the investigation and
resolution of user-reported issues. The Contractor shall make contact with the end-user within



one (1) business day of a reported issue. The Contractor shall coordinate with off-site personnel

assigned to the EVA Office and assure commonality of hardware/software (where appropriate).

g. The Contractor shall provide support for users to check out end-user take-home software
and maintain a log of checked out software.

h. The Contractor shall provide support for the maintenance of the ODIN laptop loan pool for

the EVA office. If the pool is ODIN-managed, this will include ensuring that ODIN has the

con:oct information for log tracking (user and due date). Otherwise, the Contractor shall

maintain the logs detailing the property tags, users, and due dates., In addition--if the pool is

ODIN-managed--the Contractor will ensurc that ODIN configures the laptops for individual
users and ensuring wipe and load are performed when laptops are returned (if necessary).

i. The Contractor shall assist ODIN/IRD in maintaining and assuring the accuracy of the

Customer Service System database (i.e. verifying jack numbers on an SR). The Contractor shall
receive all requirements for new IT or telephone equipment and write ,all Service Requests

(SR's) required to obtain the IT or telephone equipment. The contractor shall write all SR's for
moves within the EVA Office. The Contractor shall write all SR's for new ID's or changes to

exisEing lD's. The Contractor shall review all SR's written for off-site EVA Office personnel.
This is to assure accuracy and where new items are being purchased, assure these are in

compliance with the EVA Office IT Plan by providing cost information to the EVA Office
Budget Analyst or designee.

j. The Contractor shall provide support for obtaining all file access rights for any share
directory and maintain records.

k. The Contractor shall review shared file storage (not home directories) usage for all EVA

Office employees and advise when usage is 80% maximum. The contractor shall assist

employees in efficient use of home directories. The Contractor shall provide assistance to

employees in backing up data on individual hard drives, CD's or Other media. The Conta'actor
shail assist users in the use of their workstations/phones/printers/DVD/CD burners/scanners, etc.

1. The Contractor shall gather requirements from all members of the EVA Office and
coordinate with management. After approval of requested items has been received, the

Contractor shall provide the requirements to the EVA Budget Analyst or designee and work

together with the analyst in writing the IT Plan.

m. The Contractor shall provide all information (such as log files, system configuration

information, and system backups) requested by the COTR or his/her designee to support IT

security incidents, investigations and forensics analyses. The Contractor shall provide assistance
on reducing unsolicited email and respond to all virus incidents. The Contractor shall assure all
office workstations have the latest anti-virus software loaded.

n. The Contractor shall maintain a current Security Plan for the EVA Office, as required by

IRD. The Contractor shall perform all duties as the Organizational Computer Security



Representative (OCSR) as defined by IRD, and coordinate with the Organizational Computer

Security Manager (OCSM).

o. The Contractor shall maintain a configuration-managed diagram of the EVA Office, as well

as a configuration-managed document listing pertinent information--such as location, hardware,

tag numbers, cable and jack numbers-..of all EVA Project Office components, with applicable
software license codes.

p. The Contractor will be provided office space, computer and phone in the EVA Office (this

will be their permanent office).

q. The Contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the required
services described in this Task Order. In addition, to effectively perform and mm_age the work

detailed in this Task Order, the contractor shall perform all the Contract Management functions
detailed in Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance

3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management

3.6 Property Management
3.7 JETS Metrics

4. Period of Performance

The services in this Task Order shall be performed from October 1, 2007 through September 30, 2008.

5. Deliverables Required

a) Security Plan reviews and updates for the EVA Office.

b) Support IT Planning for the EVA Office.

6. Special Requirements

The Contractor shall utilize the JETS Online system to track action items pertaining to this task

order. The Contractor shall evaluate the sensitivity of all data prior to submission into the JETS

Online system. Data that contains sensitive information can be processed outside of the JETS

Online system.

7. Metrics

The Contractor shall provide monthly Customer Satisfaction and System Availability metrics as
specified in DRD-03 Metrics Reports.
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Task Order: JETS-XA08-01 - Technical Services
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Performance :Period: October 1, 2007 - September 30, 2008

Funding Organization(s):

Task Order Value: Cost: $123,789.78
MaximumAward Fee: $ 8_248.74
TotalCost: $132,038.52

_C JETS Budget Analyst

Approved B,¢L_atio n Technology Division _a_e i -

JSC JETS Contracting Officer Date
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1, Order No, I 2, Date of Order NOTE: MARK ALL PACKAGES AND PAPERS WITH ORDER NO.JETS-IM-09-01 Seedate in block 10

Contract: NNJ04JA53C I Certified for National Defense under DPAS (15 CFR 700) DO-C9
3. Issuing Office: 4, Ship To:

NASA Johnson Space Center, 2101 Nasa Parkway Transportation Officer, Building 421
Houston, TX 77058-3696 NASA Johnson Space Center
Org./Buyer: MariaAlberty Houston, TX 77058-3696

Mark For: Accountable Property

Tel No.: 28! 244 5338 Fax- 281.333.0452 Order No,: JETS,IM-09-01
E-mail: maria.i.alberty@nasa,qov
5. Contractor:

MEI Technologies, Inc, 6, Deliver On or Before: 08/31/200_.

Attn: Linda Slaman F.O.B. Point: Destination
2525 Bay Area Boulevard, Suite 300

Houston, TX 77058 Discount Terms: Net 30 Days.

7. BILLING ADDRESS:

Phone: 281-28346155 x Fax: 281-283-6162 NASA Johnson Space Center
Attn: LF231/Accounts Payable Group
Houston, TX 77058-3696

TIN: CAGE CODE: Order No.: JETS-IM-09-01

8. Type of Order:

[] PURCHASE: Please furnish the following in • [] DELIVERY: Except for the Terms and Conditions of Purchase
accordance with the conditions specified on this order, Order listed on the following page, th s delivery order is subject to
Reference: instructionscontained on this form and is issued subject to the

terms and conditionsof contract number: NNJO4JA53C

9, Wdtten acceptance of this order by contractor [[_] ] is, [_] ] is not 10, Name: Frances L. Mahan
required. Sign below if requiredand return to contractingofficer,

Name: __ (Person authorized to sign) _z/_/._ _._, _t_ t_/'3
Signature: Date: _ Signat Date

CONTRACTING OFFICER
11. Schedul,

iTEM
DESCRIPTION QUANTITY UNIT QUANTITY

NO ORDERED UNIT PRICE AMOUNT ACCEPTED

1 Networkand SecurityServices 1 JOB $1,406,978.3
5

Estimated Cost: $1,322,090.47

MaximumAward Fee: $ 84,887.88

Total EstimatedCost and Fee: $1,406,978.35

12, For JSC Internal Use Only: 13. Total

Requisition No,: N/A [] cOMP. [] PART. PPC:

Rissue To: IT4/Ruben Reyes $1,406,978.35

14. Quantities in "Quantity Accepted" Column Have Been

[] INSPECTED [] ACCEPTED [] RECEIVED
TO CONFORMTO THECONTRACT.
ACCEPTANCEWtLL BE AT JSCUNLESS BY:
OTHERWISENOTED.

Authorized U.S.GovernmentRepresentative Date
JSCForm1429(RevNovember10,2004)(MSWordAugust1995)



JSC Enabling Technology and Security (JETS)
NNJ04JA53C

Task Order Approvals

Task Order: JETS-OPS09-1M-01 - System Administration and Sustaining Engineering

Approved Technical Evaluation Received !2/18/08
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Approved By:
JSC JETS Budget Analyst Date

Approved By:
JSC JETS TMR Date

Approved By:
JSC JETS COTR Date

Approved By:

Manager, IT Information Technology Division Date

Approved By:

JSC JETS Contracting Officer Date
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l. Task Order Number/Title

JETS-OPSOg-IM-01 - Network and Security Services

2. Technical Monitor Representative (TMR)

See Contracting Officer's letter for TMR's for this task order.
Primary: John Flood/lM
Alternate: /IM

3. Narrative Task Description

a. The Contractor shall be responsible fbr the daily operation of the systems identified
below and as listed in the Information Resources Directorate (IRD) IT Inventory
Database as IT Security, Daily operation, as specified in the JETS Statement of Work
(SOW) Section 5.0, include the monitoring of system activity and performance, review
of logs, configuration changes and management (including user accounts), performing
system upgrades, reporting, system engineering, and ensuring documentation is

complete, accurate, and up-to-date. It is the Government's intent to retain the PPTP
systems as a contingency capability in case of Pandemic events. The primary VPN
capability of JSC will be the Juniper IVE.

(1) Firewall Systems

(a) JSC Firewall Systems

• Outer Firewall (Primary)
• Outer Firewall (Secondary)

• Inner Firewall (Primary)

• Inner Firewall (Secondary)
• DMZ Firewall (Primary)

• DMZ Firewall (Secondary)

• Lab/Development Firewalls

(b) JSC Firewall Support Systems

• Inner Firewall Log Server

• Outer Firewall Log Server

(c) WSTF Firewall Systems

• WSTF Firewall (Primary)

• WSTF Firewall (Secondary)

(d) WSTF Firewall Management Server

JETS-OPS09-IM-01 2
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(2) Content Monitoring and Filtering systems

(a) SurfControl

• SurfControl Application Server-1
• SurfControl Application Server-2
• Surl'Uontrol Database Server

(b) Websense (To be replaced by SurfControl)

(c) NetContExt (Content Analyzer)

(d) URL Logging Systems

• URN NID

• URL CMS

(e) JSC Proxy Systems

• Proxy Appliance Primary

• Proxy Appliance Secondary

• Proxy Reporting Server

(3) Network Intrusion Detection (NID) systems

(a) RealSecure SiteProtector

• ISS SiteProtector Application Server
• INS Core ISS Network Sensor

• ISO Core ISS Network Sensor

• INS Building 1 and Wireless ISS Network Sensors

• INS Building 2 and Poldev ISS Network Sensors
• PSNa and SIP ISS Network Sensors

• JSCMAN and PIP ISS Network Sensors

• WSTF ISS SiteProtector Application Server
• WSTF Network Sensor

(b) Netscreen Intrusion Detection and Prevention (IDP)

• IDP Management Server
• INS Core IDP Network Sensor

• INS Building IDP Network Sensor
• ISO Core IDP Network Sensor

• PIP/SIP IDP Network Sensor

• Wireless/PSNa/JSCMAN IDP Network Sensor

(c) NID Consoles (Quantity 5)
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(4) Traffic Capturing and Analysis Systems

(a) INS Buildings TCP-Dump and IPView data collectors

(b) ISO Core TCP-DUMP and IPView data collectors

(c) SIP/PIP TCP-DUMP and IPView data collectors

(d) NetContExt-NTR (to be replaced by IPView)

(5) IT Security Support systems

(a) Boundary Services Log Repository and Gateway System

• Two RAID Cabinets

(b) Boundary Services Backup Log Repository, Gateway Server and TCP-Dump
Data Storage

• 6 RAID Cabinets

(c) JSC IT Security Forensics Repository

(d) JSC IT Security File share

(e) Security Data Warehouse (SDW)

• SDW Production

• SDW Development
• RAID Cabinet

(6) JSC Scanning Systems

(a) Foundstone

• Foundstone Enterprise Manager
• Foundstone Database

• Foundstone Scan Engines (Quantity 6)

(b) Linux Scanners

• ISO Linux Scanner

• INS Linux Scanner

(7) Consolidated Logging systems (LogLogic) Production Support and Operations

Requirements need to be developed in order to understand the scope of work
associated with the Consolidated Logging Project.
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• LogLogic LX2000 I

• LogLogic LX2000
• LogLo_c LX2000

• LogLogic LX2000

• LogLogic LX2000

• LogLogic LX2000

• LogLogic LXI000

• LogLogic ST3000

• LogLogie ST3000

(8) JSC Remote Access Systems

• Point-to-Point Tunneling Protocol (PPTP) Server (Primary.)

• Point-to-Point Tunneling Protocol (PPTP) Server (Warm Backup)

• Juniper IVE System (Primary)

• Juniper IVE System (Secondary)

(9) Public Key Infrastructure (PKI) systems

• Profile Server cluster node 1

• Profile Server cluster node 2

* JSC RA Laptop

b. All data generated through this contract/task order is non proprietary and is the property
of the Government. The data, as well as any required tools to access the data, shall be
made available to the Government.

c. The Contractor shall provide daily review and analysis of the firewall and other log files,
coordinating as required with the appropriate IRD Security personnel, associate
contractors, and the user community to identify and resolve security problems and

configuration issues.

d. The Contractor shall provide support to the user community for issues that are related to
the IT Security Systems, including receiving and electronic tracking of incoming calls

and requests, handling related calls that are forwarded from associate contractors, and
working directly with end-users and associate contractors to resolve user-reported issues.
Based on the current environment, approximately thirty (30) hours per week are required
for the investigation and resolution of user-reported issues. The Contractor shall make
contact with the end-user within one (1) business day of a reported issue.

e. The Contractor shall engineer, operate, monitor, and tune the Network Intrusion
Detection System (NIDS) to include:

(1) Ensure a hardened central management console and hardened sensors arc placed

on secure monitoring segments with access to key areas of network infrastructure
to collect network traffic and are tuned to avoid packet loss. Pertbrm any

necessary configuration changes, IDS application upgrades, and ti'equent updates
to the IDS signatures/rules on the console and across all sensors. Ensure
documentation is complete, accurate, and up-to-date.
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(2) Pertbrm any system administration or management (including managing user
accounts and access for government IT Security and other authorized personnel),
data backup, monitoring of system activity and performance, analysis of system
and IDS logs, and reporting.

(3) Collect and analyze IDS alerts for indicators and warnings to detect and escalate
IT Security Incidents or to recommend improvements to security controls and
practices.

(4) Maintain an intimate knowledge of monitored systems and research the unique
properties of suspicious traffic to write effective signatures to exclusively detect
malicious or unauthorized activity unique to JSC.

f. The Contractor shall be responsible for the revalidating, development and testing of

Public Key Infrastructure (PKI) installation packages. It is estimated that approximately
six PKI packages (four quarterly-load packages, two special-purpose development
packages) will be required each year.

g. The Contractor shall be responsible for supporting network security scanning and
vulnerability assessment that includes:

(1) Regular network scans using the Foundstone, nmap, wireless and other scanning

tools as specified by the IRD CIO Office. The network vulnerability scanning is
to be performed per the requirements defined by the NASA Memorandum on

Scanning and Vulnerability Elimination or Mitigation (updated annually),
including the use of required scanning tools, which is currently Foundstone. This
memo can be found on the JSC webpage under the IT Security section, NASA I/T
policy & directives

(2) Software and firmware configuration vulnerability scans of devices connected to
the JSC network as requested by other JSC Organizations and report results to the
TMR.

(3) Conduct vulnerability assessments or compliance scanning in support of
Certification and Accreditation (C&A) and submite completion report to the
TMR.

(4) Scans on any new system installed at the Center identified in Security Data
Warehouse (SDW), requests from other JSC Organizations, in support of web
registration, and on an ad-hoc basis due to security threats or data calls.

(5) Wireless scanning will be performed at least Semi-Annually tbr full center scans
and at least quarterly fbr spot check scans or as determined by the IRD CIO
Office to detect unauthorized wireless network access points, misconfigurations,
vulnerabilities. Wireless Scan reports shall be submitted to the TMR within two
weeks fbllowing the scan. Additionally, the contractor shall review
authentication, authorization, and usage logs (Wireless Security Audit) on a

monthly basis/br unusual or suspicious activity. Any unusual wireless network
event that may reflect unauthorized use of wireless network services shall be

immediately reported to the JSC ITSM. The contractor shall identify the physical
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location (within a room on a floorplan or using latitude/longitude on a map),

network location, and attributes (i.e., vendor, SSID, MAC address, signal i

strength, channel, encryption type, network protocol/standard) of rogue access
points and ad hoc networks.

(6) Monthly full scans of all Internet-facing (perimeter) hosts which are allowed
inbound access through the JSC Instituional firewall.

(7) Coordinate and validate with JSC Organizations to remove or mitigate identified
vulnerabilities and perform fbllow-up scans to validate remediation.

(8) Perform security scanning to identify and remediate vulnerabilities.

(9) When directed by higher authority, all information systems determined to be
compromised either through unauthorized access or malicious logic will be rebuilt

from original media, patched, and scanned for compliance before reintroduction
to the JSC network. The Contractor shall support the scanning of systems that

have been rebuilt as required.

(10) Ensure all Information Systems, networks, and devices are scanned semi-annually
at a minimum, including, but not limited to, scanning tbr vulnerabilities, poor
security practices, noncompliance, backdoor connections, and any unauthorized
network connections/interfaces; take actions to eliminate and report all violations.

(11) Support NASA Vulnerability Scanning by executing scripts to augment the
Vulnerability Scanning Report with data supplied from SDW and to post the
report to the 1RD Vulnerability website.

(12) Execute scripts to produce the Vulnerability Delta Report, Foundstone Inventory
and SDW Inventory.

(13) Network Mapper (NMAP) scanning shall be performed quarterly or as directed by
the IRD CIO office. NMAP will be used in addition to Foundstone to update the

SDW's network inventory.

(14) Update scanning soltware and maintain detailed knowledge of JSC networks and
research the unique properties of vulnerabilities affectin widely-installed sottware

to optimize scanner configurations in order to minimize disruption of daily
operations fbr targeted systems and to minimize thlse positives and thlse
negatives.

(15) Incorporate scan results pertbrmed by other JSC Organizations behind firewalls
into the Foundstone Database.

(16) Assist JSC Organizations with the installation and operation of the Foundstone
sottware on laptops.

h. Web Access and Forward Proxy - The Contractor shall:

(1) Provide the capability and features that allow users to access in-house and
external web content via a Forward Web Proxy.
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(2) Provide operational and maintenance support tbr the JSC WebProxy system to
provide indirect Internet access to JSC institutional server systems for system and
application update purposed.

(3) Provide the capability tbr caching and proxy to enhance inIbrmation access and
pertbrmance.

(4) Assist customer with web applications as required.

(5) Proxy all Interact access through a centrally managed access point and isolate
from other JSC or NASA Intbrmation Systems by physical or technical means.

(6) Manage the list of allowed systems and sites for the proxy system.

(7) Manage the storage and organization of the resultant log files.

(8) Provide the TMR with monthly reports on lnternet use based on management
requirements.

(9) Report Internet use abuse in accordance with NASA and JSC policy.

i. The Contractor shall be responsible tbr generating the following reports and providing
them to the TMR.

(1) As part of IT Security scanning activities, Ad-hoe reports in a format to be
determined by the IRD CIO OtIice based on the specifics of each individual
security situation. The contractor shall deliver bi-monthly reports.

(2) Montly Wireless Security Audit Reports.

(3) Monthly SDW Ad hoc reports.

(4) Monthly reports reflecting hosts with firewatl rules which allow access fi'om
outside the JSC address space.

(5) Monthly WebProxy lnternet use as defined by the IRD CIO Office.

j. The Contractor shall assist the IRD CIO Office in the resolution of security incidents as
requested by the TMR to support IT security investigations and forensics analyses.

(I) This includes providing all information such as log files, system configuration
information, and system backups that the Contractor manages on behalf of the

government.

(2) Provide analysis of IT Security logs and intbrmation as requested by the TMR to
assist in the identification and resolution of IT Security investigations.

(3) Reviewing NASIRC bulletins and providing data analysis.

(4) Each event shall be recorded in the JSC IT Security Incident Tracking System
(MANTIS)

k, The Contractor shall support and assist the ITSM in the collection of electronic data
obtained from workstations as requested. This data collection is to only be done by the
contractor as directed by the TMR using tools supplied by the Government. The
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Contractor will have individuals trained by JSC on the use of the JSC tools fbf electronic

data collection. All data is to be turned over to the government when collected.

1. The Contractor shall perform protocol studies to assist the IRD CIO Office in

determining possible security issues as requested by the TMR.

(1) This includes reviewing firewall logs for a specified time period determined by
the TMR.

(2) Reviewing firewall rules associated with protocols. _

(3) Reviewing other IT Security data sources.

(4) Provide presentations on the findings to the TMR and presenting to IRD IT
Security personnel.

m. The Contractor shall use JSC IT Security Systems to assist the IRD CIO Office in the
resolution of virus-related issues. The Contractor shall process alerts fi'om the antivirus

productsand assist users in the resolution of virus-related issues as directed. If an
infection has occurred, the contractor shall contact the user and Organization Computer

Security Official (OCSO) for resolution as directed. Each event shall be recorded in the
JSC IT Security Incident Tracking System (MANTIS).

n. The Contractor shall be responsible for the operations and maintenance of the SDW

application. This includes loading data, performing data integrity checks, and
performing data validation, support ad-hoc reporting (described in item 5c). The
contractor shall be responsible for adding new capabilities as directed by the TMR to the
SDW as workload permits. It is currently anticipated that not more than 10 new

capabilities shall be implemented. The Contractor shall provide user support to those
stakeholders utilizing the data warehouse.

o. The Contractor shall be responsible for providing support fbr scripting languages. The
Contractor shall review existing scripts (primarily written in Perl) for IT security

systems and suggest improvements or modifications as necessary to maintain or increase
operational efficiency, perfbrmance and productivity. The Contractor shall utilize
software development life cycle best practices to develop and maintain the configuration
management of the IT security scripts.

p. The Contractor shall provide assessment, design and implementation support services fi)r
network architecture changes involving the JSC IT security infrastructure. Assessment

support would include technical recommendations addressing impacts, risks and
schedule estimates fbr new IT systems or architectural changes to existing systems. In
addition to technical impacts, the Contractor shall identify operational impacts
associated with architectural changes. Design support would include planning and

conducting tests to verify design considerations and configurations, as well as

identifying any pertbrmance impacts to the infrastructure. Implementation support
would include interfacing and coordinating with all technical and managerial parties

involved in architectural changes and validating that an integrated implementation plan

is developed. The Contractor will support presentation effbrts to the appropriate boards
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and prepare documentation according to IRD preliminary design review, critical design
review, and operational readiness review guidelines.

q. The Contractor shall provide the following support:

(1) Personnel onsite Monday through Friday 8:00 AM - 5:00 PM in order to
accomplish successful day-to-day operations.

(2) 24/7 on-call support tbr all security-related incidents which may adversely affect
the IT Security Systems or the JSC Institutional Networks. The 24/7 on-call

support shall be accomplished via a Government-provided Firewall Security Duty
Phone. If the contractor detects or is notified via Government provided

automated means (such as an e-mail or pager alert) of a potential security issue,
the contractor shall notify the JSC Office of the CIO by calling the IT Security

Duty Phone and coordinating as required with associate contractors.

(3) Arrange, support or conduct meetings as requested (no more than one per month)
to intbrm the user community of upcoming IT Security Systems capabilities and
events.

(4) Provide technical expertise at IRD boards and meetings, such as the Network
Access Control Board (NACB) and the IRD Control Board (ICB). The NACB

typically meets once each week tbr one to three hours; the ICB typically meets
once each week for two to three hours.

(5) Conduct or attend additional ad-hoc special NACB meetings and other working
group meetings.

(6) As requested by the TMR with e-mail notification to the COTR, perform security
awareness training, provide technical support, and share technical knowledge and

process improvements as needed to support the overall improvement of
Information Technology (IT) security at the Center, The Security awareness
training provided shall include items such as brief overviews of training classes
and seminars attended, as well as trip reports.

(7) Provide inputs, as requested by TMR, for IT Security Systems documentation,

procedures (such as Red Book), schedules, project plans, budget planning, and
strategic planning.

(8) Obtain the concurrence of the TMR and provide e-mail notification to the
Contracting Officer's Technical Representative (COTR) to perfbrm all scheduled
hardware and software upgrades, maintenance outages, and software patch
installations.

(9) Coordinate with associate contractors fbr all applicable software upgrades,
maintenance outages, and software patch installations.

(I 0) Provide inputs and technical assessment to the TMR for incorporation into the
Security Plan tbr the IT Security System, as specified in DRD-14 IT Security
Plans.
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(11 ) Maintain a configuration-managed architecture diagram of the IT Security
System, as well as a configuration-managed document listing the hardware model
numbers and serial numbers of all 1T Security System components, applicable
software license codes, reboot procedures, backup procedures, restore procedures,

and the procedures to open maintenance trouble calls. All applicable data shall be
updated and maintained in the IRD Inventory Database.

(12) Maintain configuration of the IT Security System devices in the IRD i
Development Lab. Coordinate test activities with the 1RD Lab managers and

TMR. Provide support to testing activities as requested by the TMR.

(13) Record all activity associated with any IT Security Incident, 1T Security Tasking
in support of IT Security Incidents, and/or IT Security Investigations through the
IT Security Incident Tracking System (1TSITS) aka MANTIS.

r. The Contractor shall be responsible for maintaining the NFR-URL logging systems,
used for logging HTTP request information on the JSC institutional networks. The
contractor shall be responsible for managing the storage and organization of the resultant

log files.

s. The Contractor shall be responsible tbr managing the log collection systems; this
includes user creation, deletion, and the control of access to log entries. The contractor

shall patch the systems with all vendor supplied updates and fixes. The contractor shall
be responsible for maintaining the end-user system configuration documents that
describe how to transmit and retrieve logs to and from the system.

t. The Contractor shall be responsible for network traffic and session summary logging at
the JSC institutional network boundaries. This includes managing the resultant pcap

files, log files, file manipulation scripts, arid administering the session summary
database. The Contractor shall maintain a web based graphical user-interface to the

session summary database.

u. The Contractor shall be responsible tbr maintaining the JSC IT Security Incident

Tracking system. The contractor shall support application configuration, user
management, and database maintenance fbr the system. This includes custom
configuration of the tracking system to support encrypted communications and
notifications.

v. The Contractor shall be responsible for maintaining the JSC IT Security Knowledgebase

system. The contractor shall support application configuration, user management, and
database maintenance t_brthe system. The contractor shall support multiple instances of
the application as necessary to support all JSC IT Security functions.

w. The Contractor shall be responsible for network content management. This includes the
maintenance of network traffic content filtering and monitoring systems. The contractor

shall manage the databases used for logging and configuration and the scripts used to
extract and backup the daily system configuration.

x. The Contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the
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required services described in this Task Order. In addition, to effectively pertbrm and
manage the work detailed in this Task Order, the contractor shall perform all the
Contract Management functions detailed in Statement of Work area 3.0 Contract

Management and Administration:

(1) Safety, Health and Environmental Compliance

(2) Quality

(3) Records Management

(4) Work Authorizations

(5) Facility Management

(6) Property Management

(7) JETS Metrics

y. The Contractor shall provide the items listed above (a-I, excluding 10a) for the IT
Security Services at WSTF which include:

(1) Firewall Systems

• Primary WSTF Institutional Firewall

• Secondary WSTF Institutional Firewall

(2) NID systems

(3) Support systems

• BrightStore Enterprise Tape Backup System (StorageTek L40 Library) SDLT
320 Tapes

• WSTF Institutional Firewall Management Station

• WSTF Institutional Firewall Log Processing

(4) SDW

• nmap scanning server

(5) The Contractor shall maintain day-to-day operations as detailed above at WSTF.

(6) As a part of contingency operation activities, the contractor shall be responsible
for operations of the IT Security System at WSTF.

(7) Evaluate and develop a transition plan, including schedule, system requirements
and hardware requirements for migrating the current remote access capability at
WSTF, currently managed by ODIN, to a JETS supported remote access solution.

4. Period of Perfbrmance

The services in this Task Order shall be perfbrmed from October I, 2008 through September
30, 2009.

5. Deliverables Required
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a. Inputs to the Security Plan fbr the IT Security System, as specified in DRD-14 IT
Security Plans.

b. Configuration-managed architecture diagram of the IT Security System.

c. Configuration-managed document listing the hardware model numbers and serial
numbers of all IT Security System components, applicable software license codes,

reboot procedures, backup procedures, restore procedures, and the procedures to open
maintenance trouble calls. The applicable items should be recorded and maintained in
the IRD Inventory Database.

d. Change control procedures and configuration management plan for the 1T Security
System. TMR approval required within 30 calendar days of Task Order start.

e. Monthly activity report.

f. Monthly reports of IT Security Systems related calls and service requests

g. Scanning reports for each scan that is performed. Reports shall be stored on network
shares as specified and directed by the TMR or IRD CIO Office.

h. Network security and wireless security audit reports. Reports shall be stored on network
shares as specified and directed by the TMR or IRD CIO Office.

i. Monthly reports offirewall requests. Reports shall be stored on network shares as
specified and directed, by the TMR or IRD CIO Office.

j. Delta Report, Foundstone Inventory and SDW Inventory reports supporting NASA

Vulnerability reporting. Reports shall be stored on network shares as specified and
directed by the TMR or IRD CIO Office.

k. Montly reports of host with firewall rules allowing access fi'om outside of JSC address
space. Reports shall be stored on network shares as specified and directed by the TMR
or IRD CIO Office.

6. Training

a. Training shall include annual attendance by one individual to the Network+Interop
training/conference.

b. The Contractor shall coordinate all training requests via e-mail with the TMR and
provide e-mail notification to the COTR prior to expenditure of funds.

7. Special Requirements

The contractor shall utilize the JATS database to track action items pertaining to this task
order. The contractor shall evaluate the sensitivity of all data prior to submission into the
JATS online system. Data that contains sensitive information shall be processed by the
JETS Program Manager or Task Coordinator and shall not be entered into the JETS online
database.

8. Metrics
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The Contractor shall provide monthly Customer Satisfaction and System Availability

metrics as specified in DRD-03 Metrics Reports. Availability metrics shall clearly contrast
a system's availability with unscheduled and scheduled outages. In addition, the contractor
shall provide the fbllowing metrics monthly to the TMR:

• # of system DRs opened + closed per week (by category) _JnIRD IT Security systems

• # of customer systems configuration anomalies opened + closed (potential - customer
time to closure)

• Average # of firewall sessions. (Accepted + dropped)

• CPU utilization and through-put of firewalls
• Utilization of VPN servers by # of average, max, min simultaneous users (PPTP,

Juniper IVE)
• Surf Control

o # of blocked attempts per category
o # of hits + # of users and utilization of other categories (Top 20 )

o # of hits + # of users + # of bytes transferred

9. Total Cost Summary and Cost Phasing by Month

Cost: $1 ;322,090.47
Maximum Award Fee $ 84,887.88
Total Cost: $1,406,978.35
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1. Task Order Number/Title

JETS-OPS09-1M-02 - Technical Assistance

2. Technical Monitor Representative (TMR)

Primary: Annette Moore/IM
Alternate: John Flood/IM

3. Narrative Task Description

The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM -
5:00 PM in order to accomplish successful day-to-day operations as detailed below.

All data generated through this contract/task order is non proprietary and is the property of the
Government. The data, as well as any required tools to access the data, shall be made available
to the Government

The Contractor shall be responsible for supporting IRD Management tasks and activities, in
accordance with JETS SOW area 6.0, including, but not limited to the following:

a. Exhibit 300 Support
The Contractor shall support both JSC and KSC in activities resulting in passbacks for FY 10
from OMB. This will include addressing and correcting issues brought on by submitted data.

The Contractor shall be responsible for consulting on the FYI 1 Exhibit 300s that will be

representing JSC to NASA Headquarters and if necessary, the Office of Management and
Budget. The Contractor shall be responsible for quality control review on all of the associated
documentation and submittal. This task is for consultation only and does not include data entry

into the Agency's Investment Management System.

1) The Contractor shall assess the Johnson Space Center (JSC) and Kennedy Space

Center (KSC) organizations' developed Exhibit 300s for a comprehensive product
(preliminary review with comments and recommendations, and offer best practice
solutions, where needed). The Contractor shall provide recommendations on the

preparation and integration of a comprehensive submittal to NASA Headquarters.
The Contractor shall provide additional Exhibit 300 review support and additional
recommendations in response to NASA Headquarters review and various ad hoc

inquires through submittal and pass-back process with Office of Management and
Budget (OMB).

2) The 7 planned Exhibit 300s for JSC SOMD include:
a. Flight Operations

b. Integrated Planning System
c. Mission Control Center

d. Software Development/Integration Laboratory, JSC

e. Space Shuttle Program Flight Software
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f. Space Shuttle Program Integration
g. Space Station Production Facility

3) The support for the SOMD Exhibits at JSC do not require any travel.
4) The 5 planned Exhibit 300s for KSC includes:

a. KSC Space Shuttle Program Ground Operations
b. Launch Control System

c. Integrated Logistics
d. Shuttle Processing Support

e. LX (Constellation):GroundOperationsCommand& Control
5) The support fbr the KSC Exhibits may require travel.
6) The contractor should plan for the development of two new Exhibit 300s for SOMD;

one of which is for JSC and the other KSC (LX (Constellation): Ground Operations

Command &Control). As requirements for Exhibit 300s vary based on the phase the
/

proposed investment is in Of the investment life cycle (e.g., development, steady state
or mixed lifecycle), the complexity and level of eflbrt of the Exhibit 300 would be

greater on investments in the development stage versus steady state.
7) The planned Exhibit 300s for ESMD are not currently defined. If requirements are

added to include the development of Exhibit 300s for ESMD, it will be completed

through a modification of this Task Order.

b. Configuration Management
The contractor shall provide implementation support for a configuration management (CM)
operation which at a minimum, contains the requirements for identifying, reviewing, controlling,
and auditing configuration items which may require the creation ofa CM receipt desk or
capability. The scope of the support will include the configuration management responsibility as
defined in the IRD Configuration Management Plan, the charters and procedures for the boards
currently supported such as the Network Access Control Board (NACB), Waiver Status,
Application Control Board (ACB), Birds of a Feather (BOF), Organizational Computer Security
Officials Meeting (OCSO), Information Technology Steering Council (ITSC), and the C&A
Status Meeting. The deliverables _br this support are requirements, proposed solutions and cost
estimates for the establishment of the operations described above.

The IRD CM Plan can be fbund at the following link;

htto://stic.j_nasa.gov/dbase/isogOOO/docs/IA/master.htm • The governance structure will likely
include the following boards and councils: JSC Operations Forum, JSC IT Steering Council, JSC
IT Operations & Integration Board, and the IRD Control Board (ICB).

c. IRD administrative support
The Contractor shall be responsible for administrative support for IRD meetings, including, but
not limited to the:

Weekly
• Network Access Control Board (NACB)
° Waiver Status

Bi-weekly
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• Application Control Board (ACB)

Monthly (or as needed)
• Birds of a Feather (BOF)

• Organizational Computer Security Officials Meeting (OCSO)
• Information Technology Steering Council (ITSC)
• C&A Status

The Contractor may be requested to support ad hoc meetings which will be coordinated with the
TMR or Alternate TMR on a case by case basis.

The Contractor shall be responsible, at a minimum, for creating agendas (through civil sere'ant

input); writing minutes, posting approved minutes, tracking action items; supporting the
definition, documentation and implementation of process flows and charters for the supported

IRD meetings.

The Contractor shall also be responsible for tracking data related to management support such as

the timeliness of handling customer funded Change Requests (CR's). CR processing shall be per

the IRD Configuration Management Plan, JSC 29173. The IRD CM Plan can be tbund at the
following link; http://stic.jsc.nasa.gov/dbase/iso9OOO/docs/IA/master.htm. For JATS, the
Contractor shall be responsible for entering and tracking actions received from the CIO's

Actions Registry.

d. Network Access Control Board (NACB) Support
The Contractor shall be the primary focal point with the various Service Request (SR) writers
and customers for NACB information and processes. The Contractor will work with customers

in helping them understand and fbllow the processes defined by the NACB including, but not
limited to:

1. Describe minimum technical requirements for SR's that come through the NACB
to customers

2. Coordinate interaction between customers and NACB board members regarding

technical requirements fbr the Service Request (SR).
3. Coordinate with Customers and NACB voting members fbr time critical Service

Requests (Known as Type II SR's)
4. Manage the NACB SR database (includes agenda, minutes, etc.)
5. Re-scheduling SR's with interim approval to return to the NACB

The Contractor shall be responsible for the enhancement and maintenance of NACB tools,

including the Service Request (SR) expiration process.

e. Website Registration Process for JSC
The Contractor shall be responsible fbr the website registration process. Specifically:

1. Enhance & manage Web site registration system and process
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2. Act as the primary interface between customers and the Applications Control
Board (ACB) by helping them to understand the website registration policy and
processes.

3. Manage user accounts on LIFT Machine (Server based tool tbr checking 508
compliance in Web sites)

4. Review and provide recommendation tbr approval of the LIFT scan results for
Web site registrations

5. Ah-hoc reports
6. Track and report center's progress toward 100% of the yearly website

registrations.
7. Section 508 Support

The contractor is required to provide Section 508 support. Such support includes
overall knowledge and understanding of Section 508 and the related compliance
requirements, which extends to knowledge of the standards and all related
subparts. The contractor is required to provide technical support, counsel and
guidance across the Center to ensure Agency compliance, and is expected to assist
others in understanding what is required to ensure Section 508 compliance.

The Contractor also assumes the role as the JSC Section 508 Coordinator and is
responsible for duties related to this function. This requires staying abreast of and
knowledgeable of the latest tools, technology, and methodology for ensuring
Section 508 compliance across the standards.

The Contractor shall be responsible for the enhancement and maintenance of tools, including the
JSC Web Registration process and the migration of JSC data to the agency solution for tracking
website registration.

The Contactor shall track monthly metrics associated with website registration including:

a) Number of accounts on the LIFT machines
b) Number ofwebsite awaiting registration
c) Number ofwebsites completed registration process
d) Number of websites awaiting registration due to export control signoff

f Supporting IRD's change management process.
The Contractorshall be the IRD central "clearinghouse" tbr routing, tracking andproviding
statuson all CR's submittedto IRD, includingdeterminingthe intendedcontrol board or
managementforum, andtrackingassociated actions. CR processing shall be per the IRD
Configuration Management Plan,JSC 29173.

g Waiver Tracking and Reporting
The Contractorshall be responsible forrouting, tracking,statusing / reportingon waivers
submitted to / processed through IRD. Support to this task will encompass implementing waiver
requirements per the direction of the Customer. Duties will include developing and updating
waiver templates / tbrms as appropriate, implementing requirements for the waiver process,

JETS-OPSO9-1M-02 5



JSCEnablingTechnologyandSecurity (JETS)
NNJ04JA53C

tracking all waivers, maintaining the current status of waivers, and reporting on the waiver
status.

In conjunction with maintaining the waivers, the contractor shall ensure the waiver status on the
IRD website is current and reflects the most up to date status. The contractor will also make

changes to the waiver content as directed by the customer.

h. Capital Planning and Investment Control (CPIC) support
The contractor shall support the JSC CPIC process by working with JSC organizations to collect
the needed data, if required, entering the data collected from center organizations into the the

Agency's Investment Management System application, verifying the accuracy by reconciling
fields to input sources, and understanding the formulas upon which calculated fields are

populated. Data entry will be based on information provided in spreadsheets and other types of
reports. Coordination with HQ and Center personnel is required to clear up discovered
discrepancies.

i. Information Resource Management - IT Planning support
The contractor will support the JSC IT planning process by working with the JSC organizations
to develop their yearly IT plans in conjunction with their CPIC inputs. Once the 1T plans are
submitted and approved by the JSC CIO, the contractor will track the organizational adherence

with the plans during the rest of the year. The contractor shall maintain accurate records of the
Change Requests that are routed thru the office.

j. Privacy Act support
The contractor shall support the center in the development, submittal, and management of
Privacy Act Assessments (PAAs). The contractor will assist customers with completing their
Privacy Impact Assessments (PIAs), archive completed PIAs, and assist the JSC Privacy Act
Manager (PAM) with completing data calls from HQ by developing the needed questionnaires
and other data sources, coordinating with JSC organizations in supplying the resulting data,

consolidating the final data into a JSC report for final approval by the JSC PAM and CIO.

k. IT asset tracking support
The contractor shall work with the JSC IT Asset Manager to support data calls, draft quarterly

updates of the software inventory, determine organizational allocations of invoices quarterly,
track PRs and POs generated by the organizations to pay for software licenses.

I. Technical Assistance for Organizations
The intent of the required tasks described in this section is to have the contractor take
responsibility for the necessary actions to ensure the organization's systems are in compliance
with tT security requirements. This includes:

1) identifying and documenting existing controls;
2) identifying additional controls and procedures required to satisfy IT security

requirements;
3) developing security plans, risk assessments, and contingency plans to address any

identified risks; and

4) ensuring that the systems are in compliance with IT security requirements.
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The contractor shall provide technical and administrative support for intbmaation technology
activities and infrastructure for the following JSC organizations

a. AA - Office of the Director

a. AB - Office of Deputy Director of JSC
b. AC - Associate Director (Management)
c. AJ - Office of Equal Opportunity and Diversity
d. AL- Office of Chief Counsel

b. AD - External Relations OlTlce
a. AE- Education Office
b. AP - Office of Communications & Public Affairs

c. AT - Technology Transfer & Commercialization Office
c. AH ---Human Resources Office

d. JA - Center Operations Directorate
e. BA - Office of Procurement

Tasks include:

l) Represent the organization to the JSC Information Resources Directorate in all
matters relating to IT security, development of ITAs with IRD, implementation of IT

security upgrades and changes to systems operated by the organization. This includes
the normal OCSR duties and representation at required IT meetings and boards to

assure compliance with all IT security and reporting requirements.
2) Prepare responses for data calls, annual IT Plans, inventories of systems and similar

activities for IT systems operated by the organization. (Security OCSR, Capital
Planning Investment Control (CPIC), IT Planning, etc.)

3) Develop a detailed understanding of the function and operating details of the
information technology systems maintained by the organization. Apply expertise in
information technology and knowledge of IT management requirements to ensure that

the organization is responsive to all IT reporting and IT security implementation
requirements, developing and shepherding through the approval process all of the

organization's IT plans for C&A (Certification and Accreditation).
4) Establish system security baselines and maintain responsibility tbr ongoing

monitoring of security controls for organization's IT systems, assuring a continuous
state of compliance with all 1T security regulations and requirements.

5) Provide periodic reports to organization managers on the state of regulatory
compliance, plan development and approval status and sigmificant issues relating to
IT management.

OCSR's do not have the policy-making role and responsibility of an Organizational Computer

Security Official (OCSO) because they are not a civil servant. The OCSR is to provide
assistance in creating and implementing policy; however, organizational management must

approve policy. OCSR tasks include, but not limited to the following:
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The Contractor shall bc responsible for pertbnning OCSR tasks and activities, in accordance
with NPR 2810, as revised and JETS statement of Work (SOW) Section 6.0.

1) Developing a management control and communications process to ensure that
the organization's I/T security program is implemented consistent with the
current edition of NPD 2810.1.

2) Serving as the organization's representative to the JSC I/T Security Committee,

representing the organization's director or office chief on all I/T security
matters, and coordinating that organization's vote on matters of lift security

policy.
3) Reporting suspected I/T security incidents to the ITSM and the organization's

director or office chief.

4) Reporting periodically to the ITSM and the orgamzahon, director or office
chief on the status of I/T security planning in that organization.

5) Reviewing annually the IT Security Plans tbr the organization's systems.

6) Submitting electronic and printed copies of each I/T Security Plans to the
ITSM. If the contingency plan is set out in a separate document, that document
must also be submitted to the ITSM since it is an integral part of the security

plan.
7) Serving as the organization's representative to the Network Access Control

Board unless the organization has named another individual to be the

representative.

The contractor shall provide technical and administrative support for certification &
accreditation activities for JSC as follows:

1. Continuous Monitoring

• The contractor shall provide support in the development of C&A related templates

and procedures in support of the continuous monitoring process. The contractor shall
provide technical advice and support to JSC security plans in conducting continuous
monitoring, which shall include annual security control testing. The contractor shall
maintain a C&A continuous monitoring status matrix detailing the JSC security plan

status for monthly reporting.

2. JSC Common Controls
• The contractor shall be responsible for updating JSC and WSTF common control

compliance annually the latest NIST SP800-53.

3. JSC Security Certification
• The contractor shall assist the JSC CAO pertbrming security plan certification and

accreditation. The contractor shall provide technical guidance to organizational

security officers during security implementation and test activities.

4. POA&M
• The contractor shall maintain a JSC POA&M database and verify data integrity on a

continuous basis• The contractor shall manage the POA&M closure process,

including ensuring that ISSO / OCSO are cognizant of POA&M due dates,
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peribrming POA&M closure verification reviews, and retaining relevant evidence.
The contractor shall provide monthly POA&M status to the CAO.

5. NACB C&A Compliance
• The contractor shall serve as an alternate tbr the JSC CAO as a voting member of the

JSC Network Access Control Board (NACB) if needed and follow up on any C&A
related SR issues.

6. Customer Service
• The contractor shall provide consulting advice to JSC security officers on the

tbllowing matters:
o POA&M closure completion requirements

o Creating and completing C&A documents
o Guidelines on implementing and assessing security controls on a regular basis

m. Policy Support
As required, the contractor will be responsible for providing support to activities related to IT
Policy. Such support may be in the tbrm of assisting in developing and updating policy, assisting
in the review of policy, and assisting in activities to ensure policy compliance. The contractor
will assist the customer in monitoring controls related to policy and identifying and reporting

metrics, as required, in support of IT Policy.

n. Management Functions
The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively pedbrm and manage the work detailed in
this Task Order, the contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations
3.5 Facility Management

3.6 Property Management
3.7 JETS Metrics

4. Key Schedule Milestones / Completion Date

The services in this task order shall be performed from October 1, 2008 through September 30,
2009.

5. Deliverables Required

• Comprehensive analysis of Exhibit 300s for completeness and quality including
assistance in interpreting OMB (Office of Management and Budget) and NASA

JETS-OPSO9-1M-02 9



JSC EnablingTechnologyandSecurity (JETS)
NNJ04JA53C

Headquarters guidance and providing suggested boiler template language to
organizations tbr Exhibit 300s.

• The deliverables consist of analysis for multiple completed Exhibit 300s and

supporting documentation.

• Agendas, minutes, action item reports for supported meetings

• Draft process flows and charters for supported activities

• The contractor shall provide weekly status to the Deputy Chief Information Officer

(D-CIO) to address potential changes in assumptions and methodology, current

accomplishments and finding, and external issues that may hinder the advanced
development.

• Monthly report on the Number of accounts on the LIFT machines.

• Periodic status to ITSM on organization's security plans

• Monthly and Quarterly Waiver Metrics fbr the prospective boards.

• Security Plans for organization's that are covered by Section k

• Section k - Complete systems certification and accreditation documents, control
validations, and the required submission package. This should include:

1. IT Security control cheek list, using NIST 800-53, with system control
validations and detailed control narratives

2. Process analysis and procedures development to address any identified IT
security control weaknesses

3. Risk assessment to identify organizational mitigated risks, accepted risks,
and residual risks

4. Development of a security plan for each system with detailed system
control baselines with refi_rence to evidence

5. Applicable contingency plans

6. Applicable system development life cycle plan
7. Ongoing monitoring plans to ensure the organizational systems are in

compliance with quarterly and annual certification requirements

6. Training

The Program Manager shall coordinate all training requests via e-mail with the COTR or his/her

designee prior to expenditure of funds.

7. Special Requirements

The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items

pertaining to this task order. The Contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system, Data that contains sensitive information can be processed
outside of the JATS system.

Expert knowledge of and skill in using the Microsoft Office suite with emphasis on Excel and
Access is required.

Knowledge of and skill of NASA lntbrmation Technology Security Requirements and policies.
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Extended hours may be required and should be coordinated with TMR. Approval of over-time

can only be provided by the Contracting Ofilcer,

Travel may be required under this task order to assist in the development of the Exhibit 300
documentation. The Contractor shall anticipate three one-week trips to NASA Kennedy Space
Center.

Travel may be required for two one-week trips to NASA Kennedy Space Center for participation
in the annual IT Asset Management Conference, one-week for travel to Washington, DC

(Headquarters) to the IDEAS Conference fbr 508 Compliance, and one one-week trip to the
Glenn Research Center for the annual Privacy Act Conference.

8. Metrics

a. 100% On-time delivery of products per the due dates specified in referenced CPIC and IT
POP processes.

b. 100% meeting coverage.
c. Completed analysis of Exhibit 300 Submittals.
d. LIFT accounts created with 24 hours of receiving request 99% of the time.

e. Posting of meeting actions two working days after meeting 95% of the time.
f. Meeting minutes shall be available 2 working days after the meeting for NASA approval.

g. Posting of meeting minutes two working days from NASA approval 95% of the time.
k. 100% On-time delivery of Organization Security Plans.

9. Total Cost Summary and Cost Phasing by Month

Cost: $1,191,550.97
Maximum Award Fee $73,449.61
Total Cost: $1,265,000.58
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I. Task Order Number/Title

JETS-OPS09-IT-01 - System Administration and Sustaining Engineering

2. Technical Monitor (TMR)

Primary: Ruben Reyes (IT4)
Alternate: Hector Saenz (IT4)

3. Narrative Task Description

The Contractor shall perform system administrative and sustaining engineering functions on

IRD-managed systems as identified in the Information Resources Directorate (!RD) Inventory
Database and in accordance with JETS Statement of Work (SOW) areas 4.2.1, 4.3.1, and 4.3.3.
The contractor shall use best practices, as defined by leading software manufhcturers such as

Microsoft, Sun, Red Hat, etc, to maintain these systems at their optimal performance, maximum
availability, and security integrity.

The contractor shall be responsible tbr adding and deleting systems from the IRD Inventory
Database. The contractor shall be responsible for maintaining the accuracy of the data in this
database and notify the Government of any discrepancy. All changes to the database shall be in

accordance with baselined IRD configuration control documents, JSC 29173, IRD Configuration
Management Plan.

The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM -
5:00 PM in order to accomplish successful day-to-day systems administration functions.

The systems noted in this task order may be located within IRD or organizations located on-site
at the JSC facilities.

All data generated through this contract/task order is considered non-proprietary and is
the property of the Government. The data, as well as any required tools to access the
data, shall be made available to the Government.

3.1 Subtask 4.2.1 Systems Administration

3. I. 1 Production/Development Systems
The Contractor shall peribrm the tbllowing system administration functions:

o User account (USERID) administration
o Shared folder setup

o Access control rights management

o Daily review of system/security logs for issues. If a security issue is discovered, the

contractor shall immediately notify, by phone, the TMR, the IRD OCSM (organizational
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computer security manager), the COTR, and the IT Security Manager (ITSM) and fbllow upby email

o Data transmission among systems

o Creation and deletion of network printer queues
o System and data backups/restores

o Virus protection and scans. The system administrator shall ascertain that systems, assigned
to them, are patched against the latest vulncrabilities identified by the IRD Security Office
prior to the quarterly scan.

o The contractor shall perform problem identification/resolution and root cause analysis inaccordance w" ' " •
_th 1RD s corrective achon process

o Hardware and software upgrades (including operating systems, security vulnerability

repairs), as well as the installation, configuration, operation and maintenance of all assigned
software pertaining to Microsoft (MS) Windows Server software (such as NT, 2000, 2003,
etc), ORACLE, Prolntralink, NetlQ AppManager, Apache, MS SQL, MS IIS, Linux, andUnix systems

o Contractor shall be responsible for system retirements, including removing and excess old

equipment. Contractor shall be responsible for the replacement system build and deployment.
Any hardware/software acquisition may be initiated under a separate task order or task orderrevision.

o Comply with all current JSC IT policies and procedures, including JSC 29638, the Server

Operations Management Plan (SOMP), JSC 29788, General Operating Procedures (GOP)
fbr B46 Central Computing Facility , and IRD's Project Management and ConfigurationManagement procedures

o Ensure that IRD management approves all information disseminated external to IRD;
o Maintain system performance of all systems in accordance with the performance and

availability requirements identified in the Information Resources Dircctorate (IRD) InventoryDatabase

o Maintain a thorough understanding of existing and emerging IT/Internet technologies by
training each system administrator in server related classes

In compliance with NASA Security policies, a requirement for continuous monitoring of C&A
systems will be performed on a monthly basis. A monthly meeting will be called to review the
security controls. Meeting minutes and presentations will be developed and reported to the IT
security of_ce. Refer to N1ST-800-37, paragraph 2.7 for further information.

3.1.2 IRD Lab Systems

The contractor shall perform IRD lab management duties. The duties are as fbllows:

• Act as the primary contact for management of the laboratory environment
• Load OS on servcrs/desktops.
• Patch OS servers/dcsktops.

• Manage and update antivirus software on all systems.

• Install/Maintain CIS Benchmarks on all required devices.

• Maintain tape backups of servers/desktops that currently require this service. (as specified in
Lab Request Form). This includes managing data backup application and tape rotation.
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• Pertbrm troubleshoot, repair (Call-in) and track hardware and software (O/S) problems
(excluding software applications).

• Coordinate any planned power and network outages with users.
• Manage the Lab software repository

• Track all lab activities in Government-provided database

• Report lab activities on a monthly basis.
• Generate Lab Metrics report.

• Once it is no longer needed, excess old equipment.

• Manage and schedule Lab resources in conjunction with TMR (TMR determines priorities)
* Assure all lab systems pass quarterly security scans

• Coordinate network testing with Lab Network Manager (IT2)

The system availability and return to service metrics for the lab systems will be relaxed and any
failure will be worked on a best-effort basis. Generally, hours of operation are fi'om 8:00 am

until 5:00 pm, Monday through Friday. After hours support will be limited to network or power
outages where certain systems will required to be brought back up after the outage.

3.2 Subtask 4.3.1 Systems Sustaining Engineering

The Contractor shall provide sustaining engineering for all systems identified in the lnfbrmation
Resources Directorate (IRD) Inventory Database. For hardware systems and stand-alone

equipment, sustaining engineering shall include preventive maintenance and repair, ordering of
replacement parts and spares, and system software and firmware updates under existing
maintenance warranties or Government-provided maintenance contracts.

The Contractor shall be responsible for coordinating, as required, with associated contractors to

ascertain potential impacts to the applications that are running on the IRD-managed systems and
to obtain TMR concurrence with an e-mail to the COTR fbr all scheduled hardware and software
upgrades, planned maintenance outages, break-fix repairs, and software patch installations. The

contractor shall provide patch management for all systems in accordance to I/T security
requirements and SOMP guidelines.

The Contractor shall provide online system status tbr all systems managed under this task order.
The Contractor shall provide full administrator level access to the Government and authorized
contractors fbr all systems managed under this task order as approved by the COTR or his/her
designee.

The Contractor shall maintain server and peripherals data in the IRD Inventory Database. This

includes all required fields of the database, which include serven" name, location, IP address,
point of contacts, NASA Equipment Management System (NEMS), and service tags or serial
numbers of all equipment in the system.

The contractor shall ensure that the server monitoring agent remains operational (i.e. collecting

data, generating events, monitoring server health, communicating with the server monitoring
infrastructure) on all JETS managed servers having that agent installed. In the case where agent
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issues involve the monitoring infrastructure, then JETS shall coordinate with the monitoring
infrastructure administrator.

3.3 Subtask 4.4.1 Systems Problem Resolution

The Contractor shall perfbrm and report problem resolution in accordance with JSC corrective

action procedure System Level Procedure (SLP) 4.14. The Contractor shall track, resolve, and
report on anomalies associated with systems.

The Contractor shall coordinate outages with affected customers as per the IRD standard
notification process as outlined in the Server Operations Management Plan (SOMP), JSC-29638
document.

The Contractor shall coordinate changes to the system configurations, with respect to C&A, with

the ISSO and OSCO. Configuration changes shall be documented for inclusion in the security
plan updates.

The Contractor shall attend weekly status meetings with the COTR or his/her designee. These
meetings will status the previous week's accomplishments, next week's planned tasks, and
technical, personnel, and budget issues. Corrective actions, if warranted, for issues shall be

discussed during this meeting. On the first weekly meeting of the month, the performance
standards, depicted in paragraph 3.7 of the SOW, shall be discussed along with plans for
improving the standards.

The Contractor shall perfi:)rm all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the Contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Performance Standards

A system administrator shall be required to demonstrate knowledge appropriate for those tasks.
This demonstration, referred to as the NASA System Administrator Security Certification, is a
NASA funded two-tier assessment to verify that system administrators are able to:
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• Demonstrate knowledge in system administration fbr the operating systems for which they have
responsibility.

• Demonstrate knowledge in the understanding and application of Network and Internet Security.

Certification is granted upon achieving a score above the certification level on both an Operating
System test and the Network and Internet Security Test. The Certification earned under this

process will be valid tbr three years. The NASA Chief Information Officer (CIO) has established
the criteria for this skills assessment. The objectives and procedures for this certification can be

obtained by contacting the IT Security Awareness and Training Center at (216) 433-2063. The

contractor shall register all system administrators through the IRD Organizational Computer
Security Manager (OCSM).

System Administrators shall also comply with personnel security investigations requirements as

specified in JPG 2810.1. The Contractor's system administrators shall acquire IT security
training in accordance with the JSC Policy Directive (JPG) 2810.1, JSC IT Security Handbook.

5. Training

The Contractor shall propose training for system administrators to maintain competency on the
assigned systems. The Program Manager shall coordinate all training request via e-mail with
the TMR and provide e-mail notification to the COTR prior to expenditure of funds.

6. Period of Performance

The services in this task order shall be performed from October l, 2008 through August' 31,
2009.

7. Deliverables Required

For systems identified in the Infurmation Resources Directorate (IRD) Inventory Database, the

contractor shall develop and maintain all deliverables and documentation as required by the
SOMP.

The Contractor shall provide a physical inventory plan per DRD 19.

The Contractor shall provide thcility layout and power distribution drawings per DRD 18.

The Contractor shall provide status reports per DRD 07.

The Contractor shall provide system accounting data as described in Systems Accounting Data
(ECF) (DRD-17) to be collected and summarized by user, organization, and program supported.
Additionally, the MSC/NASTRAN application shall be tracked in the same way.

The Contractor shall provide a hurricane plan per DRD 22.
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The Contractor shall provide metrics report per DRD 03.

The Contractor shall provide performance management and capacity plan per DRD-11.

The Contractor shall update and submit security plans for approval per DRD 14.

8. Special Requirements

At the direction of the TMR or COTR, work duties may be prioritize to satisfy an emergency
customer need. For example, installation of an emergency security patch fbr all servers by a
certain timeframe. This waives the three day customer notification requirement.

The Contractor shall utilize the JSC Action Tracking System (JATS) to track action items

pertaining to this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive infbrmation may be processed
outside of the JATS system.

9. Metrics

The Contractor shall provide monthly metrics on Customer Satisfaction, System Administrator
Productivity, System Availability, data restore time, time to repair hardware, and time taken to

return to service as specified in DRD-03 Metrics Reports. Availability metrics shall clearly
contrast a system's availability with unscheduled and scheduled outages.

Definition of the availability metric uses the following formula:

Principal Period of Performance (PPP) less unscheduled outages (UO) quantity divided by
Principal Period of Performance

or

Availability = ((PPP-UO)/PPP).

10. Total Cost Summary and Cost Phasing by Month

Cost: $2,173,186.52
Maximum Award Fee $143,583.28
Total Cost: $2,316,769.80
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1. TaskOrder Number/Title

JETS-OPS09-I;F-02 - Consolidated Infbrmation Resources Directorate (IRD) Storage Area
Network (CISAN) Administration - Consolidated Systems Management
(CSM)

2. Technical Monitor Representative (TMR)

Primary: Hung V. Luu/IT4
Alternate: Hector Saenz/IT4

3. Narrative Task Description

The Contractor shall be responsible for the administration, operation, and development for IRD
storage component of the CISAN Systems, as specified in the JETS Statement of Work (SOW)
Section 4.1.2, 4.2.2, 4.3.2 and 4.3.5.

The individual components of the CISAN include storage arrays, tape backup systems, virtual
tape libraries, master backup servers, media servers, fibre channel switches, related cables,
backup tapes, and the Storage management software as baselined in IRD Inventory Database.

The Contractor shall provision storage allocations per approved Service Requests (SRs) in the

Customer Service Systems (CSS) within 10 business days, including any access rights required,
if unallocated storage is available. If unallocatcd storage is not available, then provisioning shall
be completed within 10 business days of storage becoming available. The Contractor shall
prepare and submit any Outsourcing Desktop Initiative for NASA (ODIN) SRs for network
modifications or JETS SRs for Central Computing Facility (CCF) power or fiber modifications
needed to provision new requirements. All SRs must be approved by TMR.

The Contractor shall manage zoning on the CISAN thbric to maintain isolation between Storage
resources and their related end user systems. Any zoning required to enable provisioning shall
also be completed within the same I0 business days.

In addition, the Contractor shall maintain the configuration-managed architecture diagram of the
CISAN, as well as the configuration-managed document listing the hardware model numbers and
serial numbers of all CISAN components. This also includes the installation procedures,
applicable software license codes, reboot procedures, backup procedures, restore procedures, and
the procedures to open maintenance trouble calls.

The Contractor shall ibllow the IRD Configuration Management (CM) Project Management
process to make any approved changes of the baselined architecture. The Contractor shall
submit a Change Request (CR) to reflect the changes after the implementation within 7 business
days.
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The Contractor shall monitor the pertbrmance of the CISAN components using the Government-
supplied Symantec CommandCentral Storage, Symantec Veritas Backup Reporter(VBR), and
Symantec Micro Measure applications.

The Contractor shall collect CISAN perfbrmance data for trend analysis, and provide on-line
summaries. The Contractor shall submit a report that has the data parameters for trend analysis
to the TMR for approval 60 days after initiation of this Task Order.

The Contractor shall perform problem identification, resolution, root cause analysis (RCA), and
corrective action, if necessary. The Contractor shall submit a RCA report if an incident occurs.

The Contractor shall keep track of problem tickets that related to CISAN systems, and the TMR
has access to the intbrmation.

The Contractor shall backup and restore the systems and servers as defined in the IRD Inventory

Database per the Server Operations Management Plan (SOMP), JSC 29638.

The Contractor shall retain system security logs (Application, Security, and System) at least six
months.

The Contractor shall also keep monthly Disaster Recovery (DR) tapes off-site for 1 year.

The Contractor shall backup the Operating System, system states, and system services at least
monthly (and when modified).

The Contractor shall backup user/application data based on user requirements.

For data restoration, the Contractor shall restore the data based on the following formulas, in
addition to a two hour response window for the request during core business hours:

* Data backed up between ! day to 30 days ago. The minimum restoration rate is 2
hours plus 400 MB per minute.

• Data backed up between 30 days to 60 days ago. The minimum restoration rate is
24 hours plus 400 MB per minute.

• Data backed up more than 60 days ago. The minimum restoration rate is 48 hours
plus 400 MB per minute.

For example, if 10 GB of data was backed up within the last 30 days, then the restoration of that
data must be completed in 2 hours, 25 minutes, (2 hrs +10 GB*(2.56 min/GB)).

The Contractor shall pertbrm this task in compliance with configuration management, 508
compliance, export control, property control and saf?ety requirements as specified in the contract.

The contractor must adhere to the standard IRD practices and procedures as outlined in SOMP.

The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM -

5:00 PM Central Standard Time in order to accomplish successful day-to-day CSM operations.
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The Contractor shall provide support to the user community tbr issues that are related to the

CISAN, including receiving and documenting incoming calls and requests, handling CISAN-
related calls that are forwarded from associate contractors, and working directly with end-users

and associate contractors as required to resolve user-reported issues. Based on the current
environment, it is estimated that eight (8) hours per week are currently required for the
investigation and resolution of user-reported issues. The contractor shall respond to each call
within one (1) business hour.

The Contractor shall attend monthly status meetings with the COTR or his/her designee. These
meetings will status the previous month's accomplishments, next month's planned tasks, and

technical, personnel, and budget issues. Corrective actions, if warranted, tbr issues shall be
discussed during this meeting.

The Contractor shall attend weekly status meetings with the TMR for this Task Order,

The Contractor shall assist the Government in performing technical, security assessment related
to system changes and upgrades. The Contractor shall assist the Government in developing or

updating JSC Inibrmation Technology Security Plans related to Storage systems. The Contractor
Shall also be responsible tbr meeting the requirements of the I/T Security Plan including the
Certification and Accreditation (C&A) process, related to CMS systems.

The Contractor shall perform all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required sea'vices
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the contractor shall perform all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Period of Performance

The services in this Task Order shall be performed from October l, 2008 through August 31, 2009.

5. Training

The Contractor shall propose training _brpersonnel assigned to this task required to maintain
competency on the assigned systems. The Program Manager shall coordinate all training
requests via e-mail with the TMR and provide e-mail notification to the COTR prior to

expenditure of funds.
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6. Deliverables Required

The Contractor shall use Government provided software to produce online storage utilization,
backup, and recovery reports for JETS servers that are connected to the CSM components as
defined in the IRD 1T Inventory Database.

vF _

he Contractor shall provide online monthly reports on storage growth trend statistics to include

the amount of used storage, amount of available storage, and which organizations are using thestorage.

The Contractor shall provide a monthly summary report for any unplanned outages occurringduring previous month.

The Contractor shall maintain a physical inventory of the backup tapes and fibre channel cables

for the CSM systems. If additional tapes are required, the contractor shall purchase the tapes,
and cleaning cartridges to meet the requirements. All purchases must be coordinated through theTMR.

The Contractor shall maintain the system configuration of all CSM components which include

storage arrays, tape backup systems, virtual tape libraries, physical tape libraries, master backup
servers, media servers, and fiber channel switches.

If additional fibers are needed, the Contractor shall procure the additional fibers. All purchases
must be coordinated through the TMR.

The Contractor shall include availability metrics fbr the CISAN provided per Data RequirementsDocument (DRD) 03.

The Contractor shall include CISAN status reports provided per DRD 07.

The Contractor shall include CISAN performance management and capacity plan provided perDRD I 1.

The Contractor shall maintain a current Security Plan fbr the CISAN, as specified in DRD 14 IT
Security Plans.

The Contractor shall include saf%,uards for the CISAN in the hurricane plan provided per DRD17.

The Contractor shall include the CISAN components in the fiacility layout and power distribution
drawings provided per DRD 18.

The Contractor shall include the CISAN components in the physical inventory plan submittedper DRD 19.
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The Contractor shall provide a weekly summary report for the status of server backups for all
JETS-maintained servers, and tape usage per Data Requirements Document (DRD) 21.

The Contractor shall update the CtSAN components firmware and software in accordance with

the JSC Information Technology Security Handbook, JPR 2810.1, and System Operations
Management Plan, JSC 29638, guidelines.

All data generated through this Task Order is non proprietary and is the property of the
Government. The data, as well as any required tools to access the data, shall be made available
to the Government,

7. Special Requirements

At the direction of the TMR or COTR, work duties may be prioritize to satisfy an emergency
customer need. For example, installation of an emergency security patch for all servers by a
certain timeframe. This waives the three day customer notification requirement.

The contractor shall utilize the JSC Action Tracking System (JATS) to track action items

pertaining to this task order. The contractor shall evaluate the sensitivity of all data prior to
submission into the JATS system. Data that contains sensitive intbrmation can be processed
Outside of the JATS system.

8. Metrics

The Contractor shall provide monthly Customer Satisfaction and System Availability metrics as

specified in DRD 03 Metrics Reports, and other reports as defined in Section 6. Availability
metrics shall clearly contrast a system's availability with unscheduled and schedule outages.

9. Total Cost Summary and Cost Phasing by Month

Cost: $410,846.63

Maximum Award Fee $24,229.44
Total Cost: $435,076.07
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1. Task Order Number/Title

JETS-OPS09.1T-03 - Network Pertbrmance Monitoring

2. Technical Monitor Representative (TMR)
1T2/Jose A. Nunez-Zapata

3. Narrative Task Description

The Contractor shall provide the Government with assessment, definition, planning,

implementation, analysis, administration and ongoing operations of the Network Engineering
group network traffic monitoring systems in accordance with SOW 4.4.

The Contractor shall pertbrm network traffic monitoring, network traffic analysis, network

testing and network troubleshooting on the Johnson Space Center Integrated Network System
(JSC INS) which includes the Isolation Network and the Wide Area Network (WAN) Interface.
Upon request, the Contractor shall monitor traffic and analyze other on-site networks. Data

obtained from the monitoring process shall be analyzed and arehived to provide historical
statistics and data fbr trend analysis. Graphical reports of this data shall be generated and

presented to appropriate personnel as requested by the COTR or his/her designee.

The Contractor shall perform hardware and software requirements definition and operations for
new network traffic monitoring, network traffic analysis, modeling, and management systems.
The Government estimates 3 hardware or software monitoring system changes shall be

implemented during performance of this task order. In addition, the Contractor shall develop and
meet project schedules fbr the implementation of the new systems. Schedules shall be
coordinated with the COTR or his/her designee.

The Contractor shall monitor traffic. Monitoring shall be accomplished through the use of(but
shall not be limited to) the following systems:

• Niksun NetVRC 3.0 (2 units) ....

• Solarwinds/Orion Network Performance Monitor (1 unit)
Big Brother BB4 (1 unit)

o Nagios Monitoring

o Multi Router Traffic Grapher (MRTG)
* NetOptics Tap (3 units)

• Out of Band Monitoring Network (OOBMON)

a Gigamon, GigaVUEs and Fluke Network, Link Analyzers

The Contractor shall perform assessment, analysis and troubleshoot issues regarding network
traffic monitoring tools and their respective operating system (Windows NT/2000/2003/XP,
Unix and Linux).

The Contractor shall maintain a thorough understanding of existing and emerging IT lntemet
technologies by providing training to each network analyst in the appropriate classes in order to
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develop solutions to implement customer's requirements. In addition the Contractor shall

propose new ideas in which the JSC Network Traffic Monitoring. Management and Operationscan be improved.

The Contractor shall provide technical support to review boards such as the Network Access

Control Board (NACB), the lntbrmation Resources Directorate Control Bom'd (IRD ICB) and
others as necessary to provide technical expertise fbr project design alternatives, provide status
of the project implementation, and ensure all project tasks are meeting milestones. The

Contractor shall assist the Government in preparing presentations in support of the abovementioned boards.

The Contractor shall meet with technical, managerial and computer security personnel from

customer organizations to understand and report on detailed computer network connectivityrequirements.

The Contractor shall comply with all JSC IT policies and ensure that IRD management approves
all information betbre it is disseminated externally.

The Contractor shall maintain personnel onsite Monday through Friday, 8:00 AM - 5:00 PM
excluding federal holidays in order to accomplish successful day-to-day operations of the
network traffic monitoring, analysis, modeling and management systems listed above. In

addition, the Contractor shall provide 24/7 on-call support for all security related incidents which
may adversely affect the JSC institutional network. The 24/7 on-call support shall be
accomplished via a Government-provided pager.

The Contractor shall provide support to the network engineering team for issues that are related
to the network connectivity, including documenting requests to troubleshoot network

connectivity issues, and working directly with end-users and associated Contractors as required
to resolve them. In addition, the Contractor shall provide an electronic report documenting
issues, data gathering, analysis results and recommendations within five (5) business days of
initial data capture. For issues in which the five (5) business day metric is not met the Contractor
shall provide a rationale fbr not meeting the metric.

The Contractor shall respond (make contact with the customer, gather the problem description
and schedule time tbr monitoring) to each troubleshooting request within one (1) business day.

The Contractor shall monitor network traffic on a daily basis using the network traff]c

monitoring tools provided by IRD. In addition, the Contractor shall investigate and report any
traffic anomalies tbund to the COTR or her/his designee within four (4) hours.

The Contractor shall provide any necessary materials (e.g. fiber patch cables, labeling materials)
needed tbr the completion of work on this task order. The Program Manager shall coordinate

material purchase requests via e-mail with the TMR and provide e-mail notification to the COTR
or his/her designee prior to expenditure of funds.
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The Contractor shall perfbrm all the management functions, including technical and business

management, necessary to plan, implement, track, report and deliver the required services
described in this Task Order. In addition, to effectively perform and manage the work detailed in
this Task Order, the Contractor shall perfbrm all the Contract Management functions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3.1 Sat_ty, Health and Environmental Compliance
3.2 Quality

3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

All data generated through this contract/task order is non proprietary and is the property of the
Government. The data, as well as any required tools to access the data, shall be made available
to the Government.

4. Period of Performance

The services in this task order shall be performed from October 1, 2008 through August 31,2009.

5. Deliverables Required

The Contractor shall provide project status, as specified in DRD-07 Contractor Status Report.

The Contractor shall communicate user problem requests to the TMR and provide status on
efforts spent analyzing and resolving the issues.

The Contractor shall develop and submit a weekly electronic report using the network traffic
monitoring tools provided by IRD, with daily traffic statistics for the distribution layer network
links. The report shall be available by Monday close of business day. The report shall contain
the ibllowing metrics data. This report is subject to change based on requirement needs.

Data Communications Metrics

• Device Availability: is measured in terms of lost service connections as a percentage of
the total network devices

o Percentages will be coded according to severity Green (everything is OK), Yellow
(several devices were down) and Red (major Network problem)

• Green -- 100% > Device Availability Metric > 98%
• Yellow - 98% > Device Availability Metric_> 95%
• Red - Device Availability < 95%

,_ Traffic Integrity: is measured at the distribution layer in terms of the parameters l_elow:

o Daily Number of Network Sel:,nnentswith Frame Discards vs. total segments
o Daily Number of Network Se_nnents with Frame Errors vs. total se_nnents
o Daily Number of Network Segments with over 60% Bandwidth Utilization

Averaged over Five Minutes vs. total segments
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• Percentages will be coded Green (everything is OK), Yellow (several
devices were down) and Red (major Network problem)

Green - 0% < Traffic Integrity Metric < 2%

Yellow - 2% < Traffic Integrity Metric _<5%
Red - Traffic Integrity Metric > 5%

• Response Time: Number of Instances fbr which Packet Delay between B46 and
all distribution layer network devices is greater than 25ms

o Data will be coded according to severity Green (everything is OK), Yellow
(several devices were down) and Red (major Network problem)

• Green - 0 _<Response Time _<5

• Yellow - 5 < Response Time < I 0
• Red- Response Time Metric > 10

In addition any traffic anomalies found during that week shall be documented in this report.

The Contractor shall provide an electronic report per support task assigned by the network
engineering team documenting the issue, data gathering, analysis results and recommendations

within five (5) business days of initial data capture, unless otherwise directed by TMR.

6. Training

Training shall include attendance by one individual at an annual network training/conference
(Cisco Networkers). The Program Manager shall coordinate all training request via e-mail with
the TMR and provide e-mail notification to the COTR prior to expenditure of funds.

7. Special Requirements
None

8. Metrics

Network traffic report shall be delivered close of business day each Monday 95% of the time.

The analysis report shall be delivered within five (5) business days 95% of the time.

9. Total Cost Summary and Cost Phasing by Month

Cost: $103,547.13
Maximum Award Fee $6,362.71
Total Cost: $109,909.84
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I. Task Number/Title

JETS-OPS09-IT-04 Maintenance Agreements and License Renewals

2. Technical Monitor Representative (TMR)

Primary: Robert Brasher/IT4

3. Narrative Task Description

Tile Contractor shall track hardware warranties and software licenses, renewal of hardware

maintenance, software licenses, and software support contracts, for the systems specified in the
Information Resources Directorate (IRD) IT Maintenance Database. The Contractor shall also

negotiate and establish maintenance agreements and software license and support renewals with

the vendors and report status of this activity per DRD-07 (Contractor Status Report). This task
order shall be acComplished in accordance with Statement of Work element 4.3.5.

Additional hardware and software may be added and deleted during the term of the task order.
The Contractor shall ensure additions and deletions are posted to the IRD IT Maintenance

Database within 7 calendar days from the receipt of an approved IRD Service Request (S R) in
the Customer Service System (CSS) and concurrence from the TMR of this task order.

The Contractor shall provide a point of contact for IRD customers to coordinate the maintenance
schedules. This includes stand-alone equipment and software located in the IT Maintenance
Database under the JETS Non-IRD EA, and JETS Non-IRD JA systems.

The Contractor shall perfbrm all the management functions, including technical and business

management, necessary to plan, implement, track, report and deliver the required services
described in this Task order. In addition, to effectively perform and manage the work detailed in

this Task order, the contractor shall perform all the Contract Management fhnctions detailed in
Statement of Work area 3.0 Contract Management and Administration:

3. I Safety, Health and Environmental Compliance
3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management

3.6 Property Management
3.7 JETS Metrics

4. Performance Standards

None.
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5. Period of Performance

The services in this task order shall be perfbrmed from October 1, 2008 through August 31,2009.

6. Deliverables Required

The Contractor shall provide a Maintenance Agreement and License Renewal Plan for assigned
items listed in the IT Maintenance Database per DRD-01 (Management P/an).

The Contractor shall provide monthly reports on License Renewal and Maintenance agreement
changes for the hardware and software in the IT Maintenance Database. These reports shall
include the amount of non-labor cost for each of the tbllowing systems:

Engineering Computation Facility MA, OA
CFO Systems LA
IRD IT Security Systems IA
IRD CSS/CR945 IA
IRD Web IA
NetlQ IA
Consolidated Systems IA
CSM IA
NASAPOST IA
Network Miscellaneous IA

DDMS/EDCC IA
Imagery Systems IA
PAO Systems AP
JSC Search IA

EOC JA
EA Org EA
JA Org JA

The Contractor shall provide monthly reports on the 30-60-90 day maintenance

agreement/license renewal plan for review at a joint NASA/J ETS meeting.

7. Training

The Program Manager shall coordinate all training request via e-mail with the TMR and provide
e-mail notification to the COTR prior to expenditure of funds.

8. Special Requirements

The Contractor shall utilize the JSC Action Tracking System OATS) to track action items

pertaining to this task order. The Contractor shall evaluate the sensitivity of all data prior to
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submission into the JATS system. Data that contains sensitive intbnnation can be processed
outside of the JATS system.

9. Metrics

On a monthly basis, the Contractor shall report metrics specifying
1. Number of licenses and maintenance agreements renewed on time.
2. List of licenses and maintenance agreements renewed on time.
3, Number of licenses and maintenance agreements not renewed on time,
4. List of licenses and maintenance agreements not renewed on time.

The Contractor shall achieve 100% on time completion of software license renewals and

hardware maintenance agreements before expiration of current agr_ments.

10. Total Cost Summary and Cost Phasing by Month

Cost: $1,279,382.18
Maximum Award Fee $5,704.39
Total Cost: $ i ,285,086.57
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1. Task Order Number/Title

JETS-PMO09-01 - Program Management Office (PMO) Contract Management and
Administration

2. Technical Monitor Representative (TMR)

Primary: Ruben Reyes/IT
Alternate: Juan Galvez/IT

3. Narrative Task Description

The contractor shall perfbrm all the management functions, including technical and business
management, necessary to plan, implement, track, report and deliver the required services
described in the JETS Statement of Work (SOW). The Contractor shall manage the full system

]if_ cycle for JETS systems, including design, acquisition, operations, and maintenance for
current, modified, and new systems identified under this contract in accordance with the NASA
approved Management Plan (DRD-0 I).

All data generated through this contract/task order is considered non-proprietary and is the
property of the Government. The data, as well as any required tools to access the data, shall be
made available to the Government.

3.1 Safety, Health and Environmental Compliance

The Contractor shall ensure the protection of personnel, property, equipment, and the

environment in all Contractor products generated and activities undertaken for institutional and

space flight program objectives.

The Contractor shall comply with a NASA-approved safety, health and environmental
compliance plan as specified in DRD-06 (Safety, Health and Environmental Compliance Plan).
The Contractor shall develop and implement risk management techniques, including risk

assessment, to be applied to hazards identified from analyses of activities and products (DRD-01
Management Plan). The purpose of these risk management techniques is to eliminate or control

hazards as specified in NASA hazard reduction policies and requirements. The Contractor shall
develop and maintain a lessons-learned database per DRD-12 (Safety, Reliability and Quality
Assurance [SR&QA] Lessons Learned). Monthly safety and health metrics shall be provided per
DRD-13 (Sat_ty and Health Metrics). The Contractor shall also provide a hurricane/severe
weather plan as specified in DRD-17 (Hurricane/Severe Weather/Emergency Plan) and conduct
and safety and health sell-evaluation per DRD-15 (Safety and Health Program Self Evaluation).
"['he Contractor shall establish and maintain a Quality Management System (QMS) that complies

with ANSI/ISO/ASQC Q9001-2000. Alternately, the Contractor's QMS need not be certified if

the Contractor proposes to follow the JSC quality system in its entirety.
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The Contractor shall pertbrm safety walk-throughs, report safety issues, and address and resolve
close calls, under floor alarms, and facility outages.

3.2 Information Technology Security

The Contractor shall ensure that security plans and managed, updated and submitted fbr approval

per DRD 14.

3.3 Information Technology (IT) Capitol Planning and Investment Control (CPIC)

Planning

TBD I

3.4 Quality

The contractor shall comply with its documented Quality Processes (DRD-09, Quality Processes
- Procedures). JSC will review these documents to ensure they do not conflict with the JSC
quality management system. The contractor shall submit and comply with the Government
approved Quality Plan as required in DRD-05 (Quality Plan).

3.5 Records Management

NASA-owned, Contractor-held records, regardless of physical format and as identified in task
orders, shall be managed by the Contractor in accordance with Title 36 of the Code of Federal

Regulations, Chapter XIIB, Records Management and NASA Policy Directive (NPD) 1440.6,
NASA Records Management Program. The Contractor shall maintain records appropriately and
administer the disposition of records and non-records in accordance with NPG 1441.|, NASA
Records Retention Schedules, which has been approved by the CO and the National Archives
and Records Administration. The Contractor shall provide details concerning on-site personnel

per DRD-10 (Reports, Onsite Contractor - Headcount).

3.6 Work Authorizations

The CO authorizes work via Task Orders. In addition to requirements identified in the SOW,

Task Orders will specify requirements, indicate schedules and identify required quality levels.

3.7 Facility Management

The Contractor shall be the alternate facility manager of Building 46. This requires performing
electrical management, initiating and tracking implementation of thcility requests, pertbrming
safety inspections, and coordinating installation and removal of systems. While performing
facility management functions, the contractor shall adhere to the Center Operations Directorate
(COD) Facility Manager Handbook and the Roles of a Facility Manager located in Attachment J-
3, Technical Library. For other facilities where the contractor has responsibility tbr equipment,
but is not the facility manager, the contractor shall comply with safety and facility rules,

restrictions and guidelines.
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3.7.1 Facility Layout Drawings

The Contractor shall conduct weekly inspections of Building 46 to determine modifications to

the layout of the facility. Modifications observed during the weekly inspections shall be
compiled and documented in both the electronic and hard copy facility drawings. Facility
Layout Drawings shall be provided and maintained by the contractor as specified in DRD-18

(Facility Layout Drawings).

3.7.2 Electrical Management

The Contractor shall perform installation of new circuits for computer systems as required to
accomplish the work defined in the Task Orders. The Contractor shall coordinate and schedule
higher voltage (480 volts and above) circuitry work with the JSC COD Facility Engineering
Electrical Branch. Coordination and scheduling activities shall include initiating and tracking
facility modification requests for electrical work. Prior to installation or removal of server
systems or network devices, the Contractor shall perform power resource analysis to assure

proper electrical power balancing across power distribution units, uninterruptible power supplies,
and the overall grid system for building 46. The contractor shall also provide power distribution

drawings per DRD JETS-18, Facility Layout Drawings. The Contractor shall perform and record
monthly preventive maintenance (PM) on power distribution units, power panels, alarm systems,
as well as all security and safety lighting and cameras within the computer systems facility in
Building 46.

As defined in the Task Order, PM shall be pertbrmed as recommended by the equipment
manufacturer or vendor. The documentation of PM shall be on a format chosen by the contractor

and submitted electronically to the CO and COTR on a monthly basis in the contractor status
report (DRD-07). The Contractor shall also inspect and coordinate PM fbr air handlers and
Uninterruptible Power Supply (UPS) systems in Building 46.

3.7.3 Installation and Removal

The Contractor shall coordinate the installation and removal of systems and equipment.
Removal shall include deletion of all sensitive data. Installation and removal activities require

coordination with the COD Facility Engineering Electrical Branch, the property custodian and

Organizational Computer Security Manager (OCSM). Coordination is also required with system
administrators to assure compliance with the Server Operations Management Plan (SOMP),
including NASA tagging of equipment and cables, logistics of delivery, placement, or removal of
equipment. The Contractor shall coordinate and expedite all under floor work, including excess
cable removal. In addition, the Contractor shall be responsible fbr initiating, tracking, and
expediting facility work, including work performed by JETS, by COD or other parties.

3.8 Proper_' Management

The contractor shall provide a Physical Inventory Plan (DRD-19) to describe the method of

administering Government property. The contractor shall conduct inventories tbr the
government property identified in Attachments J-8 and J-10. The contractor shall serve as
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property custodian for the Installation Accountable Government Property identified in
Attachment J- I0.

3.7 JETS Metrics

The Contractor shall calculate and report, metrics in accordance with DRD-03 (Metrics Reports).
Prior to the beginning of the Government Fiscal Year (FY), the Contractor shall recommend for

CO approval any changes to metrics to be tracked and reported during the upcoming FY. The

government will evaluate the Contractor's performance in accordance with the fbllowing table:

Performance Baseline Basic Option I Option 2 Option 3
Standard

Systems Minimum of Contractor Contractor to propose. Contractor shall
Administrator 13 servers to propose, work to increase efficiencies during the
Productivity_._ course of contract performance.

System Per J-7 Contractor Contractor to propose. Contractor shall
Availability to propose, work to increase efficicncies during the

course of contract performance.
**Customer Minimum Minimum Minimum Minimum Minimum

Satisfaction score of 4 score of 4 score of 4 score of 4 score of 4
out of 5. out of 5. out of 5 out of 5. out of 5.

License 100% on 100% on ..... 100% on 100% on lO0%'on
Renewals and time time time time time

'Maintenance

A_,reements

**Customer Satisfaction scores are as listed in DRD-03 (Metrics Report).

4. Period of Performance

The services in this Task Order shall be performed from October 1, 2007 through August 31, 2009.

5. Training

The Contractor shall propose training for personnel assigned to this task required to maintain
competency on the assigned systems. The Program Manager shall coordinate all training request
via e-mail with the TMR and provide e-mail notification to the COTR prior to expenditure of
thnds.

6. Deliverables Required

The contractor shall provide the [bllowing contract deliverables per the frequency specific in
each specific Data Requirements Document (DRD):

a. Provide status reports in accordance with the Contractor Status Report (DRD-07 Contractor
Status Report).
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b. Provide Information Technology Security Plans and Reports as defined in DRD-14 (Infbrmation
Technology System Security Plans and Reports).

c. Create and maintain a Capital Planning and Investment Control process. (DRD-02 Capital
Investment Planning).

d. Create, modify, maintain, and report resource information in accordance with the Plan (DRD-04,

Resource Management Plan; DRD-20, Supplemental Cost Report; and NASA Procedures and
Guidelines (NPG) 9501.2D NASA Contractor Financial Management Report).

e. Provide re-procurement data in accordance with DRD-16 (Re-procurement Data Package).

t: Provide wage and salary data per DRD-09 (Wage/Salary and Fringe Benefit Data).

g. Report system and equipment performance in accordance with the performance management
plan required by DRD-11 (Performance Management and Capacity Plan).

h. Perform configuration management tbr all systems in accordance with the Information
Resources Directorate (IRD) Configuration Management Plan Document JSC 29173.

i. Perform system development in accordance with the IRD Project Lifecycle Guidelines, provided
in draft tbrm in Attachment J-3.

j. Provide Backup and Restore reporting in accordance with DRD-21 (Server Backup, Restore &
Tape Usage Report)

k. Provide ECF Accounting reporting in accordance with DRD-22 (Systems Accounting Data
(ECF)

For all documents referenced in the JETS contract, the contractor shall adhere to the most current
versions unless otherwise specified

7. Special Requirements

None

8. Metrics

The Contractor shall complete and submit the deliverables above per the frequency specified in
each DRD. In addition, the contractor shall provide inputs to Contract Surveillance Meetings
scheduled by the COTR.

9. Total Cost Summary and Cost Phasing by Month

Cost: $892,099.85
Maximum Award Fee $52,618.07
Total Cost: $944,717.92
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i. TaskOrder Number/Title

JETS-OPS09-XA-01 - Technical Assistance

2. Technical Monitor Representative (TMR)

Primary: Gregory Lestourgeon/XA

3. Narrative Task Description

a, The Contractor shall be responsible tbr the daily IT support of the EVA Office (Code XA),

as specified in the JETS Statement of Work (SOW) area 6.0.

b. The Contractor shall provide support to ODIN and OneEVA for obtaining the concurrence
of the Contracting Officer's Technical Representative (COTR) or hisfher designee to perform all
scheduled hardware and software upgrades, maintenance outages, and software patch
installations.

c. The Contractor shall be responsible tbr coordinating with associate contractors tbr all

applicable software upgrades, maintenance outages, and software patch installations.

d. The Contractor shall provide technical expertise at IRD boards and meetings, such as the
Network Access Control Board (NACB). The NACB typically meets once each week for one to

three hours. Additional ad-hoc special NACB meetings and other working group meetings may

be required, generally not exceeding two to three hours per week. In addition, the Contractor
shall attend the IT Steering Council (meets twice monthly) and the IRD Customer Forum (meets

once a month). The Contractor shall report back to the organization any issues which will

impact the organization. Inlbrmation on IT events or new capabilities will either be distributed
via email or discussed during staff meetings.

e. The Contractor shall maintain adequate personnel onsite Monday through Friday 8:00 AM -
5:00 PM in order to accomplish successful day-to-day IT operations. In addition, the Contractor

shall provide 24/7 on-call support tbr all security-related incidents which may adversely affect
the EVA Office. The 24/7 on-call support shall be accomplished via a Contractor provided

pager. If the Contractor detects or is notified via Government provided automated means (such
as an e-mail or pager alert) of a potential security issue, the Contractor shall notil_ the JSC IT

Security Office by calling the IT Security Duty Phone and coordinating as required with
associate contractors. The Contractor shall assist all members of the EVA Office in reducing the
number of unsolicited emails and work with the Consolidated Help Desk if a virus is suspected

on a user workstation.

f. The Contractor shall provide support to the EVA Office user community working directly
with end-users and associate contractors to resolve user-reported issues. Based on the current

environment, approximately twenty (20) hours per week are required tbr the investigation and
resolution of user-reported issues. The Contractor shall make contact with the end-user within
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one (1) business day of a reported issue. The Contractor shall coordinate with off-site personnel

assigned to the EVA Office and assure commonality of hardware/software (where appropriate).

g. The Contractor shall provide support for users to check out end-user take-home software
and maintain a log of checked out software.

h. The Contractor shall provide support tbr the maintenance of the ODIN laptop loan pool for
the EVA office. If the pool is ODIN-managed, this will include ensuring that ODIN has the
correct information for log tracking (user and due date). Otherwise, the Contractor shall

maintain the logs detailing the property tags, users, and due dates., In addition--if the pool is
ODIN-managed--the Contractor will ensure that ODIN configures the laptops for individual
users and ensuring wipe and load are performed when laptops are returned (if necessary).

i. The Contractor shall assist ODIN/IRD in maintaining and assuring the accuracy of the

Customer Service System database (i.e. verifying jack numbers on an SR). The Contractor shall
receive all requirements tbr new IT or telephone equipment and write all Service Requests

(SR's) required to obtain the IT or telephone equipment. The contractor shall write all SR's for
moves within the EVA Office. The Contractor shall write all SR's for new 1D's or changes to

existing ID's. The Contractor shall review all SR's written for off-site EVA Office personnel.
This is to assure accuracy and where new items are being purchased, assure these are in

compliance with the EVA Office IT Plan by providing cost information to the EVA Office
Budget Analyst or designee.

j. The Contractor shall provide support tbr obtaining all file access rights for any share
directory and maintain records.

k. The Contractor shall review shared file storage (not home directories) usage tbr all EVA

Office employees and advise when usage is 80% maximum. The contractor shall assist

employees in efficient use of home directories. The Contractor shall provide assistance to
employees in backing up data on individual hard drives, CD's or other media. The Contractor
shall assist users in the use of their workstations/phones/printers/DVD/CD burners/scanners, etc.

1. The Contractor shall gather requirements from all members of the EVA Office and

coordinate with management. After approval of requested items has been received, the
Contractor shall provide the requirements to the EVA Budget Analyst or designee and work

together with the analyst in writing the IT Plan.

m. The Contractor shall provide all information (such as log files, system configuration

information, and system backups) requested by the COTR or his/her designee to support IT

security incidents_ investigations and forensics analyses. The Contractor shall provide assistance
on reducing unsolicited email and respond to all virus incidents. The Contractor shall assure all
office workstations have the latest anti-virus software loaded.

n. The Contractor shall maintain a current Security Plan tbr the EVA Office, as required by
IRD. The Contractor shall perform all duties as the Organizational Computer Security
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Representative (OCSR) as defined by IRD, and coordinate with the Organizational Computer
Security Manager (OCSM).

o. The Contractor shall maintain a configuration-managed diagram of the EVA Office, as well

as a configuration-managed document listing pertinent intbrmation--such as location, hardware,
tag numbers, cable and jack numbers--of all EVA Project Office components, with applicable
software license codes.

p. The Contractor will be provided office space, computer and phone in the EVA Office (this
will be their permanent office).

q. The Contractor shall perform all the management functions, including technical and
business management, necessary to plan, implement, track, report and deliver the required
services described in this Task Order. In addition, to effectively perform and manage the work
detailed in this Task Order, the contractor shall perform all the Contract Management functions
detailed in Statement of Work area 3.0 Contract Management and Administration:

3.1 Safety, Health and Environmental Compliance

3.2 Quality
3.3 Records Management
3.4 Work Authorizations

3.5 Facility Management
3.6 Property Management
3.7 JETS Metrics

4. Period of Performance

The services in this Task Order shall be performed from October 1, 2007 through August 3 l, 2008.

5. Deliverables Required

a) Security Plan reviews and updates for the EVA Office.
b) Support IT Planning for the EVA Office.

6. Special Requirements

The Contractor shall utilize the JETS Online system to track action items pertaining to this task
order. The Contractor shall evaluate the sensitivity of all data prior to submission into the JETS

Online system. Data that contains sensitive inibnnation can be processed outside of the JETS
Online system. "...All data generated through this contract/task order is non proprietary and is the

property of the Government. The data, as well as any required tools to access the data, shall be
made available to the Government.., '
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7. Metrics

The Contractor shall provide monthly Customer Satisfaction and System Availability metrics as

specified in DRD-03 Metrics Reports,

8. Total Cost Summary and Cost Phasing by Month

Cost: $112,096.07
Maximum Award Fee $6,998.99
Total Cost: $119,095.06
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