ACCESS CONTROL PLAN (ACP)

For Foreign National Physical and Computer Access at JSC


	     
	
	     

	Print Name of Visitor/Employee
	
	Date of Visit – From/To

	Name as shown/spelled on passport or other official documentation

	

	1.  Citizenship (If the visitor/employee/assignee is a Permanent Resident Alien, this form is not applicable.  Please complete and submit a Notification of Visit Request.)

	

	A.  Country of Citizenship: 
	     

	

	B.  Does visitor/employee claim citizenship of two or more countries?

	   FORMCHECKBOX 
  No
	

	   FORMCHECKBOX 
  Yes, list ALL countries of citizenship
	     

	2.  Background
a) Company/organization/university represented       
b)  JSC organizations supported       
c)  Brief description of the visitor/employee's job responsibilities       
d)  Describe the types of data the visitor will have access to; e.g. publicly available, general science, research, operations, programmatic, etc.       
e)  Describe benefit to NASA of his/her visit activities/employment.       
f)  Has this individual signed a “Non-disclosure agreement” in support of this visit or assignment? 

      FORMCHECKBOX 
  Yes
      FORMCHECKBOX 
  No
g)  Will this visitor be unescorted?  If “yes” JF234, NF531 and ACP is required

      FORMCHECKBOX 
  Yes
      FORMCHECKBOX 
  No



	3.  Limited Access to JSC Facilities
Visitor/employee will be badged for limited access to certain facilities.  His/her badge will identify him/her as a foreign national, and his/her access will be limited to those areas listed.  Should he/she require access to any area or facility that is restricted for any reason, he/she shall be escorted by the NASA employee responsible for work activities in that area.

The following is the complete list of buildings in which the visitor/employee’s work will be conducted.  
(Do not put “ALL”)      


	4.  Duty Hours
Normal duty hours while at JSC are considered to be between 7:30 a.m. to 5:30 p.m., Monday through Friday).  If other duty hours are required they are listed below:

	Days
     
	Duty Hours
     

	5.  JSC Personnel Notification
The visitor/employee will be working with the following persons at JSC.  List at least one NASA Civil Servant:

	Mail Code
     
	Name
     
	Title
     
	Phone Number
     

	The persons listed above have been informed of and understand the provisions of this Access Control Plan.  They will ensure that they do not discuss any other technologies or programs they are associated with, they will not disclose any new technology or information, which would be considered proprietary or sensitive, and they will not disclose any information that would be subject to export control restrictions.  At least one Civil Servant must be listed as well as any on-site contractors.

	6.  Computer Resources

	Is access to JSC computer resources required?

	   FORMCHECKBOX 
  No, the visitor/employee is not authorized access to any JSC computer resources for any purpose during the visit.  Activities such as installation, repair, and training are NOT excluded from this requirement.

	   FORMCHECKBOX 
  Yes, complete the following section.  

	Computer Resource Access should be coordinated with your Organizational Computer Security Manager (OCSM); a list is available at http://cio.jsc.nasa.gov/Center/its/ocsm/OCSM_List.htm.  The visitor/employee's access to U.S. Government-owned computer resources (systems, software, etc.) must be properly screened by knowledgeable computer security personnel for compliance with export, security, and other restrictions.

	Please Note the Following

· Users of JSC Computer resources are required to sign an "Automated Information System User Statement” of Responsibility and Security Policy," as required by NPG 2810.1 “Security of Information Technology.”  
· No access to computer program source code is authorized, unless otherwise specified in this document.

· No access to Shuttle data is authorized unless otherwise specified in this document.

· Access to proprietary information that is not subject to export control can only be granted after confirming permission from the owner of the information and completion of a valid non-disclosure agreement.

· Access to JSC computer systems shall be restricted to only those systems that contain publicly available information or information that is not subject to export control restrictions or sensitive information, unless otherwise specified in this document.

· If an Export License or Technical Assistance Agreement (TAA) applies to this person, consult with the Export Services Team prior to completing this form.

	All parties signing this document will ensure their respective compliance with the following policies, as applicable.

· NPG 1620.1A Security Procedures and Guidelines 

· NPD 2110.1E Foreign Access to NASA Technology Transfer Materials 

· NPD 2210.1A External Release of NASA Software 

· NPD 2200.1 Management of NASA Scientific and Technical Information (STI) 

· NPG 2810.1 Security of Information Technology 

· NPG 4200.1E NASA Equipment Management Manual
· NPD 2190.1 - NASA Export Control Program Policy


	Computer Resources to which visitor/employee is requesting access.

Check the boxes only for the computer resources that are being requested to be accessible to the visitor/employee.  Additional information must be completed for some of the categories.


 FORMCHECKBOX 
  Public Web Access

 FORMCHECKBOX 
  Limited internal JSC web access.  This access is limited to selected web sites such as the JSC homepage and its associated employee support pages (e.g.  “Employee Services”, “Safety and Total Health”, “News”, JSC Forms, JSC phone listings and Safety information)

 FORMCHECKBOX 
  JSC domain account

 FORMCHECKBOX 
  JSC e-mail account.  Note:  Any e-mail account provided by JSC to the foreign national from a Designated Country must include in the X500 directory or equivalent that s/he is a       national (i.e., Chinese national, Italian national, etc.) on a         (i.e., J-1 exchange program, contractor employee, etc.)


 FORMCHECKBOX 
  Access to JSC Public Key Infrastructure (PKI)

 FORMCHECKBOX 
  Access to the following non-public JSC website/webpages listed below:

     
 FORMCHECKBOX 
  Computer hardware/software/data (e.g. standard PC, MCC workstations, robotics laboratory, ISS Data) specified below:        
 FORMCHECKBOX 
  Source Code specified below:

     
 FORMCHECKBOX 
  Other, specified below:

     
Access requires the initials of the cognizant Export Control Representative (ECR) and Organizational Computer Security Manager (OCSM) from each program that controls the computer resources requested.  The initials of the OCSM signifies their agreement that this access control plan is consistent with the security requirements documented in the appropriate system security plans. 



	Service Request Number:
	     

	ECR
	     
	
	     
	
	     

	
	[Print Name]
	[Initials]
	Date

	OCSM
	     
	
	     
	
	     

	
	[Print Name]
	[Initials]
	Date


	7.  Acknowledgement

	By signing this plan, I,       [visitor/employee] acknowledge these conditions associated with my physical and computer resource access to JSC.  Any violations of these restrictions shall result in the immediate loss of JSC site and computer access.

	Visitor/Employee
	

	     
	
	     
	
	     

	[Print Name]
	[Signature]
	Date

	Company Official [include if applicable]
	

	     
	
	     
	
	     

	[Print Name]                               [Title]
	[Signature]
	Date

	NASA Sponsor
	

	     
	
	     
	
	     

	[Print Name]                               [Title]
	[Signature]
	Date

	JSC Export Control Official
	

	     
	
	     
	
	     

	[Print Name]                                [Title]
	[Signature]
	Date

	JSC Security Office
	

	     
	
	     
	
	     

	[Print Name]   
	[Signature]
	Date

	JSC International Visits Coordinator
	

	     
	
	     
	
	     

	[Print Name]
	[Signature]
	Date
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