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Introduction

A joint research project between MIT and JAXA/JAMSS

Purpose: Determine the feasibility and usefulness of STPA
Case Study: JAXA HTV

*** Comparison between STPA results and FTA-based hazard

analysis results explicitly stated in the past hazard reports
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STAMP/STPA
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STAMP/STPA

A new accident model:

STAMP (Systems-Theoretic Accident Model and Processes)
A new hazard analysis technique:

STPA (STAMP-Based Process Analysis)

* Views safety as a dynamic control problem rather than
a component failure problem
e Accidents are the result of the inadequate control
— Result from lack of enforcement of safety constraints

e Can be used to drive the earliest design decisions
—> Safety-driven design

e Can also be applied in an after-the-fact analysis and
hazard assessment
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STPA Steps

1. ldentify hazards and translate them into high-level
requirements and constraints on behavior.

2. Define a basic control structure.
—> Control Structure Diagram

3a. Identify potential inadequate control actions that
could lead to a hazardous state.

3b. Use identified inadequate control actions to refine
system safety design constraints.

4. Determine how potentially hazardous control actions
could occur (scenarios of how constraints can be
violated). Eliminate from design or control in design
or operations.
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ontrol Structure Diagram Example
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Inadequate Control Actions

Inadequate control actions fall into the following four
general categories:

1. “Not Provided”
A required control action to maintain safety is not provided.

2. “Incorrectly Provided”
An incorrect or unsafe control action is provided that induces a
loss.

3. “Provided Too Early, Too Late, or Out of Sequence”
A potentially correct or adequate control action is provided
too early, too late, or out of sequence.

4. “Stopped Too Soon”

A correct control action is stopped too soon.
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Causal Factors Leading to Hazards
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JAXA’s H-ll Transfer Vehicle
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PLC: Pressurized

Logistics Carrier

The PLC will carry supplies that
will bo used aboard the 155, The
155 crow will be able to anter

and work within the PLC,

CBM: Comman
Berthing Machanism

HTV: H-ll Transfer Vehicle

Avionics Module
The Avionics Module contains
navigational and electrical
ULEC: Unpressurized agquipment
Logistics Carrier j

Tha ULC will carry the Exposed Pallet

ropulsion Module

EP: Exposed Pallet
The EP will carry unpressurized
DHT:CEJE or other equ |'.-"I'El||

HTV-1 (Sep 10 — Nov 2): successful

- Launched at the TNSC aboard the H-IIB rocket

- Performed the demonstration tests
- Rendezvoused and berthed with the ISS
- Released and departed from the ISS

- Performed the fiery re-entry and disintegration

HTV Specifications

T

Length
Diameter
Mass

Propellant

Cargo capacity
(supplies and
equipment)

Cargo capacity
(waste)

Target orbit to
ISS

Max. mission
duration

9.8 m (including thrusters)

4.4 m
10,500 kg

Fuel: MMH

Oxidizer: MON3 (Tetroxide)

6,000 kg

- Pressurized cargo: 4,500 kg

- Unpressurized cargo: 1,500 kg

Max. 6,000 kg

Altitude: 350-460 km
Inclination: 51.6 degrees

Solo flight: 100 hours
Stand-by (on-orbit): > 1 week
Berthed with ISS: Max. 30 days
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HTV Operations

1. Launch

2. Rendezvous flight to the ISS

4. Docked operations

5. Undock/Departure from the ISS
6. Reentry

Massachusetts Institute of Technology
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PROX Operations

[5S flight direction

10 m below the ISS:

Eelative hold to the ISS
‘ within the Berthing Point 5 1m behind the ISS

-

.
30 m below the ISS:
o 7 ——___P "‘_
—“[Eq;;;ﬂf';? Parking point
Depart from the ' B .
198 qu 300 m below the ISS:

I\

/ R-Bar ﬁppm ach
RVS Navigation

at hold point

180 degree yaw-around

AT point

RGPS

H00 m below the IS5

Final approach begins
with EVS Navigation

Nawvigation

RGPS Relative GPS INavigation
R-Bar Approach: Approach from the
direction of the Earth (nadir direction)

HTV’s approach sequence during PROX Operations
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STPA for HTV Capture Phase
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HCP key functions:

Q
Q

HTV Proximity Operations

Hardware Command Panel (HCP)

ABORT
RETREAT

Retreat to 30 m or 100 m : LED TEST
= ] = — T g - ——

below the ISS
HOLD
Hold the approach

FREE DRIFT
Disable the HTV thrusters

FRGF SEP

Separate the Flight Releasable
Grapple Fixture (FRGF)

HCP PANEL .
LIGHTING

E"E _.. DISARM

al ..-."_r- . :. ..-

DISABLE L O
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Control Structure Diagram — Level 0
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Control Structure Diagram —ISS Level 1

PROX C&DH
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| Free Drift

Abort/Retreat/Hold —7p»
FRGF Separation

Acknowledgments
HTV Status

H .
I I I I I Massachusetts Institute of Technology

(O Javan Manned Space Systems Corporation

16



Command Sequence (Capture Phase)

# Event/Command from to Description
Enable FRGF separation in case of emergency
1| FRGFSepENA |JAXAGS| HTV
) Transition from "Capture Point Hold Mode" to
Free Drift ISS i _ _
2 L HTV |"Free Drift Mode" to disable the HTV guidance and
(Deactivation) | (Crew) _
control functions
IS5 Manipulate the SSRMS to capture FRGF of the HTV
C Capture HTV
P (Crew)
Inhibit FRGF separation to prevent an unintended
3 | FRGFSepINH |JAXAGS| HTV [separation afterthe capture
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Hazardous Control Behavior Table

Event/Commani Not Provided

If this is not detected
and capture is started,
{1a) the HTV might not
be separated
immediately in the
emergency situation of

FRGF Sep ENA @lthe HTV being grappled
incorrectly and rotating
to collide with the

robotic arm.

fitis not detected that

Category 2

Incorrect Provided

Abort/Retreat/Hold (unintended)
If an Abort/Retreat/Hold command is

Free Drift (unintended)
If Deactivation command

Category 1
“Not Provided”

ES

is provided instead of
FRGF Sep ENA, the mode
transition is too early
and (1b}) the HTV will
drift out of the capture
box. In combination with

no activation command

or alate one, the HTV

will remain a free-flying
h. I 1li
with the IS5,

FRGF Sep (unintended)
If FRGF Separation
comnand is provided,
nothing will happen
since FRGF separation
remains inhibited.

Too Early

Category 3
Provided
Too Late

If FRGF Sep ENA is

Stopped Too Soon
Out of Sequence

If FRGF Sep ENA is

Category 2

“Incorrectly Provided

an unintended FRGF

Bparation by erew

If this is not detected
and capture is started,
[2a) the capture will be
regardedasa
disturbance to the HTV
that could trigger an

f the HTV fails to
ransition to the Free
Drift Mode and capture

If an Abort/Retreat/Hold command is
provided instead of Deacticvation, an
uninteded Abort/Retreat/Hold will
start processing, which is not
hazardous. But the mission will end
up incomplete or the capture process

Since FRGF separation
has been enabled, if
FRGF Separation
command is provided
instead of Deactivation,

(2b) FRGF will be

Deactivation is
ovided too early and

hpture is not started

mediately enough,
b).

If Deactivation is
provided too late, it will
delay the capture
process. Since FRGF
separation has been
enabled, it will

If Deactivation is
provided out of
sequence with capture |
(2a).

Free Dﬂ.ﬂ nintend ity will have to be started over. separated from the HTV contribute to increasing
(Deactivation) control or even Abort. to become a free-flying the possibility of an
object, which is a threat unintended FRGF
of collision. The HTV will f ion by crew
be no longer captured
and the mission will end
up incomplete.
If capture is not f the crew makes an If an Abort/Retreat/Hold command is |Since the HTV has Since FRGF separation nce the HTV has If capture is performed  (If capture is performed JlIf capture is stopped
performed, (1b). bperational mistake of  |provided, an uninteded already been in the Free [has been enabled, if ready been in the Free |too late, (1b). out of sequence with halfway and incomplete,
he S5RMS, (Ca) the Abort/Retreat/Hold will start Drift Mode, nothing will |[FRGF Separation ift Mode, a too early Deactivation, (2a). Cb) the HTV is not fixed
Capture processing, which is not hazardous. |happen. In combination |c 1is provided, hpture is nothing but to the SSRMS and could
But the mission will end up with no or late capture, |{2b). rotate (windmill] to
incomplete or the capture process  |(1b). collide with the arm.
will have to be started over.
If FRGF Sep INH is not f FRGF Sep ENA is If an Abort/Retreat/Hold command is |Since the HTV has Since FRGF separation If FRGF Sep INH is If FRGF Sep INH is out o
provided, the HTV is |efiiibrovided instead of INH, |provided, an unintended already been in the Free [still remains enabled, if [Mready been provided too late, itwill [sequence with capture,
capable of FRGF he HTV is left capable of [Abort/Retreat/Hold will start Drift Mode and captured |FRGF Separation ccessfully completed, [justincrease the time  |{1a).
separation. An RGF separation. An processing. by the S5RMS, nothing | lis provided, too early FRGF Sep INH |during which the HTV
unintended FRGF nintended FRGF wwill happen. the HTV will be nothing but good. accepts an FRGF
separation after the eparation after the If FRGF s¢] separation, which will
successful capture couldiEuccessiul capture could [RVFS fail Catego ry 3 then contribute to
occur. (3a) In CP Hold M increasing the possibility
FRGF Sep INH combination with no or of an unintended FRGF

late activation
mmand, the HTV will

If RVFS re
Mode wh|
provided)

“Provided Too Early,

separation by crew

Too Late, or Out of
Sequence”

Category 4
“Stopped Too Soon”

some thr
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Hazardous Control Behaviors

(1a) The HTV might not be separated immediately in the emergency situation of the HTV
being grappled incorrectly and rotating to collide with the robotic arm.

(1b) The HTV will drift out of the capture box. In combination with no activation command

or a late one, the HTV will remain a free-flying object that could collide with the ISS.

(2a) The capture will be regarded as a disturbance to the HTV that could trigger an
unintended attitude control or even Abort.

(2b) FRGF will be separated from the HTV to become a free-flying object, which is a threat
of collision. The HTV will be no longer captured and the mission will end up incomplete.

(Ca) The robotic arm could hit the HTV to make it rotate and collide with the ISS.
(Cb) The HTV is not fixed to the SSRMS and could rotate (windmill) to collide with the arm.

(3a) In combination with no or late activation command, the HTV will remain a free-flying
object that could collide with the ISS.

(3b) The HTV will make some thrust with remaining captured by the SSRMS. A tension from
the arm could be regarded as a disturbance to the HTV that might trigger an unintended
attitude control.
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I I I I I Massachusetts Institute of Technology ms %A 19




Causal Factors Leading to Hazard (1b)

Controller: ISS

- ISS component failures
- Crew mistakes in operations
- Crew process model inconsistent

- Wrong information/directive
from JAXA/NASA GS

>

Activation The ISS crew thinks The ISS crew thinks
Command that the HTV is still that the HTV is - 1, X feedback
in the capture box activated when it missing/inadequate
when it is not. is not.
- I, x feedback delayed

-1, X feedback incorrect
- Activation (measurement inaccuracies)

missing/inappropriate

- Flight mode feedback
- Activation delayed missing/inadequate/incorrect
- Visual monitoring
Controlled Process: missing/inadequate
Activate the HTV as soon as possible
after drift out

[, X, Flight Mode,
»| - HTV component failures Visual Monitoring
- HTV state changes over time
(e.g. Retreat is provided but now
Abort is needed) >
System Hazard:
Collision with the ISS

- Qut-of-range radio disturbance

- Physical disturbance

! : time elapsed since deactivation
X: HTV state vector
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Causal Factors Identified by STPA
ISS component failures ——— I

Crew mistakes in operation Crew process moae ncomsstent
Crew process model inconsistent hin . % ook
TI:I z;;hczsim:l:;:\ ;:?itvgi::dﬂ\{r:éi it “"‘iSSi:Z," inadequate

Command
when it is not.

is not.
- I, X feedback delayed

Activation missing/inappropriate 1, x feedback incorrect

- Activation (measurement inaccuracies)

Activation delayed missing/inappropriate  Flght mode feedback

missing/inadequate/incorrect

- Activation delayed
- Visual monitoring

HTV C0m ponent fa i I U res un_tle res: N missing/inadequate

At

HTV state changes over time R — i ode
- HTV state changes over time

Out-of-range radio disturbance (8, Retreat s rovided but now —
Physical disturbance T-cutrange oo gtnc

ollision with the ISS
- Physical disturbance

t, X feedback missing/inadequate

t, X feedback delayed

t, X feedback incorrect

Flight Mode feedback missing/inadequate
Flight Mode feedback incorrect

Visual Monitoring missing/inadequate

e Wrong information/directive from JAXA/NASA GS

I o Japan Manned Space Systems Corporation
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Comparison between STPA and HR (Hazard Reports)

¢ |ISS component failures
e Crew mistakes in operation
e Crew process model inconsistent

¢ Activation missing/inappropriate
e Activation delayed

e HTV component failures

e HTV state changes over time

e Out-of-range radio disturbance
¢ Physical disturbance

e t, X feedback missing/inadequate
e t, X feedback delayed
e t X feedback incorrect

Activation
Command

- Activation

missing/inappropriate

- Activation delayed

Controller: ISS

- 1S5 component failures
- Crew mistakes in operations
- Crew process model inconsistent

- Wrong information/directive
from JAXA/NASA GS

The IS5 crew thinks The IS5 crew thinks
that the HTV is still that the HTV is

in the capture box activated when it
when it is not. is not.

Controlled Process:
Activate the HTV as soon as possible
after drift out

- HTV component failures

- HTV state changes over time
(e.g- Retreat is provided but now

i

- {, X feedback
missing/inadequate

- I, X feedback delayed

- I, x feedback incorrect
{measurement inaccuracies)

- Flight mode feedback
missing/inadequate/incorrect

- Visual monitoring
missing/inadequate

1, x, Flight Mode,
Visual Monitoring

-

Abort is needed)

- Out-of-range radio disturbance
- Physical disturbance

System Hazard:
Collision with the IS5

Identified by both (STPA and HR)
Identified by STPA only

e Flight Mode feedback missing/inadequate

e Flight Mode feedback incorrect

e Visual Monitoring missing/inadequate

e Wrong information/directive from JAXA/NASA GS

Massachusetts Institute of Technology
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Causal Factor Example

e Crew process model inconsistent
Due to an inadequate Flight Mode feedback, the crew might think that the

HTV is activated when it is not and therefore the crew might not send the
Activation Command.

Controller: ISS

- Wrong information/directive

- 1SS component failures from JAXA/NASA GS
- Crew mistakes in operations -
- Crew process model inconsistent v
Activation The ISS crew thinks The ISS crew thinks
Command that the HTV is still that the HTV is - I, X feedback
in the capture box activated when it missing/inadequate
when it is not. is not.

- 1, X feedback delayed

- 1, x feedback incorrect
_ Activation (measurement inaccuracies)
missing/inappropriate

- Flight mode feedback
- Activation delayed missing/inadequate/incorrect
- Visual monitoring
Controlled Process: missing/inadequate
Activate the HTV as soon as possible
after drift out

1, X, Flight Mode,
- HTV component failures Visual Monitoring
- HTV state changes over time
(e.g. Retreat is provided but now .
Abort is needed) v
System Hazard:
Collision with the ISS

- Qut-of-range radio disturbance
- Physical disturbance

(O Javan Manned Space Systems Corporation
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Actual Hazard Control in HTV Design

In fact, most of the hazard causes identified by STPA are
eliminated/mitigated by the HTV design and operations.

For example,
e Causal factors:
— t, X feedback missing/inadequate/incorrect
— Flight Mode feedback missing/inadequate/incorrect

e These hazard causes (MISSING or INCORRECT) are mitigated by FDIR
(Fault Detection Isolation and Recovery) for communication system
— INCORRECT: parity errors and packet format errors
- Integrity Check and Validity Check
*meet the ISS Safety Requirements (CBCS Safety Requirements)
— MISSING: loss of communication
- “Heartbeat” signal between ISS and HTV, redundancy switching
— If a failure of communication system is detected, the ISS crew is
notified by sound (Caution)

H . () Japan Manned Space Systems Corporation
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Conclusion and Future Work

e The research collaboration has been partially completed and is still
continuing.

e The potential benefit of using STPA, such as feasibility and usefulness for
safety critical space system, has been found so far.

e Most of the hazard causes identified by STPA are eliminated or
controlled by the current HTV design and operations, but not stated in
the hazard reports (not considered as hazard cause and control in an
explicit way).

For the next steps,

e The remaining seven hazardous scenarios other than (1b) will be
analyzed to verify the benefit of using STPA.

e Causal factors identified by STPA will be confirmed that the current HTV
design and operations have already enforced safety constraints for them.

e A safety-driven design process using STPA will be studied for use in
future JAXA projects.
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Thank You!
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Causal Factors Identified by STPA

e ISS component failures

Due to the component failures, the ISS might not send the Activation Command or receive the feedback from the HTV.

e Crew mistakes in operation

The ISS crew might make an error in using the HCP.

e Crew process model inconsistent

Due to inadequate feedback (late, missing, spurious, or incorrect), the ISS crew might think that the HTV is still in the capture
box when it is not, which could delay the activation commanding by the crew.

Due to an inadequate Flight Mode feedback, the crew might think that the HTV is activated when it is not and therefore the
crew might not send the Activation Command.

¢ Activation missing/inappropriate

The Activation Command could disappear (i.e., not be received) or be corrupted during transmission.

e Activation delayed

The Activation Command could be delayed during transmission.

e HTV component failures

Due to the component failures, the HTV might not receive the Activation Command, execute the activation, or send the
acknowledgment or feedback to the ISS.

e HTV state changes over time

Due to the changes in the HTV’s state (position and attitude) relative to the ISS over time because it is floating, the crew might
send a Retreat command without knowing that when the HTV now needs an Abort command for the safe escape trajectory.

e Out-of-range radio disturbance

Out-of-range radio disturbance could interfere with the Activation Command coming in and t, X, Flight Mode feedback going
out.

e Physical disturbance
An unintended physical touch by the SSRMS could...

(O Javan Manned Space Systems Corporation
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Causal Factors Identified by STPA

e t, X feedback missing/inadequate

Either or both of t and X feedback could be missing during transmission.

e t, X feedback delayed

t and X feedback could be delayed during transmission and arrive too late for the crew to execute the capture within 99
seconds or to issue an Abort command.

e t X feedback incorrect

t and x feedback could be incorrect due to the measurement inaccuracies.

e Flight Mode feedback missing/inadequate

The Flight Mode feedback could disappear (i.e., not be received) or be corrupted during transmission.

e Flight Mode feedback incorrect

The Flight Mode feedback could be incorrect (e.g., activated when deactivated).
e Visual Monitoring missing/inadequate

The Visual Monitoring through camera and monitor could be missing or inadequate, which could delay the capture operation
or activation commanding by the crew.

e Wrong information/directive from JAXA/NASA GS

Due to incorrect or delayed information to the JAXA/NASA GS, they might tell the ISS crew to capture the HTV when the crew
should now issue an Abort command, which could confuse the crew.

(O Javan Manned Space Systems Corporation

H .
I I I I I Massachusetts Institute of Technology

28




