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Portfolio Based Risk Assessment (PBRA)

Risk Matrix to Support the IV&V Program Portfolio

Credits:
This process was initially defined by Kurt Woodham, Tom Marshall, Steve Driskell, 

and Marcus Fisher

It has been further refined based upon comments and suggestions from users.

Current Process Owner:

NASA IV&V Chief of Plans and Programs
Objective:  
Develop a risk matrix to assess mission capabilities in order to prioritize mission capabilities across mission directorates.
Assumptions: 

A risk-based approach implies the use of two attributes:  Impact and Likelihood.  There are configurable criteria for each attribute, but both attributes must be evaluated.

Risks:
In employing approaches such as this one to compare and contrast “things,” it is important to introduce a step in the process that allows for calibration of the approach.  When using engineering judgment and criteria that are qualitative in nature, the process must be interrupted to make sure the results remain sound.

Definitions:

· Capability – the action or reaction of the system desired to satisfy a mission objective; what the system must be capable of doing in order to satisfy mission objectives.
· Limitation – a constraint or condition that can keep a desired action or reaction of the system from occurring, or that can keep a desired action or reaction from occurring in its entirety 
· Results of IV&V provide evidence of limitations in a system’s capabilities.
· Relative importance weight – a factor applied to the final risk score after the risk assessment.  It is derived from the software inventory and is used to differentiate among capabilities that share the same risk score.
· IV&V Full Coverage – use of Questions 1, 2, and 3 as drivers during execution of all WBS elements.
· IV&V Partial Coverage – use of Questions 2 and 3 as drivers during execution of all WBS elements.
· Questions – Questions 1, 2, and 3 are identified below:
· Question 1:  What is the system supposed to do?
· Question 2:  What is the system not supposed to do?
· Question 3:  What is the system supposed to do under adverse conditions?
IV&V Portfolio Approach

Different approaches can be used to prioritize mission capabilities in order to apply IV&V.  The current approach is presented in Figure 1. 
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Figure 1:  Approach for establishing IV&V Portfolio using a risk-based assessment approach.
The approach in Figure 1 involves the IV&V Project Lead (PL) and Lead Engineer (LE) applying a risk matrix to their system capabilities.  This can also be applied to segment capabilities, if at the system level the descriptions are too general to differentiate between capabilities (i.e., if risk scores are the same for the majority of the capabilities) or if the risk assessment has already been performed at the system level and the IV&V PL or LE is now expanding the system capabilities into their respective segment capabilities and needs to prioritize capabilities within each system capability being covered. 

The Mission Directorate Lead reviews these results and ensures that documented rationale supports the risk scores.  Assurance is given by determining whether or not the documented rationale clearly characterizes the criteria from the risk matrix.  For example, for a system capability that scores a 5 for personnel safety, the Mission Directorate Lead will evaluate the rationale to determine whether or not the rationale clearly describes a limitation that would result in either permanent disability or death.  
Once the Mission Directorate Lead is confident with the rationale and risk scores, the final Impact and Likelihood scores for each project are computed and the results are submitted to the Chief of Plans and Programs.  The Chief of Plans and Programs convenes the PBRA Board to finalize the results and then integrates the risk assessment results to develop an IV&V Program Portfolio.  
In addition to building the portfolio, the Chief of Plans and Programs may need to apply a relative importance factor that takes the NASA Office of the Chief Engineer’s software inventory into consideration.  Applying the relative importance factor enables the IV&V Program to differentiate among capabilities that have the same risk score.  For example, if three capabilities – SC1, SC2, and SC3 – each have a risk score of 5x3, the relative importance factor will identify which of those three is most important relative to the others.  Figure 2 depicts this ranking.
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Figure 2:  Application of relative importance factor integrates the software inventory into the IV&V Portfolio and enables the directorates to prioritize capabilities that have the same risk score.

In developing the portfolio, the Chief of Plans and Programs integrates all of the capabilities from each of the mission directorates and applies a portfolio algorithm that takes risk scores, budgets, life-cycle states, etc. into consideration.
Risk Matrix
Each mission needs to have identified capabilities under assessment.  Ideally the IV&V project begins with system capabilities, which represent the desired behaviors of the system to satisfy the goals of the mission.  
A mission does not need to have a fully developed reference model to define its capabilities.  The capabilities are simply a grouping of the desired behaviors that achieve a mission goal.  For example, a generic set of system capabilities could be:
· Desired orbit (as defined per mission) is achieved
· Spacecraft is initialized and configured for operations
· Orbit and attitude are maintained
· Science data are obtained
· Habitable environment is maintained (for human space flight missions)
· Vehicle is decommissioned
This set of capabilities can then be extended, or even refined per mission, to elaborate upon the behaviors desired to achieve the stated parent capability.  For example, using the first capability from the above set may result in the following segment-level capabilities:
· Low Earth Orbit is achieved (Note: The following segment capabilities need to be goal-oriented)
· Launch processing
· Ascend into a Low Earth trajectory
· Separate from launch vehicle
· Stabilize vehicle and spin rate
· Establish communications
In order to fully understand the collective risk within the mission, it is necessary to perform this elaboration down to the segment level and even further.  Decomposing the system capabilities into their respective segment capabilities provides more information that will make the risk assessment less subjective — meaning that, in assessing the Impact (the Performance Category, to be specific) the assessor also evaluates the system capability as it relates to the mission objectives.  If the system capability is broken down into its segment capabilities, then the segment capabilities can be evaluated as they relate to the system capability, and so on.  
Information can be taken into consideration at these lower levels (e.g., the number of paths in the activity diagrams that can revert to the main success scenario and can aid in determining the Time to Criticality score) to lessen the amount of subjectivity in the assessment.  

It is at these lower levels that the IV&V coverage criteria come into play, as they can readily be applied toward evaluating risk scores.  For example, if the mission determines that the software responsible for a particular capability is safety-critical
, all that needs to be understood is the impact of the hazard that the software causes.  If the safety analysis doesn’t identify the software as being safety-critical, then the coverage criteria may shed light on whether the software is mission-critical and/or the degree to which it is mission-critical.

After the capabilities to be assessed are established, a determination must be made as to whether or not those capabilities will have software associated with them (i.e., whether or not a capability will be implemented by software or affected by software).  The following are some of the things that must be taken into consideration to determine whether a system capability needs to fall into this risk-based assessment:
· Is the capability expected to be fully automated by software?
· Is the capability implemented via hardware with software controls?
· Is the capability decision support or situational awareness related?

· Is the capability command and control related?
· Is the capability mission management related (i.e., for planning and executing planned sequences)?
Once it is understood which capabilities may be associated with software, those capabilities are to be assessed for risk as represented by the risk matrix.  The risk matrix assesses two attributes, Impact and Likelihood, to determine the amount of risk associated with each capability.

Impact
Impact represents the relative importance of the capability itself.  To determine importance, the effect a limitation or issue within a capability has on the overall mission must be established.  Prior to the assessment, it must be determined how the Agency classifies the project under assessment.  Project classifications are done by the Agency and take into account the cost of the mission, political importance, etc.  (Note:  The “Program & Project List (from MdM)” section at the web site https://polaris.nasa.gov provides a way to search for a project’s classification.)  

The nature of the limitation for this assessment will more than likely be viewed as a limitation that fully prevents the capability from existing, rather than a limitation that simply degrades the capability, because assessing the nature of the limitation is not the purpose of the assessment.  The purpose of the assessment is to understand what effect would occur if a limitation were to exist during operations.  In assessing the effect, or Impact, of the limitation, use the criteria in Table 1.  

Table 1:  Criteria for determining the Impact score.  Assess each capability against Personnel Safety and Performance categories to determine the impact.  If the project is classified as a Category 1 project, use the performance criteria for the “Cat 1” classification.  If the project is rated a Category 2, use the criteria for “Cat 2”.   Use the same logic for Category 3 projects.  The final Impact score is determined by using the maximum scores from the Personnel Safety and Performance categories.
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The goal is to determine what the impact would be if a limitation existed in each capability.  The criteria from the Personnel Safety and Performance categories in Table 1 are used to characterize the impact of a limitation.  Once the best possible characterization is made for a given limitation, rationale for the association must be documented.  The rationale must clearly explain the example limitation and how its effect is similar to the criteria chosen from Table 1.
For example, a system capability for a mission may be “Monitor Unplanned Entry Operations”.  The rationale for assessing personal safety for this capability is:
This System is responsible for tracking and communications for deployment of recovery forces. This does not have an immediate and direct threat to the lives of the crew.  However significant delays in deployment of recovery forces and locating the crew will threaten their survival.

While risks to the crew’s lives could warrant a score of 5, the crews have survival techniques available to them, which reduced the relative magnitude of the impact of the software under this category to a 4.

(An important note is that the rationale must clearly state why the particular value for the criterion was chosen, and the example limitation must support the result.)
The final IMPACT score is the maximum value of personnel safety and performance.  
Likelihood
Likelihood is represented by two components.  The first component represents the likelihood that a limitation or issue will exist within the capability (Limitation_Exists) and consists of the following three categories:

· Capability Complexity – the complexity of the system software that is implementing the capability.  Assumptions will have to be made depending on whether IV&V has enough information to determine the nature of the system software involved with the capability.  This category also leverages research results that indicate that as the complexity of system software increases, so does the likelihood that issues/errors/limitations will be inserted into the capability during development.

· Capability Maturity – the readiness level for the capability supporting the mission is being assessed in this category.  Is this the first time it is being employed, or has it been flown since the dawn of space flight?  Assumptions will have to be made depending on whether IV&V has enough information to determine the nature of the system software involved with the capability.  The logic is that the more times a capability has been used successfully, the less of a chance there is that an error will be inserted during development.
· Development Approach – the approach taken to implement a solution for the capability applies the principle that more mature engineering approaches are less likely to introduce an error during development,  or it would have been found and resolved during the development process. 

 The second component of Likelihood represents the likelihood that the Impact of the limitation will be realized during operations (Impact_is_Realized).   It consists of the following two categories:

· Time to Criticality – characterizes whether or not an error or limitation is realistic, as well as whether it could be addressed in a timely fashion before the impact is realized.  Limitations may have an impact of not achieving all mission objectives, in which case the Performance score (for Impact) would be a 5; however, if hardware redundancy, ground operators, and flight procedures are in place to realistically handle the limitation prior to losing the mission, Time to Criticality may be scored a 2.
· Testability – captures whether the capability can be exercised adequately on the ground so that there is less of a chance that it would escape development and surface during operations. 
Each capability should be assessed against the criteria depicted in Table 2, and supporting rationale should be documented. 
Table 2:  Criteria for determining the Likelihood score.  Capabilities should be assessed against each criterion, and rationale for the score should be documented.
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“Time to criticality takes into consideration whether there is fault protection in place that would lessen the likelihood or whether a loss in capability or degraded capability would have to persist for such a long
time that the likelihood of the impact occurring islower. For example, loss of the capability "science data collected and sent to ground” would result in loss of achieving one mission objective. However, the
fault/issue/defect/loss would have to be persistent for the life of the mission since the science data would be recollected every 16 orbits. This basically takes into consideration the credibility of the fault that is

being considered. So a mission objective that does not require continuous science coverage may not be impacted if a capabil

oy is lost for a substantial time period, whereas an objective to catch a discrete

astronomical event could be completely missed with a 5-minute outage. Needs to be taken into consideration for all capabilities, is there immediate harm that may come to an astronaut or is there ample time for
hazards to be recognized and operators respond.

“We can say that the “capability has flown before” ~but what we're implying is that a specific implementation has flown. For instance, | can say that virtually all modern three-axis stabilized spacecraft have flown
with the capability to control the attitude of the spacecraft. But that tells me very little about the probability of failure, because there are tried-and-true ACS systems but there might also be not-so-tried-and-true
systems that may have a significantly higher risk. Only reason for stating this is that we need to be clear that we are infusing some assumptions regarding implementation as we evaluate probability —and that we
consequently infuse some risk of error in our process if our assumptions are not accurate.

“Criteria implies knowledge of implementation, which we likely will not have at the capability level. E.., Ability to generate power implies ability to rotate the 5/C and solar array gimbal to get the sun on the
correct side of the array. One implementation of this might be very straightforward and use mechanical switches on the gimbals to keep from driving the actuator against a hard-stop, but another might very well
rely on software to not command the gimbal into a hard stop (resulting in permanent loss of a flight asset). Same capability — but the choice of implementation may impact the complexity, maturity, and approach.
Again, we'll have to make some assumptions, and then be vigilant to make sure that the assumptions hold as the project progresses.

Example would be lunar eclipse of star tracker triggers loss of attitude knowledge (leading to some defined impact). Mission timeline indicates no lunar eclipses to be experienced in prescribed orbi





The likelihood that a limitation will exist in the system should be established by determining which criteria description best characterizes the capability.  How complex is the capability (i.e., is it fairly straightforward, or is it very complex, dependent on numerous interactions of objects)?  How mature is the capability (i.e., has the capability flown numerous times and is just being modified for this mission, making it deserving of a Moderate likelihood)?  What is the maturity of the development approach?  

NOTE:   It is very important that this process be utilized consistently.  The intent is not to use the criteria as extremely rigid requirements; instead, the criteria are starting points.  Each evaluator should challenge himself to be exhaustive in his evaluation of the system, identifying mitigating factors leading to a reduction in the scoring.  The intent is to consistently provide thorough, reasonable, and well-documented scores and scoring rationale tempered with a reasonable level of conservatism. (E.g. Long-term, successful operations may negate some risk to development approach, capability complexity, and/or capability maturity and therefore warrant a lower score.)
The final Likelihood score for the capability is calculated by averaging all of the Likelihood scores (the numbers should not be rounded and should maintain at least two digits after the decimal point).

Once all of the capabilities have been assessed and the rationale for each has been reviewed by Mission Directorate Leads, the results are then provided to the PBRA Board for review.  The PBRA Board is chaired by the Chief of Plans and Programs and includes the Chief of Operations, the Chief of Knowledge Management, and the Chief of Integration.  The PBRA Board is responsible for reviewing and finalizing the scores for each capability.  When consensus cannot be reached by the board, the IV&V Program Manager will make the final scoring decision.   All final decisions and scores will be communicated to the Mission Directorate Leads.  This feedback look is intended to ensure that results are understood by all, and to promote consistency in usage of the PBRA in future efforts.
Once the PBRA Board has completed its review, the Chief of Plans and Programs may apply a relative importance weight to the scores of each capability.  The relative importance weight is derived from the software inventory for which stakeholders at HQ have already provided input.  Relative importance must be taken into consideration if all mission capabilities are going to be compared to one another.  This enables differentiation among capabilities that result in the same risk score (i.e., if two capabilities are scored as 3x4 in the matrix, the relative importance will determine which one has higher priority).   Other dimensions need to be taken into consideration as well, such as budget, life cycle state, historical knowledge, etc.

It is intended that these criteria will be continuously revisited as they are repeatedly used on missions, because this type of approach needs to be reviewed to ensure that it is providing accurate and practical results.

Developing the Portfolio
In Figure 3, the shading of the matrix demonstrates the amount of coverage IV&V provides per capability.  Areas of the matrix shaded red indicate full IV&V coverage; areas shaded yellow indicate partial IV&V coverage; areas shaded green indicate no IV&V coverage.  (Degrees of coverage are defined at the beginning of this document.)
[image: image5.png]Probability





Figure 3:  Risk matrix in which Likelihood is represented by the vertical axis (the ordinate) and Impact is represented by the horizontal axis (the abscissa).  Red indicates capabilities of high risk that warrant full IV&V coverage; yellow indicates capabilities of medium risk that warrant partial IV&V coverage; and green indicates low risk that does not warrant any IV&V coverage.  (NOTE:  This shading is reused from the ESMD Risk Management Plan and would need to be updated for purposes of IV&V.)

As a next step, portfolio dimensions need to be defined, and what it means to have certain risk scores and potential configurations for the portfolio needs to be considered.  
For example, a simple configuration for the IV&V Program Portfolio would be:
Eq. P1: 
MinMax(Portfolio) = Maximize(Risk(¬PersonnelSafety)) s.t. | Minimize(Cost) U PersonnelSafety  
This says that the IV&V Program wants to maximize the amount of risk mitigated for the Agency (ensuring that all personnel safety risk is mitigated) for the minimum amount of cost.  Based on the IV&V Program’s budget, all “what if” scenarios can be run to see what configurations meet the budget because there is a finite set of capabilities.

The recommended dimensions for the IV&V Portfolio are:

· Amount of risk (result of the risk assessment defined above)
· Cost associated with the capability
· Public’s acceptability of the risk
· Time frame in which the risk can be mitigated
· Mission directorate balance
The goal of the ranking algorithm spanning these portfolio dimensions is to maximize the risk coverage for the Agency within the constraints of the overall IV&V budget, while providing an equitable balance across Agency directorates.
� Hazard analysis performed by the mission documents how the software causes a particular hazard, and via 8719.13B, this software is classified as safety-critical.
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