Office of Safety and Mission Assurance (OSMA)

Software Assurance Research Program (SARP)

FY08 Research Topics

The Software Assurance Research Program (SARP) is dedicated to improving mission assurance by advancing the state of software assurance within NASA.  Software Assurance consists of the following disciplines:

· Software Quality

· Software Quality Assurance

· Software Quality Control

· Software Quality Engineering

· Software Safety

· Software Reliability

· Software Verification and Validation

· Independent Verification and Validation

SARP is established to conduct research that solves the problems of the software assurance community throughout the Agency.  SARP provides some guidance as to the kinds of research projects that are being sought after in the form of “Research Topics”.  These “Research Topics” are identified in this document and do not represent an exhaustive list of potential ideas for research projects.  The main driver for the research projects is that they must be researching and developing applicable solutions to valid problems.  Basically, research shall provide solutions that the Center’s software assurance analysts can and will use on NASA missions.
The following tables provide the Research Topics on which the Software Assurance Research Program (SARP) will be accepting proposals for FY08.
In the area of Software Quality, which includes Software Quality Assurance, Software Quality Control, and Software Quality Engineering, the following are the topics on which SARP will be accepting proposals for FY08.
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Number

1

Analysis of natural language requirements (e.g. temporal requirements, 

security requirements)

2

Develop practices to support and assure model-based 

development/engineering.

3

Develop means for assuring automatic code generators, automatic test 

case generators, and firmware coding.

4

Tools or methods to aid in the application of software standards on the 

development of NASA software (e.g. FAA certification standards, RTCA 

DO-178B).

5 Assurance methods for the integration of software and hardware.

Software Quality

Software Quality 

Assurance, Quality Control 

and Quality Engineering
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In the area of Software Safety, the following are the topics on which SARP will be accepting proposals for FY08.
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6

Hardware/software interaction in System Fault Tree Analysis

7

Performing FMEA that delves into the software, identifying which 

outputs are possible and which aren't and what particular modules (or 

interaction between modules) are most critical.

8

Develop capability to do V&V of software safety related artifacts.

9

Develop logic- and assertion-based approaches for ensuring safety.
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Software Safety


In the area of Software Verification and Validation (V&V), which includes Independent Verification and Validation (IV&V), the following are the topics on which SARP will be accepting proposals for FY08.
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Risk Management 10

Tools and techniques for continuous software risk 

assessment/management from conceptual design through operations.

Process Improvement 11 Improve modeling tools and approaches for system-focused V&V.

Software Architecture 

Assessment

12 Enable architecture and interface simulation and analysis. 

Requirements Analysis 13

Methods for modeling system and software requirements for validating 

system behavior. 

Interface Analysis 14 Techniques for performing V&V on COTS interfaces

Test Analysis 15

Methods to determine whether or not tests adequately cover the 

requirements
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Verification and Validation


There are some research topics that overlap areas as well as are focused specifically on one domain and/or one assurance approach.  These additional topics are included on which SARP will be accepting proposals for FY08.
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16 Techniques for validating code generator output.

17

Detecting, identifying, and removing threats to multithreaded systems 

(e.g., deadlocks, race conditions, failure to make progress)  via static 

and dynamic methods.

18

Methods for validating the use of COTS components in system 

software.

19 Capabilities to enable the V&V of autonomous fault protection.

Dynamic Analysis 20

Practical testing or simulating of system software in support of V&V 

tasks

Formal Analysis 21

Develop methods to support model checking and symbolic methods for 

validation of software requirements.
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Specific Approaches and Domains

Domain Specific


These Research Topics do not represent an exhaustive list of potential ideas for research projects.  The main driver for the research projects is that they shall conduct applied research such that their solutions can be used by the Center’s software assurance analysts on NASA missions.  If research projects propose an initiative that does not correlate to one of these topics then additional information shall be provided that details the problem being researched as well as the applicable solution.
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