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1.38 52.222-1 NOTICE TO THE GOVERNMENT OF LABOR DISPUTES. (FEB 1997)
1.39 62.222-2 PAYMENT FOR OVERTIME PREMIUMS. (JUL 1990)

(a) The use of overtime is authorized under this contract if the overtime premium does not
exceed $__TBD___ or the overtime premium is paid for work -

1140 52.222-3 CONVICT LABOR. (JUN 2003)

1.41 62,222-4 CONTRACT WORK HOURS AND SAFETY STANDARDS ACT - OVERTIME
COMPENSATION. (JUL 2005)

1.42 52.222-6 DAVIS-BACON ACT. (JUL 2005)

143 52.222-7 WITHHOLDING OF FUNDS. (FEB 1988)

1.44 52,222-8 PAYROLLS AND BASIC RECORDS. (JUN 2010)

1.45 52.222-9 APPRENTICES AND TRAINEES. (JUL 2005)

.46 62.222-10 COMPLIANCE WITH COPELAND ACT REQUIREMENTS. (FEB 1988)
1.47 52.222-11 SUBCONTRACTS (LABOR STANDARDS). (JUL 2005)

.48 52.222-12 CONTRACT TERMINATION - DEBARMENT. (FEB 1988)

149 52.222-13 COMPLIANCE WITH DAVIS-BACON AND RELATED ACT REGULATIONS.
(FEB 1988)

1.50 52.222-14 DISPUTES CONCERNING LABOR STANDARDS. (FEB 1988)
1.51 52.222-15 CERTIFICATION OF ELIGIBILITY. (FEB 1988) |

1.52 52.222-20 WALSH-HEALEY PUBLIC CONTRACTS ACT. (DEC 1996)
1.53 52.222-21 PROHIBITION OF SEGREGATED FACILITIES. (FEB 1999)
1.64 52.222-26 EQUAL OPPORTUNITY. (MAR 2007)

155 52,222-27 AFFIRMATIVE ACTION COMPLIANCE REQUIREMENTS FOR

CONSTRUCTION. (FEB 1999)

1.56 52.222-30 DAVIS-BACON ACT--PRICE ADJUSTMENT (NONE OR SEPARATELY
SPECIFIED METHOD). (DEC 2001)

1.57 52,222-35 EQUAL OPPORTUNITY FOR SPECIAL DISABLED VETERANS, VETERANS
OF THE VIETNAM ERA, AND OTHER ELIGIBLE VETERANS. (SEP 2006)

1.58 52.222-36 AFFIRMATIVE ACTION FOR WORKERS WITH DISABILITIES. (JUN 1998)
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1.59 52.222-37 EMPLOYMENT REPORTS ON SPECIAL DISABLED VETERANS, VETERANS
OF THE VIETNAM ERA, AND OTHER ELIGIBLE VETERANS. (SEP 2006)

1.60 52.222-41 SERVICE CONTRACT ACT OF 1965. (NOV 2007)

1.61 52.222-43 FAIR LABOR STANDARDS ACT AND SERVICE CONTRACT ACT - PRICE
ADJUSTMENT (MULTIPLE YEAR AND OPTION CONTRACTS). (SEP 2009)

1.62 62.222-44 FAIR LABOR STANDARDS ACT AND SERVICE CONTRACT ACT - PRICE
ADJUSTMENT. (SEP 2009)

1.63 52.222-50 COMBATING TRAFFICKING IN PERSONS. (FEB 2009)
1.64 52.222-54 EMPLOYMENT ELIGIBILITY VERIFICATION. (JAN 2009)

1.65 52.223-3 HAZARDOUS MATERIAL IDENTIFICATION AND MATERIAL SAFETY DATA.
(JAN 1997) - ALTERNATE | (JUL 1995)

166 52.223-5 POLLUTION PREVENTION AND RIGHT-TO-KNOW INFORMATION. (AUG
2003)

1.67 52.223-6 DRUG-FREE WORKPLACE. (MAY 2001)

1.68 52.223-10 WASTE REDUCTION PROGRAM. (AUG 2000)

1.69 52.223-14 TOXIC CHEMICAL RELEASE REPORT‘NG. (AUG 2003)

1.70 52.223-16 ENERGY EFFICIENCY IN ENERGY-CONSUMING PRODUCTS. (DEC 2007)
1.71 52.224-1 PRIVACY ACT NOTIFICATION. (APR 1984)

1.72 52.224-2 PRIVACY ACT. (APR 1984)

1.73 52.225-1 BUY AMERICAN ACT - SUPPLIES. (FEB 2009)

1.74 52.225-13 RESTRICTIONS ON CERTAIN FOREIGN PURCHASES. (JUN 2008)

1.75 52.227-1 AUTHORIZATION AND CONSENT. (DEC 2007)

1.76 52.227-2 NOTICE AND ASSISTANCE REGARDING PATENT AND COPYRIGHT
INFRINGEMENT. (DEC 2007)

1.77 52.227-3 PATENT INDEMNITY. (APR 1984)
.78 52.227-4 PATENT INDEMNITY--CONSTRUCTION CONTRACTS. (DEC 2007)

1.79 52.227-11 PATENT RIGHTS--OWNERSHIP BY THE CONTRACTOR. (DEC 2007) (Short
Form) As modified by NFS$ 18.227-11 (Aug 2003) and 1852.227-70 (Aug 2003)
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1.80 52.227-14 RIGHTS IN DATA--GENERAL. (DEC 2007) -- ALTERNATE Il (DEC 2007)
ALTERNATE il (DEC 2007) as modified by NFS 1852.227-14

1.81 §2.227-16 ADDITIONAL DATA REQUIREMENTS. (JUN 1987)

1.82 52.227-17 RIGHTS IN DATA--SPECIAL WORKS. (DEC 2007) as modified by NFS
1852.227-17"

1.83 52.227-23 RIGHTS TO PROPOSAL DATA (TECHNICAL). (JUN 1987)

Except for data contained on pages NONE, it is agreed that as a condition of award of this
contract, and notwithstanding the conditions of any notice appearing thereon, the Government
shail have unlimited rights (as defined in the "Rights in Data - General" clause contained in this
contract) in and to the technical data contained in the proposal dated 9 August 2010, upon
which this contract is based.

1.84 52.228-2 ADDITIONAlL BOND SECURITY. (OCT 1997)

1.85 52.228-5 INSURANCE - WORK ON A GOVERNMENT INSTALLATION. (JAN 1997)
1.86 52.228-7 INSURANCE - LIABILITY TO THIRD PERSONS. (MAR 1996)

1.87 52.228-11 PLEDGES OF ASSETS. (SEP 2009)

.88 52.228-14 IRREVOCABLE LETTER OF CREDIT. (DEC 1999)

1.89 52.229-3 FEDERAL, STATE, AND LOCAL TAXES. (APR 2003)

1.90 52.230-2 COST ACCOUNTING STANDARDS. (OCT 2008)

1.91 52.230-3 DISCLOSURE AND CONSISTENCY OF COST ACCOUNTING PRACTICES.
{OCT 2008)

1.92 52.230-6 AD-M-INISTRAT!ON_ OF COST ACCOUNTING STANDARDS. (JUN 2010)
1.93 52.232-1 PAYMENTS, (APR 1984)

.94 52.232-5 PAYMENTS UNDER FIXED-PRICE CONSTRUCTION CONTRACTS. (SEP
2002)

1.95 52.232-9 LIMITATION ON WITHHOLDING OF PAYMENTS. (APR 1984)
1.96 52.232-17 INTEREST. (OCT 2008)

1.97 52.232-18 AVAILABILITY OF FUNDS. (APR 1984)

1.98 52.232-20 LIMITATION OF COST. (APR 1984)

1.99 52.232-22 LIMITATION OF FUNDS. (APR 1984)
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1100 52.232-23 ASSIGNMENT OF CLAIMS. (JAN 1986)
1101 52.232-25 PROMPT PAYMENT. (OCT 2008)
1.102 52.232-27 PROMPT PAYMENT FOR CONSTRUCTION CONTRACTS. (OCT 2008)

1103 §2.232-33 PAYMENT BY ELECTRONIC FUNDS TRANSFER - CENTRAL
CONTRACTOR REGISTRATION. (OCT 2003)

1.104 52.232-34 PAYMENT BY ELECTRONIC FUNDS TRANSFER - OTHER THAN

~ CENTRAL CONTRACTOR REGISTRATION. (MAY 1999)

(b) Mandatory submission of Contractor's EFT information. (1) The Contractor is required to
provide the Government with the information required to make payment by EFT (see paragraph
(i) of this clause). The Contractor shall provide this information directly to the office designated
in this contract to receive that information (hereatfter: designated office) no later than 15 days
prior to submission of the first request for payment. If not otherwise specified in this contract, the
payment office is the designated office for receipt of the Contractor's EFT information. If more
than one designated office is named for the contract, the Contractor shall provide a separate
notice to each office. In the event that the EFT information changes, the Contractor shall be
responsible for providing the updated information to the designated office(s).

1105 52.233-1 DISPUTES. (JUL 2002) - ALTERNATE | (DEC 1991)

1.106 RESERVED

1.107 52.233-3 PROTEST AFTER AWARD. (AUG 1996) - ALTERNATE I (JUN 1985)
1.108 52.233-4 APPLICABLE LAW FOR BREACH OF CONTRACT CLAIM. (OCT 2004)
1.109 52.236-2 DIFFERING SITE CONDITIONS. (APR 1984)

1.110 52.236-3 SITE INVESTIGATION AND CONDITIONS AFFECTING THE WORK. (APR
1984)

1.111 52.236-5 MATERIAL AND WORKMANSHIP. (APR 1984)

1112 52.236-6 SUPERINTENDENCE BY THE CONTRACTOR. (APR 1984)
1113 52.236-7 PERMITS AND RESPONSIBILITIES. (NOV 1991)

1114 52.236-8 OTHER CONTRACTS. (APR 1984)

1.115 52.236-9 PROTECTION OF EXISTING VEGETATION, STRUCTURES, EQUIPMENT,
UTILITIES, AND IMPROVEMENTS. (APR 1984)

1.116 52.236-10 OPERATIONS AND STORAGE AREAS. (APR 1984)
1.117 52.236-11 USE AND POSSESSION PRIOR TO COMPLETION. (APR 1984)
1.118 52.236-12 CLEANING UP. (APR 1984)
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1.419 52.236-14 AVAILABILITY AND USE OF UTILITY SERVICES. (APR 1984)

1.120 52.236-15 SCHEDULES FOR CONSTRUCTION CONTRACTS. (APR 1984)

1.121 62.236-17 LAYOUT OF WORK. (APR 1984)

1.122 52.236-21 SPECIFICATIONS AND DRAWINGS FOR CONSTRUCTION. (FEB 1997)
1.123 52.236-26 PRECONSTRUCTION CONFERENCE. (FEB 1995)

1124 52.237-2 PROTECTION OF GOVERNMENT BUILDINGS, EQUIPMENT, AND
VEGETATION. (APR 1984)

1125 52.237-3 CONTINUITY OF SERVICES. (JAN 1991)

11126 62.239-1 PRIVACY OR SECURITY SAFEGUARDS. (AUG 1996)
1.127 52.242-1 NOTICE OF INTENT TO DISALLOW COSTS. (APR 1984)
1.128 52.242-3 PENALTIES FOR UNALLOWABLE COSTS. (MAY 2001)
1129 52.242-4 CERTIFICATION OF FINAL INDIRECT COSTS. (JAN 1997)
1.130 52.242-13 BANKRUPTCY. (JUL. 1995)

1.131 52.243-2 CHANGES - COST-REIMBURSEMENT. (AUG 1987) - ALTERNATE Il (APR
1984)

1.132 52.243-4 CHANGES. (JUN 2007)
1133 52.244-2 SUBCONTRACTS. (JUN 2007)

(d) If the Contractor has an approved purchasing system, the Contractor nevertheless shall
obtain the Contracting Officer's written consent before placing the following subcontracts: { TBD
]

(i) Paragraphs (c) and (e) of this clause do not apply to the following subcontracts, which were
evaluated during negotiations: {TBD)

1134 52.244-5 COMPETITION IN SUBCONTRACTING. (DEC 1996)
1.135 52.245-1 GOVERNMENT PROPERTY. (JUN 2007)
1136 52.246-20 WARRANTY OF SERVICES. (MAY 2001)

(b) Notwithstanding inspection and acceptance by the Government or any provision concerning
the conclusiveness thereof, the Contractor warrants that all services performed under this
contract will, at the time of acceptance, be free from defects in workmanship and conform to the
requirements of this contract. The Contracting Officer shall give written notice of any defect or
nonconformance to the Contractor within 30 days from the date of acceptance by the
Government. This notice shall state either -
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1137 52.246-21 WARRANTY OF CONSTRUCTION. (MAR 1994) - ALTERNATE | (APR 1984)
.138 52.246-25 LIMITATION OF LIABILITY - SERVICES. (FEB 1997)

1.139 52.247-1 COMMERCIAL BILL OF LADING NOTATIONS. (FEB 2006)

Transportation is for the NASA and the actual total transportation charges paid to the carrier(s)
by the consignor or consignee are assignable to, and shall be reimbursed by, the Government.
Transportation is for the NASA and the actual total transportation charges paid to the carrier(s)
by the consignor or consignee shall be reimbursed by the Government, pursuant o cost-
reimbursement contract No. NNA10DF30C. This may be confirmed by contacting the contract
administration office listed in the contract.

1140 52.248-1 VALUE ENGINEERING. (FEB 2000)

1141 52.248-3 VALUE ENGINEERING - CONSTRUCTION. (SEP 2006)

1142 52.249-2 TERMINATION FOR CONVENIENCE OF THE GOVERNMENT (FIXED-
PRICE). (MAY 2004)

1143 52.249-6 TERMINATION (COST-REIMBURSEMENT). (MAY 2004)

1.144 52.249-8 DEFAULT (FIXED-PR!CE SUPPLY AND SERVICE). (APR 1984)

1145 52.249-10 DEFAULT (FIXED-PRICE CONSTRUCTION). (APR 1984)

1.146 52.249-14 EXCUSABLE DELAYS. (APR 1984),

1147 52.261-1 GOVERNMENT SUPPLY SOURCES (APR 1984)

1.148 52.253-1 COMPUTER GENERATED FORMS. (JAN 1991)

1.149 1852.203-70 DISPLAY OF INSPECTOR GENERAL HOTLINE POSTERS. (JUN 2001)
1150 1852.216-89 ASSIGNMENT AND RELEASE FORMS. (JUL 1997)

1.151 1852.219-74 USE OF RURAL AREA SMALL BUSINESSES. (SEP 1990)

1152 1852.219-75 SMALL BUSINESS SUBCONTRACTING REPORTING. (MAY 1999)
1.153 1852.219-79 MENTOR REQUIREMENTS AND EVALUATION. (M‘AY 2009)

1154 1852.223-74 DRUG-AND ALCOHOL-FREE WORKFORCE. (MAR 1996)

1155 1852.228-75 MINIMUM INSURANCE COVERAGE. (OCT 1988)

1.156 1852.228-81 INSURANCE - PARTIAL IMMUNITY FROM TORT LIABILITY. (SEP 2000)
1157 1852.237-70 EMERGENCY EVACUATION PROCEDURES. (DEC 1988)
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1158 1852.242-78 EMERGENCY MEDICAL SERVICES AND EVACUATION. (APR 2001)
1159 1852.243-71 SHARED SAVINGS (MAR 1997)

1.160 52.204-9 PERSONAL IDENTITY VERIFICATION OF CONTRACTOR PERSONNEL.
(SEP 2007)

(a) The Contractor shall comply with agency personal identity verification procedures identified
in the contract that implement Homeland Security Presidential Directive-12 (HSPD-12), Office of
Management and Budget (OMB) guidance M-05-24, and Federal Information Processing

- Standards Publication (FIPS PUB) Number 201,

(b) The Contractor shall insert this clause in all subcontracts when the subcontractor is required

to have routine physical access to a Federally-controlled facility and/or routine access to a
Federally-controlled information system.

FIPS 201 Appendix A graphically displays the following procedure for the issuance of a PIV
credential,
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Figure A~1, FIPS 201, Appendix A

The following steps describe the procedures for the NASA Personal Identity Verification Card
Issuance (PCl) of a PIV credential:

Step 1;
The Contractor's Corporate Security Officer (CSO), Program Manager (PM), or Facility Security
Officer (FSO) submits a formal letter that provides a list of contract employees {applicant)

names requesting access to the NASA Contracting Officer's Technical Representative (COTR).
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In the case of a foreign national applicant, approval through the NAS_A Foreign National
Management System (NFNMS) must be obtained for the visit or assngnmept before any
processing for a PIV credential can take place. Further, if the foreign national is not qnder a
contract where a COTR has been officially designated, the foreign national will prgvade the
information directly to their visit/assignment host, and the host sponsor will fuifill the duties of the
COTR mentioned herein. In each case, the letter shall provide notification of the contract or
foreign national employee’s (hereafter the “applicant”) full name (first, middie and last), s_oc:al
security number (SSN) or NASA Foreign National Management System Visitor Number if the
foreign national does not have a SSN, and date of birth. If the contract employee has a current
satisfactorily completed National Agency Check with Inquiries (NACI) or an equivalent or higher
degree of background investigation, the letter shall indicate the type of investigation, the agency
completing the investigation, and date the investigation was completed. Also, the letter must
specify the risk/sensitivity leve! associated with the position in which each applicant wili be
working (NPR 1600.1, §4.5 is germane) Further, the letter shall also acknowledge that contract
employees may be denied access to NASA information or information systems based on an
unsatisfactory background investigation/adjudication. .

After reviewing the letter for completeness and concurring with the risk/sensitivity levels, the
COTR/host must forward the letter to the Center Chief of Security (CCS). The CCS shall review
the OPM databases (e.g., DCII, PIP, et al), and take appropriate steps to validate the
applicant’s investigation status. Requirements for a NACI or other investigation shall be initiated
only if necessary.

Applicants who do not currently possess the required level of background investigation shall be
directed to the e-QIP web site to complete the necessary background investigation forms online.
The CCS shall provide to the COTR/host information and instructions on how to access the e-
QIP for each contract or foreign national employee requiring access

Step 2:

Upon acceptance of the letter/background information, the applicant wili be advised that in order
to complete the investigative process, he or she must appear in-person before the authorized
PIV registrar and submit two forms of identity source documents in original form. The identity
source documents must come from the list of acceptable documents included in Form 1-9,
Employment Eligibility Verification, one which must be a Federal' or State issued picture
identification. Fingerprints will be taken at this time. The applicant must appear no later than
the entry on duty date.

When the applicant appears, the registrar will electronically scan the submitted documents; any
document that appears invalid will be rejected by the registrar. The registrar will capture
electronically both a facial image and fingerprints of the applicant. The information submitted by
the applicant will be used to create or update the applicant identity record in the Identity
Management System (IDMS).

Step 3:
Upon the applicant's completion of the investigative document, the CCS reviews the

information, and resolves discrepancies with the applicant as necessary. When the applicant
has appeared in person and completed fingerprints, the package is electronically submitted to

' A non-Piv government identification badge, including the NASA Photo ldentification Badge, MAY NOT
BE USED for the original issuance of a PIV vetted credential
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initiate the NACI. The CCS includes a request for feedback on the NAC portion of the NACI at
the time the request is submitted.

Step 4. N
Prior to authorizing physical access of a contractor employee to a federally-controlled facility or

access to a Federal information system, the CCS will ensure that a check has been performed
with the National Crime Information Center (NCIC) and Interstate Identification index. In the
case of a foreign national, a national check of the Bureau of Immigration and Cust‘oms
Enforcement (BICE) database will be performed for each applicant. If this process.yle!ds
negative information, the CCS will immediately notify the COTR/host of the determination
regarding access made by the CCS.

Step 5: : '
Upon receipt of the completed NAC, the CCS will update IDMS from the NAC portion of the

NACI and indicate the result of the suitability determination. If an unsatisfactory suitability
determination is rendered, the COTR will advise the contractor that the employee is being
denied physical access to all federally-controlled facilities and Federal information systems.

Based on a favorable NAC and NCIC/I} or BICE check, the CCS will authorize the issuance of a
PIV federal credential in the Physical Access Control System (PACS) database. The CCS,
based on information provided by the COTR/host, will determine what physical access the
applicant should be granted once the PIV issues the crederitial.

Step 6:

Using the information provided by the applicant during his or her in-person appearance, the PIV
card production facility creates and instantiates the approved PIV card for the applicant with an
activation date commensurate with the applicant’s start date.

Step 7:
The applicant proceeds to the credential issuance facility to begin processing for receipt of
his/her federal credential. ‘

The applicant provides to the credential issuing operator proof of identity with documentation
that meets the requirements of FIPS 201 (DHS Employment Eligibility Verification (Form 1-9)
documents. These documents must be the same documents submitted for registration.

The credential issuing operator will verify that the. facial image, and optionally reference finger
print, matches the enroliment data used to produce the card. Upon verification of identity, the
operator will locate the employee’s record in the PACS database, and modify the record to
indicate the PIV card has been issued. The applicant will select a PIN for use with his or her
new PIV card. Although root data is inaccessible to the operator, certain fields (hair color, eye
color, et al.) may be modified to more accurately record the employee’s information. '

The applicant proceeds to a kiosk or other workstation to complete activation of the PIV card
using the initial PIN entered at card issuance.

ALTERNATIVE FOR APPLICANTS WHO DO NOT HAVE A COMPLETED AND
ADJUDICATED NAC AT THE TIME OF ENTRANCE ON DUTY

Steps 1 through 4 shall be accomplished for all applicants in accordance with the process
described above. If the applicant is unable to appear in person until the time of entry on duty, or
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does not, for any other reason, have a completed and adjudicated NAC portion of the NACI at
the time of entrance on duty, the following interim procedures shail apply.

1. If the documents required to submit the NACI have not been completed prior to EOD,
the applicant will be instructed to complete all remaining requirements for submiss!on of
the investigation request. This includes presentation of I-9 documents and completion of
fingerprints, if not already accomplished. If the applicant fails to complete these
activities as prescribed in NPR 1600.1 (Chapters 3 & 4), it may be considered as failure
to meet the conditions required for physical access to a federally-controlled facility or
access to a Federal information system, and result in denial of such access.

2. Based on favorable results of the NCIC, the applicant shall be issued a temporary NASA
identification card for a period not-to-exceed six months. If at the end of the six month
period the NAC results have not been returned, the agency will at that time make a

determination if an additional extension will be granted for the temporary identification
card.

3. Upon retumn of the completed NAC, the process will continue from Step 5.
(End of clause)
1.161 52.215-19 NOTIFICATION OF OWNERSHIP CHANGES. (OCT 1997)

(a) The Contractor shall make the following notifications in writing:

(1) When the Contractor becomes aware that a change in its ownership has occurred, oris
certain to occur, that could result in changes in the valuation of its capitalized assets in the

accounting records, the Contractor shall notify the Administrative Contracting Officer (ACQ)
within 30 days,

(2) The Contractor shall also notify the ACO within 30 days whenever changes to asset

valuations or any other cost changes have occurred or are certain to occur as aresultofa
change in ownership.

(b) The Contractor shall -

(1) Maintain current, accurate, and complete inventory records of assets and their costs;
(2) Provide the ACO or designated representative ready access to the records upon request;

(3) Ensure that all individual and grouped assets, their capitalized values, accumulated
depreciation or amortization, and remaining useful lives are identified accurately before and
after each of the Contractor's ownership changes: and

(4) Retain and continue to maintain depreciation and amortization schedules based on the asset
records maintained before each Contractor ownership change.

(c) The Contractor shall include the substance of this clause in all subcontracts under this
contract that meet the applicability requirement of FAR 15.408(k).

(End of clause)
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1.162 52.216-18 ORDERING. (OCT 1995)

(a) Any supplies and services to be furnished under this contract shall bg ordered by issuance
of delivery orders or task orders by the individuals or activities designated in the Scheduk?. Such
orders may be issued from contract award through three years from award and during the
option period, if exercised.

(b) All delivery orders or task orders are subject to the terms and conditions of this contract. In
the event of conflict between a delivery order or task order and this contract, the contract shall
control.

(c) If mailed, a delivery order or task order is considered issued when the Government deposits
the order in the mail. Orders may be issued orally, by facsimile, or by electronic commerce
methods only if authorized in the Schedule.

(End of clause)
1,163 62.216-19 ORDER LIMITATIONS. (OCT 1995)

(a) Minimum order. When the Government requires supplies or services covered by this
contract in an amount of less than $100.00, the Government is not obligated to purchase, nor is
the Contractor obligated to furnish, those supplies or services under the contract.

(b) Maximum order. The Contractor is not obligated to honor -
(1) Any order for a single item in excess of $2,000,000.00;
(2) Any order for a combination of items in excess of $2,000,000.00; or

(3) A series of orders from the same ordering office within 5 days that together call for quantities
exceeding the limitation in subparagraph (b){(1) or (2) of this section.

(c) if this is a requirements contract (i.e., includes the Requirements clause at subsection
52.216-21 of the Federal Acquisition Regulation (FARY)), the Government is not required to
order a part of any one requirement from the Contractor if that requirement exceeds the
maximum-order limitations in paragraph (b) of this section.

(d) Notwithstanding paragraphs (b) and (c) of this section, the Contractor shall honor any order
exceeding the maximum order fimitations in paragraph (b), unless that order (or orders) is
returned to the ordering office within three (3) days after issuance, with written notice stating the
Contractor's intent not to ship the item (or items) called for and the reasons. Upon receiving this
notice, the Government may acquire the supplies or services from another source.

(End of clause)

1164 52.216-22 INDEFINITE QUANTITY. (OCT 1995)

(a) This is an indefinite-quantity contract for the supplies or services specified, and effective for
the period stated, in the Schedule. The quantities of supplies and services specified in the

Schedule are estimates only and are not purchased by this contract.
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(b) Delivery or performance shall be made only as authorized by orders issued in acqordance
with the Ordering clause. The Contractor shall furnish to the Government, wheq and n"orderedq.
the supplies or services specified in the Schedule up to and including the quantity des;gngted in
the Schedule as the maximum. The Government shall order at least the quantity of supplies or
services designated in the Schedule as the minimum.

(c) Except for any limitations on quantities in the Order Limitations clause or in the S_chedule,
there is no limit on the number of orders that may be issued. The Government may issue orders
requiring delivery to multiple destinations or performance at multiple locations.

(d) Any order issued during the effective period of this contract and not completed within that
period shall be completed by the Contractor within the time specified in the order. The contract
shall govern the Contractor's and Government's rights and obligations with respect to that order
to the same extent as if the order were completed during the contract's effective period;
provided, that the Contractor shall not be required to make any deliveries under this contract
after 6 months from the end of the date of the ordering period of the contract.

(End of clause)
1.165 §2.217-8 OPTION TO EXTEND SERVICES. (NOV 1999)

The Government may require continued performance of any services within the limits and at the
rates specified in the contract. These rates may be adjusted only as a result of revisions to
prevailing labor rates provided by the Secretary of Labor. The option provision may be
exercised more than once, but the total extension of performance hereunder shall not exceed 6
months. The Contracting Officer may exercise the option by written notice to the Contractor
within 10 days.

(End of clause)

1166 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT. (MAR 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor
within10 days; provided that the Government gives the Contractor a preliminary written notice of
its intent to extend at least 30 days before the contract expires. The preliminary notice does not
commit the Government to an extension.

(b) If the Government exercises this option, the extended contract shall be considered to include
this option clause.

(c) The total duration of this contract, including the exercise of any options under this clause,
shall not exceed 5 years.

(End of clause)
1.167 RESERVED.

1.168 52.222-42 STATEMENT OF EQUIVALENT RATES FOR FEDERAL HIRES. (MAY 1989)
(Modified ARC/Feb 1997)
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In compliance with the Service Contract Act of 1965, as amended, and the rggulations of the
Secretary of Labor (29 CFR Part 4), this clause identifies the classes of service emp!oyees
expected to be employed under the contract and states the wages and fnng_e_beneflts payable
to each if they were employed by the contracting agency subject to the provisions of 5 U.S.C.
5341 or 5332,

THIS STATEMENT IS FOR INFORMATION ONLY:;
IT IS NOT A WAGE DETERMINATION

MONETARY FRINGE
EMPLOYEE CLASS WAGE BENEFITS
Supervisor , $31.26 See (b)
Accountant $23.78 See (b)
Resource Management Specialist $19.65 See (b)
Secretary (OA) $14.46 See (b)
Rigger $21.92 See (b)
Gardener $15.05 See (b)
Pest Controller $20.79 See (b)
Forkiift Operator $16.29 See (b)
Painter $20.79 See (b)
Piumber $20.79 See (b)
Carpenter $20.79 See (b)
Roofer o $21.92 See (b)
Bricklayer (Mason) $21.92 See (b)
Electrician $23.04 See (b)
Maintenance Worker $18.54 See (b)
Maintenance Mechanic $21.92 See (b)
Instrument Mechanic $21.92 See (b)
Physical Science Technician (Thermographer ~ $16.06 See (b)
{
Physical Science Technician (Thermographer $19.65 See (b)
)]
HVAC/R Mechanic $23.04 See (b)
Engineer (Energy) $28.50 See (b)
Environmental Engineer $28.50 See (b)
Safety Engineer $28.50 See (b)
Hydrologist $23.78 See (b)
Mechanical Engineer $28.50 See (b)
Civil Engineer $28.50 See (b)
Electrical Engineer $28.50 See (b)
Engineering Technician $12.97 See (b)
Computer Specialist $23.78 See (b)

(b) Costs to the Government for employee fringe benefits for the class of service employees
described above are estimated as follows. Total fringe benefit costs are estimated at an
average of 26% of salary for all permanent employees.

Percent_ ’
Fringe Benefits _ of Sala
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Federal Employees Retirement System (FERS) 11.5
Thrift Saving Plan (TSP) 3.4
Social Security (FICA) 6.2
Medicare 1.5
_Employee Life Insurance (FEGLI) 0.1
Employee Health Insurance (FEHB) 3.3
Combined Fringe Benefits ' 26.0

The paid holidays provided by law to Federal employees are:

1. [New Year's Day 6. iLabor Day

2. IMartin Luther King Day 7. |Columbus Day

3. _|President's Day 8. [Veterans Day

4. |Memorial Day 9. |Thanksgiving Day
5. |Independence Day 10. |{Christmas Day

(c) The amount of vacation or paid leave provided by law that would be given to Federal
Employees is as follows:

(1) Two hours of annual leave each week for an employee with less than three years of service.
(2) Three hours of annual leave each week for an employee with three, but less than fifteen
years of service.

(3) Four hours of annual leave each week for an employee with fifteen or more years of service.

(End of clause)

1.169 52.223-9 ESTIMATE OF PERCENTAGE OF RECOVERED MATERIAL CONTENT FOR
EPA-DESIGNATED ITEMS. (MAY 2008) : :

(a) Definitions. As used in this clause -

"Postconsumer material" means a material or finished product that has served its intended use
and has been discarded for disposal or recovery, having completed its life as a consumer item.
Postconsumer material is a part of the broader category of "recovered material.”

"Recovered material” means waste materials and by-products recovered or diverted from solid
waste, but the term does not include those materials and by-products generated from, and
commonly reused within, an original manufacturing process.

(b) The Contractor, on cbmpleﬁon of this contract, shall -

(1) Estimate the percentage of the total recovered material content for EPA-designated item(s)
delivered and/or used in contract performance, including, if applicable, the percentage of post-
consumer material content; and

(2) Submit this estimate to the COTR.

(End of clause)
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1.170 52.226-6 PROMOTING EXCESS FOOD DONATION TO NONPROFIT
ORGANIZATIONS. (MAR 2009) :
(a) Definitions. As used in this clause--
"Apparently wholesome food" means food that meets all quality and labeling standards imposed
by Federal, State, and local laws and regulations even though the food may not be. r_eadny
marketable due to appearance, age, freshness, grade, size, surplus, or other conditions.
"Excess food" means food that--
(1) 1s not required to meet the needs of the executive agencies; and

(2) Would otherwise be discarded.

"Food-insecure" means inconsistent access to sufficient, safe, and nutritious food.
"Nonprofit organization" means any organization that is--

(1) Described in section 501(c) of the Internal Revénue Code of 1986; and

(2) Exempt from tax under section 561 (a) of that Code.

(b) In accordance with the Federal Food Donation Act of 2008 (Pub. L. 110-247), the Contractor
is encouraged, to the maximum extent practicable and safe, to donate excess, apparently

wholesome food to nonprofit organizations that provide assistance to food-insecure people in
the United States. _

(c) Costs. (1) The Contractor, including any subcontractors, shall assume the responsibility for
ail the costs and the logistical support to collect, transport, maintain the safety of, or distribute

the excess, apparently wholesome food to the nonprofit organization(s) that provides assistance
to food-insecure people.

(2) The Contractor will not be reimbursed for any costs incurred or associated with the donation
of excess foods. Any costs incurred for excess food donations are unaliowable.

(d) Liability. The Government and the Contractor, including any subcontractors, shall be exempt
from civil and criminal liability to the extent provided under the Bill Emerson Good Samaritan
Food Donation Act (42 U.S.C. 1791). Nothing in this clause shall be construed to supersede
State or local health regulations (subsection (f) of 42 U.S.C. 1791),

(e) Flowdown. The Contractor shall insert this clause in all contracts, task orders, delivery
orders, purchase orders, and other similar instruments greater than $25,000 with its
subcontractors or suppliers, at any tier, who will perform, under this contract, the provision, -
service, or sale of food in the United States.

(End of clause)

1.171 52.228-15 PERFORMANCE AND PAYMENT BONDS - CONSTRUCTION. (NOV 2006)

(a) Definitions. As used in this clause -
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Originat contract price means the award price of the contract; or, for requirements contrac{s,
the price payable for the estimated total quantity; or, for indefinite-quantity cqnt.racts, the price
payable for the specified minimum quantity. Original contract price does not include the price of
any options, except those options exercised at the time of contract award.

(b) Amount of required bonds. Unless the resulting contract price is $100,000 or less, the
successful offeror shall furnish performance and payment bonds to the Contracting Officer as
follows:

1) Pe#onnance bonds (Standard Form 25). The penal amount of performance bonds at the
time of contract award shall be 100 percent of the original contract price.

(2) Payment Bonds (Standard Form 25-A). The penal amount of payment bonds at the time of
contract award shall be 100 percent of the original contract price.

(3) Additional bond protection. (i) The Government may require additional performance and
payment bond protection if the contract price is increased. The increase in protection generally
will equal 100 percent of the increase in contract price.

(ii) The Government may secure the additional protection by directing the Contractor to increase
the penal amount of the existing bond or to obtain an additional bond.

(c) Furnishing executed bonds. The Contractor shall furnish all executed bonds, including any
necessary reinsurance agreements, to the Contracting Officer, within the time period specified
in the Bid Guarantee provision of the solicitation, or otherwise specified by the Contracting
Officer, but in any event, before starting work.

(d) Surety or other security for bonds. The bonds shall be in the form of firm commitment,
supported by corporate sureties whose names appear on the list contained in Treasury
Department Circular 570, individual sureties, or by other acceptable security such as postal
money order, certified check, cashier's check, irrevocable letter of credit, or, in accordance with
Treasury Department regulations, certain bonds or notes of the United States. Treasury Circular
570 is published in the Federal Register or may be obtained from the U.S. Department of the
Treasury, Financial Management Service, Surety Bond Branch, 3700 East West Highway,
Room 6F01, Hyattsville, MD 20782, Or via the internet at http.//www.fms.treas.gov/c570/.

(e) Notice of subcontractor waiver of protection (40 U.S.C. 3133(c)). Any waiver of the right to
sue on the payment bond is void unless it is in writing, signed by the person whose right is
waived, and executed after such person has first furnished labor or material for use in the
performance of the contract.

(End of clause)

1.172 52.244-6 SUBCONTRACTS FOR COMMERCIAL ITEMS. (JUN 201 0)

(a) Definitions. As used in this clause-- |

"Commercial item" has the meaning contained in Federal Acquisition Regulation 2.101,
Definitions.
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"Subcontract” includes a transfer of commercial items between divisions, subsidiaries, or
affiliates of the Contractor or subcontractor at any tier.

(b) To the maximum extent practicable, the Contractor shall incorporate, and rquire its
subcontractors at all tiers to incorporate, commercial items or nondevelopmental items as
components of items to be supplied under this contract.

(cK(1) The Contractor shall insert the following clauses in subcontracts for commercial items;

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (APR 2010} (Pub. L. 110-252,
Title VI, Chapter 1 (41 U.S.C. 251 note)), if the subcontract exceeds $5,000,000 and has a
performance period of more than 120 days. In altering this clause to identify the appropriate
parties, all disclosures of violation of the civil False Claims Act or of Federal criminal law shall
be directed to the agency Office of the Inspector General, with a copy to the Contracting Officer.

(i) 52:203-15, Whistleblower Protections Under the American Recovery and Reinvestment Act
of 2009 (JUN 2010) (Section 1553 of Pub. L. 111-5), if the subcontract is funded under the
Recovery Act. '

(iii) 52.219-8, Utilization of Small Business Concerns (MAY 2004) (15 U.S.C. 637(d)(2) and (3)),
if the subcontract offers further subcontracting opportunities. If the subcontract (except
subcontracts to small business concerns) exceeds $550,000 ($1,000,000 for construction of any
public facility), the subcontractor must include 52.219-8 in lower tier subcontracts that offer
subcontracting opportunities.

(iv) 52.222-26, Equal Opportunity (MAR 2007) (E.O. 11246).

(v) 52.222-35, Equal Opportunity for Special Disabled Veterans, Veterans of the Vietnam Era,
and Other Eligible Veterans (SEP 2006) (38 U.S.C. 4212(a)).

(Vi) 52.222-36, Affirmative Action for Workers with Disabilities (JUN 1998) (29 U.S.C. 793).
(vii) Reserved.

(viii) 52.222-50, Combating Trafficking in Persons (FEB 2009) (22 U.S.C. 7104(g)).

(ix) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46
U.S.C. App. 1241 and 10 U.S.C. 2631), if flow down is required in accordance with paragraph
(d) of FAR clause 52.247-64. :

(2) While not required, the Contractor may flow down to subcontracts for commercial items a
minimal number of additional clauses necessary to satisfy its contractual obligations.

{(d) The Contractor shall include the terms of this clause, including this paragraph (d), in
subcontracts awarded under this contract.

1173 52.245.2 GOVERNMENT PROPERTY INSTALLATION OPERATION SERVICES. (JUN

2007)

(a) This Government Propérty listed in paragraph (e) of this clause is furnished to the Contractor
in an "as-is, where is" condition. The Government makes no warranty regarding the suitability
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for use of the Government property specified in this contract. The Contraqtqr s_hall be afforded
the opportunity to inspect the Government property as specified in the solicitation.

(b) The Government bears no responsibility for repair or replacement of any lost, damaged or
destroyed Government property. If any or alt of the Government property is lost, damaged or
destroyed or becomes no longer usable, the Contractor shall be responsible for replacement of
the property at Contractor expense. The Contractor shall have title to all replacement property
and shall continue to be responsible for contract performance.

(c) Unless the Contracting Officer determines otherwise, the Government abandons all rights
and title to unserviceable and scrap property resulting from contract performance. Upon
notification to the Contracting Officer, the Contractor shall remove such property from the
Government premises and dispose of it at Contractor expense,

(d) Except as provided in this clause, Government property furnished under this contract shall
be governed by the Government Property clause of this contract.

(e) Government property provided under this clause: [TBD ]

(End of clause)

1.174 52.252.2 CLAUSES INCORPORATED BY REFERENCE. (FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as
if they were given in full text. Upon request, the Contracting Officer will make their full text
available. Also, the full text of a clause may be accessed electronically at this/these
address(es): Federal Acquisition Regulation (FAR) clauses:

http://www.acqnet.gov/far/

NASA FAR Supplement (NFS) clauses:
http://www‘hq.nasa.gov/ofﬁce/procurement/regs/nfstoc.htm

(End of clause)

1.175 52.252-6 AUTHORIZED DEVIATIONS IN CLAUSES. (APR 1984)

(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR
Chapter 1) clause with an authorized deviation is indicated by the addition of (DEVIATION)
after the date of the clause.

(b) The use in this solicitation or contract of any NASA FAR Supplement (48 CFR 18) clause
with an authorized deviation is indicated by the addition of (DEVIATION) after the name of the

regulation.

(End of clause)

1.176 1852.215-84 OMBUDSMAN. (OCT 2003) -- ALTERNATE ) {JUN 2000) E
(a) An ombudsman has been appointed to hear and facilitate the resolution of concerns from g
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offerors, potential offerors, and contractors during the preaward and postayvgrd phases of this
acquisition. When requested, the ombudsman will maintain strict confidentiality as to the source
of the concern. The existence of the ombudsman is not to diminish the authority of the
contracting officer, the Source Evaluation Board, or the selection official. Further, the
ombudsman does not participate in the evaluation of proposals, the source selection process, or
the adjudication of formal contract disputes. Therefore, before consulting with an ombudsman,
interested parties must first address their concerns, issues, disagreements, and/or
recommendations to the contracting officer for resolution.

(b) If resolution cannot be made by the contracting officer, interested parties may contact the
installation ombudsman:

NASA Ames Research Center

ATTN: Lewis Braxton i

Deputy Director — Ames Research Center, M/S 200-2
Moffett Field, CA 94035-1000

Telephone:  (650) 604-5068

FAX: (650) 604-0031 _

e-mail: Lewis.S.Braxton@nasa.gov

Concerns, issues, disagreements, and recommendations which cannot be resolved at the
installation may be referred to the NASA ombudsman, the Director of the Contract Management
Division, at 202-358-0445, facsimile 202-358-3083, e-mail james.a.balinskas@nasa.gov. Please
do not contact the ombudsman to request copies of the solicitation, verify offer due date, or
clarify technical requirements. Such inquiries shall be directed to the Contracting Officer or as
specified elsewhere in this document.

(c) If this is a task or delivery order contract, the ombudsman shail review complaints from
contractors and ensure they are afforded a fair opportunity to be considered, consistent with the
procedures of the contract.

(End of clause)
1177 1852.219-76 NASA 8 PERCENT GOAL. (JUL 1997)
(a) Definitions.

“Historically Black Colleges or University," as used in this clause, means an institution
determined by the Secretary of Education to meet the requirements of 34 CFR Section 608.2.
The term also includes any nonprofit research institution that was an integral part of such a
college or university before November 14, 1986.

"Minority institutions," as used in this clause, means an institution of higher education meeting
the requirements of section 1046(3) of the Higher Education Act of 1985 (20 U.S.C. 1135d-5(3))
which for the purposes of this clause includes a Hispanic-serving institution of higher education
as defined in section 316(b)(1) of the Act (20 U.8.C. 1059¢(b)(1)).

"Small disadvantaged business concern," as used in this clause, means a smalil business
concern that (1) is at least 51 percent unconditionally owned by one or more individuals who are
both socially and economically disadvantaged, or a publicly owned business having at least 51
percent of its stock unconditionally owned by one or more socially and economically
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disadvantaged individuals, and (2) has its management and daily business controiled by one or
more such individuals. This term also means a small business concern that is at Ieas} 51
percent unconditionally owned by an economically disadvantaged Indian tribe or Ngtlve
Hawaiian Organization, or a publicly owned business having at least 51 percent of its stoclf
unconditionally owned by one or more of these entities, which has its management and daily
business controlled by members of an economically disadvantaged Indian tribe or Native
Hawaiian Organization, and which meets the requirements of 13 CFR 124,

“Women-owned smal bUsiness concern," as used in this clause, means a small business
concern (1) which is at least 51 percent owned by one or more women or, in the case of any
publicly owned business, at least 51 percent of the stock of which is owned by one or more

women, and (2) whose management and daily business operations are controlled by one or
more women.

(b) The NASA Administrator is required by statute to establish annually a goal to make available
to small disadvantaged business concerns, Historically Black Colleges and Universities, minority
institutions, and women-owned smail business concerns, at least 8 percent of NASA's
procurement dollars under prime contracts or subcontracts awarded in support of authorized
programs, including the space station by the time operational status is obtained.

(c) The contractor hereby agrees to assist NASA in achieving this goal by using its best efforts

to award subcontracts to such entities to the fullest extent consistent with efficient contract
performance,

(d) Contractors acting in good faith may rely on written representations by their subcontractors
regarding their status as small disadvantaged business concerns, Historically Black Colleges
and Universities, minority institutions, and women-owned small business concerns.

(End of clause)
1178 1852.237-72 ACCESS TO SENSITIVE INFORMATION, {JUN 2005)

(a) As used in this clause, “'sensitive information” refers to information that a contractor has
developed at private expense, or that the Government has generated that qualifies for an
exception to the Freedom of Information Act, which is not currently in the public domain, and

which may embody trade secrets or commercial or financial information, and which may be
sensitive or privileged.

(b) To assist NASA in accomplishing management activities and administrative functions, the
Contractor shall provide the services specified elsewhere in this contract.

(c) If performing this contract entails access {o sensitive information, as defined above, the
Contractor agrees to--

(1) Utilize any sensitive information coming into its possession only for the purposes of
performing the services specified in this contract, and not to improve its own competitive
position in another procurement. '

(2) Safeguard sensitive information coming into its possession from unauthorized use and
disclosure,
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(3) Allow access to sensitive information only to those employees that need it to perform
services under this contract.

(4) Preclude access and disclosure of sensitive information to persons and entities outside of
the Contractor's organization.

(5) Train employees who may require access to sensitive inform.ation about their obligations to
utilize it only to perform the services specified in this contract and to safeguard it from
unauthorized use and disclosure.

(6) Obtain a written affirmation from each employee that he/she has received and will comply
with training on the authorized uses and mandatory protections of sensitive information needed
in performing this contract.

(7) Administer a monitoring process to ensure that employees comply with all reasonable
security procedures, report any breaches to the Contracting Officer, and implement any
hecessary corrective actions.

(d) The Contractor will comply with all procedures and obligations specified in its Organizational
Conflicts of Interest Avoidance Plan, which this contract incorporates as a compliance
document.

(e) The nature of the work on this contract may subject the Contractor and its employees to a
variety of laws and regulations relating to ethics, conflicts of interest, corruption, and other
criminal or civil matters relating to the award and administration of government contracts.
Recognizing that this contract establishes a high standard of accountability and trust, the
Government will carefully review the Contractor's performance in relation to the mandates and
restrictions found in these laws and regulations. Unauthorized uses or disclosures of sensitive
information may result in termination of this contract for default, or in debarment of the
Contractor for serious misconduct affecting present responsibility as a government contractor,

(f) The Contractor shall include the substance of this clause, including this paragraph (f),
suitably modified to reflect the relationship of the parties, in all subcontracts that may involve
access fo sensitive information

(End of clause)
1179 1852.237-73 RELEASE OF SENSITIVE INFORMATION. (JUN 2005)

(@) As used in this clause, "Sensitive information” refers to information, not currently in the
public domain, that the Contractor has developed at private expense, that may embody trade
secrets or commercial or financial information, and that may be sensitive or privileged.

(b) In accomplishing management activities and administrative functions, NASA relies heavily
on the support of various service providers. To support NASA activities and functions, these
service providers, as well as their subcontractors and their individual employees, may need
access to sensitive information submitted by the Contractor under this contract. By submitting
this proposal or performing this contract, the Contractor agrees that NASA may release to its
service providers, their subcontractors, and their individual employees, sensitive information
submitted during the course of this procurement, subject to the enumerated protections
mandated by the clause at 1852.237-72, Access to Sensitive Information.
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(c) (1) The Contractor shall identify any sensitive information submitted in support of this
proposal or in performing this contract. For purposes of identifying sensitive information, the _
Contractor may, in addition to any other notice or legend otherwise required, use a notice similar
to the following:

Mark the title page with the following legend:

This proposal or document includes sensitive information that NASA shall not disclose outside
the Agency and its service providers that support management activities and administrative
functions. To gain access to this sensitive information, a service provider's contract must contain
the clause at NFS 1852.237-72, Access to Sensitive Information. Consistent with this clause,
the service provider shall not duplicate, use, or disclose the information in whole or in part for
any purpose other than to perform the services specified in its contract. This restriction does not
limit the Government's right to use this information if it is obtained from another source without
restriction. The information subject to this restriction is contained in pages ___ TBD___. Mark
each page of sensitive information the Contractor wishes to restrict with the following legend:

Use or disclosure of sensitive information contained on this page is subject to the restriction on
the title page of this proposal or document. - '

(2) The Contracting Officer shall evaluate the facts supporting any claim that particular
information is "sensitive.” This evaluation shall consider the time and resources necessary to
protect the information in accordance with the detailed safeguards mandated by the clause at
1852.237-72, Access to Sensitive information. However, unless the Contracting Officer decides,
with the advice of Center counsel, that reasonable grounds exist to challenge the Contractor's
claim that particular information is sensitive, NASA and its service. providers and their
employees shall comply with all of the safeguards contained in paragraph (d) of this clause.

{d) To receive access to sensitive information needed to assist NASA in accomplishing
management activities and administrative functions, the service provider must be operating
under a contract that contains the clause at 1852.237-72, Access to Sensitive Information. This
clause obligates the service provider to do the following:

(1) Comply with all specified procedures and obligations, including the Organizational Conflicts
of Interest Avoidance Plan, which the contract has incorporated as a compliance document.

(2) Utiize any sensitive information coming into its possession only for the purpose of
performing the services specified in its contract,

(3) Safeguard sensitive information coming into its possession from unauthorized use and
disclosure.

(4) Allow access to sensitive information only to those employees that need it to perform
services under its contract.

() Preclude access and disclosure of sensitive information to persons and entities outside of
the service provider's organization.

(6) Train employees who may require access to sensitive information about their obligations to
utilize it only to perform the services specified in its contract and to safeguard it from
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unauthorized use and disclosure.,

(7) Obtain a written affirmation from each employee that he/she has received and will comply
with training on the authorized uses and mandatory protections of sensitive information needed
in performing this contract.

' (8) Administer a monitoring process to ensure that employees comply with all reasonable

security procedures, report any breaches to the Contracting Officer, and implement any
necessary corrective actions.

(e) When the service provider will have primary responsibility for operating an information
technology system for NASA that contains sensitive information, the service provider's contract
shall include the clause at 1852.204-76, Security Requirements for Unclassified Information
Technology Resources. The Security Requirements clause requires the service provider to
implement an Information Technology Security Plan to protect information processed, stored, or
transmitted from unauthorized access, alteration, disclosure, or use. Service provider personne!
requiring privileged access or limited privileged access to these information technology systems
are subject to screening using the standard National Agency Check (NAC) forms appropriate to
the leve! of risk for adverse impact to NASA missions. The Contracting Officer may allow the
service provider to conduct its own screening, provided the service provider employs
substantially equivalent screening procedures,

(f) This clause does not affect NASA's responsibilities under the Freedom of Information Act,

{(g) The Contractor shall insert this clause, including this paragraph (9), suitably modified to
reflect the relationship of the parties, in all subcontracts that may require the furnishing of
sensitive information.

(End of clause)

1.180 SECURITY REQUIREMENTS FOR UNCLASSIFIED INFORMATION TECHNOLOGY
RESOURCES (NFS 1852.204-76) (MAY 2008) (Deviation)

(a) The Contractor shall be responsible for information and information technology (IT)
security when —

(1) The Contractor or its subcontractors must obtain physical or electronic (i.e.,
authentication level 2 and above as defined in National Institute of Standards and
Technology (NIST) Special Publication (SP) 800-63, Electronic Authentication
Guideline) access to NASA's computer systems, networks, or IT infrastructure; or

(2) Information categorized as low, moderate, or high by the Federal Information
Processing Standards (FIPS) 199, Standards for Security Categorization of
Federal Information and Information Systems is stored, generated, processed, or
exchanged by NASA or on behalf of NASA by a contractor or subcontractor,
regardless of whether the information resides on a NASA or a
contractor/subcontractor’s information system. :

(b) IT Security Requirements.
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(1) Within 30 days after contract award, a Contractor shall submit to the Contracting
Officer for NASA approval an IT Security Plan, Risk Assessment, and FIPS 199,
Standards for Security Categorization of Federal Information and information
Systems, Assessment. These plans and assessments, including annual
updates shall be incorporated into the contract as compliance documents.

(i) The IT system security plan shall be prepared consistent, in form and
content, with NIST SP 800-18, Guide for Developing Security Plans for
Federal Information Systems, and any additions/augmentations described in
NASA Procedural Requirements (NPR) 2810, Security of Information
Technology. The security plan shall identify and document appropriate IT
security controls consistent with the sensitivity of the information and the
requirements of Federal Information Processing Standards (FIPS) 200,
Recommended Security Controls for Federal Information Systems. The plan
shall be reviewed and updated in accordance with NIST SP 800-26, Security
Self-Assessment Guide for Information Technology Systems, and FIPS 200,
on a yearly basis.

(i) The risk assessment shall be prepared consistent, in form and content, with
NIST SP 800-30, Risk Management Guide for information Technology
Systems, and any additions/augmentations described in NPR 2810. The risk
assessment shall be updated on a yearly basis.

(iii) The FIPS 199 assessment shall identify all information types as well as the
‘high water mark,” as defined in FIPS 199, of the processed, stored, or
transmitted information necessary to fulfill the contractual requirements.

(2) The Contractor shalt produce contingency plans consistent, in form and content,
with NIST SP 800-34, Contingency Planning Guide for Information Technology
Systems, and any additions/augmentations described in NPR 2810. The
Contractor shall perform yearly “Classroom Exercises.” “Functional Exercises,”
shall be coordinated with the Center CiOs and be conducted once every three
years, with the first conducted within the first two years of contract award. These
exercises are defined and described in NIST SP 800-34.

(3) The Contractor shall ensure coordination of its incident response team with the
NASA Incident Response Center (NASIRC) and the NASA Security Operations
Center, ensuring that incidents are reported consistent with NIST SP 800-61,
Computer Security Incident Reporting Guide, and the United States Computer
Emergency Readiness Team's (US-CERT) Concept of Operations for reporting
security incidents. Specifically, any confirmed incident of a system containing
NASA data or controlling NASA assets shall be reported to NASIRC within one
hour that results in unauthorized access, loss or modification of NASA data, or
denial of service affecting the availability of NASA data.

(4) The Contractor shall ensure that its employees, in performance of the contract,
receive annual IT security training in NASA IT Security policies, procedures,
computer ethics, and best practices in accordance with NPR 2810 requirements.

The Contractor may use web-based training available from NASA to meet this
requirement.
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(5) The Contractor shall provide NASA, including the NASA Office of Inspector
General, access to the Contractor's and subcontractors’ facilities, installations,
operations, documentation, databases, and personne! used in performance of
the contract. Access shall be provided to the extent required to carry out IT
security inspection, investigation, and/or audits to safeguard against threats and
hazards to the integrity, availability, and confidentiality of NASA information or to
the function of computer systems operated on behalf of NASA, and to preserve
evidence of computer crime. To facilitate mandatory reviews, the Contractor
shall ensure appropriate compartmentalization of NASA information, stored
and/or processed, either by information systems in direct support of the contract
or that are incidental to the contract.

(6) The Contractor shali ensure that system administrators who perform tasks that
have a material impact on IT security and operations demonstrate knowledge
appropriate to those tasks. Knowledge is demonstrated through the NASA
System Administrator Security Certification Program. A system administrator is
one who provides IT services (including network services, file storage, and/or
web services) to someone other than themselves and takes or assumes the
responsibility for the security and administrative controls of that service. Within
30 days after contract award, the Contractor shall provide to the Contracting
Officer a list of all system administrator positions and personnel filling those
positions, along with a schedule that ensures certification of all personnel within
90 days after contract award. Additionally, the Contractor should report all
personnet changes which impact system administrator positions within 5 days of
the personnel change and ensure these individuals obtain System Administrator
certification within 90 days after the change. :

(7) The Contractor shall ensure that NASA’s Sensitive But Unclassified (SBL)
information as defined in NPR 1600.1, NASA Security Program Procedural

Requirements, which includes privacy information, is encrypted in storage and
transmission.

(8) When the Contractor is located at a NASA Center or installation or is using NASA
IP address space, the Contractor shall --

@i} Submit requésts for non-NASA provided external Internet connections to the

Contracting Officer for approval by the Network Security Configuration
Control Board (NSCCB);

(i) Comply with the NASA CIO metrics including patch management, operating
systems and application configuration guidelines, vulnerability scanning,

incident reporting, system administrator certification, and security training;
and

(i) Utilize the NASA Public Key Infrastructure (PKI) for all encrypted

communication or non-repudiation requirements within NASA when secure
email capability is required.

{(c) Physica! and Logical Access Requirements.
(1) Contractor personnel requiring access to IT systems operated by the Contractor
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for NASA or interconnected to a NASA network shall be screened at an
appropriate level in accordance with NPR 2810 and Chapter 4, NPR 1600.1,
NASA Security Program Procedural Requirements. NASA shall provide
screening, appropriate to the highest risk level, of the IT systems and information
accessed, using, as a minimum, National Agency Check with Inquiries (NACI).
The Contractor shall submit the required forms to the NASA Center Chief of
Security (CCS) within fourteen (14) days after contract award or assignment of
an individual to a position requiring screening. The forms may be obtained from
the CCS. At the option of NASA, interim access may be granted pending
completion of the required investigation and final access determination. For
Contractors who will reside on a NASA Center or installation, the security
screening required for all required access (e.g. installation, facility, IT,
information) is consolidated io ensure only one investigation is conducted based
on the highest risk level. Contractors not residing on a NASA instaliation will be
screened based on their IT access risk level determination only. See NPR
1600.1, Chapter 4.

(2) Guidance for selecting the appropriate level of screening is based on the risk of
adverse impact to NASA missions. NASA defines three levels of risk for which
screening is required (IT-1 has the highest level of risk).

(i) IT-1 - individuals having privileged access or limited privileged access to
systems whose misuse can cause very serious adverse impact to NASA
missions. These systems include, for example, those that can transmit
commands directly modifying the behavior of spacecraft, satellites or aircraft.

(i) IT-2 -- Individuals having privileged access or limited privileged access to
systems whose misuse can cause serious adverse impact to NASA missions.
These systems include, for example, those that can transmit commands
directly modifying the behavior of payloads on spacecraft, satellites or
aircraft; and those that contain the primary copy of “level 1" information
whose cost to replace exceeds one million dollars.

(iii) IT-3 -- Individuals having privileged access or limited privileged access to
systems whose misuse can cause significant adverse impact to NASA
missions. These systems include, for example, those that interconnect with a
NASA network in a way that exceeds access by the general public, such as
bypassing firewalls; and systems operated by the Contractor for NASA whose
function or information has substantial cost to replace, even if these systems
are not interconnected with a NASA network.

(3) Screening for individuais shail employ forms appropriate for the level of risk as
established in Chapter 4, NPR 1600.1.

(4) The Contractor may conduct its own screening of individuals requiring privileged
access or limited privileged access provided the Contractor can demonstrate to
the Contracting Officer that the procedures used by the Contractor are equivalent
to NASA's personnel screening procedures for the risk level assigned for the IT
position.

(5) Subject to approval of the Contracting Officer, the Contractor may forgo

68




NNA10DF30C

screehing of Contractor personnel for those individuals who have proof of a --
(i} Current or recent national security clearances (within last three years);

(i) Screening conducted by NASA within the last three years that meets or
exceeds the screening requirements of the [T position; or

(iiiy Screening conducted by the Contractor, within the last three years, that is
equivalent to the NASA personnel screening procedures as approved by the
Contracting Officer and concurred on by the CCS.

(d) The Contracting Officer may waive the requirements of paragraphs (b) and (c)(1)
through (c)(3) upon request of the Contractor. The Contractor shall provide all

relevant information requested by the Contracting Officer to support the waiver
reguest.

(e) The Contractor shali contact the Contracting Officer for any documents, information,
or forms necessary to comply with the requirements of this clause.

(f) At the completion of the contract, the contractor shall return all NASA information
and IT resources provided to the contractor during the performance of the contract
and certify that all NASA information has been purged from contractor-owned
systems used in the performance of the contract.

(9) The Contractor shall insert this clause, including this paragraph (@), in all
subcontracts :

(1) Have physical or electronic access to NASA's computer systems, networks, or IT
infrastructure; or :

(2) Use information systems to generate, store, process, or exchange data with

NASA or on behalf of NASA, regardiess of whether the data resides on a NASA
or a contractor's information system.

(End of clause)

1181 CLAUSES INCORPORATED BY REFERENCE -- SECTION |

Clause(s) /.1 through /.159 at the beginning of this Section are incorporated by reference, with
the same force and effect as if they were given in full text. Clauses incorporated by reference
which require a fill-in by the Government include the text of the affected paragraph(s) only. This
does not limit the clause to the affected paragraph(s). The Contractor is responsible for
understanding and complying with the entire clause. The full text of the clause is available at

the addresses contained in clause 52.252-2, Clauses Incorporated by Reference, of this
contract.

(End of clause)

[END OF SECTION]

70




NNA10DF30C

SECTION J - LIST OF DOCUMENTS, EXHIBITS, AND OTHER ATTACHMENTS

J.1 LIST OF ATTACHMENTS

The following documents are attached hereto and made a part of this contract:

Attachment | Title ' Date Number of
Number Pages
1 Pricing (5 years)
Pricing Schedule Summary J-1.01-1.05 Aug 2010 5
Fixed Price Pricing Schedule J-1.06 ~ 1.10 Aug 2010 30
indefinite Delivery Indefinite Quantity Pricing Aug 2010 15
Sheet J-1.11-1.15
2 Statement of Work and Attachments* Aug 2010 8D
3 Performance Requirements Summary Aug 2009 9
4 Contract Price Deduction Methodology , Aug 2008 5
5 Contract Data Requirements List Aug 2009 96
6 Surveillance Plan ' Aug 2009 5
7 Wage Determinations
SCA Wage Determinations July 2010 15
DBA Wage Determinations July 2010 42
Collective Bargaining Agreement Aug 2009 22
8 Reserved » » N/A N/A
Safety and Health Plan Aug 2010 84
10 " | Environmental Protection Summary Aug 2010 10
11 Phase-In Plan Aug 2010 6
12 IT Security Plan TBD TBD
13 Small Business Subcontracting Plan Aug 2010 42
14 Small Business Subcontracting Plan Goals { Aug 2010 42

* Listing of Statement of Work Attachments are shown in the Table of Contents for Attachment

. Attachment numbers for this section are formatted as XX.YY.ZZ where XX = 2, the
attachment number, YY = SOW section range from 01 to 20, and ZZ = document number within
specified section.

(End of Clause)
[END OF SECTION]
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